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Iepiinyn

H duthopotikn epyosio e€etdlet Ta nOwd (ntipata mov cuvoéovian pe v alomoinomn g
Teyvnmc Nonupoovvng ota diktva 5G kot 6G. Ztoyog eivon 1 omotumtmon ¢ e£EMENG Tov
nediov amd to 2020, n avayvodpilon TV cLYVOTEPOV NOKOV KvdHvev, 1 Ta&vouncn Tov
TPoTEWVOUEVODV HEBOO®V, TAMGIOV Kol TPOTHNTWV, KOODS KOl O EVIOMIGHOG TOV PACIKOV
EPELVNTIKOV Kevav. [or Tov oKomd ovTd TPAyUATOTOMONKE GLGTNUOTIKY OVOGKOTN O
BipAoypapiag otig Baceig IEEE Xplore, Springer, ScienceDirect kot Web of Science. Metd
oV KaBopIGHd, TV aQaipeon STAOTOTOV Kot TV 0E0AOYNoN TITAOV Kol TEPIANYEDY, TO
teMKo detypa meprérofe 302 peréteg mov dnpocielnkay amd tov lavovdpio tov 2020 Emg Tov

Tovvio tov 2026.

Ta omoteAéopata delyvouv toyeio adENON TG EPELVNTIKNG JPACTNPLOTNTOS KOl GOOT|
petatomon mpog ta dlktva 6G kot tic Al-native apyitextovikés. Ot cvyvotepotl kivduvol
a@opovV TNV KLPEPVOUCPALELD KOt TIG EMOEGELC, TNV WOIOTIKOTNTO KOL TNV AKOTAAANAN xpHoN
JEJOUEV®V, TNV aVOELOTLOTY GUUTEPIPOPA TOV LOVTEAWV, TNV OTOAELN EUTIGTOGVVNG, KOL TIG
advvapieg dtaxvpépvnone. Qg Pacikég Aoelg mpoteivovtar n pdonon, n eEnynown TN, ot
punyoaviopol epmotocvng, To blockchain, ot teyvoioyieg mpoctaciog TG IOIOTIKOTNTOG KoL TOL
TPOTLTOL OLIAEITOVPYIKOTNTAS. 26TOC0, Ol TEPIOCOTEPES TPpoceyYicels e€etdlovy emuépoug
wpoPAfuata kot cvyva Paciloviol G€ TPOCOUOUDCELS 1| EVVOIOAOYIKA HOVTEAQ, Yopig

EMOPKT]  OOKIUN O TPAYHOTIKE TNAETIKOWVOVIOKE —mepBOrrovTa.

Ta onpavtikdtepa Keva oyetilovtot Le T pEAMOTIKY EMKVPWOGT), TN CLVEYT SLUGOAALCT| KOTA
tov KOkAO (mMg, ™ coapn kotavoun evdvng, v avlpomivn eronteia, T OKOOGUVI, N
ovumepiinyn kot ™ Prwoiodmta. Xopnepaivetar 6Tt 1 agomot TN ota diktva 5G/6G

amotel GLVOLAGUO TEXVIKMV, OPYAVAOTIKMV, VOLUK®OV Kol 0VOPOTOKEVIPIKAOV HETPMV.

AgEec-khewond: Teyvnty Nonpoovvn, 5G, 6G, nbwm, ofwwmotn TN, ocvotnpotikn

avaokonnon PiProypaeiog
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Abstract

This thesis examines ethical issues associated with Artificial Intelligence in 5G and 6G
networks. It maps research since 2020, identifies the most frequently reported risks, classifies
proposed methods, frameworks and standards, and determines the main research gaps. A
systematic literature review was conducted across IEEE Xplore, Springer, ScienceDirect and
Web of Science. After data cleaning, duplicate removal and title-and-abstract assessment, the

final corpus comprised 302 studies published between January 2020 and June 2026.

The findings show rapid growth in research activity and a clear shift towards 6G and Al- native
network architectures. The most frequent risks concern cybersecurity and adversarial attacks,
privacy loss, unreliable model behavior, loss of trust, weak governance and limited
explainability. The main responses include federated learning, explainable Al, trust and
reputation mechanisms, blockchain, privacy-enhancing technologies, robust security controls
and interoperability standards. However, many approaches address only part of the assurance
problem and rely on simulations or conceptual architectures rather than realistic operational

evidence.

The main gaps relate to real-world validation, continuous lifecycle assurance, responsibility
allocation, incident reporting, human oversight, fairness, inclusion and sustainability. The
review reveals a mismatch between the rapid development of Al-native networks and the
maturity of the safeguards proposed to govern them. Trustworthy Al in 5G and 6G therefore
requires coordinated technical, organizational, legal and human-centered measures across

design, deployment, monitoring, updating, intervention and redress.

Keywords: Artificial Intelligence, 5G, 6G, ethics, trustworthy Al, systematic literature review
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Chapter 1 Introduction

Artificial Intelligence (Al) is becoming part of the design and operation of advanced mobile
networks. It can improve adaptation, efficiency and service quality, but it also raises questions
about automated decision-making, responsibility and the protection of users. Chapter 1
introduces the research problem, aim, objectives, research questions, scope and expected

contribution of the systematic literature review.

1.1 Background and Context

Mobile networks have developed from largely hardware-based infrastructures into software-
driven systems that combine cloud and edge computing, software-defined networking,
virtualized functions and increasingly programmable radio access. Artificial intelligence and
machine learning support traffic prediction, resource management, orchestration, fault
detection, security monitoring and service optimization. The movement towards Al-native
architecture extends these capabilities across the radio, edge and core continuum [123], [124],

[141].

The transition to 6G is expected to place intelligence inside the network architecture rather than
using it only as an external optimization tool. Distributed and autonomous intelligence may
influence access, service quality, mobility, anomaly detection, semantic communication and
resource allocation [61], [85], [302]. This autonomy creates ethical concerns because
inaccurate, biased, opaque or insecure decisions can affect privacy, safety, equal treatment and
human control. Al-enabled networks must be examined as socio-technical systems involving

developers, vendors, operators, regulators and users [92], [145].

1.2 Problem Statement

The central problem is the absence of a consolidated account of the ethical issues associated
with Al-enabled 5G and 6G networks. Literature identifies requirements involving privacy,
fairness, transparency, robustness, accountability, explainability and human oversight. These
requirements are expressed through different technical, legal and organizational approaches
[16],[17],[58], [214]. Their application is particularly difficult when automated decisions span

network domains and change after deployment.

Network intelligence may process users, devices, location and operational data across

distributed edge and cloud environments. Responsibility may be divided among data providers,
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model developers, vendors, operators and service providers. Relevant studies are also dispersed
across engineering, cybersecurity, ethics, law and policy. Some propose technical safeguards
such as federated learning, explainability and zero-trust controls, whereas others focus on
governance, standards or checks [48], [85], [214], [269]. A systematic review is therefore
required to organize the evidence, identify the most frequent risks, classify the proposed

responses and assess where real-world evidence remains limited.

1.3 Aim and Objectives

The overall aim is to systematically identify, classify and synthesize research published since
2020 on ethical issues and trustworthy Al approaches in Al-enabled 5G and 6G networks. This
review connects network uses of Al with reported risks, proposed governance responses and

unresolved research needs.
The specific objectives are to:

1. Map the volume, characteristics and thematic development of the research field from 2020

onwards

2. Identify and rank the ethical risks most frequently reported in studies of Al-enabled 5G and
6G networks

3. Classify the methods, frameworks and standards proposed to support trustworthy and

ethically aligned network intelligence

4. Examine how proposed responses are connected to specific risks, stakeholders and stages

of the Al lifecycle

5. Identify research gaps relating to trustworthy, accountable and human-centric Al in current

and future mobile networks

1.4 Research Questions

Table 1-1 presents the four research questions. Their sequence moves from mapping the field,

to identifying risks, examining available responses and establishing the remaining research

gaps.
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Code Research Question

What is the present status of research concerning ethical issues
RQ1 for Al-enabled 5G/6G networks, and how has this particular do-
main progressed since 2020?

What ethical risks are most frequently identified in the literature on

RQ2 Al-enabled 5G/6G networks?

RQ3 What methods, frameworks, or standards are proposed to support
trustworthy and ethically aligned Al in 5G/6G?

RQ4 What research gaps remain regarding trustworthy, accountable, and

human-centric Al in 5G/6G?

Table 1-1. Research questions of the systematic literature review.
1.5 Scope and Delimitations

The review covers peer-reviewed journal articles and conference papers published in English
from 2020 to the final search date. The records were retrieved from IEEE Xplore, Springer,
ScienceDirect and Web of Science. Eligible studies must establish a substantive connection
between Al, a 5G or 6G context and an ethical risk, trustworthy Al approach, governance
requirement or human-centered concern. Purely technical performance problems are included
only when they are linked to effects such as unfair service, privacy loss, unsafe decisions,
unclear responsibility or reduced human control. Non-Al network security studies, general Al
ethics papers without a 5G or 6G application, grey literature, theses, editorials and non-English
publications are excluded. These delimitations create a focused evidence base but may omit

relevant industrial and policy material outside the selected academic channels.

1.6 Expected Contribution

The expected contribution is a transparent classification of ethical risks, and an account of how
their emphasis varies by year, network generation, application and stakeholder. The study will
also organize the methods, frameworks and standards proposed in existing research and
distinguish general principles from technical measures and formal governance instruments. By
connecting risks with proposed responses, the synthesis shows where the field is relatively
mature. It also highlights areas where solutions remain theoretical or weakly validated. This
distinction can support researchers, operators, developers, standards bodies and policymakers.
The final synthesis will support a research agenda for trustworthy, accountable and human-

centric Al in realistic 5G and emerging 6G environments.
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1.7 Structure of the Thesis

Chapter 2 develops the ethical concepts and principles used in the assessment. Chapter 3
explains Al applications in 5G and 6G networks and the technical context of the ethical
analysis. Chapter 4 presents the systematic review methodology, including searching, de-
duplication, screening, quality assessment and data extraction. Chapters 5 to 8 answer RQI to
RQ4 by examining the field, risks, proposed responses and research gaps. Chapter 9 integrates
the findings, discusses limitations and presents the conclusions and priorities for future

research.
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Chapter 2 Ethics

Ethics provides the conceptual foundation for examining artificial intelligence in fifth
generation and sixth-generation communication networks. The technical capabilities of these
systems are important, but they do not determine by themselves whether a deployment is
acceptable, fair or socially beneficial. Al can improve resource allocation, security, service
personalization and network resilience. The same capabilities can also intensify surveillance,
reduce meaningful human control, reproduce bias, conceal responsibility and distribute digital
opportunities unevenly. Ethical analysis is therefore concerned with the values embedded in
design choices, the consequences of automated decisions and the institutions that authorize,

monitor and correct those decisions [257].

The relevance of ethics grows as Al becomes a native component of communication
infrastructure. In earlier systems, Al was often added to a limited application. In emerging 5G
and 6G environments, learning models may participate in network slicing, traffic classification,
anomaly detection, semantic communication, edge orchestration and autonomous service
management. Decisions can be taken continuously, at high speed and across organizational
boundaries. Research on trustworthy network intelligence consequently treats transparency,
robustness, privacy, accountability and human agency as system properties rather than optional

additions [5], [61], [85], [145], [214].

This chapter develops the ethical framework used throughout the systematic literature review.
It first explains the meaning and scope of ethics and introduces major ethical traditions. It then
moves from applied and digital ethics to Al ethics, clarifies the relationship between
responsible, trustworthy and human-centric Al, and examines seven core principles. The final
sections address governance, regulation and standardization before applying the conceptual
framework to communication networks. The aim is not to impose one philosophical theory on
every technical problem. It establishes a structured vocabulary that supports consistent

interpretation of the risks, solutions, and research gaps examined in Chapters 5 to 8.

2.1 The Meaning and Scope of Ethics

Ethics is the systematic examination of how people and institutions ought to act. It concerns
reasons for action, the treatment of others, the distribution of benefits and burdens, and the
types of social arrangements that can be justified. This normative character distinguishes ethics

from a purely descriptive account of what organizations currently do. A widespread practice
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may still be unjust, and a legally permitted practice may still be harmful. Ethics also differs
from compliance. Compliance asks whether a rule has been followed, whereas ethics asks

whether the rule, the decision and its consequences are defensible.

In technological settings, the object of ethical evaluation is broader than the conduct of an
individual engineer. A networked Al service is produced through datasets, models, software
components, organizational procedures, commercial contracts, standards and regulatory
decisions. Harm can emerge even when no single actor intends it. For example, a model may
be accurate on average but systematically underperform for a specific population and an
operator may deploy an efficient optimization system that disadvantages low-revenue regions,
or several individually reasonable components may interact in an unsafe way. Ethical
responsibility must therefore be examined at individual, technical, organizational and societal

levels.

A useful distinction can be made between the ethics of design, the ethics of use and the ethics
of impact. The ethics of design concerns the values and assumptions built into data collection,
objectives, model selection and system architecture. The ethics of use examines how a
technology is deployed, by whom, under what authority and with which safeguards. The ethics
of impact assesses actual and foreseeable effects on people, institutions and the environment.
These dimensions are connected. Privacy-preserving architecture can be undermined by poor

operational practice, while a technically reliable model may still support an unjust purpose.

Ethics also requires attention to power. Al-enabled communication networks do not merely
process neutral information. They shape access to connectivity, visibility, mobility, public
services and economic participation. Operators and platform providers can influence which
users receive priority, which behaviors are classified as abnormal and which data are retained
for future inference. The ethical question is therefore not only whether a model performs
correctly, but also who defines correctness, who can contest a decision and who bears the cost
of error. Social acceptance research in AI-5G systems confirms that trust and perceived risk

affect adoption alongside technical usefulness [10].

Context is important, but contextual judgement should not become arbitrary. Privacy
expectations vary across applications, and the level of acceptable automation in entertainment
is not the same as in healthcare, transport or emergency communication. Nevertheless,

recurring values such as dignity, non-discrimination, safety, accountability and respect for
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autonomy provide stable points of evaluation. Ethical analysis combines these general

commitments with the specific capabilities, stakeholders and harms of each application.

The analytical levels used in this thesis are summarized in Figure 2-1. The figure shows that
model-level properties are only one part of the ethical assessment. A system can include
explainable models but remain unaccountable if responsibilities are unclear, or it can comply
with organizational procedures while creating unacceptable social exclusion. The levels should

therefore be read as connected rather than independent.

Ethical analysis of Al-enabled communication networks

Societal and institutional level
Rights, inclusion, sustainability, legitimacy and distribution of power

v

Organisational and governance level
Policies, accountability, assurance, audits and incident response

v

System and service level
End-to-end behaviour, interactions, dependencies and affected stakeholders

v

Model and data level
Data quality, bias, privacy, explainability, robustness and security

v

Individual action level
Professional judgement, duties, competence and responsible intervention

Figure 2-1. Levels of ethical analysis for AI-enabled communication networks. Author’s synthesis.

Master's Thesis 7



ANOIKTO

EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks
MANEMIETHMIO

2.2 Major Ethical Traditions

Major ethical traditions provide different questions for evaluating technology. Consequentialist
reasoning focuses on outcomes. An Al decision is ethically preferable when it produces better
consequences than the available alternatives, taking account of both benefits and harms. This
approach is relevant to networks because optimization is already central to their operation. A
system may compare latency, energy consumption, coverage, reliability and security. Ethical
consequentialism widens the objective by including privacy loss, exclusion, social dependency
and environmental costs. The main difficulty is that benefits and harms are not always
commensurable, and an improvement in aggregate performance can disadvantage a smaller
group.

Deontological ethics evaluates duties, rules and rights rather than only total outcomes. Some
actions are unacceptable even when they appear efficient. Personal data should not be collected
without adequate justification, people should not be deliberately deceived, and similarly
situated users should not be treated differently for irrelevant reasons. A rights-based approach
is especially important when network services support healthcare, mobility, education or public
participation. It establishes limits on optimization and requires respect for privacy, autonomy,

equal treatment and procedural fairness.

Virtue ethics shifts attention from isolated decisions to the character and practical judgement
of responsible actors. Engineers, operators, auditors and managers must demonstrate honesty,
competence, caution and willingness to correct errors. This perspective is valuable because
formal rules cannot anticipate every failure in a complex adaptive network. A professional may
need to question an apparently successful model, disclose a limitation or suspend an automated
process before a legal obligation is triggered. Virtue ethics also reveals that responsible
behavior depends on organizational culture. Individuals cannot exercise sound judgement

when incentives reward speed and performance while discouraging the reporting of risk.

Theories of justice examine how opportunities, resources and burdens are distributed. In
communication networks, distributive questions arise when capacity, service quality or
infrastructure investment is allocated between users and regions. Procedural justice concerns
whether affected parties can understand and challenge decisions. Recognitional justice asks
whether different needs and identities are properly represented. These questions are directly

relevant to Al-driven resource allocation and personalization. Fairness assessment in
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telecommunications is therefore not limited to removing statistical bias and it also concerns
access, representation and the social meaning of differentiated treatment [3], [46], [65],

[2121,[218].

Care ethics and relational approaches focus on dependency, vulnerability and the quality of
relationships. A person may be formally free to reject a service while being practically
dependent on it for healthcare, employment or mobility. Care-oriented analysis asks whether
the system recognizes this dependency and whether those most exposed to harm have a
meaningful voice. It is particularly useful for children, older people, people with disabilities
and communities with limited connectivity. Human-centric communication research similarly

stresses inclusion, trust and the social conditions of adoption [65], [134], [171].

No single tradition resolves every conflict. A privacy-preserving design may reduce the data
available for safety monitoring. Strong security controls may limit user autonomy, while highly
personalized services may improve utility but increase surveillance. Ethical analysis is
consequently pluralistic. It uses outcomes, rights, justice, professional responsibility and
relationships as complementary lenses. A defensible decision should identify the competing
values and explain why one balance was selected and provide mechanisms for review when

the context changes.

Relevance to Al-enabled

Typical limitation when

and competent actor do?

integrity, prudence and
willingness to intervene.

Ethical tradition Central question networks used alone
Consequentialism Which option produces the Balances service quality, Aggregate benefits can con-
best overall outcomes? safety, efficiency, access and | ceal burdens imposed on mi-
wider harms. norities.
Deontology and rights Which duties and rights Protects privacy, dignity, May provide limited guid-
must be respected? consent, due process and ance when valid duties con-
non-discrimination. flict.
Virtue ethics What would a responsible Emphasizes professional Depends on institutional

conditions that enable good
practice.

Justice theories

How should benefits, oppor-
tunities and risks be distrib-
uted?

Examines access, service
quality, allocation and the
digital divide.

Different concepts of justice
can support different distri-
butions.

Care and relational ethics

Who is vulnerable, depend-
ent or insufficiently heard?

Highlights dependency,
accessibility, participation
and contextual harm.

Can be difficult to translate
into uniform technical met-
rics.

Table 2-1. Major ethical traditions and their relevance to Al-enabled networks.
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Complementary ethical questions

Consequences

What benefits and harms
follow?

Virtues and practice

Duties and rights

What would responsible
professionals do? \

What must be
/ respected?

Al-enabled

network decision

Care and relations

Who is vulnerable
or dependent?

Justice

Who receives benefits
and burdens?

Figure 2-2. Major ethical traditions as complementary analytical lenses. Author’s synthesis.

Figure 2-2 presents these traditions as a set of questions around the same Al-enabled
network decision. The purpose is not to merge them into one theory, but to prevent an
analysis from treating performance, rights or social distribution as the only relevant

concern.

2.3 Applied, Digital and Technology Ethics

Applied ethics translates general moral reasoning into the conditions of a particular
practice. Medical ethics, research ethics and engineering ethics illustrate this movement
from abstract principles to specific responsibilities. The same method is needed for
communication networks. Privacy, fairness and safety have different operational
meanings in a clinical monitoring service, a vehicle network and a consumer
entertainment platform. Applied ethics identifies the relevant stakeholders, likely harms,

professional roles and institutional safeguards for each context.

Digital ethics emerged in response to the expanding role of data, platforms and
automated mediation. It examines how digital systems affect identity, autonomy,
participation and power. Data can be copied, combined and analyzed beyond the setting
in which they were collected. Behavioral traces may reveal sensitive characteristics even
when explicit identifiers have been removed. The ability to infer, predict and influence
behavior therefore creates ethical concerns that are not captured by a narrow view of

confidentiality. Research on technology-supported tracking during public health
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emergencies demonstrates the persistent tension between collective benefit, surveillance

and individual freedom [105], [240].

Digital infrastructure also changes the distribution of power. Individuals often have little
knowledge of the organizations, models and data flows that shape the services they
receive. Consent may be formally obtained but practically weak when participation in
education, work or healthcare requires the system. These asymmetries make governance
and contestability central ethical requirements. They also explain why public trust cannot
be produced by communication alone. Trust must be supported by trustworthy practices,

credible safeguards and evidence that complaints lead to correction [229].

Technology ethics rejects the assumption that technical artefacts are neutral tools whose
moral character depends only on later use. Design establishes possibilities and
constraints. Network architecture can centralize or distribute control, and a data model
can make some users visible and others invisible. An optimization objective can
privilege throughput over equitable access. Values are therefore expressed through

technical choices, even when they are not explicitly described as ethical choices.

At the same time, ethics should not treat technology as an independent force. Outcomes
are produced by socio-technical systems that include people, markets, regulations and
organizational routines. The same model can support beneficial healthcare or
intrusive surveillance depending on purpose, authority and safeguards. Digital health
research shows the potential of data and Al to improve access and care, while studies of
smart cities and metaverse environments identify concerns involving privacy, security,

inequality and governance [15], [24], [134], [147], [279].

The relationship among applied ethics, digital ethics, Al ethics and network ethics is
summarized in Table 2-2. These fields overlap but emphasize different objects. Applied
ethics provides sector-specific judgement, digital ethics focuses on data and mediated
social life, Al ethics examines learning and automated decision-making, and network
ethics considers the infrastructural systems that connect users and allocate
communication resources. The present thesis combines all four because Al-enabled 5G
and 6G networks operate simultaneously as technical systems, social infrastructures and

decision-making environments.
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A central implication is that ethical assessment must follow the full chain from data
collection to social impact. It should ask who defines the objective, which data makes
the decision possible, how the model behaves, how the network implements the output
and what remedies remain available. This expanded perspective prevents ethics from

being reduced to a checklist applied after deployment.

2.4 Artificial Intelligence Ethics

Al ethics addresses the distinctive moral problems created or intensified by systems that
learn from data, generate predictions and participate in decisions. Many concerns have
earlier technological forms, but Al alters their scale, speed and opacity. A biased human
decision may affect one case and an automated model can reproduce the same pattern
across millions of interactions. A security error in a static application may remain
local and an error in an autonomous network controller can propagate through

interconnected services. Ethical analysis must account for these amplification effects.

Opacity is a second feature. Complex models may produce accurate output without
providing reasons that a user, operator or regulator can understand. In networks, the
problem is intensified by real-time control and multiple interacting models. An
explanation of a single prediction may not explain the behavior of the overall service.
Research on safe and explainable 6G systems therefore distinguishes model-level
explanations from system-level and runtime assurance [5]. Work on explainable resource
management, slicing and semantic communication similarly connects interpretability
with trust, auditing and operational control [35], [85], [91], [92], [131]. Additional

studies in the corpus address the same point [302].

Field Primary object of concern Examples in this thesis
Applied ethics Normative problems in a defined Healthcare, transport, education,
practice or sector security and public infrastructure.
Digital ethics Datafication, online interaction and digi-| Surveillance, profiling, identity,
tal power access, consent and platform de-
pendence.
Al ethics Learning, inference and automated Bias, opacity, autonomy, robustness, ac-
decision-making countability and human oversight.
Network ethics Infrastructural allocation and con- Slicing, edge intelligence, traffic man-
nectivity agement, service access and cross- do-
main control.

Table 2-2. Relationship among applied, digital, AI and network ethics.

Master's Thesis



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks
Adaptivity and autonomy create a third challenge. Al systems may change as new data
arrives, interact with other agents or pursue goals in an environment that was not fully
anticipated during design. This makes one-time approval insufficient. Ethical assurance
must continue during operation and must detect distribution shifts, adversarial behavior
and unexpected interactions. The increasing use of agentic and autonomous network

management raises additional questions about authority, escalation and the point at

which human intervention remains meaningful [61], [83], [120], [155].

Al ethics also examines the relationship between prediction and decision. A model may
estimate congestion, detect an intrusion or predict user demand, but an institutional
process determines what happens next. Ethical responsibility cannot be assigned to the
model as if it were an independent moral agent. Designers decide the objective, operators
define thresholds, organizations allocate authority and regulators establish limits.
Accountability must therefore connect technical evidence to human and institutional

responsibility [16], [17], [221].

A lifecycle approach is needed because ethical failures can enter at several stages. The
purpose may be illegitimate, the dataset unrepresentative, the model insecure, the
deployment context unsuitable or the monitoring process ineffective. Correcting only the
visible output can leave the source of the problem unchanged. The literature on
trustworthy Al in BSG and 6G accordingly proposes frameworks that protect inputs,
support explainable operation, validate outputs and monitor systems after deployment

[145], [214], [269], [273].

Finally, AI ethics is not limited to preventing direct harm. It also asks what kind of
technological future is being created. Al-native networks may expand access, support
environmental efficiency and enable new public services. They may also normalize
continuous monitoring, deepen dependence on private infrastructure and shift decisions
away from affected communities. An adequate ethical framework must therefore

evaluate both immediate system properties and long-term social direction.

2.5 Responsible, Trustworthy and Human-Centric Al
Responsible Al, trustworthy AI and human-centric Al are closely related, but they
should not be treated as interchangeable labels. Responsible Al Emphasizes the

processes and actors through which Al is designed, deployed and governed. It asks who
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has authority, who must document decisions, who monitors performance and who
responds when harm occurs. The concept directs attention to organizational structures

rather than only model characteristics.

Trustworthy Al concerns whether confidence in the system is justified. A trustworthy
network intelligence system should behave reliably under expected conditions, resist
relevant attacks, protect data, avoid unjustified discrimination and provide evidence that
supports scrutiny. Trustworthiness is therefore not the same as user trust. People can
trust an unsafe system, or distrust a well-governed one. The ethical objective is to
establish properties and assurance processes that make trust reasonable [5], [131], [145],

[214], [273].

Human-centric Al begins from the position that technical performance serves human and
social purposes. It prioritizes dignity, agency, accessibility, participation and well-being.
Human-centric design does not mean that a person must manually approve every
network action. Many 5G and 6G operations require rapid automation. It means that
objectives, limits and escalation procedures remain connected to human values, and that
affected people have meaningful protection and routes of contestation. Research on
inclusive 6G experiences and human-centric communication makes this connection

explicit [65], [171], [254].

The three approaches overlap. Responsible governance is needed to produce trustworthy
properties, trustworthy evidence is needed to make human-centered commitments
credible and lastly human-centered values guide what organizations should be
responsible for. They can nevertheless diverge. A technically robust system may support
intrusive surveillance. A participatory project may lack adequate cybersecurity. An
organization may publish ethical policies without demonstrating that its models satisfy

them. Ethical alignment requires three perspectives to reinforce one another.

Figure 2-3 show on the following page illustrates this overlap. The shared area represents
Al-enabled networks that combine governance, demonstrable system properties and
respect for human interests. The surrounding areas remain important because each
approach contributes to a distinct question. Who is answerable, what evidence supports

confidence, and whose rights and well-being are served.
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Approach Primary emphasis Typical ev1f1ence or Main r}sk if .treated in
practice isolation
Responsible Al Who is responsible and how | Roles, policies, impact as- Good procedures may exist
the system is governed. sessment, documentation, without adequate technical
audit and incident response. | performance.

Trustworthy Al Whether behavior merits jus- | Accuracy, robustness, secu- | Technical evidence may ne-

tified confidence.

rity, fairness, explanation,
traceability and monitoring.

glect participation, rights
and social purpose.

Human-centric Al

Whether human rights,
agency and well-being
remain central.

Participation, accessibility,
meaningful oversight, con-
testability and inclusive de-
sign.

Broad values can remain as-
pirational without assurance
mechanisms.

Table 2-3. Operational distinction among responsible, trustworthy and human-centric Al.

Related but non-identical approaches

Responsible Al

Processes, roles, governance
and answerability

Trustworthy Al

Evidence of reliable, secure,
fair and explainable behaviour

Human-centric Al

Rights, agency, participation,
well-being and inclusion

Ethically aligned
Al-enabled networks

The approaches overlap in purpose but emphasise different governance and design questions.

Figure 2-3. Relationship between responsible, trustworthy and human-centric Al. Author’s synthesis.

Table 2-3 provides the operational distinction used in this thesis. The distinction is useful

for later analysis because proposed responses in the literature occur at different levels.

A privacy method or robust model contributes to trustworthiness, an audit framework or

incident reporting process contributes to responsibility and participatory design or

accessibility requirements contribute to human-centricity. Many mature proposals

combine all three [16], [17], [61], [89], [189]. Additional studies in the corpus address

the same point [221].
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2.6 Core Ethical Principles for AI Systems

Principle-based frameworks translate broad ethical commitments into recurring
requirements. The principles used in this thesis are privacy and data protection, fairness
and non- discrimination, transparency and explainability, accountability and
responsibility, human agency and oversight, safety, robustness and security, and social
and environmental well- being. They are consistent with the themes repeatedly identified
in the reviewed telecommunications literature, although individual studies use different
terms and levels of detail [5], [61], [145], [214], [221]. Additional studies in the corpus
address the same point [273], [299]. Principles should not be treated as independent
boxes. Privacy mechanisms can affect explainability, fairness interventions can alter
performance, and stronger monitoring can support safety while increasing data
collection. Ethical design requires an explicit account of these interactions. Figure 2-4
shows that each principle should be considered across the full lifecycle rather than

assigned to one technical stage.

2.6.1 Privacy and Data Protection

Privacy concerns the ability of people and groups to exercise appropriate control over
information, access and inference. Data protection translates part of this concern into

rules and organizational duties concerning collection, purpose, retention, security and

disclosure.
Ethical principles must be considered throughout the lifecycle
Purpose and Data and Model and Deployment and Monitoring and
requirements [~ training —| validation [~ ~| operation | | retirement
Privacy and data protection — L * * *
Fairness and non-discrimination —e s *
Transparency and explainability
Accountability and responsibility —e [ 3 °
Human agency and oversight —e &
Safety, robustness and security —
Social and environmental well-being —& 2 L 3

Figure 2-4. Core ethical principles across the AI and network lifecycle. Author’s synthesis.
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Al-enabled networks process extensive telemetry, device identifiers, traffic patterns,
location traces and application data. Even when content is encrypted, metadata can
reveal routines, relationships and sensitive contexts. Privacy assessment must therefore
consider both direct identification and the inferences that can be produced by combining

data sources.

Privacy-preserving technologies include federated learning, differential privacy,
encryption, secure aggregation and distributed architecture. These approaches reduce
exposures, but none creates privacy automatically. Federated learning can avoid
centralizing raw data while still leaking information through gradients or model updates.
Differential privacy introduces a utility trade-off, while encryption does not determine
whether the purpose is legitimate. Literature consequently combines technical protection
with standards, governance and auditing [43], [58], [71], [144], [159]. Additional studies
in the corpus address the same point [177], [244], [265], [293]. In this thesis, privacy is
treated as both a technical property and a question of purpose, power and user

expectation.
2.6.2 Fairness and Non-Discrimination

Fairness concerns whether benefits, burdens and decision quality are distributed without
unjustified disadvantages. In Al systems, bias can enter through historical data,
sampling, labels, objectives, proxies and deployment conditions. A model may have
similar overall accuracy across groups while producing unequally false-positive rates, or
it may allocate resources efficiently while systematically giving poorer service to less
profitable areas. Fairness therefore requires clarity about the affected population, the

relevant comparison and the type of harm being prevented.

Communication networks create distinctive fairness questions. Scheduling and slicing
algorithms allocate scarce resources, coverage decisions affect regional opportunity,
personalized services can create differentiated quality, and automated security controls
can classify legitimate behavior as suspicious. Statistical metrics are useful but cannot
select the morally appropriate definition of fairness. The choice requires contextual and
institutional judgement. Current research proposes fairness-aware scheduling,
explanation-guided fair federated learning and standard-compliant auditing, showing a

movement from general concern toward operational assessment [3], [46], [212], [218].
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2.6.3 Transparency and Explainability

Transparency is the availability of relevant information about a system, including its
purpose, data sources, limitations, governance and decision process. Explainability is a
more specific capacity to provide reasons or representations that help a stakeholder
understand an output or behavior. The two concepts serve different audiences. A network
engineer may require diagnostic details, an auditor may require reproducible evidence,
and an affected user may require a clear explanation of consequences and available

remedies.

Explainability is valuable because opaque models can undermine error detection,
accountability and justified trust. It is not sufficient by itself. An explanation may be
technically faithful but incomprehensible, or understandable but misleading. It can also
reveal sensitive information or create latency costs. In real-time networks, explanation
must be designed with operational purpose in mind. Studies apply explainable Al to
intrusion detection, channel estimation, slicing, resource management and semantic

communication, while broader work calls for system-level and runtime explanation
[1], [5], [6], [8], [35].
Additional studies in the corpus address the same point [85], [91], [92], [131], [163].

Related studies provide further evidence on the same issue [212], [221], [302], [182].

2.6.4 Accountability and Responsibility

Accountability requires actors to explain and justify decisions, accept scrutiny and
respond to failure. Responsibility identifies the duties attached to roles before and after
an event. In an Al-enabled network, these roles may be distributed among model
developers, equipment vendors, operators, cloud providers, application owners and
public authorities. The presence of many contributors can create a responsibility gap if
each actor controls only one component and no institution remain answerable for the

overall service.

Accountability therefore depends on traceability, documentation, auditability, monitoring and
incident response. Technical logs must be connected to organizational authority, and escalation
procedures must specify when automated operation is restricted or stopped. Regulatory

readiness and Al incident reporting are emerging as distinct concerns in telecommunications
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because conventional cybersecurity reporting does not capture bias, unsafe behavior or
governance failure [16], [17]. Proposed approaches include blockchain- backed traceability,
trustworthy analytics, accountable network processes and end-to-end trust frameworks [89],

[145], [155], [189], [214]. Additional studies in the corpus address the same point [221], [269].

2.6.5 Human Agency and Oversight

Human agency concerns the capacity of people to form intentions, make informed
choices and avoid being reduced to passive objects of automated control. Oversight is
the practical arrangement through which humans supervise, challenge or interrupt an Al
process. Meaningful oversight is not achieved simply by placing a person in the loop.
The person must have sufficient information, competence, authority and time to
intervene. Otherwise, oversight can become symbolic and can even transfer blame to an

operator who cannot realistically alter the outcome.

Communication networks complicate oversight because many decisions occur in
milliseconds. A suitable design may therefore use several levels such as human-defined
objectives and constraints before operation, automated monitoring during operation, and
human review or appeal after significant decisions. High-risk applications such as
connected vehicles, health monitoring and public surveillance require additional
safeguards because error or misuse can affect bodily safety and fundamental freedoms
[7], [105], [127], [240]. Human-centered research also Emphasizes acceptance,
inclusion and participation, showing that oversight should involve affected communities
as well as technical experts [10], [65], [113], [134], [166]. Additional studies in the
corpus address the same point [171], [258].

2.6.6 Safety, Robustness and Security

Safety is the prevention of unacceptable harm during intended use and reasonably foreseeable
misuse. Robustness is the ability to maintain acceptable behavior under variation, uncertainty
or disturbance. Security concerns protection against malicious action, while reliability and
resilience concern continuity and recovery. These concepts overlap but should not be collapsed.
A model can be secure against attack but unsafe because of design error, or robust under normal

variation but vulnerable to an adversarial input.
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Al-native networks face distribution shifts, poisoning, evasion attacks, compromised agents,
faulty sensors and interactions among autonomous controllers. Safety must therefore be
considered at model, system and runtime levels. Confidence thresholds, fail-safe controls,
causal analysis, explainable detection and continuous monitoring can support intervention, but
each introduces new assumptions and operational costs. Literature increasingly combines
explainability with robust intrusion detection, trustworthy scheduling, runtime enforcement
and resilient orchestration [1], [5], [11], [12], [39]. Additional studies in the corpus address the
same point [75], [77], [83], [96], [120]. Related studies provide further evidence on the same
issue [125], [131], [145], [179], [184]. Further studies in the corpus support this interpretation

[221], [269], [273], [253].
2.6.7 Social and Environmental Well-Being

Ethical AI should contribute to social well-being rather than only avoid individual harm.
Relevant concerns include universal access, accessibility, labor effects, surveillance,
concentration of power and the digital divide. 6G visions often associate ubiquitous intelligence
with healthcare, smart cities and inclusive services, but these benefits depend on affordability,
infrastructure and local capacity. A technologically advanced service can widen inequality
when it is available only to well-connected populations or when automated personalization

excludes users who do not fit expected patterns [2], [65], [134], [171].

Environmental well-being concerns energy use, hardware production, resource consumption
and the wider effects of infrastructure. Al can improve energy efficiency and service
placement, yet larger models, dense edge deployment and expanding traffic can increase total
consumption. Sustainability therefore requires lifecycle assessment and attention to rebound
effects, not only a reduction in energy per operation. Research on sustainable 6G architectures,
smart cities and trustworthy edge intelligence links environmental efficiency with security,
accessibility and long-term social benefit [22], [24], [33], [99], [147]. Additional studies in the
corpus address the same point [226], [258], [273], [250], [288].
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Principle

Network-specific ethical
question

Illustrative mechanisms

Representative references

Privacy and data protection

Are data collection and infer-
ence proportionate, secure
and compatible with user ex-
pectations?

Federated learning,
differential privacy,
encryption, secure
aggregation, retention
controls.

[4], [58], [71], [244], [265]

Fairness and non- discrimina-
tion

Does allocation or clas-
sification create unjusti-
fied disadvantage across
users, regions or
groups?

Bias testing, fairness metrics,
constrained optimization, cer-
tification and appeal.

[3], [46], [212], [218]

Transparency and
explainability

Can relevant stakeholders un-
derstand purpose, limitations
and important decisions?

XAI, model cards, traceable
logs, interpretable policies and
stakeholder-specific explana-
tions.

[51, [92], [131], [221], [302]

Accountability and
responsibility

Who can justify, correct and
accept responsibility for sys-
tem behavior?

Audit trails, role allocation,
impact assessment, incident
reporting and governance.

[16], [17], [189], [214], [221]

Human agency and oversight

Can people set limits,
intervene and contest
significant outcomes?

Human-in/on-the-loop
control, escalation, partic-
ipation, review and rem-
edy.

[71, [10], [65], [127], [171]

Safety, robustness and se-
curity

Does the service remain ac-
ceptably safe under error,
change and attack?

Adversarial testing, runtime
monitoring, fail-safe control,
redundancy and recovery.

[17, [5], [120], [145], [269]

Social and environmental
well-being

Does the network support in-
clusion and sustainability
across its lifecycle?

Accessibility, universal ser-
vice, energy-aware orchestra-
tion, lifecycle assessment and
public value criteria.

[2], [22], [24], [258], [273]

Table 2-4. Core ethical principles and their network-specific implications.

Table 2-4 consolidates the seven principles and shows how they can be translated into network-
specific questions. The mechanisms are illustrative rather than exhaustive. Their ethical

adequacy depends on context, evidence and the way they interact with other principles.

2.7 Governance, Regulation and Standardization

Ethical principles require governance if they are to influence practice. Governance is the set of
roles, procedures, incentives and controls through which decisions are made and reviewed. It
begins before model development, when an organization defines the purpose and risk appetite
of a service, and continues through procurement, deployment, monitoring, incident response
and retirement. A governance system should specify who owns each decision, what evidence

is required and which conditions trigger escalation.
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Technical governance includes testing, documentation, access control, monitoring and
assurance. Organizational governance includes leadership responsibility, impact assessment,
professional competence and independent review. Sector governance includes standards,
interoperability profiles and certification. Public governance includes law, regulatory
supervision, public participation and access to remedy. These levels should support one

another. Technical controls without organizational responsibility can be ignored, while

regulation without measurable requirements can be difficult to enforce.

Risk-based governance is especially relevant to Al-enabled networks because applications
differ greatly in potential harm. A model that recommends entertainment content does not
require the same safeguards as a controller for emergency communication or autonomous
transport. Risk classification should consider purpose, affected population, scale, reversibility
and dependency. It should also be updated when an initially limited system becomes integrated

into a wider service.

Regulation establishes mandatory limits and duties. Telecommunications Al combines several
legal domains, including communications law, cybersecurity, data protection, consumer
protection and emerging Al regulation. Cross-jurisdictional readiness is uneven, and existing
rules may not recognize incidents involving bias, unsafe learning or unpredictable model
behavior. Recent work proposes regulatory readiness assessment and dedicated Al incident
reporting to address this gap [16], [17]. Interdisciplinary analysis of connected vehicles also
demonstrates how Al regulation and future 6G standards can interact in one application [7],

[236].

Standardization can make broad principles operational. Standards define terminology, testing
procedures, interoperability requirements and evidence formats. They can reduce uncertainty
and support comparison across vendors. Current proposals address fairness assessment,
privacy-preserving federated learning, Al-native architectures, wearable health systems and
standards-driven governance [3], [58], [95], [123], [165]. Additional studies in the corpus
address the same point [218]. Standards are particularly important in telecommunications
because components from different organizations must operate together and because network

functions can cross national boundaries.
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Standards also have limits. Conformance can become a minimum target rather than evidence
of ethical adequacy. A standard may lag technology, focus on easily measured properties or
reflect the interests of actors with greater resources. Certification therefore should not replace
contextual impact assessment, continuous monitoring or stakeholder participation. A system
that passes a laboratory test can still fail after deployment when users, data or operating

conditions change.

Assurance connects principles, evidence and governance. It asks whether claims such as safe,
fair or trustworthy are supported by appropriate tests and records. Trustworthy analytics in
zero-touch management, fairness certification and standards-compliant architectures show how
assurance is entering the telecommunications literature [189], [218], [268]. Figure 2-5 presents
this process as a set of nested levels around the Al-enabled service. The figure Emphasizes that

no single technical mechanism can carry the full burden of ethical governance [291].

Table 2-5 on the previous page summarizes the actors, instruments and evidence
associated with each level. The table also supports the analysis in later chapters, where
methods, frameworks and standards are evaluated not only by their stated goal but also

by the governance level at which they operate.

agement, compliance and
audit functions

pact assessment, procure-
ment rules and incident re-
sponse.

. s Evidence of effective
Governance level Main actors Typical instruments . 3
implementation
Technical Developers, data scientists, Testing, privacy controls, Validated metrics, logs, red-
network engineers explanations, monitoring, team results, incident rec-
access control and fail-safe ords and reproducible tests.
mechanisms.
Organizational Operators, vendors, man- Policies, role allocation, im- | Clear ownership, docu-

mented decisions, inde-
pendent review and correc-
tive action.

Sector and standards

Standards bodies, industry al-
liances, certification organiza-

tions

Interoperability profiles,
assurance requirements,
rating schemes and cer-
tification.

Comparable assessments,
conformance evidence and
update procedures.

Regulatory and societal

Legislators, regulators,
courts, civil society and af-
fected communities

Law, regulatory guidance,
public consultation, enforce-
ment and access to remedy.

Rights protection,
transparency, sanctions,
participation and cross-
border coordination.

Table 2-5. Levels of governance and assurance for Al-enabled communication networks.
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2.8 Ethics in Communication Networks

Communication networks are ethically significant because they are infrastructures through
which other activities become possible. They mediate healthcare, mobility, education,
commerce, emergency response and social interaction. Failures can therefore spread beyond
the network itself. A discriminatory allocation policy can affect access to a public service, a
privacy breach can reveal location and relationships, and an unreliable controller can disrupt

several dependent systems. Ethical evaluation must account for this infrastructural reach.

5G and 6G architectures introduce several features that intensify the ethical challenge.
Network slicing allows differentiated virtual services over shared infrastructure. Edge
intelligence moves processing closer to users and devices. Open radio access networks

distribute functions across vendors.

Multi-level governance and assurance

Societal and regulatory environment
Law, public policy, democratic oversight and cross-border coordination

v

Sector and standards environment
Telecommunications standards, certification, interoperability and assurance

v

Organisational governance
Roles, risk management, procurement, documentation and incident response

v

Technical controls
Privacy, fairness, explanation, robustness, monitoring and fail-safe mechanisms

A4

Al-enabled 5G/6G service

Governance layers jointly define authority, evidence, safeguards and remedies.

Figure 2-5. Multi-level governance and assurance ecosystem for Al-enabled 5G/6G services. Author’s
synthesis.

Federated learning coordinates models across locations, while digital twins and semantic
communication create new forms of representation and automation. Each feature offers
technical benefits and creates new questions about data control, responsibility, interoperability
and oversight [43], [48], [58], [123], [244]. Additional studies in the corpus address the same
point [302], [251].
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Network slicing illustrates the interaction of efficiency and justice. Al can allocate resources
dynamically according to demand and service-level objectives. This can improve reliability,
but it can also prioritize commercially valuable services or reproduce historical patterns of
underinvestment. Fair and explainable slicing research responds by combining performance
objectives with fairness constraints and explanations [78], [115], [125], [158], [188].
Additional studies in the corpus address the same point [212]. The ethical issue is not whether

differentiated service is always wrong, but whether the criteria are legitimate, transparent and

open to review.

Edge and federated intelligence illustrate the interaction of privacy and accountability. Keeping
data near the source may reduce central exposure, but distributed learning increases the number
of actors and components involved. Model updates can leak information, malicious participants
can poison training and responsibility may become fragmented. Privacy-preserving
mechanisms therefore need authentication, robustness, traceability, and governance [43], [48],
[58], [71], [159]. Additional studies in the corpus address the same point [177], [265], [293].
A claim that data never leaves the device is not a complete ethical justification [34], [224],

[246].

Autonomous and zero-touch management illustrates the interaction of speed and human
control. Al can detect faults, allocate resources and recover services faster than manual
operation. Yet the same speed can make errors difficult to observe before they propagate.
Explainability, causal analysis, confidence measures and runtime safety controls are proposed
to make automated management more accountable [35], [120], [155], [163], [169]. Additional
studies in the corpus address the same point [189], [221]. Human oversight must be designed
at the correct level by setting objectives and limits, supervising patterns of behavior and

retaining authority over high-impact exceptions.

Security illustrates the interaction of protection and surveillance. Networks require monitoring
to identify attacks, fraud and abnormal traffic. Al improves detection but may also classify
legitimate users incorrectly or justify extensive data collection. Security decisions can restrict
access, reroute traffic or trigger investigation. Explainable intrusion detection and transparent
assurance help operators review these outcomes, but they do not remove the need for
proportionality, data minimization and remedy [1], [4], [39], [76], [101]. Additional studies in
the corpus address the same point [179], [184].

Master's Thesis 25



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

The network context also expands the stakeholder set. Relevant actors include users, non- users
affected indirectly, operators, vendors, cloud providers, application developers, public
authorities, standards organizations and communities. Their interests are not identical.
Operators may value efficiency and resilience, users may prioritize privacy and affordability,
regulators may require accountability, and communities may focus on coverage and

environmental impact. Ethical governance must make these conflicts visible rather than

allowing one optimization objective to decide them implicitly [210].

For these reasons, ethics in communication networks should be embedded by design and
maintained through operation. Ethical-by-design does not mean that values can be solved once
in architecture. It means that purpose, risk, evidence and responsibility are considered from the
beginning, documented in technical and organizational decisions, monitored after deployment
and revised when harms or conditions change. Trustworthy frameworks for B5G and 6G
increasingly adopt this lifecycle and multi-stakeholder view [61], [127], [145], [214], [258].
Additional studies in the corpus address the same point [269], [273].

2.9 Chapter Synthesis and Analytical Relevance

This chapter has established ethics as a multi-level examination of actions, systems, institutions
and social outcomes. Ethical analysis is not equivalent to legal compliance, technical
reliability or public acceptance, although each can provide relevant evidence. A system may
be lawful but unjust, reliable but intrusive, or popular but unsafe. The evaluation must consider

purpose, process, distribution, rights, consequences and the availability of remedy.

The major ethical traditions provide complementary questions. Consequential reasoning
examines benefits and harms. Rights-based reasoning establishes limits, virtue ethics focuses
on professional judgement, justice examines distribution and procedure and care ethics
highlights dependency and vulnerability. The thesis adopts a pluralistic approach because Al-
enabled networks create conflicts that cannot be resolved by one metric. The ethical quality of
a decision depends on how openly these conflicts are recognized and justified. Responsible,
trustworthy and human-centric Al provide three connected perspectives. Responsible Al
identifies actors and governance processes. Trustworthy Al requires evidence that systems
behave in a reliable, secure, fair and explainable manner. Human-centric Al ensures that rights,
agency, participation, and well-being guide the system's purpose. Later chapters use these

distinctions to avoid treating every technical protection as a complete ethical solution.
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Seven principles form the coding and interpretation framework. Privacy and data protection,
fairness and non-discrimination, transparency and explainability, accountability and
responsibility, human agency and oversight, safety, robustness and security, and social and
environmental well-being. The principles are applied across the lifecycle and are interpreted in
relation to the network context. Their interactions are as important as their individual presence.

A privacy mechanism can reduce transparency, a security control can limit autonomy, and an

efficiency improvement can create unequal access [62], [156], [178].

The framework supports the four research questions in different ways. RQ1 uses the principles
to map the thematic development of the field. RQ2 treats a risk as a plausible pathway through
which one or more principles may be violated. RQ3 distinguishes technical methods,
governance frameworks and standards according to the principle and lifecycle stage they
address. RQ4 identifies gaps where important risks lack mature responses, where evidence is

limited or where human and institutional dimensions are underdeveloped.

This distinction between risk, response and gap is essential. Privacy is a principle, unauthorized
inference is a risk, differential privacy is a possible method, a privacy governance framework
is an organizational response and the absence of real-world validation is a research gap. Similar
distinctions apply to fairness, explanation, accountability and safety. Keeping the categories
separate makes the later synthesis clearer and prevents the frequency of a term from being

mistaken for the effectiveness of a solution.

The chapter also establishes why communication networks require a dedicated ethical analysis.
They are pervasive infrastructures, operate in real time, connect multiple organizations and
increasingly delegate control to adaptive Al. Their effects extend to sectors that depend on
connectivity. Ethical assurance must therefore be end-to-end, cross- organizational and
continuous. It must combine technical evidence with governance, standards, regulation and

participation [88], [152].

On this basis, the empirical chapters can evaluate the literature without reducing ethics to
cybersecurity or using responsible Al as a broad slogan. Chapter 5 examines how the field has
developed, Chapter 6 analyzes the risks that dominate literature. Chapter 7 evaluates the
proposed methods, frameworks and standards, and Chapter 8 identifies the remaining gaps.
The ethical framework developed here provides the common language that connects those

analyzes.
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Chapter 3 Artificial Intelligence

Artificial intelligence is becoming a structural component of modern communication networks
rather than a separate software feature. In fifth-generation networks, learning methods already
support traffic prediction, resource allocation, anomaly detection, mobility management and
service orchestration. The move toward sixth-generation systems extends this role. Al is
increasingly expected to participate in the design, operation and continuous adaptation of the
network itself. This transition changes the technical meaning of network intelligence because
decisions are distributed across cloud, edge, radio and device environments and must often be

produced under strict latency, reliability and energy constraints [41], [82], [124], [228], [239].

The term artificial intelligence covers several families of methods with different assumptions
and operational properties. Rule-based reasoning, statistical machine learning, deep neural
networks, reinforcement learning, federated learning, generative models and agentic systems
do not solve problems in the same way. They require different forms of data, supervision,
computation and evaluation. These differences are important for the present thesis because
ethical risks and governance needs depend partly on how a model learns, where it is deployed

and how directly it affects network users and services [54], [55], [141].

This chapter provides the technical foundation for the systematic literature review. It defines
the main Al concepts used in the selected studies, explains the learning paradigms and
advanced model families, describes the Al lifecycle and outlines the evolution from 5G
automation to Al-native 6G architectures. It then examines the network functions and
application domains in which Al is used and identifies the technical properties that later
become relevant to privacy, fairness, transparency, accountability, safety and human oversight.
The aim is not to evaluate the findings of the review in advance, but to establish a consistent

vocabulary for Chapters 5 to 8 [61], [85], [185], [191].

3.1 Definition and Evolution of Artificial Intelligence

Artificial intelligence can be understood as the design of computational systems that perform
tasks associated with perception, prediction, reasoning, decision-making, language use or
adaptive control. This definition is deliberately broad. It includes systems that follow explicitly
encoded rules as well as systems that infer patterns from data. In communication networks, Al
may classify traffic, predict channel conditions, detect abnormal behavior, allocate radio

resources or coordinate autonomous control loops. The common element is that the system
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transforms observations into outputs that support or directly execute a decision [41], [141],

[185].

A distinction should be made between artificial intelligence, machine learning and deep
learning. Artificial intelligence is the wider field. Machine learning is a major subfield in which
behavior is learned from examples, observations or interaction rather than specified entirely
through fixed rules. Deep learning is a further subfield that uses multilayer neural networks to
learn complex representations. Generative Al uses learned distributions to produce new
content, plans, code, signals or explanations, while agentic Al combines models with memory,
tools and goal-directed action. These categories overlap, but they should not be treated as

synonyms [54], [56], [63].

The historical development of Al has moved through alternating periods of symbolic reasoning
and data-driven learning. Early systems relied heavily on logic, search and expert rules. Their
behavior was often easier to trace, but their performance depended on manually represented
knowledge and was difficult to scale in uncertain environments. The growth of digital data,
computational power and statistical learning shifted attention toward models that infer decision
boundaries from examples. Neural methods then expanded this shift by learning internal

representations directly from high-dimensional data [41], [176].

Communication networks became an important field for applied Al because they continuously
generate structured measurements and require repeated decisions. Traffic records, radio
measurements, mobility traces, alarms, topology information and service-level indicators
provide data for prediction and control. At the same time, the network environment is non-
stationary. User demand changes, radio channels vary, devices join and leave, attacks evolve
and service objectives conflict. This makes network intelligence a continuous learning problem

rather than a one-time classification exercise [55], [82], [101].

The role of Al has also changed across network generations. In earlier deployments, Al was
usually placed around the network as an optimization or analytics tool. In 5G, software- defined
networking, network function virtualization, edge computing and network slicing created more
programmable environments in which learning could influence operational decisions. In 6G
research, Al is increasingly described as native to architecture, meaning that data collection,
model training, inference, orchestration and assurance are considered part of the network

design itself [104], [123], [124].
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Al-native does not mean that every function should be replaced by a learned model.
Deterministic protocols remain preferable when requirements are stable, formally specified and
safety critical. Al is valuable when the relation between inputs and desired outputs is complex,
uncertain or dynamic. Sound architecture therefore combines learned components with
conventional control, verification, fallback procedures and policy constraints. This hybrid view
is reflected in work on trustworthy orchestration, runtime safety and neuro- symbolic control

[12], [120], [155].

The conceptual hierarchy used in this thesis is summarized in Table 3-1. Figure 3-1, presented
on the following page, illustrates the relationship among the main Al families without implying
that development follows a single linear path. The figure also shows that explainability,
robustness and governance are cross-cutting requirements rather than separate model classes

[85], [92], [214].

Concept

Operational meaning

Typical network role

Key distinction

Artificial intelligence

Wider field of computational
perception, prediction, reasoning and
adaptive action

Network analytics, optimiza-
tion and control

Includes learned and rule-
based systems

Machine learning

Models learn patterns from data or
interaction

Traffic prediction, classifica-
tion and allocation

Behavior is inferred rather
than fully specified

Deep learning

Multilayer neural models learn
complex representations

Signal, sequence, graph and
multimodal processing

Higher representation capac-
ity and computational
cost

Generative Al

Models produce new content, repre-
sentations or plans

Synthetic data, semantic com-
munication and assistants

Generation rather than only
prediction

Agentic Al

Goal-directed systems combine
models, memory, tools and action

Intent translation and au-
tonomous orchestration

Acts through multi-step
workflows
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Figure 3-1. Relationship among the principal Al families and cross-cutting requirements.

3.2 Machine Learning Paradigms

Machine learning methods are commonly organized according to the form of supervision
available during learning. The main paradigms are supervised, unsupervised, self-supervised
and reinforcement learning. Semi-supervised and multi-task approaches combine elements of
these categories. In network research, the choice of paradigm is influenced by the availability
of labelled events, the cost of experimentation, the speed at which conditions change and the

degree to which actions affect future observations [176], [244].

Supervised learning uses examples paired with target labels or values. Classification models
may distinguish normal from malicious traffic, identify service classes or recognize device
behavior. Regression models may estimate channel quality, latency, energy demand or traffic
volume. Supervised methods are attractive because their performance can be measured against
known targets. Their main limitation is dependence on representative labelled data, which are
often expensive to obtain and may become outdated when network conditions change [1], [39],
[101].

3.2.1 Supervised Learning

A supervised learning pipeline begins with feature construction or representation learning,
followed by training, validation and testing. In classical machine learning, features may be
engineered from packet statistics, radio indicators or topology measures. Deep models can

learn features directly from sequences, images, graphs or raw signals. Regardless of model
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type, the training data define the empirical world that the model can recognize. Rare attacks,
unusual mobility patterns and minority user contexts may therefore be poorly represented [44],

[96], [179].

Supervised models are widely used in intrusion detection, channel estimation, quality
prediction and resource management. Their operational value depends on more than average
accuracy. False positives can create service interruptions, while false negatives can leave
attacks undetected. Calibration, class-specific recall, uncertainty and robustness under
distribution shift are therefore important evaluation dimensions. Studies on trustworthy
channel estimation and explainable intrusion detection illustrate the movement from single
accuracy measures toward richer evidence about model behavior [1], [77], [179], [175].

3.2.2 Unsupervised and Self-Supervised Learning

Unsupervised learning identifies structure without predefined labels. Clustering,
dimensionality reduction, density estimation and autoencoders can reveal traffic patterns,
group users, detect outliers or compress network state. These methods are useful when labelled
anomalies are scarce or when the purpose is exploratory. However, an unusual pattern is not
automatically harmful, and a cluster does not automatically correspond to a meaningful
operational category. Human interpretation and contextual validation remain necessary [44],

[94].

Self-supervised learning constructs learning signals from the data itself. A model may predict
masked elements, reconstruct corrupted observations or compare different views of the same
event. This allows large volumes of unlabelled network data to contribute to representation
learning before a smaller labelled dataset is used for a specific task. Self-supervised intrusion
detection and semantic representation methods are particularly relevant to evolving network
environments, although their learned representations may still encode hidden correlations and
operational bias [106], [153].

3.2.3 Reinforcement and Multi-Agent Learning

Reinforcement learning addresses sequential decisions. An agent observes a state, selects an
action and receives a reward that reflects the result. Through repeated interaction, it learns a
policy intended to maximize cumulative reward. This structure is suitable for scheduling,
routing, slicing, power control, handover and orchestration because current actions change

future network conditions. The challenge is that the reward function compresses several
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objectives into one signal and may not capture every operational or social constraint [78],

[115], [188].

Deep reinforcement learning combines reinforcement learning with neural function
approximation. It can manage large state and action spaces, but it can also be unstable, data
intensive and difficult to interpret. In live networks, unrestricted exploration is unacceptable
because unsafe actions can interrupt services. Training is therefore commonly performed in
simulation or digital twins, with constrained policies, offline data, safety filters or fallback

controllers used before deployment [121], [132], [155].

Multi-agent reinforcement learning distributes decisions among several agents, such as base
stations, slices, edge nodes or autonomous services. Cooperation can improve scalability and
responsiveness, but local objectives may conflict and the behavior of one agent changes the
environment faced by others. Credit assignment, communication overhead, convergence and
accountability become more difficult. Agentic and multi-agent proposals for 6G therefore
increasingly combine policy learning with intent constraints, shared knowledge and

supervisory mechanisms [57], [126], [159].

Table 3-2 compares the learning paradigms according to their data requirements; typical
network uses and principal technical limitations. Figure 3-2, shown on the following page,
presents the feedback structure of the main paradigms and highlights the different sources from

which a model receives information during learning

Paradigm Learning signal Example uses Principal limitations
Supervised learnin Labelled examples or target Intrusion detection, channel Labelling cost, imbalance
P & values and traffic prediction and distribution shift
. . . Clustering, anomaly Outputs require contextual
Unsupervised learning Structure in unlabelled data discovery and compression interpretation
Self-supervised leaming Targ?cts generated from the Representatiop learning from | Pre-training objective may
data itself telemetry or signals not match deployment
Reinf ¢ learni Reward from sequential Scheduling, slicing, routing Unsafe exploration and
citorcement learning interaction and orchestration reward misspecification
. . Local and shared rewards Distributed RAN and edge co- Non-s.t ationarity, .
Multi-agent learning . . L. coordination and credit as-
among interacting agents ordination signment

Table 3-2. Learning paradigms and their use in communication networks.
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Supervised Unsupervised Self-supervised Reinforcement
v v v v
labelled examples unlabelled structure data-derived targets state-action-reward
v v v v /
f f P i environment
learning process learning process learning process learning proceﬁ{s & back
v v v v \
model / policy model / policy model / policy model / policy \

Different learning signals produce different evidence, risks and validation requirements.

Figure 3-2. Main learning paradigms and their sources of feedback.

3.3 Deep Learning and Advanced Al Methods

Deep learning uses layered neural networks to learn representations at multiple levels of
abstraction. Earlier layers may identify local or simple patterns, while later layers combine
them into task-specific structures. This capability is valuable when manual feature engineering
is difficult, as in raw radio signals, long traffic sequences, high-dimensional telemetry and
multimodal sensor data. Its cost is greater dependence on data, computation and model

selection [54], [96], [141].
3.3.1 Neural Architectures for Network Data

Convolutional neural networks learn local patterns through shared filters. They are best known
for image processing, but one-dimensional and two-dimensional convolutions can also process
radio measurements, spectrograms, traffic windows and spatial network maps. Their parameter
sharing improves efficiency, yet their assumptions about locality may not fully represent long-

range dependencies or changing network topology [9], [109].

Recurrent neural networks and gated variants process ordered sequences by maintaining a
hidden state. They have been applied to traffic forecasting, mobility prediction and anomaly
detection. Their sequential computation can become inefficient for long records, and

information may be lost over extended dependencies. Attention mechanisms and transformers
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address part of this limitation by allowing the model to weigh relationships across a sequence

more directly [72], [100].

Transformers have become important because they can model long-range dependencies and
support pre-training on large datasets. In network settings, they can analyze logs, telemetry,
protocol sequences and natural-language intents. Their scale creates practical concerns such as
training and inference may require substantial computation, and a model trained on broad data
may generate plausible but incorrect outputs. For this reason, transformer-based network
systems require grounding, constrained tool use and domain-specific validation [51], [63],

[186].

Graph neural networks represent entities as nodes and their relationships as edges. They are
well suited to network topology, interference relations, mobility graphs, service dependencies
and attack propagation. A graph model can aggregate information from neighboring nodes and
learn structural patterns that ordinary tabular models may miss. Its performance can
nevertheless depend on the quality of the graph definition, and dynamic graphs introduce

additional complexity [39], [148].

3.3.2 Generative, Neuro-Symbolic and Agentic Al
Generative Al learns patterns that allow it to create new data or structured outputs. Generative

adversarial networks, variational models, diffusion models and large language models can
support synthetic data generation, anomaly simulation, semantic communication, code
generation and operational assistance. Synthetic data may reduce access barriers or improve
rare-event coverage, but it can also reproduce errors, expose memorized information or create

unrealistic confidence if the generation process is not validated [54], [89], [153].

Large language models extend generative Al into natural-language reasoning and tool-
mediated workflows. They can translate operator intent, summarize alarms, propose
configurations, retrieve documentation and coordinate specialized models. In beyond-5G and
6G research, they are being connected to intent-based networking and zero-touch management.
Their value lies in flexible interaction, while their main weaknesses include hallucination,
prompt sensitivity, uncertain provenance and difficulty guaranteeing deterministic behavior

[511, [63], [126].
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Neuro-symbolic Al combines learned representations with explicit rules, knowledge graphs or
logical constraints. The objective is to retain the adaptability of learning while improving
consistency, traceability and reasoning. In network slicing and autonomous control, symbolic
constraints can encode service-level limits, safety rules or policy obligations that a purely
statistical model might violate. The main challenge is integrating continuous data-driven
models with discrete knowledge and maintaining the rule base as the network changes [12],

[148], [169].

Agentic Al adds goal-directed planning, memory and action to generative or predictive models.
An agent may decompose a task, call monitoring tools, request information, execute a network
action and evaluate the result. Multiple agents may specialize in security, optimization,
compliance or service management. This architecture can improve modularity, but it also
creates new failure paths through tool misuse, conflicting agents and cascading actions.
Proposals for AGI-driven and agentic RAN automation therefore place increasing emphasis on

permissions, observability and coordination [56], [57], [83], [276].

Advanced models should be selected according to the structure of the task rather than current
popularity. A small interpretable model may be more suitable than a large neural model when
data are limited and decisions require clear justification. Conversely, high-dimensional or
multimodal environments may justify more complex architecture. Table 3-3 summarizes the
main model families, the network data they process and their typical strengths and limitations

[85], [273].

Model family

Data structure

Network examples

Technical concerns

Convolutional networks

Local spatial or temporal pat-
terns

Signal analysis and anomaly
detection

Limited long-range context

Recurrent models

Ordered sequences

Traffic and mobility forecast-
ing

Long-term dependencies and
sequential cost

Transformers and LLMs

Long sequences and language

Intent handling, logs and oper-
ational assistants

Scale, hallucination and
grounding

Graph neural networks

Nodes and relations

Topology, interference and at-
tack propagation

Graph quality and dynamic
structure

Neuro-symbolic systems

Learned representations plus
rules

Policy-constrained slicing
and reasoning

Integration and rule mainte-
nance

Agentic systems

Models, memory, tools and
actions

Autonomous service
management

Tool misuse and cascading
actions

Table 3-3. Advanced AI model families in 5G/6G research.

3.4 The AI System Lifecycle
An Al system is not only a trained model. It is a lifecycle that begins with problem definition

and continues through data acquisition, development, validation, deployment, monitoring,
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updating and retirement. Each stage introduces technical decisions that affect later
performance. A well-performing model can still fail if the objective is poorly specified, the
data pipeline changes, the deployment environment differs from testing or operators cannot

recognize when the model is no longer reliable [45], [214], [221].

Problem formulation determines what the system is expected to optimize. Network objectives
are often expressed through latency, throughput, energy, reliability, cost or security. These
metrics can conflict. A model trained to maximize aggregate throughput may reduce service
quality for low-volume users, and a security detector tuned for sensitivity may generate
operationally unacceptable false alarms. Multi-objective design and explicit constraints are

therefore part of the technical lifecycle, not later additions [46], [65], [131].

Data preparation includes collection, cleaning, synchronization, labelling, sampling and feature
construction. Network data are distributed across operators, vendors, devices and services, and
they may be protected by privacy or commercial restrictions. Measurement errors, missing
records, changing protocols and imbalanced events can distort learning. Documentation of data
sources and transformations is needed so that later results can be interpreted and reproduced

[50], [58], [244].

Model development requires separation between training, validation and test data, together
with procedures that prevent leakage. Hyperparameter selection, architecture search and
repeated experimentation can indirectly overfit the validation set. Network research also
depends heavily on simulators, which may simplify radio propagation, user behavior or attack
conditions. A strong evaluation therefore combines controlled experiments with sensitivity

analysis and, where possible, testbed or field evidence [45], [120], [189].

Deployment moves the model into a socio-technical environment. Inference may occur in a
central cloud, at the network edge, inside a radio controller or on a device. These locations
differ in latency, computational capacity, energy use, attack exposure and access to data. Model
compression, quantization and hardware acceleration can support low-latency operation, but
they may change accuracy and uncertainty. Deployment decisions must therefore be included

in validation [108], [157], [181].

Monitoring is necessary because network conditions and model inputs change. Data drift
occurs when the distribution of observations changes, while concept drift occurs when the

relationship between observations and desired outputs changes. Monitoring should track
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performance, uncertainty, resource use, policy violations and unusual actions. It should also
define thresholds for human review, rollback or retraining. Runtime safety controls and

assurance frameworks are intended to make these responses systematic [120], [189], [221].

Updating a model creates versioning and accountability requirements. A new model may

improve average performance but behave differently for specific services or regions.

Operators need records of training data, configuration, evaluation, approvals and deployment
history. In distributed learning, the update process also includes participant selection,
aggregation and protection against malicious or low-quality contributions. Lifecycle

governance therefore depends on technical traceability [48], [89], [293].

Figure 3-3, presented on the following page, shows the lifecycle as a monitored loop rather
than a one-way development process. The feedback arrows indicate that operational evidence
can lead to revised objectives, new data or model replacement. This structure is used later in

the thesis when methods and research gaps are mapped to specific lifecycle stages.

G<{vemance, documentation and assurar]ce

[ Data ]—»{Developmen%—»[ Validation ]—{Deployment]—{ Monitoring ]—»[ rlé‘t)iggrt:e% ]

Problem
framing

Hu{van oversight, incident response and rollb}sck

Figure 3-3. Al system lifecycle with continuous monitoring, assurance and feedback.

3.5 Overview of 5G Networks

Fifth-generation mobile networks were designed to support enhanced mobile broadband,
massive machine-type communication and ultra-reliable low-latency services. These service
classes expanded the range of devices and applications connected to mobile infrastructure. The
architecture also became more software driven through virtualised network functions,

software-defined control and cloud-native deployment. This programmability created
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conditions in which Al could be integrated into management and optimization [41], [104],

[176].

Network slicing is a central 5G concept. A physical infrastructure can support several logical
networks with different performance objectives. Al can forecast slice demand, allocate
resources, detect violations and support admission control. Because slices share infrastructure,
the model must manage trade-offs among efficiency, isolation and service guarantees.
Explainable resource reservation and slicing studies demonstrate why network decisions

increasingly require both predictive performance and operational justification [158], [188].

Multi-access edge computing places computation closer to users and devices. Edge deployment
reduces latency and can limit the transfer of raw data to central clouds. It also creates
heterogeneous execution environments with different hardware, ownership and security
conditions. Edge intelligence therefore involves placement decisions of which model should
run, where it should run, what data it can access and how updates should be coordinated [45],

[144], [273], [152].

The radio access network is another major area of Al use. Models can support channel
estimation, beam management, interference control, mobility prediction and traffic steering.
Open and programmable RAN architectures increase the opportunity for third-party
applications and intelligent controllers. At the same time, they broaden the attack surface and

make assurance across components more difficult [77], [94], [149].

5G security applications use Al to analyze high-volume and rapidly changing traffic. Intrusion
detection, fraud detection and analyses can identify patterns that fixed rules miss. However, Al
systems are themselves vulnerable to poisoning, evasion and model extraction. Surveys of Al-
assisted 5G security therefore treat Al as both a defense mechanism and a new protected asset

[1], [101], [150].

The 5G experience provides the operational foundation for 6G. It shows that Al can improve
automation but also that integration requires data access, orchestration, monitoring and cross-
vendor interoperability. Many 6G proposals extend mechanisms already visible in advanced
5G, including distributed learning, zero-touch management, digital twins and intent-based
control. The distinction is one of architectural depth and scale rather than a complete break

[104], [123], [124].
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3.6 The Vision and Architecture of 6G

Sixth-generation networks are commonly presented as an evolution toward ubiquitous,
intelligent and context-aware connectivity. Proposed capabilities include tighter integration of
terrestrial and non-terrestrial networks, sensing and communication, extreme edge intelligence,
semantic communication and support for highly immersive or autonomous services. Although
standards and deployment remain under development, the literature consistently treats Al as a

principal enabling layer [2], [21], [55].

The phrase Al-native architecture expresses a stronger form of integration than Al-assisted

operation. In an Al-assisted network, models optimize selected functions. In an Al-native

network, the architecture is designed to produce data for learning, distribute models, support
inference and evaluate intelligent decisions across domains. This requires shared interfaces,
model management, telemetry, assurance and coordination between communication and

computing resources [61], [123], [124].

6G is expected to combine cloud, edge and device intelligence. Training may occur centrally
for large models, collaboratively across several domains or locally for privacy and
responsiveness. Inference may move dynamically according to latency, energy, connectivity
and confidentiality requirements. This continuum is more flexible than a fixed cloud-edge

division, but it makes placement and responsibility more complex [110], [157], [273].

Semantic communication is one example of the change in design philosophy. Conventional
systems aim to reproduce transmitted symbols accurately. Semantic approaches attempt to
preserve task-relevant meaning, allowing the communication process to adapt to the purpose
of the receiver. Al is used to learn representations, select relevant information and reconstruct
meaning. The performance of such systems depends on shared models and context, which

creates new requirements for robustness and explainability [97], [153], [302].

Integrated sensing and communication allow network infrastructure to support both data
transmission and environmental perception. Al can combine radio, visual, spatial and device
information to infer location, movement or physical state. This supports transport, industrial
and health applications, but it also increases the sensitivity of the data collected. The technical
architecture must therefore separate necessary sensing from unrestricted inference and provide

mechanisms for access control and audit [18], [127], [128], [289].
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Non-terrestrial networks extend connectivity through satellites, high-altitude platforms and
aerial systems. Al can support routing, resource management, handover and adaptation across
variable links. These environments have limited energy, intermittent connectivity and large-
scale coordination challenges. Federated and distributed learning can reduce central data
transfer, although communication efficiency and participant reliability become central design

issues [32], [110], [160], [68], [283].

Sustainability is also part of the 6G vision. More intelligence may improve energy allocation,
sleep modes and infrastructure use, but training and operating large models can consume
significant resources. Architecture design must consider the energy cost of learning alongside
the energy savings created by optimization. Sustainable 6G research therefore connects
model efficiency, hardware, network utilization and wider environmental objectives [2], [22],

[33].

Table 3-4 compares the technical orientation of 5G and the emerging 6G vision. Figure 3-4,
shown on the following page, presents a simplified Al-native architecture in which data,
models, policies and assurance circulate across devices, edge nodes, the RAN and cloud or core
platforms. The figure Emphasizes that intelligence is distributed and that governance interfaces

must follow the same distribution [61], [124], [269].

Dimension

5G orientation

Emerging 6G orientation

Implication for AI

Architecture

Virtualized and software- de-
fined functions

Al-native, distributed and
cross-domain architecture

Model management becomes
architectural

Service model

eMBB, mMTC and URLLC

Immersive, sensing, autono-
mous and semantic
services

More diverse objectives and
data

Cloud-edge-device in-

Dynamic training and infer-

level metrics

trust and sustainability

. | . . : \
Computing Cloud and edge integration telligence continuum ence placement
. Al-assisted optimization and More autonomous and intent- | Stronger runtime assurance
Automation . . .
orchestration driven control requirements
.. Primarily terrestrial mobile in- | Terrestrial and non-terrestrial | Heterogeneous participants
Connectivity . . .
frastructure integration and constraints
. Performance and service- Performance, intelligence, Broader evidence and lifecy-
Evaluation

cle monitoring
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Cloud / Core: large-model training, global orchestration and policy

v v v

Edge / RAN: low-latency inference, control and aggregation

v v v

Access / Devices: sensing, local learning and service interaction

Data and model plane ] [ Policy and assurance plane

Al-native operation links telemetry, models, actions and evidence across the network continuum.

Figure 3-4. Simplified AI-native SG/6G network continuum

3.7 Al Functions in 5G and 6G Networks

Al supports network functions at several layers. At the physical and radio layers, models
estimate channels, select beams, allocate spectrum and adapt transmission parameters. These
tasks operate under tight timing constraints and are often evaluated through throughput, error
rate and reliability. Uncertainty-aware and explainable channel estimation research shows that

even low-level functions can require evidence about confidence and failure conditions [8], [77],

[153], [300].

At the access and mobility layers, Al predicts movement, supports handover and balances load
among cells or access technologies. Mobility models can reduce interruption and improve
resource planning, but they depend on location and behavioral data. Errors may affect users
unevenly, particularly in dense, rural or rapidly changing environments. Robust evaluation
should therefore include different mobility patterns rather than one average scenario [170],

[181].

Resource allocation and scheduling are major application areas because networks continuously
distribute limited capacity. Supervised prediction can estimate demand, while reinforcement

learning can select actions over time. In sliced networks, a model may decide how much
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bandwidth, computing power or priority each service receives. Trustworthy resource
management combines performance with explanation, constraints and fairness analysis [46],

[115], [131].

Network management and orchestration use Al to coordinate virtual functions, edge services
and end-to-end service objectives. Intent-based networking allows operators to express desired
outcomes at a higher level, after which an automated system translates them into policies and
configurations. Large language models and agentic reinforcement learning are being explored
for this translation, but execution must remain constrained by verifiable policies and runtime

controls [51], [120], [126].

Security functions include intrusion detection, threat classification, anomaly analysis and
adaptive defense. Al can integrate signals from several parts of the network and identify subtle
patterns. Explainable systems are intended to help analysts determine why an alert was
generated and whether a response is proportionate. The strongest designs combine detection
accuracy with uncertainty, traceability and resistance to adversarial manipulation [1], [39],

[44].

Federated learning enables several nodes to train a shared model without sending all raw data
to one location. It is useful for cross-device, cross-edge and cross-operator settings. The server
or coordinator aggregates local updates, but the process must address statistical heterogeneity,
unreliable participants, communication cost and attacks on updates. Secure aggregation,
differential privacy and reputation mechanisms are common supporting techniques [48], [50],

[71], [204].

Digital twins provide simulated or continuously updated representations of network
components, services or environments. They can generate training scenarios, test policies and
support predictive maintenance. Their usefulness depends on fidelity and a twin that omits
important behaviors can produce misleading confidence. Standardized models and validation

against operational evidence are therefore necessary [59], [121], [168].

Zero-touch and autonomous networking bring these functions together in closed loops.
Monitoring identifies the current state, analytics predict outcomes, a controller selects an action
and feedback updates the system. The objective is rapid adaptation with limited manual
intervention. Trustworthy autonomy requires boundaries, escalation paths and the ability to

explain or reverse high-impact actions [104], [155], [189].
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The relationship among network functions, Al methods and operational outputs is summarized

in Table 3-5. The table is not intended as a one-to-one mapping. The same function may use

several methods, and the same method may support several layers. This many-to-many

structure explains why the later SLR chapters code both the Al approach and the network

context of each study.

Network function

Common Al approaches

Operational output

Ilustrative application
contexts

Radio and channel

Deep learning, GNNs and un-

Channel estimates, beam and

Mobile broadband, industrial

reinforcement learning

management certainty models power decisions and aerial links
e 1 . hicl li ks
Mobility and access Sequence models and Handover and traffic steering ;;ed lrf)lfs;igsb 1c networks

Slicing and resource allo-
cation

Prediction, DRL and ex-
plainable optimization

Admission, scheduling and re-
source shares

Healthcare, smart cities and
private networks

Security and resilience

Supervised, self-supervised
and federated learning

Alerts, classification and
adaptive response

IoT, transport, industry and
critical services

Orchestration and zero-touch
control

LLMs, agents, digital twins
and neuro-symbolic Al

Policies, configurations and
closed-loop actions

End-to-end services and au-
tonomous operations

Table 3-5. Al functions, methods and application contexts in advanced networks.

3.8 AI-Enabled Network Applications

Al-enabled networks support application domains in which communication, computation and

decision-making are closely connected. Healthcare is a prominent example. 5G and 6G can

connect wearable sensors, imaging systems, remote monitoring and clinical services, while Al

analyzes data and supports prediction. The technical requirements include low latency,

reliability, interoperability and privacy-preserving learning across institutions [15], [18], [107],

[290].

Connected and autonomous transport combines vehicle sensors, roadside infrastructure, edge

computing and network coordination. Al supports perception, route planning, collision risk

analysis and cooperative decision-making. Communication delays or model errors can have

physical consequences, and operating conditions vary sharply across weather, geography and

traffic density. Vehicle applications therefore require resilience, fallback behavior and

continuous validation [13], [100], [128], [256], [187].

Smart cities use Al to coordinate transport, energy, public safety, environmental monitoring

and municipal services. The network integrates data from heterogeneous public and private

systems. This creates opportunities for efficient service delivery, but it also creates large data

linkages and dependencies on platform providers. Technical designs must support
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interoperability and selective data sharing rather than unrestricted centralization [24], [99],

[118], [70], [183].

Industrial and Industry 5.0 applications use private networks, edge intelligence, digital twins
and federated learning for predictive maintenance, quality control and adaptive production.
Reliability and timing are important because model outputs may influence physical processes.
Industrial systems also contain legacy equipment and proprietary data, making migration and

cross-vendor integration significant challenges [23], [109], [168], [262], [295].

Immersive applications and the metaverse require high data rates, low latency and continuous
interaction among users, devices and virtual environments. Al generates content, personalizes
experiences and coordinates digital representations. These applications can amplify identity,
privacy and safety concerns because behavioral and biometric information may be collected at
high frequency. Network and Al security must therefore be treated as a combined problem

[14], [147], [197].

Robotics and autonomous systems use communication networks to share perception,
coordinate tasks and access remote intelligence. 6G research considers distributed robots,
drones and embodied Al that operate across physical and digital environments. Their actions
make uncertainty and oversight especially important, because a communication failure or

incorrect inference can be translated into physical movement [127], [142], [166].

Agriculture and environmental monitoring illustrate how Al-enabled wireless sensing can
support disease detection, resource management and remote operation. These applications
often operate in areas with limited connectivity, power and labelled data. Model design must
therefore address lightweight inference, coverage gaps and transfer across locations. Benefits
also depend on whether systems are affordable and usable for the intended communities [130],

[147].

Across domains, the network is not a neutral transport layer. Latency, coverage, resource
allocation and data placement influence which Al services are available and how reliably they
operate. Application assessment must therefore examine the complete service chain from
sensing to inference and action. This system’s view is essential for interpreting the ethical risks

identified in Chapter 6 and the proposed responses examined in Chapter 7 [65], [171], [258].
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3.9 Technical Features with Ethical Implications

The ethical significance of Al-enabled networks arises partly from technical design choices.
Data-intensive learning can improve prediction while increasing the amount of information
collected or inferred. Distributed learning can reduce raw data transfer while creating new
leakage paths through model updates. Low-latency automation can improve service quality
while reducing the time available for human review. These are not simple oppositions, but

trade-offs that must be evaluated in context [50], [71], [244].

Model opacity is a central example. Deep models may achieve strong performance without
producing reasons that operators or affected people can understand. Explainable Al methods
can identify influential features, examples or decision paths, but explanations differ in fidelity
and audience. A technical explanation that is useful to a radio engineer may be unsuitable for
a regulator or user. Explainability must therefore be designed as an interface between the model

and specific stakeholders [6], [85], [92].

Data heterogeneity creates both performance and fairness concerns. Devices, regions and
services generate different data distributions. A federated model may perform well overall
while providing weaker results for participants with less data or different conditions.
Participant selection and aggregation rules can reinforce these differences. Fair federated
learning and fairness-aware scheduling attempt to make distributional effects visible and

controllable [46], [212], [218].

Autonomy creates accountability challenges because decisions are produced through
interacting models, controllers and organizations. When an automated slice manager changes
resources, the outcome may depend on telemetry, a prediction model, a policy engine and
vendor-specific orchestration. Logs alone do not establish responsibility unless the system
records why a decision was permitted and which actor was authorized to define the policy

[120], [169], [221].

Robustness and safety are also linked to architecture. A model can fail because inputs are noisy,
an attacker manipulates observations, the environment changes or several agents interact
unexpectedly. Runtime monitors, uncertainty estimation, constrained actions and fallback
controllers reduce but do not eliminate this risk. Safety should therefore be treated as a property

of the complete control loop rather than of the predictive model alone [5], [75], [145].
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Privacy mechanisms can alter utility and explainability. Differential privacy adds noise,
encryption limits inspection and secure aggregation hide individual contributions. These
mechanisms may be necessary, but their parameters determine the balance between protection
and performance. A claim that a system is privacy preserving is incomplete without

information about the threat model, leakage channels and operational cost [58], [71], [293].

Standardization and interoperability influence whether technical safeguards can be applied
consistently. Shared interfaces for model description, testing, incident reporting and lifecycle
evidence can reduce ambiguity across vendors. However, standardization must remain
responsive to new model types and distributed architectures. Al-native 6G research therefore
links technical architecture with assurance profiles, governance and cross-domain trust [16],

[17], [123].

Figure 3-5, presented on the following page, summarizes the connection between technical
features and ethical questions. The figure does not suggest that a feature is inherently ethical

or unethical. It shows the mechanisms through which data dependence, opacity, autonomy,

~

Data dependence Privacy and fairness
Opacity Transparency
Autonomy —_ N Architecture, lifecycle Accountability

and operational context

Distribution Security and control

Scale and speed Safety and inclusion

Technical features shape ethical questions, but context determines the direction and severity of impact.
Figure 3-5. Technical features and the ethical questions they can generate.
distribution and scale can create risks or support safeguards. This mapping provides the

technical bridge between the present chapter and the ethical framework established in Chapter

2 [127], [214], [269].
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3.10 Chapter Synthesis

This chapter has presented Al as a group of learning and reasoning approaches embedded
across the communication-network lifecycle. The progression from 5G to 6G moves from
programmable networks with Al-supported functions toward distributed, Al-native
architectures that connect data, models, policies and operational actions. This technical
foundation guides the SLR coding of Al approach, network function, application context,
evaluation environment and lifecycle coverage. Chapter 4 explains how these relationships

were analyzed systematically [45], [61], [124], [214].
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Chapter 4 Chapter 4. Methodology

This chapter describes the design and execution of the systematic literature review used to
examine ethical issues in artificial-intelligence-enabled 5G and 6G networks. The procedure
was developed to support transparent study identification, consistent eligibility decisions,
traceable record management and reproducible analysis across the four research questions. The
final analytical corpus covers publications from January 2020 to June 2026 and is based on

records retrieved from IEEE Xplore, Springer, ScienceDirect and Web of Science.

The methodology combines structured database searching, title-and-abstract screening, cross-
database deduplication, metadata consolidation and multi-label thematic coding. It also reflects
the practical stage achieved by the project. The evidence used for final study selection and for
the analyzes in Chapters 5 to 8 was the title, abstract, keywords and bibliographic metadata. A
complete full-text screening was not undertaken for this version of the review. The final corpus
should therefore be understood as a rigorously reassessed abstract-level corpus rather than a

full-text-validated evidence set.

The review was organized around three connected functions. The first function defined the
scope and search concepts. The second function identified and screened potentially eligible
records. The third function transformed the retained records into a structured dataset for
quantitative description and qualitative synthesis. Figure 4-1, presented on the following page,
summarizes this sequence. The workflow was designed to preserve a direct link between every

final record and its original database, search set, source file and row location.

Traceability is preserved from every final study to its database, query, file and source row.

Figure 4-1. Three-phase workflow used for the systematic literature review.
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4.1 Research Design and Review Scope

A systematic literature review was selected because the topic crosses several technical and
normative areas. Relevant studies may appear in telecommunications, artificial intelligence,
cybersecurity, distributed computing, law, governance, digital health, transport or smart-city
research. A narrow narrative search would risk overrepresenting familiar venues or selected
ethical concepts. The systematic approach instead applies predefined questions, databases,

search concepts, eligibility rules and analytical categories to all retrieved records.

The review period begins in 2020. This starting point captures the stage at which 5G
deployment, early 6G research and responsible Al discussions increasingly began to overlap.
It also creates a consistent time window for examining the progression of the field in RQ1. The
search cutoff was June 2026. Publications assigned to 2026 therefore represent only the first

half of that year and are interpreted as a partial annual period in the results chapters.

The unit of analysis is the individual scientific publication. Journal articles, conference papers,
scientific review papers and other accepted scholarly types were considered where their
metadata established a peer-reviewed research context. The same publication could be
retrieved through several databases or several search sets. Such repeated occurrences were not
treated as independent evidence. They were consolidated into one master record before the

final analysis.

The review focuses on the combined relationship among three dimensions. The first is an
identifiable Al component, including machine learning, deep learning, federated learning,
explainable Al, generative models or other Al-enabled systems. The second is a clear
connection to 5G, 6G, beyond-5G or a genuinely related next-generation telecommunications
environment. The third is an ethical or responsible Al dimension, such as privacy, fairness,
explainability, accountability, trustworthiness, governance, regulation, standards, human
oversight or social impact. The presence of isolated keywords was not considered sufficient.
The relationship among these dimensions had to be central enough to support at least one

research question.

Master's Thesis 50



EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

ANOIKTO
NANENIZTHMIO

4.2 Research Questions and Analytical Logic

The four research questions were defined before the final analysis. They form a sequential
analytical structure. RQ1 maps the size, development and thematic composition of the field.
RQ2 identifies the ethical risks that occur most frequently. RQ3 examines the methods,
frameworks and standards proposed to address those risks. RQ4 synthesizes the remaining gaps

by comparing the state of the field, the identified risks and the available responses.

The analytical design is mixed. Quantitative description is used for publication counts,
percentages, annual trends, network generations, thematic frequencies and category
comparisons. Qualitative synthesis is used to explain the meaning of the categories, the
contexts in which they appear and the relationships among risks, safeguards and research gaps.
Frequency is treated as evidence of attention in the literature, not as direct evidence of severity,

effectiveness or scientific quality.

Table 4-1 links each research question to its principal evidence and analysis. The table also
shows why a single extraction sheet would have been insufficient. RQ2, RQ3 and RQ4 can
contain several relevant items within the same study. The analytical dataset therefore supports

one-to-many relations between a study and its risks, solutions or gaps

RQ Primary evidence Main analysis Output
Year, network scope, Al ap- Counts, percentages, trends and | State and progression of the
RQI proach, theme, domain and studyj .
. . cross-tabulation field
orientation
Normalized ethical risks, con- . . . .
RQ2 text, affected stakeholder and Mult.l-label coding, frequency Most'frequently identified eth-
ranking and co-occurrence ical risks
consequence
Methods, frameworks, stand- Classification, risk-solution .
. . . Available approaches for trust-
RQ3 ards, targeted risk and mapping and maturity cthy Al
maturity comparison worthy
Reported limitations, future Themat}c synthesis and re- Research gaps and future
RQ4 Kand RO imbal ported/inferred gap i
work and cross-RQ imbalances separation agenda

Table 4-1. Research questions, evidence fields and analysis methods
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4.3 Scoping and Search Strategy

The search strategy was developed through an initial scoping stage followed by systematic
database searches. The scoping stage was used to identify the terminology applied across Al,
mobile networks and responsible technology. It also helped separate broad ethical language
from operational concepts commonly used in engineering studies. The final strategy used ten

predefined search sets, labelled S1 to S10, across the four selected databases.

The ten search sets combined three concept blocks. The Al block covered artificial intelligence
and related learning methods. The network block covered 5G, 6G and next- generation wireless
or mobile systems. The ethical block varied across concepts such as ethics, privacy,
trustworthiness, governance, accountability, fairness, explainability and human-centered
design. The search sets were intentionally overlapping. This increased recall because the same
study could describe its contribution through different ethical terms. Overlap was handled later

through DOI-based deduplication.

Exact syntax had to be adapted to the search interface of each database. The underlying
concepts were kept stable, but field restrictions, filters and export formats differed. For
example, ScienceDirect searches were implemented through its broad article-term field to
reproduce the scale identified during scoping, whereas the other databases used the closest
available title, abstract, keyword or general search functions. The temporal filter was set to
2020 through June 2026 and English-language scholarly publications were retained for

screening.

Two confirmed examples illustrate the query logic. Search set S5 used AI AND 5G AND
Governance, while S7 used AI AND 5G AND Accountability. The remaining sets followed
the same principle by varying the network generation and ethical concept. Table 4-2 records
the concept blocks and implementation rules rather than presenting database-specific syntax as

if it were identical across platforms.
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Concept block Operational content Implementation rule
Al and learning Artificial intelligence, machine learning, deep Combined with a network block and an ethical or
learning and responsible-
related Al-enabled learning methods. Al block in each search set.
Network context 5G, 6G, B5G and next-generation wireless or mo- Network-generation terms were varied across the
bile systems ten
directly related to telecommunications. predefined search sets.
Ethical and responsible-Al concepts Ethics, privacy, trustworthiness, governance, ac- Ethical terms were varied across S1-S10 to broaden
countability, recall
fairness, explainability and human-centered de- . .
. while preserving the same conceptual scope.
sign.
Database implementation IEEE Xplore, Springer, ScienceDirect and Web Search syntax and available fields were adapted to
of Science. each database. the time window was 2020-June
2026 and English scholarly publications were re-
tained.
Confirmed query examples S5: AT AND 5G AND Governance S7: Al AND The remaining search sets followed the same con-
5G AND cept-block
Accountability. principle by varying network-generation and ethi-
cal terms.

Table 4-2. Search concept blocks and implementation rules

4.3.1 Data Sources and Search OQutput

The systematic searches produced 17,946 source records across 80 exported Excel files.
ScienceDirect contributed 10,932 records, Springer 5,640, Web of Science 766 and IEEE
Xplore 608. The differences reflect database coverage, query behavior and the number of
publication-type exports rather than the importance of each database. Springer and
ScienceDirect results were divided into several source categories, including research articles,
review articles, conference papers and chapters, while the IEEE and Web of Science exports

followed their database-specific record structures.

4.4 Eligibility Criteria

Eligibility criteria were defined before the final master corpus was produced. They were
applied to the title, abstract, keywords and bibliographic metadata. A record was marked YES
only when all inclusion criteria were satisfied and none of the exclusion criteria applied. A
record was marked NO when at least one exclusion criterion was clear. MAYBE was reserved
for genuine uncertainty where the available abstract-level information suggested relevance but

did not establish the combined Al, network and ethical relationship with sufficient confidence.
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Code Inclusion criterion
11 Publication dated from 2020 onward.
2 Publication written in English.
Peer-reviewed journal article, conference paper, scientific review
3
or other accepted scholarly type.
” Retrieved from IEEE Xplore, Springer, ScienceDirect or Web of
Science.
5 Substantive reference to Al, ML, DL or an identifiable Al-enabled
system.
6 Substantive connection to 5G, 6G, beyond-5G or a genuinely re-
lated communications network.
I Substantive ethical or responsible-Al issue, principle, governance
mechanism, standard or framework.
I8 Relevance to at least one of the four research questions.
9 Sufficient title, abstract, keyword or metadata evidence for
abstract-level assessment.
Table 4-3. Inclusion criteria applied during screening
Code Exclusion criterion
El Publication dated before 2020.
E2 Publication not written in English.
E3 Duplicate record.
E4 Unaccepted or non-peer-reviewed material.
ES Al fliscussed wi'thout a substantive 5G, 6G or related telecommuni-
cations connection.
E6 5@, 6G or network context discussed without a substantive AI com-
ponent.
E7 Ethics, governance or responsible-Al terminology mentioned only
superficially.
Purely technical network-performance or security study without a
E8 f . . .
meaningful responsible-Al dimension.
E9 Insufficient abstract or bibliographic evidence to assess relevance.

Table 4-4. Exclusion criteria applied during screening

Tables 4-3 and 4-4 present the inclusion and exclusion criteria used in screening. Although the

original protocol included a possible tenth exclusion rule concerning research-question

relevance, that issue was already covered positively by I8. E10 was therefore not applied as an

independent exclusion rule in the operational screening.

4.4.1 Inclusion Criteria

The inclusion criteria ensured temporal, linguistic, publication-type, database and conceptual

relevance. 19 was operationalized at abstract level in this version of the review. A record needed

sufficient title, abstract, keyword or metadata information to support a reasoned decision.

Missing or highly incomplete evidence was not treated as uncertainty when no meaningful

assessment could be made, it was excluded under E9.
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4.4.2 Exclusion Criteria

The exclusion criteria functioned as explicit reasons for rejection. Several could apply to the
same record, but the screening justification reported only the criteria supported by the available
information. E7 and E8 were especially important. E7 removed studies where ethical or
trustworthy-Al language was superficial. E8 removed studies centered only on performance,
latency, routing, handover, resource allocation, attack detection or energy optimization when

no broader responsible-Al dimension was evident.

4.5 Data Export, Cleaning and Record Management

Records were exported from the databases in the formats supported by each platform.
ScienceDirect results were commonly exported in batches through RIS, imported into Zotero
and then converted to CSV so that abstracts and citation metadata could be retained. Other
databases supplied spreadsheets or bibliographic exports directly. The exported files were
cleaned without deleting irrelevant studies. Screening status was stored in dedicated columns

so that rejected records remained auditable.

Every record screened received one of three status values YES, NO or MAYBE. YES,
justifications briefly identify Al network and ethical relationships. NO justifications recorded
the applicable exclusion criterion. MAYBE justifications described the unresolved point
without assigning an unsupported inclusion or exclusion code. Short and consistent

justifications were used to make rechecking later easier.

The screening stage generated 675 YES occurrences and 294 MAYBE occurrences, giving 969
eligible occurrences before cross-database deduplication. These are occurrences rather than
unique studies. A publication retrieved through several searches contributes several
occurrences at this stage but only one record to the master corpus. Table 4-5 summarizes the

database-level outputs and the number of eligible occurrences entering consolidation.

Master's Thesis 55



m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

ANOIKTO
MANENIZTHMIO
Database Source records YES MAYBE Eligible occurrences | Unique master
records
Web of Science 766 103 34 137 73
Springer 5,640 90 84 174 30
ScienceDirect 10,932 304 170 474 171
IEEE Xplore 608 178 6 184 111
TOTAL 17,946 675 294 969 344

Table 4-5. Database-level screening output before cross-database deduplication

4.6 Title and Abstract Screening

The initial relevance assessment was conducted using titles and abstracts, with keywords and
publication metadata used as supporting information. The screening question was not whether
a paper contained individual search terms, but whether the available evidence connected Al,
an advanced communications environment and an ethical or responsible-Al issue in a way that

could contribute to at least one RQ.

The decision rule was conservative. Clear exclusion took precedence over ambiguity. MAYBE
was used only where a relevant relationship could plausibly exist but could not be confirmed.
Records with no usable abstract were excluded when the remaining metadata did not support
evaluation. During the initial source-file screening, duplicate checks were limited to repetitions
inside the same file. Cross-database and cross-query duplication was handled separately during

master construction.

4.7 Cross-Database Deduplication and Master Corpus Construction

The 969 eligible occurrences were merged into a master dataset. DOI was used as the primary
identity key because it is more stable than database-specific record identifiers. DOI strings were
normalized by removing resolver prefixes, DOI URLs, spaces, differences in capitalization and
trailing punctuation. The audit found 344 distinct DOI values both before and after

normalization, showing that the exported DOI strings were already largely consistent.

A DOI appearing more than once formed a duplicate group. There were 208 duplicate groups
and 136 DOI values that occurred only once. In total, 625 repeated occurrences were removed,
reducing the 969 eligible occurrences to 344 unique master records. No case was found in
which the same DOI was linked to genuinely different titles. This supported the validity of
DOI-based consolidation.
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Deduplication did not simply discard all but the first row. The most complete occurrence was
selected as the base record, and missing metadata were filled with other occurrences in the
same DOI group. The master retained all source databases, search sets, source categories, file
names and original row locations. When duplicate occurrences had conflicting YES and
MAYBE decisions, YES was given priority because at least one source record contained

sufficient abstract-level evidence for inclusion. Twenty-three mixed-status groups were

resolved in this way.

Figure 4-2, presented on the following page , shows the traceability structure created during
consolidation. The structure separates the canonical study record from its multiple source
occurrences. This is important because database overlaps are analytically useful. It reveals how
broadly a study was discoverable without allowing repeated retrieval to inflate publication or

theme frequencies.

4.8 Final Abstract Reassessment and Study Selection

After deduplication, the master dataset contained 237 YES records and 107 MAYBE records.
All existing YES decisions were retained. The 107 MAYBE records were then reassessed using
their titles and abstracts. The purpose of this second pass was to remove uncertainty before the

RQ analyzes and to establish one final status for every unique record.

The reassessment retained records where the abstract demonstrated a substantive combined
link among Al, 5G or 6G and a relevant ethical concern. It excluded records where the network
link, AI link or ethical dimension remained secondary or insufficiently developed. Sixty-five
MAYBE records were promoted to YES and 42 were reclassified as NO. The final master
therefore contained 302 YES records, 42 NO records and no remaining MAYBE records.

Figure 4-3, presented on the following page, reports the complete record flow. The diagram is
PRISMA-like in its documentation of identification, screening, deduplication and inclusion,
but it is not presented as a completed full-text PRISMA process. The final 302 studies form the

abstract-screened analytical corpus used in Chapters 5 to 8.
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Figure 4-2. Master-record traceability and audit structure

Figure 4-3. Record identification, screening, deduplication and final abstract-level selection
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4.9 Data Extraction and Coding Framework

A structured coding framework was created after final study selection. The master metadata
supplied the study identifier, title, year, publication venue, database provenance and abstract.
Additional analytical variables were derived from the title, abstract and keywords. Coding was
multi-label because one publication could address several ethical themes, risks, technical

approaches or proposed safeguards.

The second group supported RQ2. Ethical risks were recorded using the wording of the study
and then mapped to normalized categories. Similar terms were merged only when they
described the same underlying concern. For frequency analysis, a risk category was counted
once per study even when the abstract repeated the term. A study could contribute to several

different risk categories.

The third group supported RQ3. Proposed responses were classified as methods, frameworks
or standards and then assigned to solution families such as federated learning, privacy-
enhancing technologies, explainability, blockchain traceability, trust management, governance,
runtime assurance or standardization. The coding also considered whether a proposal appeared
conceptual, simulation-based, prototype-oriented or connected to a practical implementation.
Responsible network-Al research often combines technical and organizational mechanisms, as
illustrated by work on trustworthy frameworks, privacy standards and network assurance [5§],

[145], [214], [269].

The fourth group supported RQ4. Explicit limitations and future research directions were
recorded when visible in the abstract. Review-inferred gaps were identified by comparing the
distributions found in RQ1, the risks found in RQ2, and the maturity of responses found in
RQ3. The inferred gap was not based on low frequency alone. It required supporting evidence
such as repeated acknowledgement of a problem, limited empirical evaluation, weak

standardization, missing stakeholder coverage or a substantial risk-solution imbalance.

Table 4-6 presented on the following page summarizes the data-extraction fields and coding
rules. Figure 4-4, presented on the following page, shows how the same coded corpus supports

four distinct analytical outputs while preserving a common study identifier.
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Data group Core fields Coding rule
Study identity Isl?tllrllcti:}e, ID, DOL title, year, venue and prove- One canonical row per unique DOI
5G/6G scope, Al approach, network func- | Multi-label where several contexts are
Research context . L . . -
tion, application and study orientation explicit

Original term, normalized category, stake-

Ethical risks Each risk counted once per study
holder and consequence
Responses Method, framework or standard, targeted Exact name retained and broader family as-
P risk, lifecycle stage and maturity signed
Reported limitation, future direction, gap in-| Reported and review-inferred gaps kept sep-
Research gaps ferred and supporting evidence arate
- Database, search set, source file and source All source occurrences retained in audit
Traceability row fields

Table 4-6. Principal data-extraction and coding fields

Figure 4-4. Relationship between the common coded corpus and the four RQ analyzes

4.10 Analysis Procedures for the Four Research Questions

RQ1 was analyzed through descriptive statistics and thematic mapping. Publications were
counted by year, network generation, Al approach, application domain, ethical themes and
research orientation. Cross-tabulation was used to examine changes over time and differences
between 5G and 6G research. The partial nature of 2026 was stated explicitly. Growth in
publication numbers was interpreted as growth in research activity, not automatically as

methodological maturity.

RQ2 combined qualitative coding with frequency analysis. Ethical-risk terms were normalized
into categories and ranked according to the number of unique studies in which they appeared.
Co-occurrence analysis examined which risks were discussed together. Comparisons by

network scope, year, application context and stakeholder group helped distinguish a generally
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frequent risk from one concentrated in a specific setting. Frequency was not treated as a

measure of harm severity.

RQ3 classified proposed responses by form, solution family, targeted risk, lifecycle position,
stakeholder responsibility and level of evaluation. Frequencies showed which approaches
received the most attention, while qualitative synthesis explained their intended role. Risk-to-
solution matrices were used to examine whether common risks were matched by corresponding
methods, governance frameworks or standards. Frequent mention was not interpreted as proof

of effectiveness.

RQ4 was analyzed last because it depends on the first three results. Author-reported gaps
visible in abstracts were separated from review-inferred gaps. The synthesis compared research
concentration, ethical-risk prevalence, solution coverage and evaluation maturity. Gaps were
grouped into conceptual, methodological, empirical, governance, standardization, human-
centered, dataset, benchmark and deployment categories. The final output was a prioritized

research agenda rather than a simple list of future-work statements.

This analytical sequence follows the development of responsible network intelligence from
description to problem identification, response and remaining need. It is compatible with the
way the wider literature separates current state, trustworthy-Al properties and unresolved

challenges [85], [141], [185], [302].

4.11 Reliability, Traceability and Quality Control

Several controls were applied to reduce processing errors. All 80 source files were
independently reopened during the audit. Counts of YES and MAYBE occurrences were
recalculated from the source data. Exact and normalized DOI counts were compared.
Duplicate-group sizes were examined, and titles associated with the same DOI were checked

for inconsistency. No false DOI merge or same-file eligible duplication was identified.

Traceability was maintained at record level. Each master row contains the source database,
search set, publication category, file name and original source location. A separate duplicate-
audit records the identity key, final status, number of occurrences, original statuses and all
source locations. A file-summary sheet records processing counts for every export. An
independent-recheck sheet documents the main consistency tests, while the abstract-recheck

sheet records the final decisions for the 107 MAYBE studies.
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A formal study-quality score was not applied. The corpus contains diverse publication types
and the evidence available for the present analysis is mainly abstract level. Assigning a detailed
methodological quality score without full-text information would create false precision.
Quality control therefore focuses on eligibility consistency, metadata completeness, duplicate

integrity, traceability and cautious interpretation.

4.12 Methodological Limitations and Ethical Considerations

The main methodological limitation is the absence of full-text screening. Relevant details may
be missing from abstracts, while some abstracts may overstate the practical contribution of a
paper. This limitation is particularly important for governance mechanisms, empirical
validation, stakeholder involvement and research gaps. The results therefore avoid claims that

require evidence unavailable in the abstract-level corpus.

Database and query effects are also unavoidable. Search interfaces differ, database coverage
changes over time and newly indexed publications can alter result counts. The use of ten
overlapping searches and four databases reduce dependence on one terminology or source, but
it does not guarantee complete coverage. English-language restriction may exclude relevant

work published in other languages.

The review analyzes published information and does not involve human participants, private
datasets or personal data collection. Ethical responsibility therefore concerns accurate
representation of sources, transparent decision rules and avoidance of unsupported claims.
Automated processing was used for record management, normalization and structured
counting, but relevance decisions and category interpretations were tied to the available textual
evidence. The methodology does not claim full human reading of every publication when only

the abstract was available.

These limitations do not remove the value of the review. They define the level at which their
findings should be interpreted. The corpus provides a broad, traceable map of how ethical and
trustworthy Al is represented in 5G and 6G research up to June 2026. The findings are therefore
interpreted within the final abstract-level protocol and studies using full-text screening, dual-
reviewer agreement testing or detailed methodological quality appraisal may provide additional

evidence beyond this scope.
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4.13 Chapter Synthesis

The review identified 17,946 source records from four academic databases and retained 969
YES or MAYBE occurrences after source-level title-and-abstract screening. DOI-based
consolidation removed 625 repeated occurrences and produced 344 unique records. Final
reassessment of the 107 MAYBE records yielded an abstract-screened analytical corpus of 302
YES studies and 42 excluded studies.

The methodology connects every final record to its original source and applies a
common coding framework across the four research questions. Quantitative description
measures the development and distribution of literature, while qualitative synthesis
explains risks, proposed responses and remaining gaps. The next four chapters apply

this framework to RQ1, RQ2, RQ3 and RQ4 respectively.
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Chapter 5 Research Question 1: Current Status and Evolution of
Research on Ethical Issues in AI-Enabled 5G/6G Networks

This chapter addresses the first research question. What is the present status of research
concerning ethical issues for Al-enabled 5G/6G networks, and how has this domain progressed
since 20207 The analysis uses the final Master dataset. After deduplication, 344 unique records
remained. The second title-and-abstract assessment retained 302 studies as YES and excluded
42 as NO, leaving no MAYBE records. The period extends from January 2020 to June 2026,

so the value of 2026 is treated as a partial-year indicator.

RQ1 maps the field before the later chapters examine individual risks, proposed solutions and
research gaps. It analyzes publication growth, the movement from 5G toward 6G, the ethical
themes receiving attention, the technologies and application settings involved, and abstract-
level indicators of research maturity. This distinction prevents publication frequency from

being interpreted as evidence of risk severity or solution effectiveness

5.1 Purpose and Analytical Procedure

RQ1 was analyzed through descriptive evidence mapping and structured thematic coding. This
combination was selected because the question concerns both the scale of the field and the
nature of its development. Publication counts show whether activity is increasing, but they do
not explain what researchers are studying. Thematic mapping provides that second layer. Each
unique YES record was treated as one study, regardless of how many databases indexed it. The
variables examined were publication year, network scope, ethical themes, Al approaches,
enabling technologies, network functions, application contexts and documented indicators of

research focus.

Network scope was coded into four mutually exclusive categories such as 5G only, 6G only,
both 5G and 6G, and broader next-generation networks. The broader category was used for
B5G, O-RAN, non-terrestrial, vehicular, edge or future-wireless research when the abstract
established direct relevance but did not support a precise generation label. This avoids
assigning 6G merely because technology is commonly associated with it. It also recognizes
continuity across generations, since trustworthy-Al mechanisms developed in 5G or B5G are

often presented as foundations for 6G [43], [85], [104].
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The thematic, technological and application analyses used multi-label coding. A study could
contribute to several categories, but each category was counted only once per study. For
example, a federated-learning architecture could be coded under privacy, trustworthiness, edge
intelligence and blockchain when these elements were substantive. Consequently, multi-label
percentages do not sum to 100%. Closely related terms were consolidated through a controlled

vocabulary, such as interpretability and XAl under explainability, and confidentiality and data

minimization under privacy.

Coding was deliberately conservative and based on titles, abstracts and available author
keywords. A category was assigned only when the metadata established a substantive
connection and not a passing mention. Reviews, frameworks, simulations, prototypes, testbeds
and case studies were identified through explicit descriptors. These indicators provide a
structured view of progression from problem definition toward evaluation. but they are not a

formal study-quality score and cannot replace full-text analysis.

This procedure also supports reproducibility. The coding categories were defined before
interpreting the final distributions, and the same decision rule was applied to every included
record. Counts were based on studies rather than occurrences of keywords, preventing a long
abstract from receiving greater weight than a concise one. The resulting map is therefore
suitable for describing the structure of the corpus, while the original titles, abstracts and
screening justifications remain available for checking individual assignments and documenting

the final coding decisions.

5.2 Composition of the Final RQ1 Dataset

The final corpus contains 302 unique studies. Titles and abstracts were available for all
records, while author keywords were available for 224. The studies were identified
through IEEE Xplore, ScienceDirect, Web of Science and Springer. ScienceDirect
contributed to the identification of 136 included studies, IEEE Xplore to 108, Web of
Science to 73 and Springer to 26. The values overlap because 41 studies appeared in
more than one database, confirming that no single source covered the full intersection of

telecommunications, Al, ethics and application research.
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Publication period Studies Share of corpus

2020 6 2.0%
2021 9 3.0%
2022 20 6.6%
2023 17 5.6%
2024 38 12.6%
2025 101 33.4%
2026, January-June 111 36.8%
Total 302 100.0%

Table 5-1. Distribution of the final RQ1 evidence set by publication period.

The corpus increased after 65 of the 107 records initially labelled MAYBE were retained
during the second title-and-abstract assessment. They were included when the relationship
between Al a 5G/6G or directly relevant future-network setting, and a responsible- technology
concern became sufficiently clear. The remaining 42 were excluded because one of these links

was absent or peripheral. All counts and percentages in this chapter were recalculated from the

302 final YES records.

The distribution in Table 5-1 is strongly concentrated in the latest period. The 212 studies
published in 2025, and January-June 2026 represent 70.2% of the review sample. This pattern
provides clear evidence of rapid expansion. In parallel, much of the research is recent and uses
terminology that is still developing. Many proposals have also not been replicated or tested
over long operating periods. The field is therefore best described as rapidly developing and not

yet fully established.

The disciplinary spread of the records is also relevant to RQ1. Telecommunications and
networking venues dominate, but the corpus includes computer science, IoT, health
technology, transport, law and policy research. This distribution explains why the same concept
may be treated differently across studies. Trust may be a measurable property of a protocol, an
organizational relationship among network actors or a social judgement made by users. The
mapping preserves these differences rather than limiting the corpus to one disciplinary

interpretation [252].
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5.3 Publication Growth from 2020 to June 2026

The temporal pattern shows a transition from a small conceptual literature to a major research
stream. Six studies were identified in 2020 and nine in 2021. The core questions were already
present. Explainability was framed as a basis for human-machine trust in 6G [92],
trustworthy deep learning was linked to quality-of-trust indicators for mass autonomy [145],
and machine learning was presented as both a privacy safeguard and a source of new privacy
risks [244]. Early telecommunications research also recognized that Al changes operational

and societal relationships, not only network performance [41].

The corpus rose to 20 studies in 2022. Research moved from broad concern toward explicit
frameworks and design requirements. Trustworthy-Al frameworks for B5G/6G addressed
protected inputs, explainable operation and reliable outputs [214]. Native explainable and
robust Al was proposed as a property of 6G architecture [85], while ethically responsible
autonomous systems were treated as a network requirement [285]. Application-oriented work
connected explainability with slicing [188] and privacy-preserving computation with 5G-

based IoT [144], [220].

The 2023 count decreased slightly to 17, but the research became more specific. Explanation-
guided reinforcement learning was applied to 6G RAN slicing [ 78], SIX-Trust addressed secure
future-network architecture [269], and 6GENABLERS proposed pervasive trust across
functions and stakeholders [151]. Federated explainable models were developed for beyond-
5G/6G [43], while Open RAN research highlighted the security and governance complexity
created by programmable, multi-vendor control [149], [213].

A second expansion began in 2024, when 38 studies were identified. Responsible-Al
mechanisms were applied across the network stack, and they were, explainable and robust
resource management [131], fair federated RAN slicing [212], XAl for channel estimation [§],
assurance across the advanced 5G edge continuum [45], and accountable and resilient Al-
assisted networks [221]. The field was no longer centered only on broad principles but also, it

increasingly examined how safeguards affect specific operational decisions [237], [263].
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The strongest growth occurred in 2025 and the first half of 2026. The 101 studies published in
2025 represent 33.4% of the corpus, and 111 were already indexed between January and June
2026. The 2025 literature consolidated surveys, standards and combined safeguards, including
XAl for 5G-and-beyond security [232], explainable 6G communications and slicing [243],
federated cybersecurity [48], privacy standards for digital-twin environments [58] and

standardization of Al-native architectures [123], [106], [161].

The 2026 records extend the field toward agentic, continuously acting and institutionally
consequential systems. Research examines agentic Al as a new attack surface [83], runtime
verification for Al-native O-RAN control [120], neuro-symbolic knowledge planes for
verifiable automation [148], legal preparedness across jurisdictions [16] and Al incident
reporting in telecommunications policy [17]. Human-centered work considers embodied Al
and extended agency [166] as well as ethical and privacy issues in 6G-enabled robotics [127],

[236], [276], [287].

The progression can therefore be summarized in four stages and can be presented as
foundational requirements, dedicated trustworthy-Al frameworks, integration into network
functions and applications and governance of Al-native, agentic and pervasive systems. Figure
5-1 on the following page presents the annual publication trend. It should be interpreted
together with this qualitative progression, because increasing output does not necessarily imply

equivalent growth in validation quality or governance capacity.

The sharp increase after 2024 should therefore be read as the convergence of several
development such as the maturation of 5G automation, the design of Al-native 6G, the wider
availability of federated and explainable methods, and growing regulatory attention to high-
risk Al It does not demonstrate that every ethical problem is receiving equivalent attention.
The later annual cohorts are larger and technologically broader, but they continue to
concentrate on properties that can be measured within simulations or datasets. The temporal
trend is consequently evidence of expansion and diversification, not proof that governance and

social validation have advanced at the same rate.
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Annual publication trend, 2020 to June 2026
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Figure 5-1. Annual publication trend of the final RQ1 corpus from 2020 to June 2026

5.4 Distribution Across 5G and 6G Research

The network-generation distribution confirms that 6G is now the principal focus of the field.
A total of 129 studies, or 42.7%, focused exclusively on 6G, and 74 addressed both generations.
Together, 203 studies, equal to 67.2% of the corpus, contained an explicit 6G dimension. Sixty-
six studies focused only on 5G, while 33 examined broader next-generation settings. The result
reflects an expectation that Al-native, highly autonomous 6G systems will intensify existing

privacy, security and accountability concerns.

The transition is evolutionary and does not represent a complete replacement of 5G. Zero-trust
self-driven networking [104], federated explainable learning [43] and native explainable and
robust Al [85] show how mechanisms developed in 5G or B5G are extended toward 6G.
Research limited to 5G remains important in slicing, edge computing, industrial IoT and
security. From 2023 onward, 6G-only studies became the largest group and reached 56 records

during January-June 2026.

The ethical emphasis also broadens in 6G-oriented research. Human-centered communication
is directly linked with social, ethical and policy challenges [171]. Embodied Al raises questions
about dependency and extended agency [166]. Empirical work on Al and 5G acceptance also

shows that deployment is shaped by user perception [10]. These studies move beyond
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Network scope Studies Share of corpus
6G only 129 42.7%
5G and 6G 74 24.5%
5G only 66 21.9%
Broader next-generation networks 33 10.9%
Total 302 100.0%

Table 5-2. Network-generation scope of the final RQ1 dataset

Network-generation scope by publication year
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Figure 5-2. Network-generation scope by publication period.

protection of data toward autonomy, participation, legitimacy and the distribution of

responsibility.

The broader next-generation category prevents overstatement by retaining relevant O-RAN,
edge, non-terrestrial and future-wireless studies that do not justify a precise generation label.
Table 5-2 gives the final distribution, while Figure 5-2 on the following page shows how the

balance changes across the synthesis period.

The comparison also suggests a difference in research posture. Much 5G-oriented work
evaluates responsible Al mechanisms against existing architectures and operational
requirements. A larger share of 6G work is forward-looking, asking which safeguards should

be designed before widespread deployment. This pre-deployment character allows broader
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ethical questions to enter the evidence base, but it also means that some claims are based on
expected architecture instead of observed systems. The study combines evidence from current

5G practice with forward-looking 6G design research.

5.5 Ethical and Responsible AI Themes

The thematic mapping shows that technical trustworthiness dominates the field. Security and
resilience appeared in 209 studies, safety, reliability and robustness in 166, privacy and data
protection in 163, and trust and trustworthiness in 152. These categories overlap because
future-network studies commonly combine safeguards. Federated learning may reduce raw-
data movement, blockchain may support traceability, anomaly detection may protect operation
and XAI may improve inspection. Responsible Al is therefore usually treated as a system of

interdependent properties [34], [227], [298].

Security, resilience and safety form the largest cluster because Al has a dual role. It supports
adaptive defense and automation but introduces model poisoning, adversarial manipulation and
autonomous attack paths. Open RAN adds programmable, multi-vendor interfaces [149], zero-
trust approaches require continuous verification [87], [104], and agentic Al creates new
vulnerabilities through reasoning, memory and tool use [83]. Runtime safety control [120] and
trustworthy resource management [131] show that responsible operation must address both

malicious attacks and unintended model failure [297].

Privacy and data protection appear in 54.0% of the corpus. The issue was central from the
beginning, when machine learning in 6G was described as simultaneously protective and risky
[244]. Privacy-preserving computation in 5G-based IoT [144], federated learning for
heterogeneous 6G data [50] and privacy standards for federated digital twins [58] demonstrate
the movement from general concern to architectural and standards-oriented responses. The
persistence of privacy reflects the dependence of future networks on mobility, radio, health,

industrial and behavioral data [119], [140], [251].

Trustworthiness operates as an umbrella concept. It may refer to trust in a model, reputation
among devices, confidence in network outcomes or public trust in the system. Quality-of- trust
indicators seek measurable assurance [145], global reputation frameworks address distributed
actors [40], and trustworthy edge-intelligence surveys combine security, reliability,
transparency and sustainability [273]. This breadth is useful, but it also creates inconsistent

terminology and makes direct comparison difficult [113], [216], [274].

Master's Thesis 71



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks
Governance, ethics and regulation appeared in 129 studies, while accountability and
responsibility appeared in 85. Cross-jurisdictional regulatory readiness [16],

telecommunications incident reporting [17] and techno-social analysis of future services

[258] show that model safeguards must be accompanied by institutional rules. Accountable and
resilient network research [221] and blockchain-backed traceability [89] provide technical
support, but technical records alone do not determine who is legally or organizationally

responsible for a harmful decision.

Explainability and transparency appeared in 115 studies. The field progressed from general
arguments about trust [92] to methods for RAN slicing [78], channel estimation [8], 5G
performance analysis [6] and network security [232]. Surveys now consolidate XAl across 6G
communications and use cases [243], [267]. Explainability is becoming an operational
requirement, although explanation quality, intended audience and the relationship between

technical interpretability and meaningful accountability remain inconsistent.

Sustainability appeared in 63 studies. Sustainable 6G architecture [22], incentives for green

infrastructure [33] and trustworthy edge intelligence [273] connect environmental

responsibility with network design. By contrast, inclusion and social impact appeared in 48
studies, fairness in 32 and explicit human-centricity or oversight in 17. Fair scheduling [46],
fairness-assessment standards [3] and inclusive 6G-experience frameworks [65] demonstrate
that these issues are present but substantially less developed than technical assurance [64],

[289].

The central thematic finding is therefore an imbalance in the form of ethics being
operationalized. Privacy, security, robustness, trust and explainability receive extensive
technical attention. Rights, accessibility, non-discrimination, participation and meaningful
human control are less visible. Table 5-3 summarizes the categories. Figure 5-3 on the
following page makes the concentration in technical trustworthiness and the limited

representation of human and distributional themes more apparent
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Theme Studies Share of corpus
Security and resilience 209 69.2%
Safety, reliability and robustness 166 55.0%
Privacy and data protection 163 54.0%
Trust and trustworthiness 152 50.3%
Governance, ethics and regulation 129 42.7%
Explainability and transparency 115 38.1%
Accountability and responsibility 85 28.1%
Sustainability and environmental
o 63 20.9%

responsibility
Inclusion, accessibility and social

48 15.9%
impact
Fairness, bias and non-

32 10.6%
discrimination
Human-centricity and oversight 17 5.6%

Table 5-3. Ethical and responsible Al themes identified in the final corpus.
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Frequency of ethical and responsible Al themes in the final corpus
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Figure 5-3. Frequency of ethical and responsible AI themes in the final corpus.

The themes should not be interpreted independently. Privacy mechanisms can reduce access to
data needed for auditing, stronger security monitoring can increase surveillance, explainability
can expose information useful to attackers, and highly robust automation can reduce
opportunities for human intervention. Sustainability may also conflict with computationally
expensive assurance methods. Literature increasingly recognizes these trade- offs, but most
studies still optimize a limited set of properties. A mature responsible-Al approach will require
explicit treatment of conflicts among values rather than the assumption that every safeguard

can be maximized simultaneously [156], [172], [180].

5.6 AI Approaches and Enabling Technologies

General Al or machine-learning terminology appeared in 276 studies. Federated learning was
the most frequent specialized approach, appearing in 98. Its prominence reflects the distributed
architecture of 5G/6G and the need to train models across devices, edge nodes and
organizations without centralizing all raw data. Surveys connect it with cybersecurity and
trustworthiness [48], while privacy-preserving designs address heterogeneous 6G data [50].

However, federated learning can still leak information, distribute bias or admit poisoned
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participants, so it is often combined with privacy, reputation and audit mechanisms [248],

[280].

Explainable Al appeared in 93 studies and deep learning in 73. Neural models support complex
decisions but reduce visibility into why a decision was made. XAl is therefore used for trust,
debugging, auditability and operator understanding. The progression is visible from early 6G

explainability [92] to resource management [131], slicing [78], channel estimation

[8] and interpretable 5G analysis [6]. Literature increasingly treats explanation as part of

network operation rather than an optional post-processing step.

Edge intelligence appeared in 72 studies and blockchain in 59. Edge processing can reduce
latency and data transfer but fragments control across devices, operators and clouds.
Trustworthy edge-intelligence research therefore combines security, reliability, transparency
and sustainability [273]. Distributed ledgers are used for identity, reputation, integrity and
traceability, often alongside federated learning [89]. Their ethical value is not automatic, and
an immutable record can document a decision without establishing that the decision was fair,

necessary or lawful [173], [249], [277].

Digital twins appeared in 41 studies, generative and agentic Al in 36, and reinforcement
learning in 35. Digital twins create privacy, fidelity and accountability questions because
decisions depend on a virtual representation. Standard-oriented work addresses federated
digital twins [58] and sensitive wearable environments [165]. Reinforcement learning supports
autonomous control [78], while agentic systems introduce longer chains of action and new
security risks [83]. Neuro-symbolic and knowledge-driven approaches remain smaller but are

proposed to make automation more verifiable [148], [42], [60], [186].

The broader pattern is one of layered responsible-Al architectures rather than a single dominant
solution. Federated or edge learning limits data movement, blockchain or reputation supports
coordination, XAl exposes model behavior and symbolic or runtime controls constrain actions.

Table 5-4 gives the frequencies. Figure 5-4 is presented on the following page [201].

Master's Thesis 75



m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

ANOIKTO
NANENIZTHMIO
Al approach or enabling tech-
Studies Share of corpus
nology
Machine learning and Al-based
276 91.4%
methods
Federated learning 98 32.5%
Explainable Al 93 30.8%
Deep learning and neural networks 73 24.2%
Edge intelligence and MEC 72 23.8%
Blockchain and distributed ledger 59 19.5%
Digital twins 41 13.6%
Generative and agentic Al 36 11.9%
Reinforcement learning 35 11.6%
Graph-based and knowledge-
13 4.3%
driven Al

Table 5-4. Frequently represented Al approaches and enabling technologies.

Frequently represented specialised Al approaches and enabling technologies

Federated learning 98
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Figure 5-4. Frequently represented specialized AI approaches and enabling technologies.

Master's Thesis



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

The technology distribution also shows that responsible Al is becoming a property of
composite systems. No single method addresses the full set of ethical concerns. Federated
learning may support privacy, XAl may support inspection, blockchain may support
traceability and runtime control may support safety, yet the combination introduces additional
complexity and energy cost. Evaluation must therefore move from isolated algorithmic
components toward end-to-end architecture. This is especially important for 6G, where several
learning agents may interact across radio, edge, cloud and application layers [174], [193],

[195].

5.7 Network Functions and Application Contexts

IoT and industrial IoT were the largest context, appearing in 104 studies, followed by resource
allocation and network management in 96. This shows that ethical Al is connected directly to
routing, scheduling, slice assignment, device coordination and traffic management.
Trustworthy traffic scheduling [96], explainable resource management [131] and explanation-
guided slicing [78] illustrate how reliability and transparency are being integrated into

operational decisions that affect service quality and access [175].

Edge-cloud and distributed computing appeared in 71 studies. The edge can improve latency
and reduce data exposure, but it divides responsibility among devices, edge operators and cloud
services. Assurance across the advanced 5G edge continuum demonstrates that trust must
be maintained across several domains [45]. The frequent combination of edge intelligence,
federated learning and blockchain reflects attempts to coordinate local processing, distributed

verification and shared records [37], [187], [233].

Healthcare, wearables and body networks appeared in 63 studies. These settings involve highly
personal data and safety-critical services. Digital-health research Emphasizes the potential of
data and AI [15], while 6G healthcare surveys identify privacy, security and implementation
challenges [18]. Ethical analysis of 6G robotics [127] and standards-driven governance for
wearable digital twins [165] show that network reliability, consent, model governance and

institutional accountability must be considered together [73], [247], [290].

Master's Thesis 77



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

Cybersecurity and anomaly detection appeared in 61 studies, and vehicular, UAV and
autonomous mobility in 54. In both areas, false decisions can create immediate safety effects.
Connected-vehicle fatigue recognition has been examined in relation to 6G and the EU Al Act
[7]. Smart cities and public infrastructure, represented in 39 studies, add collective concerns

because sensing and automated decisions may affect people who did not actively choose to

participate [24], [99].

Lower network layers are also represented. Spectrum and physical-layer optimization appeared
in 36 studies, RAN and O-RAN in 28, slicing in 21, non-terrestrial networks in 13 and semantic
communication in eight. XAl for channel estimation [8], O-RAN security [149], runtime

safety in Al-native control [120] and explainable semantic communication

[301] show that ethical issues extend from physical reliability to meaning, governance and
cross-vendor accountability. Table 5-5 on the following page summarizes the context, and

Figure 5-5 appears on the following page [208].

The ethical significance of an application depends on both the network decision and the people
affected. A minor optimization error in a non-critical service differs from an opaque decision
affecting emergency communication, clinical monitoring or autonomous mobility. The present
mapping does not rank these consequences, but it shows where such questions are likely to
arise. The application distribution provides a contextual basis for RQ2. The next analysis
separates how often a risk appears from the severity and type of harm described in the

underlying studies .
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Network function or application
Studies Share of corpus
context
Internet of Things and industrial
104 34.4%
IoT
Resource allocation and network
96 31.8%
management
Edge-cloud and distributed compu-
) 71 23.5%
ting
Healthcare, wearables and body net-
63 20.9%
works
Cybersecurity, intrusion and
) 61 20.2%
anomaly detection
Vehicular, UAV and autonomous
N 54 17.9%
mobility
Smart cities, homes and public infra-
39 12.9%
structure
Spectrum, channel and physical-
o 36 11.9%
layer optimization
Radio access networks and O-RAN 28 9.3%
Network slicing and service orches-
_ 21 7.0%
tration
Non-terrestrial and satellite net-
13 4.3%
works
Semantic and goal-oriented commu-
o 8 2.6%
nications

Table 5-5. Network functions and application contexts represented in the final corpus.
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Figure 5-5. Network functions and application contexts represented in the final study set.

5.8 Research Focus and Maturity

The abstract-level indicators describe substantial conceptual and experimental activity but
limited large-scale operational validation. Eighty studies, or 26.5%, were reviews or surveys.

Surveys on Al for 6G [55], federated cybersecurity [48], XAl for 5G-and-beyond security

[232] and explainable 6G use cases [267] consolidate a rapidly changing field. Their prevalence
is useful but also indicates that terminology, boundaries and research agendas are still being

defined.

Sixty-three titles explicitly proposed a framework, architecture, model, scheme or mechanism.
This demonstrates a strong design orientation, ranging from trustworthy-Al frameworks [214]
and pervasive-trust architectures [151] to privacy standards [58] and AIl- native
standardization [123]. Among non-review studies, 122 contained explicit simulation or
quantitative evaluation. Examples include explanation-guided slicing [78], XAI channel
estimation [8] and trustworthy traffic scheduling [96]. Responsible-Al proposals are therefore

increasingly tested under network constraints [74].

Only 13 studies explicitly referred to a prototype, proof-of-concept or testbed. A privacy-
preserving B5SG pandemic network was presented as a proof-of-concept [177], trustworthy

analytics were examined through a 5G security case study [189], and runtime safety
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mechanisms represent a more operational direction [120]. Forty-two studies contained broader
real-world, field or case evidence, but this should not be read as long-term commercial

deployment [197].

Only 23 titles had a primary policy, legal, ethical or standardization focus. Governance is
discussed in many abstracts, but institutional analysis remains less common than technical
evaluation. Regulatory readiness [16], incident reporting [17], green-network incentives [33]
and techno-social analysis [258] are important exceptions. Technical maturity is therefore

advancing faster than organizational and societal maturity.

The field can be described as partially mature. Many studies evaluate algorithms and
architectures, but common benchmarks, longitudinal validation, cross-operator testing and
human-centered assessment remain limited. Accuracy, latency and robustness are easier to
measure than fairness, accountability or user understanding. Table 5-6 summarizes these non-

exclusive indicators.

Non-exclusive orientation
Studies Share of corpus
indicator
Review or survey 80 26.5%
Framework, architecture, model,
o 63 20.9%
scheme or mechanism in title
Non-review study with simulation
o 122 40.4%
or quantitative evaluation
Prototype, proof-of-concept or
13 4.3%
testbed
Real-world, field or case-study
42 13.9%
evidence
Policy, legal, ethical or
23 7.6%
standardization focus in title

Table 5-6. Abstract-level indicators of research orientation and maturity.
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Maturity should also be assessed across several dimensions. Technical maturity concerns
whether a method performs reliably under realistic network constraints. Operational maturity
concerns whether it can be integrated, monitored and maintained across vendors and domains.
Governance maturity concerns audit rights, responsibility, incident response and compliance.
Social maturity concerns whether affected users can understand that contest or influence
decisions and whether benefits are distributed fairly. The review sample shows strongest

progress in the first dimension, emerging progress in the second and third, and limited evidence

in the fourth.

5.9 Integrated Interpretation and Direct Answer to RQ1

The present status of research on ethical issues in Al-enabled 5G/6G networks is that of a
rapidly expanding, multidisciplinary and increasingly 6G-oriented field. The final corpus
contains 302 studies from 2020 to June 2026. Output increased from six studies in 2020 to 101
in 2025, while 111 were already indexed during the first half of 2026. The growth is
accompanied by diversification from privacy, trust and explainability toward federated
learning, O-RAN, slicing, edge intelligence, healthcare, mobility, digital twins, semantic

communication, agentic Al and regulatory readiness [47], [192], [284].

The development can be understood through four stages. The earliest work established the
foundational problem and learned network control reduces direct visibility and introduces
privacy and trust requirements [92], [145], [244]. The next stage proposed dedicated
responsible and trustworthy-Al frameworks [85], [214], [285]. A third stage integrated
safeguards into specific functions, including slicing, channel estimation and resource
management [8], [78], [131], [188]. The latest stage concerns Al-native and agentic systems
whose actions require runtime control, verifiable reasoning and legal governance [16], [83],

[120], [148], [198].

The movement toward 6G is pronounced but does not erase 5G. Two thirds of the corpus
contain an explicit 6G dimension, yet many 6G mechanisms are designed or evaluated in 5G
and B5G settings. Existing concerns are therefore accumulated rather than replaced. Privacy,
security and explainability remain, while denser sensing, distributed intelligence and
autonomous control add questions of cognitive sovereignty, human dependency and

responsibility across organizations and jurisdictions.

Master's Thesis 82



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

The thematic distribution reveals both strength and imbalance. Security, safety, privacy, trust
and explainability are extensively represented and supported by substantial technical work.
Governance and accountability are growing [16], [17], [58], [221]. Fairness, accessibility,
explicit human oversight and broader social impacts remain less frequent. The field is strongest

in technical trustworthiness and less developed in empirical analysis of how network decisions

affect rights, participation, unequal outcomes and human agency [129], [215].

Responsible Al is also becoming architectural. Federated learning, XAl, edge intelligence,
blockchain, digital twins and runtime controls are frequently combined to manage a distributed
trust problem involving data, models, infrastructure and several organizations. The largest
application groups, including IoT, resource management, healthcare, cybersecurity and
mobility, show that ethical issues arise where network decisions have direct operational or
human consequences. Even lower-layer functions affect the reliability and availability of

higher-level services [117], [139], [203].

RQ1 can therefore be answered directly as follows. Since 2020, the domain has progressed
from a small foundational literature into a large and technically productive field centered
increasingly on 6G and Al-native operation. Research has moved from identifying concerns to
designing and evaluating safeguards for specific functions and applications. However, it is not
fully mature. Simulation and quantitative assessment are common, but prototypes, long- term
deployments, comparable governance criteria and human-centered validation remain limited.
The next stage requires technical assurance to be matched by institutional accountability and

evidence about societal outcomes.

A further implication is that ethical and technical research are becoming less separable. In Al-
native networks, privacy, explanation, safety and accountability influence architecture,
interfaces, data flows and control loops. They cannot be added only after a system has been
optimized for performance. The evidence therefore supports an ethics-by-design interpretation
of future-network development. However, the current literature applies this principle unevenly
because some studies integrate safeguards into system design, while others use responsible-
Al terminology primarily to describe a performance-enhancing security or privacy mechanism

[206].

The progression also changes the location of ethical responsibility. In early studies,

responsibility is often discussed at the level of the individual model or application. In later Al-
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native architectures, responsibility is distributed across data providers, model developers,
equipment vendors, operators, orchestration platforms and application owners. This
distribution makes technical assurance insufficient. A reliable model may still operate within
an unclear governance structure. The current state of the field therefore requires mechanisms

that connect model evidence with organizational roles, audit access, escalation procedures and

remedies for affected stakeholders.

A second integrated finding concerns the relationship between anticipation and evidence. Much
6G research is necessarily forward-looking because the complete ecosystem is not yet
deployed. Anticipatory analysis is valuable because it allows safeguards to influence standards
and architecture before harmful practices become embedded. At the same time, anticipated use
cases can overstate technological certainty or social benefit. The strongest future research will
combine prospective ethics with evidence from 5G, B5G, testbeds and sector-specific
deployments, using current systems to test assumptions about future autonomy and human

impact.

5.10 Limitations of the RQ1 Analysis

The first limitation concerns the evidence level. Coding was based on titles, abstracts and
available author keywords for the 302 YES studies. These sources support consistent mapping
of a large corpus, but they cannot show every method or the depth of ethical analysis in the
full text. Study may use trust, fairness or human centricity only as motivation, while a relevant
discussion may be absent from the abstract. The frequencies should therefore be interpreted as
research-orientation indicators rather than a final measurement of conceptual depth or study

quality.

The second limitation is temporal. The 2026 value covers January to June only and is not
directly equivalent to a complete annual count. Early-access dates and indexing schedules may
also differ across databases. The publication year recorded in the final Master was retained for
consistency, but the value was not annualized or used to forecast the end 0f 2026. Future studies
can repeat the same search and screening procedure for the remaining months before comparing

complete years.
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The third limitation concerns coverage. The four databases provide broad and overlapping
access, but no search source is complete. Relevant standards, regulatory material, institutional
reports, preprints or studies indexed elsewhere may be absent. Search terminology also shapes
retrieval. Some publications may examine responsible network intelligence without using
explicit ethics vocabulary, while others may use terms such as trustworthy or human- centric

only as broad framing. The observed corpus is therefore a transparent but bounded

representation of the field.

The fourth limitation is conceptual overlap. Security, safety, resilience, reliability and trust are
not defined uniformly, and governance or accountability may refer to different levels. Multi-
label coding preserves this overlap but does not eliminate ambiguity. The controlled vocabulary
was applied consistently, and the analysis retains the original terms and avoids merging specific
risks, solutions or gaps when the abstract-level evidence is insufficient. The broader next-
generation category similarly reduces misclassification but includes heterogeneous

architectures.

The fifth limitation is interpretive. Frequency measures research attention, not ethical severity
or effectiveness. A common risk is not necessarily the most harmful, and a frequent method is
not necessarily the most successful. Technical performance may be validated while
accountability, fairness or user impact remains untested. RQ2, RQ3 and RQ4 are needed to
distinguish attention from consequence, proposal from effectiveness and limited coverage from

a defensible research gap.

Finally, the field is changing quickly. Agentic Al, large models, digital twins and Al-native
RAN control may alter the thematic balance within a short period. This chapter provides a
reproducible snapshot up to June 2026, not a permanent description. Its contribution is to
establish a final corpus, explicit coding rules and quantified trends. Future studies may extend
the time horizon and test whether emerging concepts become durable research directions, while

the present chapter provides the final synthesis for the review period ending in June 2026.

The analysis also does not weight studies by methodological quality, citation impact, venue or
sample size. Each included study contributes equally to the descriptive counts because RQI
maps the field rather than estimating an effect. This choice prevents highly cited surveys from
dominating the results, but it means that an early-stage proposal and a thoroughly validated

study can contribute to the same category. Quality appraisal and evidence strength should
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therefore inform the interpretation of specific claims in the later chapters, even though they are

not used to adjust the RQ1 frequencies.

A further limitation is that the analysis does not distinguish whether an ethical theme is the
primary research contribution or a secondary supporting concern in every record. Multi-label
coding captures breadth, but a study focused mainly on intrusion detection may contribute to
privacy or explainability only as an additional design feature. The thematic counts therefore
indicate presence, not centrality. The final interpretation distinguishes presence from centrality

and avoids treating secondary design features as dominant research objectives

The chapter also does not compare geographical, institutional or sectoral representation. Legal
readiness, infrastructure ownership and acceptable levels of monitoring differ across
jurisdictions and application domains. A study set dominated by particular research regions or
technical sectors may not represent the priorities of lower-resource environments, smaller
operators or communities with limited access to advanced connectivity. Future analysis should
examine where studies originate, which stakeholders are represented and whether proposed

governance approaches can transfer across different regulatory and socioeconomic settings.
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Chapter 6 Research Question 2: Ethical Risks in Al-Enabled
5G/6G Networks

This chapter addresses the second research question. What ethical risks are most frequently
identified in the literature on Al-enabled 5G/6G networks? The analysis uses the same final
corpus of 302 studies examined in Chapter 5 and retains the temporal boundary from January
2020 to June 2026. Whereas Chapter 5 mapped broad research themes and the development of
the field, Chapter 6 converts those themes into explicit risk statements. The purpose is not
merely to identify topics such as privacy or trust, but to clarify the form of harm, vulnerability

or institutional deficit associated with each topic.

Literature is dominated by risks that can be translated into technical properties such as
cybersecurity compromise, privacy loss, unreliable behavior, loss of trust and limited
explainability. Governance and regulatory inadequacy also receive substantial attention, while
fairness, exclusion, surveillance and loss of human control remain much less frequent. The
field therefore tends to operate ethics through security, model performance and data protection,

while rights, power, participation and unequal social outcomes are treated less consistently

[215].

6.1 Purpose and Analytical Procedure

RQ2 requires both qualitative interpretation and quantitative counting. A purely qualitative
discussion could describe many relevant risks but would not answer which risks are identified
most frequently. A simple keyword count would also be insufficient because different articles
use different terms for related concerns and because repeated use of a word within one abstract
should not increase the number of studies supporting a risk. The adopted procedure therefore
combined structured thematic coding with study-level frequency analysis. Each risk was
counted at most once per study, even when the title, abstract or keywords repeated the same

concept several times.

The analytical unit was included in the unique study. Coding used the title, abstract and
available author keywords in the final Master Excel. The screening justification was not treated
as independent evidence because it had been written during the selection process rather than
by the authors of the studies. A risk category was assigned when the available metadata
explicitly identified a threat, harmful outcome, vulnerability, ethical deficit or need for

protection. For example, a study was coded for privacy when it discussed privacy,
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confidentiality, personal-data protection, data leakage, consent, anonymity or a privacy-
preserving mechanism. It was coded for opacity when it referred to explainability,
interpretability, transparency or black-box behavior. This explicit-risk layer is narrower than
the thematic mapping used in Chapter 5 and therefore produces slightly different counts for

some categories.

The coding was multi-label because ethical risks rarely occur independently. A federated-
learning study may simultaneously address privacy, poisoning, reliability and trust. A network-
slicing study may link explainability with safety and accountability. Multi-label coding
preserves these relationships rather than forcing each article into one exclusive class. At the
same time, a primary-risk orientation was assigned to identify the issue receiving the strongest
emphasis in the title and abstract. The primary classification is used only to show the center of
attention of each study, and it does not remove secondary risks from the frequency analysis

[90], [225], [241].

Three additional comparisons were made. First, the development of the six most frequent risks
was examined by publication year. Second, risk prevalence was compared between 5G- related
and 6G-related studies. These two groups are non-exclusive because studies covering both
generations contribute to both. Third, co-occurrence was calculated for every pair of risk
categories to identify recurring combinations. Percentages in the main ranking use the 302
included studies as the denominator. Because the categories are multi-label, the percentages do

not come to 100%.

6.2 Operational Definition and Risk Classification

An ethical risk was defined as a plausible way in which Al-enabled 5G/6G systems may cause
harm, distribute benefits or burdens unfairly, reduce individual or collective control, weaken
institutional responsibility, or fail to satisfy justified expectations of safety, privacy and trust.
This definition treats the network as a socio-technical system. Harm may originate from an
algorithm, training data, a malicious actor, an organizational decision, an absence of standards
or the interaction between these elements. The definition is therefore broader than

cybersecurity, although cybersecurity remains its most frequent component.

Thirteen categories were retained. The taxonomy separates risks that are often merged in broad
trustworthy-Al discussions. Privacy is separated from surveillance because data protection can

fail without continuous monitoring, while surveillance can be ethically problematic even
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when data are securely stored. Trust is separated from reliability because a system can be
technically reliable but still lack legitimacy or public confidence. Accountability is separated
from general governance because rules may exist without a clear allocation of responsibility
when an automated decision causes harm. Fairness is separated from social exclusion because

biased model outputs and unequal access to infrastructure are related but not identical

problems.

The categories were applied conservatively. Generic references to a technical environment
were not coded as environmental risk. A claim of high accuracy was not coded as reliability
unless the abstract explicitly discussed robustness, safety, faults or uncertainty. Similarly, the
word autonomous did not automatically indicate loss of human control. Human-control coding
requires an explicit reference to human-centricity, human judgment, agency, oversight or
meaningful control. These decisions reduce false positives and make the frequency ranking

easier to interpret.

A final coding principle concerned the relationship between risks and protective mechanisms.
A privacy-preserving or security method was treated as evidence that the corresponding risk
was recognized, even when the abstract focused mainly on the solution. This is necessary
because technical research frequently expresses risk indirectly through the objective of the
proposed mechanism. Differential privacy, zero-trust networking, explainable intrusion
detection and fairness auditing all imply an underlying privacy, security, opacity or
discrimination risk [1], [3], [71], [104]. However, the existence of a solution was not interpreted

as proof that the risk had been eliminated.
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Risk category

Operational coding meaning

Cybersecurity compromise and adversarial manipulation

Attacks, malicious model behavior, intrusion, evasion,
spoofing, jamming, Byzantine behavior or other vulnerabilities

affecting Al-enabled network operation.

Privacy loss and improper data use

Unauthorized disclosure, inference or secondary use of

personal or sensitive data, weak consent, confidentiality or ano-

nymity.

Unsafe, unreliable or non-robust Al behavior

Failure under faults, uncertainty, changing conditions or

critical operation, insufficient robustness, reliability or safety.

Loss of trust and confidence

Insufficient grounds for stakeholders to rely on models, data,

devices, services or institutions, weak reputation or assurance.

Governance, legal and regulatory inadequacy

Missing, fragmented or unclear rules, standards, compliance

procedures, policy responsibilities or legal readiness.

Opacity and limited explainability

Black-box decisions, limited interpretability or transparency,

and insufficient information for scrutiny or contestation.

Environmental and resource burden

Energy, carbon, infrastructure or lifecycle impacts associated

with Al computation and future-network deployment.

Accountability and responsibility gaps

Unclear answerability, liability or responsibility for decisions,

failures, incidents and remedies.

Bias and discriminatory outcomes

Systematic unfairness or unequal model outcomes affecting

users, traffic, services or groups.

Data integrity, quality and poisoning

Corrupted, manipulated, heterogeneous, low-quality or poorly

governed data and model updates.

Social exclusion, accessibility and unequal benefit

Digital divide, unequal access, affordability barriers or uneven

distribution of network benefits and burdens.

Loss of human control and insufficient oversight

Weak human judgment, agency, intervention, meaningful

control or oversight over automated action.

Surveillance and intrusive monitoring

Pervasive tracking, profiling or monitoring that restrict

privacy, autonomy or acceptable participation.

Table 6-1. Operational classification scheme used for the RQ2 risk coding.

6.3 Overall Frequency and Ranking of Ethical Risks

The ranking identifies cybersecurity compromise and adversarial manipulation as the most

frequent risk, appearing in 192 studies, or 63.6% of the corpus. Privacy loss and improper data

use follow with 163 studies, equal to 54.0%. Unsafe, unreliable or non-robust behavior appears

in 159 studies, while loss of trust and confidence appears in 153. Governance, legal and

regulatory inadequacy is identified in 134 studies, and opacity or limited explainability in 116.

These six categories form the dominant risk structure of the field [133].
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The remaining categories are considerably less frequent. Environmental and resource burden
appears in 62 studies. Accountability and responsibility gaps appear explicitly in 34, bias and
discriminatory outcomes in 30, and data integrity, quality and poisoning in 28. Social exclusion
and unequal benefit also appear in 28 studies. Loss of human control is identified in 15, while
surveillance and intrusive monitoring appear in 12. The low value does not mean that these
risks are unimportant. They indicate that they are less often made explicit in titles, abstracts

and keywords and are therefore less central to the visible research agenda.

Ethical risk category Studies Share of corpus Primary risk
Cybersecurity compromise
192 63.6% 85
and adversarial manipulation
Privacy loss and improper
Y prop 163 54.0% 49
data use
Unsafe, unreliable or non-
) 159 52.6% 20
robust Al behavior
Loss of trust and confidence 153 50.7% 36
Governance, legal and
134 44.4% 37
regulatory inadequacy
Opacity and limited
pacity 116 38.4% 48
explainability
Environmental and resource
62 20.5% 14
burden
Accountability and
34 11.3% 1
responsibility gaps
Bias and discriminatory
30 9.9% 4
outcomes
Data integrity, quality and
o ST, AUy 28 9.3% 0
poisoning
Social exclusion,
accessibility and unequal 28 9.3% 2
benefit
Loss of human control and
) ) ) 15 5.0% 4
insufficient oversight
Surveillance and intrusive
o 12 4.0% 2
monitoring

Table 6-2. Frequency and primary orientation of ethical risks in the final corpus.
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Annual development of the six most frequent ethical risks

~@- Cybersecurity and adversarial manipulation —@- Loss of trust and confidence
Privacy loss and improper data use =@~ Governance and regulatory gaps
70 A =@~ Reliability, robustness and safety failures =@~ Opacity and limited explainability

60 -
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Studies
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Publication year (*January-june only)

Figure 6-1. Annual development of the six most frequent ethical risks from 2020 to June 2026.

The difference between total and primary frequency provides another perspective.
Cybersecurity is the primary risk in 85 studies, privacy in 49, opacity in 48, governance in 37
and trust in 36. Reliability is primary in only 20 studies despite appearing as a secondary
concern in 159. This suggests that reliability is frequently treated as a supporting requirement
of secure, trustworthy or explainable systems rather than as the sole organizing problem.
Environmental risk is primary in 14 studies. Fairness, human control, exclusion and

surveillance together account for only a small share of primary orientations [261].

The annual development of the six dominant categories is shown in Figure 6-1 on the following
page. The figure is used from January to June only for 2026, so the final point must not be

interpreted as a complete annual total.

All six leading risks grow sharply after 2024, but the pattern is not identical. Security rises
most strongly in 2025 and remains the largest category in the first half of 2026. Governance
and trust show especially rapid growth in 2026, reflecting the expansion of Al-native, agentic
and standards-oriented research. Explainability also grows steadily from early conceptual work
on human-machine trust [92] to application-specific studies in channel estimation, slicing,

semantic communication and intrusion detection [8], [78], [184], [302]. The temporal pattern

Master's Thesis 92



EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

ANOIKTO
NANENIZTHMIO

Frequency of explicitly identified ethical risk categories
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Figure 6-2. Frequency ranking of identified ethical risks in the final corpus.

indicates that the field is not moving away from technical risks but instead, it is adding

governance and verification concerns around progressively autonomous systems.

Figure 6-2 presents the complete frequency ranking and is shown on the following page. It

makes the steep decline after the six dominant categories visually clear.

The concentration of attention in the leading categories produces a two-tier risk landscape. The
first tier consists of security, privacy, reliability, trust, governance and explainability. These
risks are discussed across many network functions and application domains. The second tier
consists of environmental burden, accountability, fairness, data quality, exclusion, human
control and surveillance. These concerns are often present in specialized studies or policy-
oriented discussions but do not yet have comparable coverage across the corpus. The imbalance
becomes a central finding of RQ2 because it identifies not only what literature recognizes, but

also what it tends to leave at the margins [270].
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6.4 Cybersecurity, Data Integrity and Adversarial Manipulation

Cybersecurity compromise is the most frequently identified ethical risk because Al is
simultaneously a defensive tool and a new attack surface. Al supports intrusion detection,
adaptive access control, anomaly recognition and threat intelligence, but models can be
poisoned, evaded, manipulated or used to automate attacks. The ethical significance extends
beyond technical loss. Successful attacks can interrupt essential services, expose personal data,
distort automated resource decisions and transfer risk to users who cannot evaluate or control
the underlying systems. Explainable intrusion-detection frameworks [1], responsible Al-
driven attack detection for 6G-IoT [11] and interpretable anomaly detection for O-RAN [44],
[184] all respond to this dual role [223].

The attack surface becomes broader as control functions move toward open, programmable
and distributed architectures. O-RAN introduces intelligent controllers and third-party
applications, edge intelligence distributes models across devices, and network slicing creates
multiple logical services over shared infrastructure. Open RAN security research identifies new
interfaces and trust boundaries [149], while zero-trust self-driven networking treats every
component and interaction as potentially untrusted [104]. In these settings, an incorrect or
malicious Al decision can propagate through orchestration, scheduling or policy enforcement

rather than remaining isolated within one application.

Agentic and generative Al intensify this problem because the model may plan actions, use tools
and interact with other agents. The 2026 literature describes agentic Al as a distinct source of
attack vectors and vulnerabilities [83]. Runtime safety mechanisms for Al-native O-RAN
attempt to verify intended actions and impose fail-safe behavior before a harmful control
command reaches the network [120]. These studies show a shift from protecting static
prediction models to supervising systems that act continuously and adapt their strategies. The

corresponding ethical risk is a loss of dependable control over critical infrastructure.

Data integrity and poisoning form a related but more specific risk. Federated learning reduces
centralized data collection, yet it allows compromised or low-quality participants to influence

the global model. Byzantine-robust orchestration [67], blockchain-assisted federated learning

[136] and trustworthiness analysis under heterogeneous data [143] address different parts of
this problem. Data heterogeneity can also create uneven performance without deliberate attack,

while poisoning introduces intentional manipulation. Both conditions can produce unreliable
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outcomes and unfairly affect groups or locations whose data differ from the dominant training

distribution [13], [112], [164].

The security category co-occurs with privacy in 134 studies, reliability in 99 and trust in 98.
These combinations show that security is rarely a separate ethical objective. Strong monitoring
may protect the network but increase surveillance. Encryption and privacy mechanisms may
complicate inspection and accountability. Aggressive anomaly detection may improve
resilience while reducing availability for atypical users. The most frequent co- occurrences are

listed in Table 6-3 [209], [233].

Risk pair Studies Share of corpus

Cybersecurity compromise and
adversarial manipulation + Privacy loss 134 44.4%

and improper data use

Cybersecurity compromise and
adversarial manipulation + Unsafe, 99 32.8%

unreliable or non-robust Al behavior

Cybersecurity compromise and
adversarial manipulation + Loss of trust 98 32.5%

and confidence

Loss of trust and confidence + Unsafe,
87 28.8%
unreliable or non-robust Al behavior

Loss of trust and confidence + Opacity
86 28.5%
and limited explainability

Cybersecurity compromise and
adversarial manipulation + Governance, 82 27.2%

legal and regulatory inadequacy

Privacy loss and improper data use +
Unsafe, unreliable or non-robust Al 79 26.2%

behavior

Opacity and limited explainability +
Unsafe, unreliable or non-robust Al 73 24.2%

behavior

Loss of trust and confidence + Privacy
) 69 22.8%
loss and improper data use

Governance, legal and regulatory
inadequacy + Privacy loss and improper 67 22.2%

data use

Table 6-3. Ten most frequent risk co-occurrences.
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The practical implication is that security mechanisms should be evaluated as socio-
technical interventions. Their assessment should include who is monitored, who can
challenge a decision, what happens after a false alarm, how model updates are governed
and which actor carries responsibility for failure. Trustworthy analytics in ETSI zero-
touch management [189], accountable and resilient Al-assisted networks [221] and
secure future-network architectures [269] move in this direction by linking protection
with assurance and responsibility. Nevertheless, the corpus remains much stronger in

attack detection than in the analysis of downstream harms caused by defensive

automation [146].

6.5 Privacy, Surveillance and Improper Data Use

Privacy loss is the second most frequent risk and appears in 163 studies. The prominence of
privacy follows directly from the distributed and data-intensive character of Al-enabled
networks. 5G/6G applications collect location, mobility, health, industrial, behavioral and
communication data at high frequency. Edge processing can keep data close to the source, but
it also multiplies the number of devices and intermediaries that handle sensitive information.
The early 6G privacy literature already described machine learning as both a means of

protection and a source of leakage [244], [206].

Federated learning is the most common privacy-oriented response. It avoids transferring raw
data to a central server, yet the corpus repeatedly notes that decentralized training does not
guarantee privacy. Model updates can reveal information, malicious clients can infer properties
of local datasets, and heterogeneous participation can weaken both protection and performance.
Differentially private federated learning [71], privacy-preserving training under data
heterogeneity [50] and standards for federated learning in digital-twin environments [58]
demonstrate attempts to formalize these protections. Privacy-preserving computation in 5G-
based IoT [144] and vehicular networks [86] extends the same concern to latency-sensitive

distributed applications [53], [98], [170].

Privacy risk is especially acute in healthcare, wearables and connected mobility. Health data
can reveal disease, behavior and identity, while mobility traces expose routines and
relationships. Privacy-aware wearable edge intelligence [159], UAV and V2X protection
[172], pandemic-response networks [177] and digital-twin security [301] illustrate the breadth

of the issue. The potential harm is not limited to disclosure. Inaccurate profiles, unauthorized
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secondary use and the inability to withdraw data can affect insurance, employment, access to

services and personal autonomy [93], [217].

The corpus distinguishes privacy from security in principle, but the two categories are strongly
coupled. Security controls protect confidentiality and integrity, while privacy asks whether data
should be collected, linked or retained in the first place. A perfectly secure system can still be
privacy-invasive if it continuously monitors individuals without meaningful consent. This
distinction is visible in work on Al-supported radar surveillance [81] and mass-surveillance
healthcare frameworks [105]. Surveillance appears explicitly in only 12 studies, which suggests
that the ethical implications of pervasive sensing are less developed than the technical

mechanisms for securing the resulting data.

Consent is difficult in future-network environments because data flows are continuous,
distributed and often inferred rather than directly provided. Users may accept a service without
understanding that network intelligence can derive location, activity or health attributes.
Devices may communicate on behalf of users, and digital twins may preserve information after
the original context has changed. The ethical risk therefore includes a loss of contextual
control. Privacy standards and governance must address the purpose of processing, data
minimization, retention, inference and cross-domain reuse, rather than focusing only on

encryption.

The risk is therefore best understood as improper control over data and inferences, not only as
data theft. Literature recognizes leakage, confidentiality and privacy-preserving computation
well, but pays less attention to collective privacy, group profiling and the cumulative effects of
connected sensing. It also offers limited evidence about remedies after misuse occurs. These
gaps help explain why privacy is frequent as a technical risk while surveillance, consent and

redress remain comparatively marginal ethical topics.

6.6 Reliability, Explainability and Trust

Reliability, explainability and trust form a connected group. Unsafe or non-robust behavior
appears in 159 studies, loss of trust in 153 and opacity in 116. A system cannot be reasonably
trusted when it behaves unpredictably or cannot provide an intelligible account of its decisions.
Nevertheless, the concepts remain distinct, and reliability concerns consistent performance,
explainability concerns intelligible reasoning, and trust concerns justified stakeholder

confidence.
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Reliability becomes ethically significant when Al controls resources, mobility, health services
or emergency communications. A small prediction error may be tolerable in a recommendation
system but unacceptable in mission-critical network slicing or autonomous mobility. Safe and
explainable telecommunications research [5], neuro-symbolic slice optimization [12] and
trustworthy traffic scheduling [96] reflect this concern. Quality-of-trust indicators for 6G-
enabled mass autonomy attempt to make trustworthiness measurable [145], while runtime

safety control in O-RAN introduces intervention before unsafe actions are executed [120], [31],

[116].

Opacity creates a second layer of risk. Al decisions can affect resource access, traffic
classification, slice admission and security response, yet deep models often provide little
explanation. Early work positioned explainability as a basis for trust between humans and
machines [92]. Later studies apply XAI to RAN slicing [78], 5G performance analysis [6],
channel estimation [8], intent-based networking [51], semantic communication [153],
autonomous systems [116] and network-security decisions [232]. The field has therefore

moved from general motivation to task-specific explanation methods.

Nevertheless, the presence of an explanation method does not guarantee meaningful
transparency. Post-hoc feature attribution may show which input variables influenced a
prediction without explaining whether the decision is normatively acceptable. Operators,
developers, regulators and end users also require different levels of detail. A technically precise
explanation may be unusable for a person affected by service denial, while a simplified
explanation may be insufficient for audit. Research connecting causal reasoning with

stakeholder trust [35] and neuro-symbolic approaches with verifiable automation [148§],
[169] responds to this limitation by seeking explanations linked more closely to system logic.

Trust is the broadest of the three risks. It may refer to trust in a model, reputation among
devices, confidence in data, trust between network stakeholders or public acceptance of the
service. Global reputation management [40], zero-trust architectures [87], trustworthy,

federated learning [48], trust-aware slicing [125] and assurance in advanced 5G edge systems

[45] illustrate these different meanings. The breadth of the term can be useful, but it can also
obscure what evidence is required. Trust should be justified by security, reliability,
transparency and governance rather than treated as a property produced by naming a framework

trustworthy [122], [139], [199].
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Most frequent co-occurrences among ethical risk categories

Cybersecurity and adversarial manipulation +
Privacy loss and improper data use

Cybersecurity and adversarial manipulation +
Reliability, robustness and safety failures

Cybersecurity and adversarial manipulation +
Loss of trust and confidence

Loss of trust and confidence +
Reliability, robustness and safety failures

Loss of trust and confidence +
Opacity and limited explainability

Cybersecurity and adversarial manipulation +
Governance and regulatory gaps

Privacy loss and improper data use +
Reliability, robustness and safety failures

Opacity and limited explainability +
Reliability, robustness and safety failures

Loss of trust and confidence +
Privacy loss and improper data use

Governance and regulatory gaps +
Privacy loss and improper data use

0 20 40 60 80 100 120 140

Studies containing both risks

Figure 6-3. Most frequent co-occurrences among ethical risk categories.

Figure 6-3, presents the most frequent pairs of risks and demonstrates how strongly trust,

reliability and opacity relate to security and privacy.

The co-occurrence pattern supports a layered interpretation. Security and privacy protect
infrastructure and data, reliability supports dependable operation, explainability enables
scrutiny, and governance assigns requirements and responses. Trust may emerge when these
conditions are supported by evidence. Surveys of explainable 6G use cases [267], trustworthy
edge intelligence [273] and accountable networks [221] increasingly recognize this structure,
although empirical studies still evaluate individual technical metrics more often than

stakeholder trust in the complete system [9], [25], [259].

6.7 Governance, Fairness, Human Autonomy and Societal Impacts
Governance, legal and regulatory inadequacy is the fifth most frequent risk, appearing in 134
studies. This category covers uncertainty about applicable rules, fragmented responsibilities,

weak standards, cross-jurisdictional inconsistency and the absence of procedures for audit,

certification or incident reporting. As Al becomes embedded in telecommunications
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infrastructure, governance cannot be added after deployment. Decisions about data access,

model updates, acceptable risk and emergency intervention are part of network design.

Recent literature moves from broad ethical principles toward sector-specific governance. The
Al Regulatory Readiness Index evaluates legal preparedness across telecommunications
jurisdictions [16], while incident-reporting research examines how Al failures can be
incorporated into telecommunications law and policy [17]. Standards-oriented work addresses
Al-native architectures [123], privacy-preserving federated learning [58], wearable health
systems [95] and compliance in digital-twin applications [190]. These studies indicate growing
recognition that voluntary technical safeguards are insufficient when systems affect safety,

rights and critical services.

Accountability is less frequently explicit than governance. Only 34 studies use language
directly associated with responsibility, liability or answerability. This difference suggests that
the reviewed work more often proposes rules and frameworks than it specifies who must justify
a decision or compensate for harm. Traceable and auditable federated Al [89], accountable and
resilient networks [221] and runtime verification [120] offer mechanisms that can support
accountability. However, a log or explanation does not allocate responsibility among operators,

vendors, model developers, data providers and application owners.

Fairness and discrimination appear in 30 studies. The issue arises in resource allocation, packet
scheduling, federated learning and service access. Fairness-aware packet scheduling [46],
explanation-guided fair federated learning for RAN slicing [212] and standard-compliant
fairness auditing [3], [218] show that the concept can be defined technically. Yet fairness
metrics depend on which groups, outcomes and trade-offs are selected. A mathematically
balanced allocation may still disadvantage users with poor coverage, limited devices or atypical
traffic. The ethical risk therefore includes both biased decisions and narrow definitions of who

counts in the evaluation.

Social exclusion and unequal benefit appear in 28 studies, while explicit loss of human control
appears in 15. Research on inclusive user experience [65], human-centric communication
[171], augmented Al with human judgment [220] and embodied Al [166] examines agency
and dependency. However, many technical papers treat a human-centered focus as an
aspiration. They do not always specify participation, accessibility, ways to challenge decisions

or protections for people who do not want continuous connectivity.
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Environmental and resource burden appears in 62 studies. Sustainable architecture [22], green-
network incentives [33], smart-city research [24], [99] and trustworthy edge intelligence [273]
connect ethical responsibility with energy and infrastructure. Efficiency claims alone are
insufficient and assessment should consider lifecycle impacts, rebound effects, device

replacement and whether costs are shifted to communities with limited decision-making power.

Figure 6-4, compares primary-risk orientations. It demonstrates that fairness, human control,
exclusion and surveillance are rarely the central organizing concern of a study, even when they

may appear as secondary issues.

The primary-risk distribution confirms that the field is strongest where ethical requirements
can be represented as technical objectives. Security, privacy and explainability together
constitute the primary focus of 182 studies. By comparison, only 12 studies are primarily
oriented toward fairness, human control, exclusion, surveillance or explicit accountability. This
does not invalidate technical work. It shows that a more balanced research agenda would need
stronger collaboration with law, social science, human-computer interaction and environmental

assessment [88].

Primary ethical risk orientation of the final corpus

Cybersecurity and
adversarial manipulation

Privacy loss and
improper data use
Opacity and limited
explainability
Governance and
regulatory gaps
Loss of trust and
confidence
Reliability, robustness
and safety failures
Environmental and
resource burden

Bias and
discrimination

Loss of human control
and oversight

Exclusion and
unequal benefit

Surveillance and
intrusive monitoring

Accountability and
responsibility gaps

T
0 20 40 60 80 100

Studies in which the risk was coded as primary

Figure 6-4. Primary ethical risk orientation of the included studies.
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6.8 Risk Distribution Across Network Generations, Domains and

Stakeholders

Risk prevalence differs between 5G-related and 6G-related research, although the groups
overlap. Using the same network-generation classification applied in Chapter 5, the final
corpus contains 140 studies with an explicit 5G or B5G connection and 203 with an explicit
6G connection. 74 address both, while 33 use broader next-generation framing. Figure 6-5 on
the following page compares the prevalence of the principal risks in the two non-exclusive

groups.

Security remains the largest risk in both groups, appearing in 67.1% of 5G-related studies and
62.6% of 6G-related studies. Privacy is also similar, at 53.6% and 53.7%, respectively. Unsafe,
unreliable or non-robust Al behavior appears in 50.0% of 5G-related studies and 54.2% of 6G-
related studies. Trust is more visible in the 6G-related group, appearing in 57.6% compared
with 47.1% of 5G-related studies. Governance appears in 47.9% of 5G- related studies and
45.3% of 6G-related studies. Opacity and limited explainability appear in 37.9% of both
groups. These overlapping percentages describe the visibility of risks within each network-
generation group and do not assign studies to mutually exclusive categories.

Prevalence of major risks in non-exclusive 5G-related and 6G-related groups

Cybersecurity compromise and adversarial manipulation

67.1%

Privacy loss and improper data use

Unsafe, unreliable or non-robust Al behaviour

Loss of trust and confidence

Governance, legal and regulatory inadequacy

Opacity and limited explainability

Environmental and resource burden

Accountability and responsibility gaps
71% B 5G-related (n = 140)

B 6G-related (n = 203)

I T T T T T T T
0 10 20 30 40 50 60 70
Share of group (%)

Figure 6-5. Frequency of major risks in overlapping 5G-related and 6G-related groups.
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Risk category

5G-related studies (n = 140)

6G-related studies (n =203)

Cybersecurity compromise and

adversarial manipulation

94 (67.1%)

127 (62.6%)

Privacy loss and improper data use

75 (53.6%)

109 (53.7%)

Unsafe, unreliable or non-robust Al 70 (500%) 110 (542%)
behaviour
Loss of trust and confidence 66 (47 1 %) 117 (576%)

Governance, legal and regulatory

inadequacy

67 (47.9%)

92 (45.3%)

Opacity and limited explainability

53 (37.9%)

77 (37.9%)

Environmental and resource burden

30 (21.4%)

43 (21.2%)

Accountability and responsibility gaps

10 (7.1%)

24 (11.8%)

Table 6-4. Comparison of major risks in overlapping 5G-related and 6G-related studies.

Application context also shapes risk. In IoT, industrial and edge-intelligence studies, security
and privacy dominate because large numbers of heterogeneous devices exchange sensitive data
across distributed infrastructure. In healthcare and wearables, privacy, safety and governance
become closely linked because incorrect or unauthorized processing can affect physical well-
being and highly sensitive information [18], [20], [107], [137]. Vehicular and UAV research
combines security, privacy and reliability because communication failures or manipulated

decisions can have immediate physical consequences [36], [100], [128], [160], [117].

Network management, RAN and slicing research gives greater attention to trust and
explainability. These systems allocate spectrum, admit services and change policies
dynamically, so operators need evidence about why an Al controller selected an action.
Trustworthy resource management [131], explainable slicing [78], [188], zero-touch
management [163] and causal orchestration [132] illustrate this orientation. Smart-city and
public-infrastructure studies add questions of surveillance, inclusion and public legitimacy

because network intelligence interacts with urban services and shared spaces [99], [118], [147].

The affected stakeholder is not always the actor operating the Al model. End users and data
subjects face privacy loss, exclusion and unexplained service decisions. Network operators
face reliability, security and compliance obligations. Developers and vendors influence model

design, documentation and update mechanisms. Application providers determine how network
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intelligence affects healthcare, transport or employment. Regulators and public authorities

define acceptable risk and remedies. Communities and future generations may bear

environmental and social costs even when they are not direct service users [52], [60], [287].

The cross-domain comparison therefore supports risk-based contextualization rather

than one universal checklist. Common principles such as privacy, robustness and

accountability remain relevant, but their practical meaning depends on the network

function, the application and the stakeholder. This finding prepares the transition to

Chapter 7, where methods, frameworks and standards are examined according to the

risks they address and the stage of the lifecycle in which they operate.

Stakeholder group

Principal risk exposure

Relevant assurance need

End users and data subjects

Privacy, surveillance, unexplained
decisions, exclusion, discrimination and

loss of control.

Access to explanation, consent,
contestation, remedy and proportional

protection.

Network operators

Security compromise, unsafe
automation, service disruption and

compliance failure.

Monitoring, runtime intervention, audit
evidence, incident response and

accountable operation.

Al developers and model providers

Bias, opacity, poor robustness, unsafe

updates and undocumented limitations.

Testing, documentation, traceability,
lifecycle monitoring and disclosure of

model limits.

Infrastructure and device vendors

Vulnerable components, insecure
interfaces, data leakage and

interoperability failures.

Secure design, update support, assurance
of components and supply-chain

accountability.

Application and service providers

Misuse of network intelligence in health,
mobility, finance, employment or public

services.

Purpose limitation, domain validation,
user protection and meaningful human

review.

Regulators and public authorities

Fragmented governance, unclear
liability, weak standards and unequal

social impact.

Rules, certification, oversight, reporting,
enforcement and protection of public

interests.

Communities and future generations

Environmental burden, unequal
infrastructure access and concentration

of power.

Inclusive planning, lifecycle assessment
and fair distribution of benefits and

costs.

Table 6-5. Stakeholder-oriented interpretation of the principal ethical risks.
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6.9 Integrated Interpretation and Direct Answer to RQ2

The direct answer to RQ2 is that literature most frequently identifies cybersecurity
compromise, followed by privacy loss, unreliable or unsafe behavior, loss of trust, governance
and regulatory inadequacy, and opacity. These six risks appear in more than one third of the
302 studies. Security in 192, privacy in 163, reliability in 159, trust in 153, governance in 134
and opacity in 116. Environmental burden is established but secondary, while accountability,
fairness, data integrity, exclusion, human control and surveillance receive much less explicit

attention [202].

The ranking indicates that ethical risk is primarily understood through the language of technical
trustworthiness. A system is considered ethically problematic when it can be attacked, leaks
data, fails under changing conditions or produces decisions that cannot be explained. This
framing is appropriate for telecommunications because network failures can propagate quickly
and affect critical services. It also supports measurable evaluation. Attack- detection rates,
privacy budgets, robustness tests and explanation fidelity can be incorporated into experiments.
The strong presence of these categories is therefore both substantively justified and

methodologically convenient.

At the same time, the corpus shows that technical properties are interdependent. Security co-
occurs with privacy in 134 studies and with reliability in 99. Trust co-occurs with reliability in
87 and with opacity in 86. These combinations imply that no single metric can establish ethical
acceptability. A secure model may be opaque, a privacy-preserving model may be unreliable,
and an explainable model may still be unfair. Trust is best interpreted as a conclusion supported
by evidence across several dimensions rather than as a separate feature that can be added

through one mechanism [234], [275].

The risk landscape also changes as research moves toward 6G. In 5G, much work applies Al
to identifiable functions such as intrusion detection, slicing and resource management. In 6G,
the network is increasingly described as Al-native, agentic and autonomous. Ethical concern
therefore expands from the correctness of individual models to the governance of continuously
acting systems. Runtime intervention, cognitive sovereignty, agent security and cross-
stakeholder trust become more prominent [61], [83], [120], [148]. The 6G literature anticipates
systems that not only predict but also plan, negotiate and execute actions across administrative

domains [231].
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A second conclusion concerns the difference between visibility and importance. Fairness,
human oversight, social exclusion and surveillance have low frequencies, but these categories
address fundamental questions about rights and power. Their limited presence should not be
interpreted as evidence of low risk. It more likely reflects the composition of the literature and
the difficulty of representing these issues through conventional networking experiments.
Fairness-auditing studies [3], [218], human-centric communication research [171] and

embodied-Al analysis [166] demonstrate that these topics can be investigated, but they remain

specialized rather than mainstream.

The corpus also reveals a governance gap between proposing principles and assigning
responsibility. Governance and regulation are mentioned in 134 studies, yet explicit
accountability appears in only 34. Many articles call for standards, compliance or trustworthy
frameworks without specifying which actor must explain failure, preserve evidence,
compensate affected parties or stop an unsafe model. This distinction matters in multi-vendor
and cross-domain networks. Responsibility may be distributed among infrastructure providers,
model developers, data owners, application providers and public authorities, creating the
possibility that every actor controls only part of the system while no actor accepts the whole

consequence.

The risk categories can be arranged into four layers. The first layer concerns protection of
infrastructure and data such as security, privacy and data integrity. The second concerns
dependable model behavior such as reliability, robustness and safety. The third concerns
epistemic and institutional assurance such as explainability, trust, governance and
accountability. The fourth concerns societal distribution and human values such as fairness,
inclusion, autonomy, surveillance and environmental impact. Literature is strongest on the first
two layers, increasingly active in the third, and comparatively weak in the fourth. This layered
model provides a concise synthesis of the field and avoids treating all ethical terms as

interchangeable [66], [81].

In summary, the corpus concentrates on risks that can be translated into technical controls.
Cybersecurity is the most frequent, followed by privacy, reliability, trust, governance and
explainability. The main imbalance is the uneven depth of analysis and technical harms are
investigated through models and experiments, while institutional and societal harms are more
often acknowledged briefly or addressed by specialized publications. RQ2 is therefore
answered by both the frequency ranking and this imbalance [49], [62], [216].
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6.10 Limitations of the RQ2 Analysis

The first limitation is the use of titles, abstracts and author keywords rather than complete full-
text coding. The final Master provides a structured abstract-level synthesis, but abstracts
compress complex studies and may omit secondary ethical discussions, detailed limitations or
stakeholder consequences. A study may contain a substantial accountability or fairness section
that is not visible in its abstract. Conversely, an abstract may use terms such as trustworthy or
responsible without defining them in the full text. The results should therefore be interpreted
as the visible risk profile of the indexed corpus, not as an exhaustive inventory of every

argument in all 302 publications.

The second limitation concerns terminology. Ethical concepts overlap and are used
inconsistently. Trust can refer to interpersonal confidence, device reputation, model
performance or cryptographic assurance. Safety, robustness, resilience and reliability may be
distinguished carefully in one study and used almost interchangeably in another. Governance
may include accountability, while other studies treat accountability as a separate principle. The
codebook reduces this variation by applying stable categories, but every normalization decision
simplifies the authors’ original language. The separate counts should therefore be read together

with the qualitative explanations and co-occurrence analysis.

Third, the coding is multi-label, and frequency does not measure severity. Broad terms such as
security and privacy are easier to identify than risks expressed indirectly. Human autonomy
may be embedded in design choices without explicit oversight language, and exclusion may
appear through coverage or affordability. Conservative coding reduces unsupported

classification but may undercount implicit risks.

Fourth, the corpus is shaped by the search strategy, databases and inclusion criteria. IEEE
Xplore and technical publishers contribute a large share of the records, which favors
engineering studies and explains the prominence of security, privacy and performance-related
concerns. Legal, social-science and ethics research may use different terminology or discuss
telecommunications indirectly and may therefore be underrepresented. The inclusion of Web
of Science, ScienceDirect and Springer broadens disciplinary coverage, but the final dataset

remains centered on technical research about Al and future networks.

Fifth, the period ending in June 2026 contains a partial final year. The corpus already includes

111 studies from the first six months of 2026 but indexing and publication schedules may
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change the final annual distribution. The rapid growth of agentic Al, standards and governance
research means that both counts, and terminology are likely to evolve. The temporal figures
should therefore be treated as a snapshot taken at the search date. They are useful for showing

the direction of development but not for predicting the complete 2026 output.

Sixth, 5G-related and 6G-related groups are non-exclusive. Studies addressing both
generations contribute to each group because the purpose is to compare risk prevalence in
literature connected with each generation. This approach reflects the continuity between B5SG
and 6G, but it means that the group percentages are not independent samples. Differences
should be interpreted descriptively rather than as statistically significant contrasts. Some
records also use broader terms such as next-generation networks, edge intelligence or O-RAN
without making a precise generation claim, and these studies may still influence the overall

ranking.

Eighth, the analysis does not evaluate the effectiveness of solutions. A study was coded for
privacy when it proposed a privacy-preserving method and for explainability when it used XAlI,
but Chapter 6 does not determine whether the method provides adequate protection, meaningful
explanation or acceptable trade-offs. Frequency can reveal where research effort is
concentrated, not whether a risk has been solved. That assessment belongs to RQ3, which
examines methods, frameworks and standards, and to RQ4, which evaluates remaining gaps

and the absence of validation.

Finally, taxonomy supports synthesis rather than legal adjudication or deployment-specific risk
calculation. It does not estimate probability, impact or residual risk and cannot resolve every
value conflict. Stronger monitoring may improve security while increasing surveillance, and
stricter privacy may reduce data available for fairness auditing. Such interactions require
contextual decisions and stakeholder participation. The analysis nevertheless establishes which

risks dominate, co-occur and remain underrepresented.
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Chapter 7 Research Question 3: Methods, Frameworks and
Standards for Trustworthy Al in 5G/6G

This chapter addresses the third research question. What methods, frameworks, or standards
are proposed to support trustworthy and ethically aligned Al in 5G/6G? The analysis uses the
302 studies classified as YES in the final Master Excel and covers publications from January
2020 to June 2026. Whereas Chapter 6 identified the risks discussed in the literature, the present
chapter examines how researchers attempt to manage those risks. The focus is not limited to
individual algorithms. It includes technical mechanisms, system-level architectures,
governance arrangements, standardization pathways and compliance instruments that translate
broad principles such as privacy, transparency, robustness, fairness and accountability into

operational requirements [129], [208], [291].

Literature does not present one uniform solution. Instead, it proposes a layered collection of
measures that operate at different points of the Al and network lifecycle. Federated learning
limits centralized data transfer, explainable Al supports inspection of model behavior, privacy-
enhancing technologies protect data and model updates, blockchain supports provenance and
auditability, robust learning and runtime controls reduce unsafe operation, while standards and
governance frameworks define responsibilities and common interfaces. These measures are
often combined because a single method rarely addresses all relevant risks. A privacy-
preserving model may still be opaque, a transparent model may remain vulnerable to poisoning,

and a secure architecture may lack a clear accountability process [98], [164], [282].

The chapter first explains the analytical procedure and the operational taxonomy. It then
presents the overall frequency and temporal development of solution families. Separate
sections examine federated and privacy-preserving learning, explainability and trust, security
and runtime assurance, and the emerging standards and governance landscape. The final
sections compare 5G and 6G orientations, evaluate the maturity of the proposed approaches,
provide a direct answer to RQ3 and explain the limitations of an abstract-based synthesis [242],

[268], [275].
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7.1 Purpose and Analytical Procedure

RQ3 requires classification as well as interpretation. A simple list of named tools would not be
sufficient because the same term may describe different levels of intervention. For example,
federated learning is an algorithmic training paradigm, but a federated-learning paper may also
propose architecture, a trust-management framework and a standards-aligned governance
process. Conversely, a document described as a framework may consist mainly of one
technical model. The analysis therefore distinguishes the functional role of a proposal rather

than relying only on the label used by the authors.

The unit of analysis was the unique included study. Coding used the title, abstract and available
author keywords in the final Master Excel. Each record was examined for three non-exclusive
forms of intervention. The first was a technical method or mechanism, including algorithms,
protocols, privacy controls, learning schemes and verification techniques. The second was a
framework, architecture or platform that combines several components or defines how actors
and processes interact. The third was a standard, governance or policy instrument, including
interoperability specifications, compliance models, certification approaches, regulatory
frameworks and sectoral guidance. A study could be coded in more than one form because

many recent proposals combine technical and institutional elements.

A second coding layer identified fourteen solution families. These included federated and
distributed learning, explainability, trust and assurance, blockchain and traceability, standards
and interoperability, privacy-enhancing technologies, security and adversarial defense,
governance and compliance, digital twins, human-centric design, runtime safety, neuro-
symbolic and causal Al, fairness mechanisms, and sustainability-oriented measures. Coding
was conservative. A general statement that a network should be secure was not treated as a
security method unless the abstract identified a mechanism, framework or operational
approach. Similarly, fairness was coded as a solution only when the study discussed
assessment, auditing, certification, fairness-aware learning or bias mitigation [238], [245],

[277].

The coding was multi-label because trustworthy Al depends on combinations of controls. Co-
occurrence was therefore treated as an analytical result rather than as duplication. The analysis
measured how often solution families appeared together, how their use changed by year, and

whether their prevalence differed between studies explicitly connected with SG/B5G and
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those explicitly connected with 6G. Network-generation groups are non- exclusive, since
studies that discuss both generations contribute to both groups. This reflects the continuity

between deployed 5G systems, B5G evolution and emerging 6G architectures.

The analysis also examined lifecycle location and evaluation maturity. Lifecycle coding
identified whether a proposal acted during data collection, model training, inference, network
deployment and orchestration, monitoring and auditing, or incident response and adaptation.
Maturity coding distinguished reviews and conceptual syntheses, design proposals, simulation
or experimental evaluations, prototypes and testbeds, applied empirical or case- based
assessments, and descriptive discussions. These categories do not rank scientific quality. They
indicate how far literature moves from conceptual recommendation toward operational

validation.

7.2 Operational Classification of Methods, Frameworks and Standards

The distinction between a method, a framework and a standard is central to the
interpretation of RQ3. A method is an operational technique that changes how data are
processed, how a model is trained, how a decision is explained or how an attack is
detected. Differential privacy, secure aggregation, explanation-guided learning and
Byzantine-robust aggregation are examples. A framework connects several methods and
specifies components, data flows, control loops, stakeholder roles or assurance stages.
The trustworthy AI/ML framework proposed for B5G/6G, for example, treats input
protection, explainable operation and dependable outputs as connected requirements
rather than isolated model properties [214]. A standard or governance instrument goes
further by defining common obligations, interfaces, evidence, terminology or

conformance expectations across organizations [191], [241], [253].

Literature increasingly combines the three levels. Federated learning can be placed
inside an explainable BSG/6G architecture so that local data remains distributed and
model decisions can be inspected [43]. A standards-aligned digital-twin framework can
combine differential privacy, homomorphic encryption, secure multi-party computation
and blockchain-based logging [58]. Fairness can be operationalized through an auditing
and certification tool that maps technical metrics to national telecommunications

requirements [218].
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Fourteen families as the Table 7-1 shows in the next page , were retained because they
represented recurring and analytically distinct responses. Federated learning was
separated from privacy-enhancing technologies because decentralized training does not
guarantee privacy itself. Explainability was separated from trust because explanations
are one source of trust, but trust may also arise from reputation, verification, reliability
or institutional assurance. Blockchain was separated from governance because an
immutable ledger can support evidence without deciding which behavior is legitimate.
Standards were separated from governance because interoperability specifications and

certification criteria have a different role from organizational accountability and legal

readiness [26], [200], [229].

7.3 Overall Distribution and Temporal Development of Proposed Solutions

Federated and distributed learning is the most frequent solution family, appearing in 99 studies,
or 32.8% of the corpus. Explainability and interpretability follow closely with 98 studies, or
32.5%. Trust, reputation and assurance appear in 68 studies, blockchain and traceability in 63,
and standards and interoperability in 62. Privacy-enhancing technologies and explicit security
or adversarial-defense mechanisms each appear in 51 studies. Governance and compliance are
identified in 36, while digital-twin or simulation-based assurance appears in 34. Human-centric
design is present in 15, runtime safety in 11, neuro- symbolic or causal assurance in 10, and

explicit fairness and sustainability mechanisms in four studies each [69], [76], [173].

The frequency ranking is presented in Figure 7-1 on the following page. Because coding is
multi-label, the values do not come to 302. The purpose of the figure is to show the relative

visibility of solution families, not to allocate every study to one exclusive category.

The ranking shows two dominant methods and a broad middle tier. Federated learning and
explainability are almost equally frequent, but they address different parts of the problem.
Federated learning changes where and how data are used, while XAl changes what evidence is
available about model behavior. Trust, blockchain and standards form the middle tier and
frequently connect the two dominant families with assurance, provenance and interoperability.
The lower frequencies of fairness, safety and sustainability indicate that these concerns are less

often converted into explicit operational mechanisms [138], [250], [278].
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Solution family

Operational meaning

Typical mechanisms

Primary ethical purpose

Federated and distributed
learning

Collaborative model train-
ing without routine
centralization of raw data

Federated averaging,
clustered FL, split or
distributed learning

Data locality, privacy and
cross-domain collaboration

Explainability and
interpretability

Methods that reveal or con-
strain the basis of Al
decisions

SHAP, LIME, interpretable
models, explanation-guided
learning

Transparency, operator
understanding and
contestability

Privacy-enhancing technol-
ogies

Formal or cryptographic
controls on data, updates
and inference

Differential privacy, secure
aggregation, homomorphic
encryption, ZKPs

Privacy, confidentiality and
data minimization

Security and robust learning

Controls against malicious
inputs, clients, models and
network behavior

IDS, adversarial defense,
Byzantine robustness, zero
trust

Integrity, resilience and
safe continuity

Trust, reputation and assur-
ance

Evidence and mechanisms
for justified confidence in
actors and models

Reputation, verification,
uncertainty, auditability,
QoT

Trustworthiness and
accountability

Blockchain and traceability

Distributed evidence and
rule enforcement

DLT, smart contracts, prov-
enance and immutable logs

Auditability, coordination
and non-repudiation

Standards and Common requirements, 3GPP, ETSI, O-RAN, ITU, | Consistency,

interoperability interfaces, evidence and con- | ISO/IEC, IEEE and national | interoperability and
formance processes standards certification

Governance and Organizational and legal Risk management, incident | Responsibility, oversight

compliance control of Al across its lifecy-| reporting, sovereignty and and remedy

cle

regulatory readiness

Digital twins and simula-
tion-based assurance

Virtual or mirrored environ-
ments used to test
Al-enabled network
behavior

Network digital twins, sim-
ulation, scenario testing and
what-if analysis

Pre-deployment assurance,
monitoring and safer vali-
dation

Runtime safety and control

Controls that constrain or
verify actions during opera-
tion

Runtime assurance,
predictive verification, fail-
safe control and rollback

Safety, reliability and
human intervention

Neuro-symbolic, causal and
verifiable Al

Methods that combine
learned models with
structured reasoning or
causal evidence

Knowledge graphs, causal
reasoning, symbolic
constraints and formal verifi-
cation

Explainability, verifiability
and accountable reasoning

Human-centric, inclusive
and participatory design

Methods that incorporate
stakeholder needs, participa-
tion and oversight

Human-in-the-loop design,
participatory evaluation,
acceptance studies and ac-
cessibility

Human autonomy, in-
clusion and social legit-
imacy

Fairness and bias mitigation

Methods that measure or
reduce unequal model or
service outcomes

Fairness metrics, bias audit-
ing, fairness-aware learning
and certification

Fairness, non- discrim-
ination and equitable
treatment

Sustainability and resource
efficiency

Methods that reduce or gov-
ern computational and envi-
ronmental burden

Energy-aware learning,
resource-efficient models
and sustainability-aware
optimization

Environmental re-
sponsibility and sus-
tainable operation

Table 7-1. Operational classification used for the RQ3 coding.
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Frequency of methods, frameworks and standardisation-oriented solution families

Federated and distributed learning
Explainability and interpretability

Trust, reputation and assurance

Blockchain, DLT and traceability

Standards and interoperability
Privacy-enhancing technologies

Security, robustness and adversarial defence
Governance, risk and compliance

Digital twins and simulation-based assurance
Human-centric, inclusive and participatory design
Safety, reliability and runtime control
Neuro-symbolic, causal and verifiable Al

Fairness and bias mitigation

Sustainability and resource efficiency

20
Number of included studies (n = 302; multi-label coding)

40 60

80 100

Figure 7-1. Frequency of solution families in the 302 included studies.

Solution family Studies Percentage of corpus Typical form
Federated and distributed 99 32.8% Technical method and
learning architecture
Explainability and 98 32.5% Technical method and
interpretability assurance
Trust, reputation and 68 22.5% Framework and monitoring
assurance mechanism
Blockchain, DLT and 63 20.9% Technical infrastructure and
traceability audit mechanism
Standards and 62 20.5% Standard, reference
interoperability architecture and

conformance
Privacy-enhancing 51 16.9% Technical and
technologies cryptographic method
Security, robustness and 51 16.9% Technical method and
adversarial defense security architecture
Governance, risk and 36 11.9% Governance or policy
compliance framework
Digital twins and 34 11.3% Architecture and evaluation
simulation-based assurance environment
Human-centric, inclusive 15 5.0% Design and adoption
and participatory design framework
Safety, reliability and 11 3.6% Runtime mechanism and
runtime control assurance framework
Neuro-symbolic, causal and | 10 3.3% Model and verification
verifiable Al method
Fairness and bias mitigation | 4 1.3% Audit, learning constraint
and certification
Sustainability and resource | 4 1.3% Architecture and incentive
efficiency framework

Table 7-2. Frequency and typical form of proposed solution families.
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Annual development of the six most frequent solution families

40 A ~@~ Federated and distributed learning
Explainability and interpretability
—@- Trust, reputation and assurance —9
35 =@~ Blockchain, DLT and traceability
—@- Standards and interoperability
=@~ Privacy-enhancing technologies

30 A

25 A

20 1

159

Number of studies

10 4

T T T T T T T
2020 2021 2022 2023 2024 2025 2026
Publication year (2026 covers January-june)

Figure 7-2. Annual development of the six most frequent solution families from 2020 to June 2026.
The temporal development of the six leading families is shown in Figure 7-2 on the following
page. The 2026 values cover January to June and must not be interpreted as complete annual

totals.

The early period was shaped by explainability, privacy surveys and initial trustworthy-Al
concepts [92], [145], [244]. The number of concrete architectures grows after 2023, and the
largest expansion occurs in 2025 and the first half of 2026. Federated learning, XAI and
blockchain grow rapidly in 2025, while standards, governance, runtime safety and sovereign
or agentic control gain visibility in 2026 [58], [61], [120], [123], [148]. Additional studies in
the corpus address the same point [165]. This progression indicates a movement from isolated

model properties toward lifecycle and architecture-level assurance [84], [154], [231].

7.4 Federated, Distributed and Privacy-Preserving Learning

Federated and distributed learning forms the largest technical response in the corpus. Its appeal
is closely connected with the structure of SG/6G systems. Data are generated across devices,
vehicles, healthcare sensors, industrial equipment and edge nodes, while legal, commercial and
practical constraints limit centralized transfer. Federated learning allows local participants to

train a shared model without routinely sending raw records to one repository. Early BSG work
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used this approach for privacy-preserving pandemic response and distributed edge
intelligence [177], [265]. Later studies applied it to network slicing, anomaly detection,
healthcare, tactile IoT, smart cities, digital twins and multimodal wearable intelligence [28],

[29], [43], [159], [47].

However, the literature does not treat federated learning as sufficient by itself. Forty-two
studies combine federated learning with explicit privacy-enhancing technologies, making this
the most frequent solution co-occurrence in the corpus. Model updates can leak information,
gradients can reveal local examples, and malicious clients can poison the global model.
Consequently, proposals add differential privacy, secure aggregation, homomorphic
encryption, secure multi-party computation, authenticated updates, reputation scoring or
trusted execution. Differentially private FL frameworks for 6G attempt to calibrate noise while
maintaining useful model performance [50], [71], [108]. Standard-aligned digital-twin work
combines several cryptographic controls rather than depending on decentralization alone [58],

[225], [280].

The relationship between privacy and utility is one of the most persistent design tensions.
Differential privacy can provide a measurable privacy budget, but stronger noise may reduce
detection accuracy or destabilize learning under heterogeneous data. Encryption can protect
updates in transit and during aggregation, but increases computation, latency and energy
consumption. Secure multi-party computation reduces exposure to the aggregator but may be
difficult in highly mobile environments. These trade-offs are especially important in ultra- low-
latency control, where a mathematically strong protection mechanism may be operationally

unsuitable if it delays decisions or prevents timely adaptation.

Federated learning also changes the trust model. Instead of trusting one central repository, the
system must trust participant admission, update validation, aggregation rules and the process
used to exclude malicious or low-quality clients. Research on trustworthy, federated intrusion
detection shows that non-identically distributed data can reduce reliability even without an
active attacker [48], [143]. Byzantine-robust orchestration and authenticated zero-knowledge
proofs attempt to verify contributions without revealing private information [67], [293]. These
mechanisms convert trust from an informal expectation into checks on identity, update integrity

and aggregation behavior [28], [53], [222].
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Blockchain and distributed ledgers are frequently added to this architecture. Thirty-two studies
combine blockchain with federated learning, and eighteen combine blockchain with privacy-
enhancing technologies. The ledger is used to preserve model-update provenance, coordinate
decentralized participation, record access decisions and support smart-contract enforcement.
Blockchain-assisted approaches appear in vehicular networks, O-RAN, [oMT and edge
computing [86], [114], [136], [167]. Auditable federated GAN architectures use blockchain-
backed traceability and smart contracts to connect technical learning with compliance evidence

[89], [36], [135], [281].

Overall, federated learning is the dominant method because it fits the distributed topology of
future networks and offers a practical response to data-locality concerns. Its ethical
effectiveness is strongest when it is combined with privacy accounting, robust aggregation,
provenance, explanation and governance. Literature increasingly recognizes this requirement,

but full integration remains less common than the use of FL as a general privacy label.

Frequent combination Studies Interpretation
Federated learning + privacy 42 Data locality is supplemented with
technologies formal or cryptographic protection.
Federated learning + blockchain/DLT 32 Distributed training is combined with

provenance, coordination and audit
logs.

Federated learning + 32 Aggregation and client participation

security/robustness are protected against malicious
updates.

Explainability + federated learning 27 Distributed models are made
inspectable for operators and
stakeholders.

Federated learning + trust/assurance 20 Participant, model and aggregation
confidence are explicitly managed.

Federated learning + standards 19 Architectures address interoperability,
interfaces or conformance
requirements.

Blockchain + privacy technologies 18 Traceability is combined with
encryption, access control or privacy-
preserving computation.

Privacy technologies + 18 Confidentiality and integrity controls

security/robustness are treated as complementary.

Table 7-3. Frequent combinations involving federated, privacy-preserving and traceability mechanisms.
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7.5 Explainability, Trust, Reputation and Verification

Explainability is the second most frequent solution family, appearing in 98 studies. It entered
the 6G discussion early as a means of rebuilding trust when network optimization moves from
interpretable mathematical models toward data-driven deep learning [92]. Work on mass
autonomy extended this idea by proposing quality-of-trust indicators for different human
stakeholders, including users, engineers and legal actors [145]. Later research developed
application-specific explanation methods for channel estimation, intrusion detection, path-loss
prediction, slicing, semantic communication and zero-touch management [6], [8], [31], [74],

[94]. Additional studies in the corpus address the same point [158], [188], [302].

Literature uses explainability in three main ways. The first is post-hoc interpretation, where
tools such as SHAP, LIME or feature attribution explain a prediction after a model has been
trained. The second is intrinsically interpretable design, where the model structure is intended
to remain understandable. The third is explanation-guided learning, where explanations
influence training or control rather than serving only as a report. Explanation-guided deep
reinforcement learning for RAN slicing and fair federated learning illustrate the third approach
[78], [212]. This is important because explanations become part of system control and service-

level assurance rather than optional visualization.

Trust, reputation and assurance appear in 68 studies and overlap with explainability in 33. Trust
is broader than model transparency. It includes confidence in data, devices, participants,
network operators, automated agents and institutional processes. SIX-Trust treats future-
network trust as an architecture that must cover security, privacy and multi-domain interaction
[269]. Global reputation-management frameworks assess entities across distributed 6G
environments [40]. Trustworthy AI/ML frameworks protect model inputs, support explainable
operation and verify outputs [214]. These proposals recognize that trust must be supported by

evidence at several layers.

Assurance mechanisms attempt to convert trust into inspectable claims. They include
verification, validation, uncertainty estimation, audit logs, model cards, quality-of-trust
indicators and continuous monitoring. Trustworthy resource-management research combines
robust Al with explanations so that network decisions can be evaluated under changing

conditions [115], [131]. Accountable and resilient network processes integrate threat detection,

Master's Thesis 118



ANOIKTO
NANENIZTHMIO

m EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks
explanation and recovery [221]. ETSI ZSM case studies connect trustworthy analytics with

standardized management architecture and zero-touch orchestration [189], [272].

The corpus also moves toward causal and neuro-symbolic assurance. Causal learning is used
to distinguish correlation from mechanisms and to improve stakeholder trust [35], [132].
Neuro-symbolic approaches combine neural pattern recognition with explicit rules, knowledge
graphs or logical constraints [12], [169]. A proposed neuro-symbolic knowledge plane for 6G
uses symbolic constraints to verify actions produced by large action models [148]. These
approaches are less frequent than post-hoc XAl but they directly address the need for verifiable

reasoning in agentic and autonomous networks.

Explainability does not automatically create accountability. An operator may understand why
a model selected an action but still lack authority to stop it, preserve evidence or assign
responsibility. Assurance is therefore stronger when explanations relate to thresholds, approval
rules, runtime controls and audit processes. Literature supports progression from visibility to
actionable assurance, and the path is first reveal relevant model behavior, then test it against
requirements, record the evidence and trigger corrective action when the requirement is not

met.

7.6 Security, Robustness, Blockchain and Runtime Safety

Security and adversarial-defense mechanisms appear explicitly in 51 studies, while blockchain
and traceability appear in 63. The security literature is more selective here than in Chapter 6
because general discussion of cybersecurity was not counted as a solution. Included records
identify operational mechanisms such as intrusion detection, anomaly detection, adversarial
defense, Byzantine-robust learning, zero-trust architecture and secure orchestration. These
methods are important because Al-enabled networks are both targets of attack and active
decision makers. A compromised model can misclassify traffic, allocate resources incorrectly

or conceal malicious behavior [23], [38].

Explainable intrusion-detection frameworks are a major pattern. They combine deep learning
or graph models with SHAP, LIME or interpretable autoencoders so that operators can examine
why traffic was classified as malicious [1], [39], [44], [80]. Trustworthy, federated IDS
proposals add distributed learning, privacy protection and robustness under heterogeneous data
[48], [90], [143]. Other work combines transfer learning, post-hoc retraining or feedback loops

to improve performance after explanations reveal unstable features [80], [223]. These
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approaches illustrate how XAI can be used for model maintenance rather than only for

presentation [ 140], [174].

Robustness methods address adversarial examples, poisoning, Byzantine clients, distribution
shift and unknown attacks. A model that performs well under normal test data may fail when
network traffic changes or when an attacker manipulates updates. Byzantine-robust federated
orchestration attempts to identify and limit harmful contributions [67]. Trustworthy stacked-
hybrid models and robust explainable IDS frameworks combine multiple detectors or attention
mechanisms to reduce dependence on one model [11], [179]. The ethical value lies in reducing
preventable failure, but robustness claims remain conditional on the threat model and

evaluation data [42], [182], [237].

Blockchain-based traceability supports security by recording events, model updates and access
decisions. It also contributes to accountability when records are accessible to authorized
auditors and linked with clear responsibility. Blockchain-supported federated learning is
proposed for trustworthy IoMT image analysis, O-RAN privacy protection and secure edge
intelligence [114], [136], [265]. Smart-contract governance can enforce participation rules and
preserve an immutable compliance trail [89]. However, the corpus rarely examines who
controls the ledger, how incorrect records are corrected or how data- protection rights apply to

immutable evidence [194], [235], [298].

Runtime safety is a smaller but strategically important family. Only eleven studies present
explicit safety, fail-safe, fault-tolerant or runtime-verification mechanisms. A runtime safety
copilot for Al-native O-RAN predicts unsafe control actions and enforces fail-safe constraints
before they affect the near-real-time RIC loop [120]. Resilient and explainable Al work
connects reliability with understandable failure handling [75]. Accountable network processes
combine pre-deployment testing, monitoring, incident detection and recovery [221]. These
mechanisms are especially relevant when Al controls mission-critical slices, connected

vehicles, healthcare or industrial systems [138], [219], [264].

Neuro-symbolic and causal methods reinforce this trend. Causal graphs support fault diagnosis
in cloud-native 5G base stations [72], while causal explainable reinforcement learning supports
scalable resource orchestration [132]. Neuro-symbolic network-slicing and knowledge-plane

architectures aim to combine learning flexibility with explicit constraints [12], [148]. These
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approaches can make decisions more verifiable, but their symbolic rules and knowledge graphs

must remain complete, current and free from hidden bias.

7.7 Standards, Governance, Compliance and Human-Centric Design

Standards and interoperability appear in 62 studies, while explicit governance, risk and
compliance approaches appear in 36. This is a substantial increase in the 2025-2026
literature. The annual count of standards-oriented studies rises from four in 2024 to
twenty- five in 2025 and twenty-seven in the first half of 2026. Governance and
compliance show a similar increase. The change reflects the transition from general 6G
vision papers toward concrete questions about Al-native architecture, cross-domain
operation, certification and legal responsibility The landscape of standards is fragmented
across telecommunications, Al, cybersecurity and sectoral regulation. Thirteen studies
explicitly mention 3GPP and thirteen refer to O-RAN specifications. Ten refers to ETSI
or ZSM, eight to ITU or IMT-2030, eight to ISO/IEC standards and five to IEEE
standards or the IEEE 7000 series. Four explicitly connect the EU Al Act or GDPR with
Al-enabled network applications, three refer to NIST-related risk guidance, and two
discuss TEC or national telecommunications standards. These counts indicate visibility

in abstracts, and they do not show formal conformance or adoption.

Telecommunications standards provide architecture, interfaces and operational roles.
Standards-oriented work on Al-native 5G/6G proposes enriched KPIs, semantic-
communication protocols, privacy taxonomies and interoperability requirements that
extend current 3GPP, ITU-T and O-RAN activities [123]. ETSI ZSM offers an
architecture for automated management and provides a context for trustworthy analytics
[189]. REASON and related Al-native architectures show how multi-access networks
can expose intelligence across domains [124]. Network digital-twin research proposes
reference functional architectures to reduce conceptual and implementation

fragmentation [294], [295].

Al and ethics standards provide a different layer. They define processes for risk
management, fairness, transparency, data governance and human oversight. Ethical and
privacy analysis of 6G robotics connects the EU Al Act, GDPR and IEEE 7000 series
with autonomous systems [127]. Standards-driven wearable digital twins combine

security controls with Al governance in a health-monitoring context [165]. Fairness
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assessment is moving toward auditable and certifiable tools. The Nishpaksh framework
operationalizes TEC requirements and connects technical bias metrics with
telecommunications certification [218], while related work develops broader fairness-

assessment standards [3], [79], [226], [279].

Regulatory frameworks also address institutional preparedness. The AI Regulatory
Readiness Index evaluates whether national telecommunications laws contain
substantive obligations, operational oversight and enforcement capacity for Al in critical
infrastructure [16]. Al incident-reporting proposals argue that telecommunications law
must recognize algorithmic incidents that are not captured by conventional cybersecurity
or data-breach categories [17]. Connected-vehicle research assesses drowsiness and
fatigue systems in relation to the EU Al Act [7]. These studies shift attention from

voluntary technical design to duties of reporting, documentation and remedy [88], [230].

Standard or regulatory family Explicitly identified studies Role in trustworthy Al

3GPP 13 Network architecture, interfaces,
management and service requirements

O-RAN specifications 13 Open RAN control, RIC applications,
interfaces and multi-vendor operation

ETSI and ZSM 10 Zero-touch management,
orchestration and trustworthy
analytics

ITU and IMT-2030 8 6G vision, requirements, terminology
and global alignment

ISO/IEC standards 8 Al risk, security, governance, quality
and management processes

IEEE standards and IEEE 7000 series 5 Ethical system design, transparency
and human-centered processes

EU AI Act and GDPR 4 Legal risk classification, data
protection, documentation and human
oversight

NIST AI RMF and related guidance 3 Risk identification, measurement,
management and governance

TEC and national telecom standards 2 National certification, fairness
assessment and sector-specific
conformity

Table 7-4. Standards and regulatory families are explicitly visible in the final corpus.

Governance frameworks are strongest when they assign lifecycle responsibility. Organizational
Sovereign Al proposes end-to-end operator control over data, models, infrastructure and
compliance in Al-native 6G [61]. Accountable and resilient Al processes define stages for
prevention, detection and response [221]. Auditable federated architectures use blockchain logs
and smart contracts to support traceability [89]. The earlier trustworthy AI/ML framework for
B5G/6G Emphasizes protection of input, explainable operation and proper output [214].
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Together, these proposals show a movement toward governance by design rather than

governance as an external review after deployment

7.8 Cross-Lifecycle Integration, Network Generation and Evaluation

Maturity

The distribution of solution families differs between 5G/B5G and 6G, but the differences are
evolutionary rather than absolute. The final evidence set contains 140 studies with an explicit
5G/B5G connection and 203 with an explicit 6G connection but the groups overlap. Federated
learning appears in 25.7% of the 5G/B5G group and 36.0% of the 6G group. Explainability is
similar at 30.7% and 31.5%. Trust and verification are more visible in 6G-related work,
appearing in 26.6% compared with 20.7% of 5G/B5G studies. Governance is also more
common in 6G, while blockchain and standards have comparable proportional visibility in both

groups.

Figure 7-3 on the following page compares the overlapping SG/B5G and 6G groups. Compared
with task-focused 5G research, 6G places greater emphasis on native control, governance,

runtime safety, standards and sovereign control [291].
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Solution-family prevalence in 5G/B5G-related and 6G-related studies

Federated and distributed learning

Explainability and interpretability

Trust, reputation and assurance

Blockchain, DLT and traceability

Standards and interoperability

Privacy-enhancing technologies

Security, robustness and adversarial defence

Governance, risk and compliance . 5G/B5G.related

- 6G-related

0 5 10 15 20 25 30 35
Percentage within non-exclusive network-generation group

Figure 7-3. Overlapping comparison of solution-family level of occurrence in SG/B5G-related and 6G-
related studies.

Lifecycle analysis shows that trustworthy-Al proposals concentrate on monitoring, inference,
deployment and training. Monitoring, auditing and verification are present in 150 studies,
inference and automated decision-making in 146, deployment and orchestration in 135, and
model training in 124. Incident response, adaptation and updating appear in 70, while data
collection and preparation appear in 43. The distribution is summarized in Table 7-5.
Comparatively low attention to data preparation suggests that data history, representativeness

and consent are often treated as assumptions instead of continuously governed processes.

Evaluation maturity is presented in Figure 7-4 on the following page. Reviews or conceptual
syntheses and applied empirical or case-based assessments are the two largest groups, with 84
and 85 studies respectively. Fifty-three are conceptual or design proposals, 46 report simulation
or experimental evaluation, 21 describe a prototype, testbed or proof of concept, and 13 are
primarily descriptive. This distribution shows that the field contains substantial applied work,
but the evidence is heterogeneous and often evaluates technical metrics, while ethical outcomes

receive less attention.
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Orientation and evaluation maturity of the final corpus

Review or conceptual synthesis 84

Conceptual or design proposal

Simulation or experimental evaluation

Prototype, testbed or proof of concept

Applied empirical or case-based assessment

Descriptive discussion

85

T T T T

20 30 40 50
Number of studies

Figure 7-4. Research focus and evaluation maturity of proposed approaches.

60 70 80

Common methods or

Principal responsible

preparation

Data minimization,
provenance, consent,
quality and access
control

Lifecycle stage Studies
evidence actors
Monitoring, auditing and 150 Audit logs, verification, Operator, auditor, regulator
assurance drift monitoring, and standards body
conformance and
explanation review
Inference and automated 146 XAI uncertainty Network controller,
decision-making estimation, causal reasoning | application provider and
and safety constraints human supervisor
Deployment, orchestration 135 Zero trust, policy Network operator, vendor
and network control enforcement, runtime and service orchestrator
assurance and fail-safe
control
Model training and 124 Federated learning, privacy | Model developer, FL
collaborative learning accounting, robust coordinator and
aggregation and bias checks | participating node
Incident response, 70 Incident reporting, rollback, | Operator, vendor, incident
adaptation and updating retraining, recovery and team and regulator
stakeholder notification
Data collection and 43 Application owner, data

controller and data provider

Table 7-5. Lifecycle position, methods and responsible actors in the RQ3 synthesis.
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Co-occurrence provides a clearer view of integration. Figure 7-5, maps the eight leading
solution families. The strongest pair is federated learning with privacy-enhancing
technologies, appearing in 42 studies. Explainability and trust co-occur in 33. Federated
learning appears with blockchain in 32 and with security or adversarial defense in 32.
Explainability appears with federated learning in 27 and with security in 24. Governance
and standards co-occur in 14. The matrix confirms that trustworthy Al is increasingly

constructed through combinations, although the most developed combinations remain

technical [205], [260], [266].

Co-occurrence of the eight leading solution families

100

Federated learning

Explainability

Trust/assurance

Blockchain/DLT

Standards

Privacy methods
Security/robustness

20

Governance/compliance

Figure 7-5. Co-occurrence of the eight leading solution families.
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Stakeholder responsibility differs by lifecycle stage. Developers select models, privacy
mechanisms and explanation methods. Data providers and application owners determine lawful
data use and representativeness. Network operators control deployment, monitoring, access
and incident response. Vendors and standards bodies define interfaces, oversight evidence and
update procedures. Regulators and auditors assess compliance, while affected users require

understandable information, ability to challenge decisions and remedy. A solution is

incomplete when its technical component is specified but the responsible actor is not.

Table 7-5 links lifecycle stages with common methods and responsible stakeholders. The table
demonstrates why a trustworthy-Al program cannot be reduced to one model test. Evidence
must be accumulated from data preparation through retirement. For adaptive and agentic

systems, the process must repeat after updates, changes in context or new incidents.

7.9 Integrated Interpretation and Direct Answer to RQ3

The direct answer to RQ3 is that the literature proposes a layered set of technical methods,
system frameworks and standardization or governance instruments rather than one dominant
trustworthy-Al solution. The most frequent technical approaches are federated and distributed
learning, identified in 99 studies, and explainability or interpretability, identified in 98. These
are followed by trust, reputation and assurance mechanisms in 68 studies, blockchain and
traceability in 63, standards and interoperability in 62, and explicit privacy-enhancing and
security or adversarial-defense methods in 51 each. Governance and compliance frameworks
appear in 36 studies, while digital twins provide a test and assurance environment in 34.
Human-centric design, runtime safety, causal or neuro-symbolic assurance, fairness and

sustainability are visible but much less frequent [49], [64], [292].

The results support a three-layer interpretation. The first layer consists of protective and model-
level methods. Federated learning, differential privacy, secure aggregation, encryption, robust
aggregation, adversarial defense and explainability change how models are trained, protected
and interpreted. These methods address immediate risks such as data exposure, poisoning,
opacity and unstable behavior. Their strength is operational specificity and they can be
implemented and measured. Their limitation is narrow scope. A privacy- preserving algorithm
does not assign responsibility, and an explanation tool does not guarantee that a decision is

lawful or contestable [207], [211].
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The second layer consists of assurance frameworks and architectures. These combine several
methods with data flows, lifecycle stages and stakeholder roles. Trustworthy B5G/6G
frameworks connect input protection, explainable processing and dependable output [214].
Standards-aligned digital-twin and federated-learning frameworks combine privacy controls,
blockchain logging and interoperability [58]. Runtime-safety architectures add predictive
verification and fail-safe enforcement to AI-RAN control loops [120]. Sovereign-Al and neuro-
symbolic knowledge-plane proposals extend assurance to model ownership, distributed

reasoning and verifiable agentic action [61], [148]. This layer is necessary because the ethical

performance of one component depends on the surrounding system [199], [284], [297].

The third layer consists of standards, governance and policy instruments. Telecommunications
specifications define interfaces and operational roles, Al standards define risk and assurance
processes, and law establishes duties, oversight and remedy. Standards-oriented work calls
for alignment among 3GPP, ITU, ETSI, O-RAN, ISO/IEC, IEEE and sectoral regulation
[123], [127], [165], [189], [294]. Regulatory-readiness and incident-reporting approaches
address legal preparedness and accountability [16], [17]. Fairness auditing and certification
demonstrate how a broad ethical principle can become a measurable conformance process [3],

[218].

The co-occurrence results show that the field already recognizes the need for combinations.
Federated learning co-occurs with privacy-enhancing technologies in 42 studies, with
blockchain in 32 and with security or adversarial defense in 32. Explainability co-occurs with
trust and assurance in 33, with federated learning in 27 and with security in 24. Governance
co-occurs with standards in 14. These combinations form the beginnings of trustworthy-Al
stacks, but integration is uneven. The most common stacks protect data and explain models.
Fewer include fairness, human oversight, incident response and environmental constraints

[161], [180], [217].

A mature implementation should therefore begin with a risk and context assessment rather than
selecting a fashionable tool. For a healthcare or wearable application, the stack may require
data minimization, local or federated training, differential privacy, secure aggregation, clinical
safety constraints, explanation for professionals and patients, and documented human override.
For autonomous RAN control, it may require robust reinforcement learning, causal
explanations, runtime verification, fail-safe action, authenticated logging and operator

accountability. For cross-domain digital twins, it may require common semantics, model

Master's Thesis 128



ANOIKTO

EAAHNIKO Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks
MANEMIETHMIO

provenance, access control, interoperability testing and continuous compliance monitoring

1271, [37], [286].

At the same time, the low frequency of explicit fairness, human-centric and sustainability
mechanisms is a major imbalance. Fairness assessment and certification appear in only a small
number of studies [3], [212], [218]. Human participation and inclusive adoption are discussed
more often as goals than as implemented processes [65], [171]. Sustainability is prominent in
broad 6G visions but rarely operationalized as an ethical constraint on Al models and
infrastructure [33]. This imbalance means that literature supports trustworthy operation mainly
through technical security, privacy and transparency, while distributional justice and social

control remain less developed [195], [259], [288].

In conclusion, RQ3 is answered by a portfolio of mutually dependent interventions. Federated
learning and privacy technologies reduce centralized exposure, XAl and causal methods
support understanding, robust learning, zero trust and runtime safety constrain harmful
behavior, blockchain and provenance preserve evidence, trust and assurance frameworks
integrate controls, standards create common requirements and governance assigns
responsibility across the lifecycle. No single intervention is sufficient. Ethically aligned Al in
5G/6G requires a layered architecture in which technical mechanisms produce evidence,
assurance frameworks evaluate that evidence and standards, or governance processes

determine action and accountability [255], [263], [296].

7.10 Limitations of the RQ3 Analysis

The first limitation is that coding was based on titles, abstracts and author keywords rather than
complete full-text extraction. Abstracts usually describe the main technical contribution, but
they may omit secondary governance processes, implementation details, evaluation metrics or
the exact standard used. A paper may present a substantial privacy or accountability mechanism
in the full text without naming it in the abstract. Conversely, an abstract may describe a
framework as trustworthy without providing sufficient operational evidence. The counts
therefore represent visible solution claims in the available metadata rather than a definitive

inventory of every mechanism.

The second limitation concerns terminology. Method, model, framework, architecture, system
and platform are used inconsistently. Some authors call a single classifier a framework, while

others reserve the term for multi-component governance structures. The analysis classified
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proposals by function, but borderline cases remain. The same problem affects standards. An
article may say that a design is standards-aligned without demonstrating conformance or may
cite 3GPP and ITU only as background. Explicit mentions were counted conservatively, yet
the analysis cannot confirm whether a proposal implements a binding specification, adapts

voluntary guidance or merely discusses future standardization.

Third, keyword frequency does not measure effectiveness. Federated learning and
explainability are frequent because they are established research areas with accessible
experimental methods. Their prevalence does not prove that they offer the strongest ethical
protection. Differential privacy may have a formal guarantee but impose unacceptable utility
loss. An explanation method may be technically faithful but unusable for the affected
stakeholder. Blockchain may preserve evidence but create governance, scalability or data-
protection problems. Full evaluation would require study-specific analysis of assumptions,

metrics, threat models, datasets, baselines and limitations [19], [102], [119].

Fourth, the coding is multi-label and categories overlap. Privacy-enhancing technologies often
appear inside federated-learning frameworks, while blockchain may be used for security, trust,
governance or interoperability. Explainability is both a method and an assurance mechanism.
Standards can define architecture, and digital twins can function as application platforms or
validation environments. Co-occurrence captures integration but cannot determine which
component is central or whether the combination is coherent. The final synthesis therefore
treats co-occurrence as evidence of integration without assuming which component is central

when that role is not explicit in the available metadata [162], [271], [274].

Seventh, the study period ends in June 2026. The final year is partial, and publication or
indexing delays may change the apparent trend. The rapid emergence of agentic Al, large
telecom models, sovereign Al and AI-RAN safety means that categories are evolving quickly.
New standards and regulatory guidance may also alter how researchers describe compliance.
Temporal results should therefore be interpreted as the state of the corpus at the search cut-off,

not as a complete account of 2026 [198].

Eighth, the corpus is shaped by database coverage and screening criteria. Engineering
databases and technical publishers contribute a large proportion of the studies, which favors
algorithmic methods, communication architectures and measurable performance. Legal

scholarships, organizational governance research and participatory design may use
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terminology that does not explicitly mention Al-enabled 5G/6G and may therefore be
underrepresented. This helps explain the high visibility of federated learning, XAl and security

compared with fairness, labor impact, social inclusion and democratic oversight.

Tenth, the analysis does not calculate comparative effect sizes or rank individual methods. The
studies address different network functions, datasets, threats and objectives. Accuracy, latency,
privacy budget, explanation fidelity, robustness and compliance are not directly comparable
across the corpus. A method that is suitable for intrusion detection may be inappropriate for
health monitoring or autonomous control. RQ3 therefore answers what categories of solutions
are proposed and how they are combined, not which single solution is universally superior

[196], [246].

These limitations define the scope of the final RQ3 synthesis rather than reducing its analytical
value. The chapter reports the methods, frameworks and standards visible in the final abstract-
level corpus and interprets their maturity and effectiveness cautiously. The resulting
evidence matrix is used directly in Chapter 8 to connect ethical risks, proposed responses

and remaining research gaps.
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Chapter 8 Research Question 4: Remaining Research Gaps for
Trustworthy, Accountable and Human-Centric Al in 5G/6G

This chapter addresses the fourth research question. What research gaps remain regarding
trustworthy, accountable, and human-centric Al in 5G/6G? The analysis uses the same final
corpus of 302 studies examined in Chapters 5, 6 and 7 and covers publications from January
2020 to June 2026. RQ4 is different from the preceding questions because it does not seek only
to describe what the literature contains. It must identify what is still absent, weakly tested,

fragmented, or insufficiently connected to operational telecommunications practice.

The answer is developed through two complementary forms of evidence. The first consists of
gaps explicitly signaled by the authors through terms such as challenge, limitation, open issue,
future direction, lack, unresolved problem, or need for further work. The second consists of
review-inferred gaps produced by comparing the status of the field in Chapter 5, the risk
structure in Chapter 6, and the available methods, frameworks and standards in Chapter 7. This
distinction is necessary because a low publication count alone does not prove that a research
gap exists. A gap becomes more credible when limited coverage is combined with a substantial
ethical risk, weak empirical validation, incomplete standards, or an absence of responsible

stakeholders and lifecycle controls.

The chapter therefore treats research gaps as evidence-based mismatches. Some mismatches
occur between high-risk applications and the maturity of available safeguards. Others occur
between technical methods and governance arrangements, between general Al principles and
telecommunications-specific requirements, or between the rapid growth of 6G research and the
limited availability of real operational evidence. The chapter first explains the analytical
procedure and gap taxonomy. It then presents the distribution of reported gaps, examines
empirical, governance, human-centered and operational weaknesses, and concludes with an

integrated research agenda and the limitations of the RQ4 analysis.
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8.1 Purpose and Analytical Procedure

RQ4 was analyzed after RQ1, RQ2 and RQ3 because the identification of gaps depends on an
understanding of the field. Chapter 5 showed that literature is expanding rapidly and is
increasingly oriented toward 6G, but that much of it is recent. Chapter 6 showed that
cybersecurity, privacy, reliability, trust, governance and opacity form the dominant risk
structure. Chapter 7 showed that federated learning and explainability are the most frequent
technical responses, while explicit fairness, sustainability, runtime safety and human-centered
design are much less common. These findings create the basis for asking whether the available
responses are proportionate to the risks and whether they have been validated in sufficiently

realistic settings [205], [227], [261].

The unit of analysis remained unique, including study. Coding used the title, abstract, keywords
and screening justification stored in the final Master Excel. A study was coded as containing
an explicit gap signal when a challenge-related expression occurred in the same sentence as a
gap category. This sentence-level rule was used to reduce the risk of counting an article merely
because it mentioned a challenge in one part of the abstract and an unrelated ethical term
elsewhere. Coding was multi-label because one study could report several unresolved issues,

such as privacy, scalability, interoperability and accountability.

8.2 Framework for Identifying and Classifying Research Gaps

Fourteen gap categories were retained. They cover 6G-specific architectural integration,
security and adversarial resilience, privacy and data protection, scalability and resource
efficiency, safety and runtime assurance, sustainability, governance and accountability,
explainability, standards and interoperability, empirical validation, fairness and
inclusion, human-centered participation, data and benchmarking, and cross-domain
generalization. The categories were selected because they recur across the corpus and
because they connect directly with trustworthy, accountable or human-centric Al. The

operational definitions are presented in Table 8-1 [111], [150], [196].
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Gap category

Operational coding focus

Primary RQ4 dimension

6G architecture and Al-native control

Challenges involving Al-native RAN,
slicing, semantic communication, zero-

touch or agentic control

Trustworthy and accountable

Security and adversarial resilience

Attacks, poisoning, intrusion, malicious

clients, zero trust and defense limitations

Trustworthy

Privacy and data protection

Leakage, consent, confidentiality, model-

update privacy and cross-border data use

Trustworthy and human-centric

Scalability and resource efficiency

Latency, overhead, complexity, energy and

deployment-scale trade-offs

Trustworthy

Safety and runtime assurance

Reliability, robustness, uncertainty, fail-

safe action, verification and rollback

Trustworthy and accountable

Sustainability and environmental assess-

ment

Energy use, computational cost, carbon
footprint, rebound effects and lifecycle re-

source burden

Trustworthy and human-centric

Governance and accountability

Regulation, audit, liability, responsibility,

incident reporting and compliance

Accountable

Explainability and transparency

Opaque decisions, limited interpretability,
explanation quality, operator understanding

and contestability

Trustworthy and accountable

Standards and interoperability

Common interfaces, certification, profiles,

metrics and cross-vendor evidence

Accountable

Empirical validation and real-world deploy-

ment

Lack of representative testbeds, field trials,
multi-operator evidence and long-duration

deployment validation

Trustworthy and accountable

Fairness and inclusion

Bias, non-discrimination, digital divide,

unequal access and distribution of benefits

Human-centric

Human-centered design and stakeholder par-

ticipation

User and operator involvement, ac-
ceptance, meaningful oversight,

contestability and redress

Human-centric

Data and benchmarking

Representative datasets, provenance, non-
1ID data, common scenarios and

reproducibility

Trustworthy

Generalization and transferability

Cross-operator, cross-domain, cross-

jurisdiction and distribution-shift evidence

All three dimensions

Table 8-1. Operational category structure used for the RQ4 gap coding.

A second analytical layer assessed evaluation maturity. Each study was classified as
conceptual, survey or architecture-level simulation, or dataset-based, or prototype, testbed or
real-world validation. This classification does not measure scientific quality. It indicates how
close the reported evidence is to operational deployment. A technically sophisticated
simulation can provide valuable evidence, but it cannot fully reproduce the organizational,
regulatory, behavioral and adversarial conditions of a live 5G/6G environment. The maturity

layer was therefore used only to identify where repeated conceptual proposals are not yet

matched by realistic evaluation.
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The final synthesis uses cautious priority logic. Explicit gap prevalence was combined with the
share of conceptual evidence in each category. High prevalence with a large validation deficit
was interpreted as a strong research priority. Low prevalence was interpreted more carefully.
It may indicate a neglected issue, but it may also reflect terminology differences or the limited
information contained in abstracts. For this reason, fairness, stakeholder participation and

cross-domain generalization are discussed as underrepresented but important areas rather than

automatically ranked above more frequently documented operational problems.

The first distinction is between an author-reported gap and a review-inferred gap. An author-
reported gap is directly visible in the source record. Examples include a stated lack of common
standards, limited datasets, insufficient explainability, untested scalability, or a need for future
regulation. A review-inferred gap is identified by comparing several parts of the SLR. For
example, privacy appears to be a major risk in Chapter 6 and federated learning appears as a
common response in Chapter 7. A remaining gap is inferred when the literature gives limited
attention to leakage from model updates, realistic adversaries, user consent, cross-border data
governance, or deployment accountability despite the frequency of privacy- preserving claims

[210].

A second distinction concerns the level at which the gap occurs. Technical gaps relate to model
robustness, explainability, data quality, communication overhead, security or runtime control.
Socio-technical gaps arise when a technically effective system lacks stakeholder participation,
understandable recourse, organizational responsibility or assessment of unequal effects.
Governance gaps concern legal readiness, auditability, incident reporting, liability,
procurement, certification and coordination between telecommunications and Al standards.
These levels are interdependent. Technical control may fail in practice when no organization
is responsible for monitoring it, while a governance requirement may remain symbolic when it

cannot be translated into measurable network or model behavior [133].

The third distinction concerns lifecycle location. Data-stage gaps include consent,
representativeness, provenance, non-IID distributions and secure sharing. Model-stage gaps
include bias mitigation, uncertainty, explainability, adversarial learning and privacy leakage.
Network-stage gaps include resource allocation, slicing, O-RAN control, semantic
communication and cross-domain orchestration. Deployment-stage gaps include human
oversight, monitoring, rollback, incident reporting and redress. The lifecycle perspective

prevents the review from treating ethical alignment as a property that can be added after model
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Evidence type

Definition

How it is used in RQ4

Main caution

Author-reported gap

A challenge, limitation, open
issue or future need stated in

the source record.

Supports frequency counts and

category mapping.

Abstracts may omit detailed

limitations.

Review-inferred coverage gap

A major risk or lifecycle stage
receives limited solution

coverage.

Compares Chapter 6 risk fre-
quencies with Chapter 7

solution frequencies.

Categories are related but not

perfectly equivalent.

Review-inferred validation gap

A proposed safeguard is mainly

conceptual or simulation based.

Uses maturity coding and the

priority matrix.

Maturity indicators are

abstract-level proxies.

Review-inferred accountability

gap

A technical action lacks a
clearly responsible actor, audit

process or redress path.

Connects methods with
governance and stakeholder

roles.

Responsibility may be de-
scribed only in the full text.

Review-inferred human-

centered gap

User effects, participation, fair-

ness or acceptance are

Identifies underdeveloped

socio-technical evidence.

Low frequency is not by itself

proof of low importance.

weakly represented.

Table 8-2. Evidence types used to distinguish reported and review-inferred gaps.
training. It also reveals that many proposed safeguards operate at one stage while risks

propagate across several stages [29], [84].

This framework supports a structured rather than impressionistic answer. It prevents the chapter
from presenting a long list of future-work statements without explaining their relationships. It
also allows explicit statements from surveys on 6G, healthcare, metaverse systems, federated
learning and explainable networking to relate to narrower technical studies and regulatory work
[14], [18], [19], [21], [55]. Additional studies in the corpus address the same point [85], [232],
[244], [267]. The result is a gap map that links unresolved problems to their technical,

organizational and human consequences.

8.3 Overall Distribution and Temporal Development of Research Gaps

The abstract-level coding identified fourteen recurring gap categories. The most frequent
category concerned 6G-specific architecture and Al-native control, with 103 studies containing
an explicit challenge signal. Security and adversarial resilience followed with 93 studies,
privacy and data protection with 77, and scalability, latency or resource efficiency with 72.
Safety, reliability and runtime assurance appeared in 67 studies, while sustainability and
environmental assessment appeared in 59. These values are multi-label and therefore do not

sum to 302 [192], [202], [239].

Governance, regulation and accountability were explicitly connected with unresolved issues in
51 studies. Explainability and transparency appeared in 44, standards and interoperability in

38, and empirical validation or real-world deployment in 33. The least frequent categories were
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fairness and inclusion with 17 studies, human-centered design and stakeholder participation

with 16, data and benchmarking with 13, and cross-domain generalization with

10. The frequency ranking is presented in Figure 8-1 on the following page. The lower courts
should not be read as evidence that these issues are unimportant. In several cases, they indicate
that literature is dominated by network and model performance while social evaluation is less

developed.

The ranking shows that the field still frames many ethical problems through engineering
constraints. Security, privacy, robustness, latency and scalability receive substantial
attention because they can be connected to measurable system behavior. Governance
and human- centered concerns are less easily reduced to one technical metric and are
therefore more fragmented. The imbalance is visible when Chapter 6 and Chapter 7 are
compared. Governance-related risks appeared in 134 studies, but governance and
compliance solutions appeared in only 36. Human-centered solutions appeared in 15
studies, and explicit fairness mechanisms in four. This mismatch supports a review-
inferred gap in translating broad ethical concerns into operational controls and

responsibilities [79], [245].

The temporal pattern is also important. Most reported gaps have increased sharply in 2025 and
the first half of 2026 because the corpus itself is concentrated in these years. The annual
development of six recurrent categories is shown in Figure 8-2 on the following page. Security,
privacy and scalability grow with the expansion of Al-native networking, federated learning,
semantic communication and autonomous control. Governance and standards also rise, but
their growth occurs later and remains smaller in absolute terms. The 2026 values cover only

January to June and must not be interpreted as a complete annual total.
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Reported research-gap categories in the final corpus (n = 302)

6G architecture / Al-native control 103

Security / adversarial resilience
Privacy / data protection
Scalability / latency / resources
Safety / reliability / runtime
Sustainability / environment
Governance / regulation / accountability
Explainability / transparency
Standards / interoperability
Empirical validation / deployment
Fairness / inclusion / digital divide
Human-centric / participation
Data / datasets / benchmarks

Generalisation / transferability

r T T T T

0 20 40 60 80 100
Number of studies with an explicit abstract-level gap signal

Figure 8-1. Frequency of explicit research-gap categories in the 302 included studies.

The overall status is therefore not a simple movement from problems to solutions. The literature
is creating a more detailed understanding of the problem space, while the technical system is
simultaneously becoming more complex. RQ4 captures this moving boundary. Some gaps may
narrow as standards and testbeds develop, but new gaps emerge when 6G architectures
distribute intelligence across devices, edges, clouds, network controllers and autonomous
agents. The main implication is that future research must evaluate combinations of safeguards

rather than isolated methods.
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Temporal development of six recurrent gap categories

=@-— Security / adversarial resilience  =@= Safety / reliability / runtime
Privacy / data protection —@- Governance / regulation / accountability
35 =@~ Scalability / latency / resources =@~ Standards / interoperability
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Figure 8-2. Temporal development of six recurrent gap categories. The 2026 values cover January to
June.

8.4 Empirical Validation, Datasets and Benchmarking Gaps

The strongest cross-cutting weakness is the limited amount of operational evidence. Of the 302
studies, 168 were classified as conceptual, survey or architecture-level, 113 contained
simulation or dataset-based evaluation, and only 21 showed clear indicators of prototype,
testbed or real-world validation. Figure 8-4, presented on the following page, summarizes this
distribution. The result does not mean that 168 studies are weak. Surveys and architecture are
necessary in an emerging field. However, it shows that claims about trustworthiness
frequently precede evidence from realistic multi-operator, multi-domain or long-duration

settings.
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Gap category Studies Corpus % Interpretive meaning
Rapid architectural change
6G architecture / Al-native creates unresolved authority,
103 34.1% ) )
control integration and assurance
questions.
Known defenses remain
Security / adversarial resilience 93 30.8% incomplete against adaptive and
cross-layer attacks.
Distributed learning reduces
. . centralization but does not
Privacy / data protection 77 25.5%
remove leakage, consent or
governance risk.
Safeguards must remain feasible
Scalability / latency / resources 72 23.8% under network timing and
resource constraints.
Static accuracy does not establish
Safety / reliability / runtime 67 22.2% safe behavior during failure or
change.
Energy and lifecycle effects are
Sustainability / environment 59 19.5% recognized but seldom integrated
with assurance.
Governance / regulation / Responsibility and compliance
- 51 16.9% . . .
accountability mechanisms lag risk recognition.
Explanation methods require
Explainability / transparency 44 14.6% operational, human and lifecycle
validation.
Common metrics, interfaces and
Standards / interoperability 38 12.6% assurance artifacts remain
incomplete.
- o Many claims have not progressed
Empirical validation / .
33 10.9% to representative testbeds or field
deployment .
evidence.
) ) ) o Telecommunications-specific
Fairness / inclusion / digital )
. 17 5.6% fairness and access effects are
divide
underdeveloped.
Affected users and operators are
Human-centric / participation 16 5.3% rarely included in requirements
and evaluation.
Shared and ethically governed
Data / datasets / benchmarks 13 4.3%
benchmarks are limited.
Evidence across operators,
Generalization / transferability 10 3.3% domains and jurisdictions

remains scarce.

Table 8-3. Frequency and interpretation of the reported RQ4 gap categories.
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Evaluation maturity of the 302-study corpus

200 A
168

175 4 (55.6%)
150 A

125 4

100 +

Studies

75 A

50 A

25 A

Conceptual, survey or Simulation or dataset- Prototype, testbed or
architecture-level based evaluation real-world validation

Figure 8-3. Evaluation maturity of the final 302-study review sample.

The gap is especially visible in explainable and autonomous network control. Many studies
propose interpretable channel estimation, network slicing, intrusion detection or resource

orchestration [6], [8], [39], [78], [94]. Additional studies in the corpus address the same

points [125], [131], [132], [158]. Evaluation commonly focuses on prediction accuracy,
throughput, latency or an explanation score. Less attention is given to whether operators
understand the explanation under time pressure, whether explanations remain stable after
distribution shift, whether an explanation supports accountability, or whether a control action
can be safely reversed. Future experiments should include operational users, failure scenarios

and decision-quality outcomes rather than treating explanation generation as the final objective.
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Priority area

Gap evidence

Recommended next research

step

Expected assurance output

Realistic validation

168 conceptual/survey studies
and only 21 with clear
prototype, testbed or real-world

indicators.

Create shared validation
ladders and multi-operator

testbeds.

Reproducible evidence linked

to specific ethical claims.

Lifecycle accountability

Governance risks are frequent,
but operational governance

solutions are fewer.

Map responsibility, logging,
incident reporting, redress and

recertification.

End-to-end accountability and

audit trail.

Human-centered assurance

Few studies test participation,
acceptance, fairness or

meaningful oversight.

Use mixed methods and
domain-specific stakeholder

evaluation.

Evidence of usability, equity

and appropriate reliance.

Assurance interoperability

Methods and standards are
fragmented across layers and

vendors.

Define common assurance

artifacts and interfaces.

Portable evidence across
models, networks and

organizations.

Continuous and agentic

assurance

Adaptive systems change after

initial validation.

Develop runtime constraints,
change triggers, rollback and

update provenance.

Assurance that remains valid

during adaptation.

Sustainable and inclusive 6G

Environmental and
distributional effects are rarely

assessed together.

Combine lifecycle energy,
access, affordability and

benefit metrics.

Socio-environmental assurance

case.

Table 8-4. Priority research areas derived from the risk-solution-evidence comparison.

Dataset limitations form a related gap. Security and privacy studies often rely on established
intrusion-detection datasets or synthetically generated traffic. These resources support
comparison, but they may not reflect encrypted traffic, changing attacker behavior, novel 6G
protocols, heterogeneous edge devices or operator-specific configurations. Federated systems
add non-IID data, unequal client participation and variable hardware. Studies addressing data
heterogeneity, differential privacy and federated intrusion detection demonstrate progress [50],
[71], [103], [143], [159], [177], but the corpus contains limited evidence of shared,
representative and ethically governed benchmarks for Al-native 5G/6G [248], [271], [278].

A benchmark gap is not solved simply by publishing more data. Telecommunications datasets
may contain personal, commercial or security-sensitive information. Future benchmark design
must therefore include provenance, access controls, privacy risk, documentation of affected
groups, task definitions and reproducible evaluation protocols. Synthetic data and digital twins
may help, but they introduce model assumptions that need validation against physical
networks. Standardized scenario descriptions would also allow researchers to compare results
across different simulators, traffic models and network topologies. Surveys of KPIs, tools and

Al models provide a starting point, but common trustworthy-Al benchmarks remain

incomplete [111], [294], [224].
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Longitudinal evaluation is also rare. Trustworthy behavior must persist after software updates,
network reconfiguration, new devices, changing traffic and adversarial adaptation. A model
that is robust in a static experiment may become unsafe after concept drift. This issue is
particularly important for zero-touch management, O-RAN control loops and self-learning
security systems [104], [120], [155], [189]. Future work should report monitoring periods, drift
detection, rollback procedures, incident thresholds and post-deployment update rules. Without

these elements, evaluation measures the initial model rather than the continuing socio-technical

service.

The immediate research need is a shared validation ladder. Early work can use simulation, but
later stages should progress through reproducible datasets, hardware-in-the-loop evaluation,
federated testbeds, operator trials and monitored deployment. Each stage should specify what
ethical claim is being tested. Privacy should be assessed through leakage and attack models,
fairness through subgroup outcomes, explainability through user comprehension and decision
support, accountability through traceability and incident reconstruction, and safety through
constrained failure experiments. This would convert trustworthy-Al language into falsifiable

evidence [26], [193], [234].

8.5 Governance, Accountability, Standardization and Compliance Gaps

Governance is one of the clearest mismatches between risk recognition and solution maturity.
Chapter 6 identified governance, legal and regulatory inadequacy in 134 studies, whereas
Chapter 7 identified governance and compliance mechanisms in 36. In the RQ4 coding, 51
studies explicitly connected governance, regulation or accountability with unresolved issues,
and 38 did the same for standards and interoperability. These results show that the literature
recognizes institutional problems but provides fewer tested mechanisms for assigning

responsibility and demonstrating compliance.

The first gap concerns fragmented regulatory readiness. Telecommunications networks are
governed through technical standards, spectrum rules, cybersecurity duties, consumer law,
sector regulation and contractual relationships. Al regulation adds requirements related to risk
management, transparency, data governance and human oversight. The interaction between
these regimes is not yet consistently mapped for Al-native networks. Work on regulatory
readiness and Al incident reporting shows the importance of this interface [16], [17], while

studies connecting 6G applications with the EU Al Act illustrate domain-specific implications
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[7],[127], [165]. Future research must clarify how obligations are distributed among equipment

vendors, model providers, operators, service providers, data controllers and end users [230].

A second gap concerns accountability across distributed control. In federated, edge and O-
RAN systems, no single actor necessarily observes the entire decision chain. A harmful
allocation or security action may result from local data, a shared model, an orchestration policy,
a third-party application and an automated controller. Traceability mechanisms, blockchain
records and zero-touch assurance can preserve events [40], [89], [189], [221], but an event log
does not itself determine responsibility. Research is needed on causal attribution, evidentiary
quality, authority boundaries and procedures for contesting or reversing automated actions

[201], [209], [260].

Incident reporting is a practical part of accountability that remains underdeveloped.
Telecommunications outages and cybersecurity incidents already have reporting processes, but
Al incidents may involve silent performance degradation, discriminatory service, unsafe
optimization or explanation failure. These events do not always fit existing categories. The
literature should develop common incident taxonomies, severity levels and minimum evidence
requirements. It should also examine when reporting must cross organizational or national
boundaries and how commercially sensitive network information can be protected while still

supporting oversight [17].

Standardization presents a related challenge. The corpus contains work on Al-native
architectures, semantic communication, privacy standards, wearable-health profiles and
fairness certification [3], [58], [95], [123], [218]. However, many proposals remain domain-
specific or are not connected to a complete lifecycle. Future standards should define
measurable properties, interfaces and assurance artefacts rather than only high-level principles.
A privacy standard, for example, should clarify threat models, leakage measures, data-retention
rules and acceptable trade-offs. An explainability standard should distinguish developer
debugging, operator decision support, regulatory evidence and user communication because

these purposes require different explanations [20], [162], [252].

Interoperability is both technical and institutional. Models and assurance evidence may move
across vendors, operators, cloud providers and jurisdictions. Common interfaces are needed for
model cards, data documentation, audit logs, uncertainty estimates, explanation metadata and

policy constraints. Standards-driven architectures can support this exchange, but they must
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avoid creating a compliance checklist that hides unresolved risk. Independent testing, version
control and change management are necessary so that certification remains valid after model

or network updates.

The governance gap therefore cannot be closed by one regulation or one standard. It requires
an assurance ecosystem that connects technical testing, organizational responsibility, incident
reporting, independent audit and user redress. Research should evaluate this ecosystem through

realistic case studies rather than discussing each part in isolation.

8.6 Human-Centric Design, Fairness, Inclusion and Stakeholder

Participation Gaps

Human-centric Al is the least developed major dimension of the review. Only 16 studies
contained an explicit abstract-level gap signal related to human-centered design or stakeholder
participation, and 17 contained one related to fairness, inclusion or the digital divide. Chapter
7 found 15 human-centered solution studies and only four explicit fairness mechanisms. These
low counts are important because 5G/6G systems affect access to healthcare, transport,
education, employment, public services and communication. A technically trustworthy
network can still produce unequal or unacceptable outcomes when user needs and social

conditions are excluded from design [69].

The first gap concerns participation. Most technical studies define objectives such as
throughput, latency, energy use or detection accuracy before the affected stakeholders are
considered. Future research should involve operators, engineers, regulators, application
providers and users when defining acceptable trade-offs. In healthcare, connected vehicles and
public-safety systems, affected groups may have different priorities regarding privacy, speed,
explanation and human control [7], [18], [107], [137]. Participatory methods can identify harms
that are not visible in performance metrics, including loss of dignity, surveillance concerns,

exclusion or reduced ability to challenge automated decisions.

Technology acceptance is also understudied. One empirical study directly examines acceptance
of Al and 5G systems [10], while market-driven and user-experience frameworks address trust,
personalization and inclusion [65]. These studies remain exceptions. Trust should not be treated
only as a technical reputation score. Human trust depends on experience, perceived fairness,

transparency, institutional legitimacy and the ability to obtain help when a service fails. Future
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work should distinguish appropriate reliance from blind trust and should test how explanations,

warnings and human override affect behavior.

Fairness requires telecommunications-specific definitions. General Al fairness metrics do not
automatically translate to network allocation. Relevant groups may be defined by location,
income, disability, service type, device capability, mobility or exposure to poor coverage. Fair
packet scheduling and fairness auditing provide useful directions [3], [46], [212], [218], but
future studies should connect statistical fairness with service quality and real social impact.
They should also examine whether improvements for one group shift costs to another group or

reduce network resilience.

The digital divide is likely to change rather than disappear in 6G. Advanced services may
benefit regions and users with modern devices, dense infrastructure and high-quality data,
while rural or resource-constrained settings remain less represented. Work on sustainable and
human-centered 6G recognizes this concern [2], [171], and application reviews highlight
opportunities and barriers in smart homes, education and healthcare [107], [134], [254]. Future
research should compare deployment scenarios, affordability, accessibility, digital literacy and
language support. Inclusion should be assessed as a system requirement rather than a later

social benefit [73], [247].

Human oversight is another unresolved area. Many papers call for human-in-the-loop or
human-centric control, but they rarely specify who the human is, what information is available,
how quickly intervention must occur, or what happens when the operator disagrees with an Al
recommendation. In high-speed networks, continuous manual approval is impossible. Research
is needed on meaningful oversight models, escalation rules, supervisory interfaces and
workload. Explanations must be matched to the user's role such as a radio engineer, security

analyst, regulator and consumer require different levels of detail.

The human-centric research gap is therefore methodological as well as thematic. The field
needs mixed-method studies, controlled user experiments, interviews, participatory design and
social-impact assessment alongside simulations. These methods would not replace engineering
evaluation. They would test whether technical safeguards are understandable, usable and

socially acceptable.
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Gap categories by network-generation scope
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Figure 8-4. Distribution of selected gap categories by network-generation scope.

The network-generation distribution of selected gap categories is presented in Figure 8-3 on
the following page. The overlapping 5G-and-6G group is shown separately because many

studies discuss the transition between generations rather than one network in isolation.

8.7 Deployment, Security, Safety and Operational Verification Gaps

Security and adversarial resilience form the second most frequent reported gap category,
appearing in 93 studies. Safety, reliability and runtime assurance appear in 67, while scalability
and resource efficiency appear in 72. These categories are closely related. A defense that adds
excessive latency may be unusable in mission-critical communication, and an efficient
autonomous controller may become unsafe when attacked or exposed to unfamiliar conditions.

Future research must therefore evaluate joint security, safety and performance properties [256].

Adversarial evaluation remains incomplete. The corpus includes intrusion detection, poisoning
defense, privacy-preserving federated learning, zero-trust networking and robust orchestration

[1],[11], [39], [67], [77]. Additional studies in the corpus address the same point [102], [103],
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[179], [293]. Many evaluations use known attack types and static datasets. Al-native 6G
introduces adaptive attackers who can manipulate data, model updates, intent messages,
explanations or agent interactions. Research should include compound attacks, attacker
adaptation, insider threats and attacks that exploit the coordination between network layers.

Red-team exercises and shared threat models would improve comparability [66], [211], [242].

Runtime assurance is an emerging but small solution family. Work on fail-safe O-RAN control,
trustworthy orchestration and safe explainable systems demonstrates possible architectures [5],
[75], [120], [155]. The gap is to define enforceable safety envelopes for systems that learn and
act at different timescales. A runtime monitor must decide when to block, degrade or reverse
an Al action without creating instability. Future work should test these controls during
congestion, handover, cyberattack, component failure and conflicting intents. It should also

report false alarms and the cost of unnecessary intervention.

Uncertainty remains uneven. Accuracy alone does not show whether a model knows when it is
outside its competence. Trustworthy channel estimation and resource management studies
increasingly include uncertainty or robust learning [77], [96], [131], but calibrated confidence,
out-of-distribution detection and uncertainty propagation are not consistently evaluated across
the corpus. This is a major gap for autonomous decisions because uncertainty at one component
can spread through slicing, routing or orchestration. Future systems should communicate

uncertainty in machine-readable form and connect it to safe fallback behavior.

Scalability creates another deployment gap. Federated learning, explainability, blockchain and
audit logging all consume communication, computation and storage resources. The costs are
often evaluated separately from the ethical benefit. Stronger privacy can reduce accuracy,
detailed explanations can increase latency, and distributed ledgers can increase energy use.
Studies on privacy-preserving learning and explainable slicing identify these trade-offs [50],
[71], [154], [159], [213]. Additional studies in the corpus address the same point [265]. Future
research should use multi-objective evaluation and report the conditions under which a

safeguard becomes impractical [27], [135], [207].

Operational monitoring is also fragmented. Network assurance traditionally focuses on
availability and performance, while Al assurance requires drift, bias, uncertainty, explanation
and data-quality indicators. These signals should be integrated without overwhelming

operators. Research is needed on dashboards, alert prioritization, causal diagnosis and
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automated evidence collection. Digital twins can support controlled testing and predictive
maintenance [112], [121], [146], [168], [294], but their fidelity and update processes must be

assessed.

The operational assurance gap is ultimately an integration problem. Security testing, safety
constraints, performance engineering and governance evidence must be combined into one
deployment process. Research that evaluates only one property under ideal conditions cannot

establish that an Al-enabled network is trustworthy in practice.

8.8 6G-Specific, Cross-Domain and Sustainability Research Gaps

The corpus is increasingly 6G-oriented, and 203 studies contain an explicit 6G dimension. This
focus is anticipatory because 6G standards, architectures and business models are still
developing. The RQ4 coding identified 103 studies that connected 6G architecture or Al- native
control with explicit challenges. This is the largest reported gap category, but it is broad. It
includes unresolved questions about semantic communication, integrated sensing, non-
terrestrial networks, O-RAN, edge intelligence, digital twins, agentic control and distributed
autonomy [54], [55], [82], [91], [110]. Additional studies in the corpus address the same point
[124], [148], [302].

A central 6G-specific gap is the boundary of autonomous authority. Al may optimize radio
resources, configure slices, coordinate agents and manage services with limited human
intervention. It remains unclear which decisions can be delegated, which require approval, and
which must be constrained by non-negotiable policies. Symbiotic and agentic network
proposals expose this issue [56], [57], [61]. Future research should define authority models,
policy conflict resolution, secure tool use and emergency shutdown. These mechanisms must

operate at machine speed while remaining auditable by humans.

Semantic communication creates a different set of gaps. When Al determines which meaning
is relevant and which information can be omitted, communication quality is no longer
measured only through bit accuracy. Trustworthiness depends on semantic fidelity, task
relevance, bias and the consequences of missing information. Explainable semantic
communication research is emerging [153], [302], but common metrics and assurance methods
are limited. Future studies should test semantic errors in safety-critical tasks and examine who

defines the intended meaning [97].
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Non-terrestrial, aerial and integrated networks create cross-layer and cross-jurisdictional
problems. UAVs, satellites, edge devices and terrestrial operators may share data and control.
Security, privacy and accountability can change as information moves between infrastructures
and legal environments [30], [32], [110], [160], [178]. Research should examine identity, trust
transfer, incident coordination and continuity of assurance across these boundaries. It should

also include intermittent connectivity and resource-constrained devices rather than assuming

stable cloud access [219], [300].

Cross-domain transfer remains weakly studied. A model designed for one operator, city or
application may not be transferred to another. Healthcare, vehicles, smart grids, agriculture and
industrial systems have different risk thresholds and affected stakeholders [10], [18], [107],
[130], [137]. Additional studies in the corpus address the same point [142]. Future research
should compare domains using common assurance concepts while preserving context-specific
requirements. Transfer learning and federated learning may support adaptation, but they do not

remove the need to test local fairness, safety and regulation [52], [68], [283].

Sustainability is frequently mentioned but rarely integrated with ethical assurance. Fifty-nine
studies explicitly connected sustainability or environmental concerns with unresolved issues,
while Chapter 7 identified only four explicit sustainability mechanisms. Energy-efficient Al,
green networking and sustainable architectures are active topics [2], [22], [24], [33], [99],
[108], but future work should measure the full lifecycle cost of model training, inference,
communication, hardware and replacement. It should also examine rebound effects, where

efficiency enables more intensive use and increases total resource consumption [262].

The broader 6G gap is a lack of stable objects of evaluation. Architectures, interfaces and
standards continue to change, so methods can become obsolete before large trials are
completed. Research should use modular assurance claims that can be updated as components
change. Reference architectures and interoperability profiles can provide continuity [95],
[123], [294], but they must be validated against evolving standards and real deployment

constraints.

8.9 Integrated Interpretation and Direct Answer to RQ4

The direct answer to RQ4 is that the field still lacks an integrated and empirically
validated pathway from responsible-Al principles to operational 5G/6G assurance. The

literature has identified many risks and proposed many methods, but the relationship

Master's Thesis 150



EAAHNIKO
ANOIKTO
NANENIZTHMIO

Angelos Sinapis, Ethical Issues in AI-Enabled 5G/6G Networks

between risk, control, evidence and responsible actors remains incomplete. The largest

gaps are not isolated technical problems. They are coordination problems across data,

models, network functions, organizations, standards and users.

The priority is realistic validation. More than half of the corpus is conceptual, survey or

architecture-level, while only 21 studies show clear prototype, testbed or real-world

indicators. Future work should establish shared validation ladders, benchmarks and

multi- operator testbeds. Claims should be linked to measurable evidence and failure

scenarios. This is especially important for Al-native control, security, privacy, safety and

governance, which combines high reported gap prevalence with substantial validation

deficits. The priority matrix is presented in Figure 8 [25].

Review-inferred priority matrix for future research
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Figure 8-5. Review-inferred priority matrix combining explicit gap prevalence and validation deficit.
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The second priority is lifecycle accountability. The field needs mechanisms that identify
who is responsible for data, models, policies, decisions, monitoring and incident
response. Logging and traceability are useful, but they must support causal
reconstruction, legal duties and redress. Regulatory-readiness indices, incident-reporting
proposals, standard-compliant fairness auditing and accountable network case studies

provide initial directions [16], [17], [218], [221]. Future work should test these

mechanisms in distributed operator and vendor ecosystems.

The third priority is human-centered evaluation. User acceptance, meaningful oversight,
fairness, inclusion and contestability remain less developed than technical security or
privacy. Research should include affected groups and operational personnel when
defining requirements and evaluating systems. It should measure comprehension,
workload, appropriate reliance, service equity and access to redress. Human-centered
communication and market-driven adoption studies show that this agenda is beginning

to emerge [10], [65], [171], but it is not yet a routine part of network-Al evaluation.

The fourth priority is assurance interoperability. Technical controls are currently
distributed across federated learning, XAI, blockchain, privacy mechanisms, runtime
monitors and standards. Future architecture should allow these controls to exchange
evidence. A network controller should be able to use data provenance, uncertainty,
policy constraints, explanation metadata and audit records in a consistent way. Privacy
standards, Al-native architecture standards and network-digital-twin reference models
illustrate pieces of this ecosystem [58], [123], [294]. The research gap is to integrate
them without excessive latency, complexity or energy use [238], [281], [292].

The fifth priority is continuous assurance for adaptive and agentic systems. Static
certification is insufficient when models learn, environments change and agents access
new tools. Research should define triggers for re-evaluation, safe update procedures,
model and prompt provenance, runtime policy enforcement, rollback and post-incident
learning. Fail- safe O-RAN control and zero-touch assurance provide useful foundations

[120], [155], [189], but broader evidence is needed across applications and operators.

The sixth priority is context-sensitive 6G governance. 6G research should avoid if one
trustworthy-Al framework will fit every domain. Healthcare, vehicles, industrial

systems, education and public services have different consequences and oversight needs.
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Time horizon Research agenda Ilustrative research question
. ) Which minimum evidence should accom-
Standardized reporting, dataset documenta- )
Short term . . . pany a trustworthy Al claim for a
tion and evaluation scenarios. .
network function?
Create common attack, failure and Does the safeguard remain effective under
Short term o ) ) )
distribution-shift scenarios. adaptive and compound threats?
Build federated, cross-operator testbeds ) )
) ) ) How can evidence be exchanged while pro-
Medium term with governance and human-oversight . .
tecting commercial and personal data?
roles.
. Can affected users understand, challenge
. Evaluate fairness, acceptance, workload . )
Medium term o . and obtain correction of Al-enabled
and contestability in domain cases. .
network decisions?
. Integrate technical standards with Al Which actor is responsible at each point of
Medium term o ) ) o o )
incident reporting and audit procedures. a distributed decision chain?
. How can certification remain valid when
Develop continuous assurance for Al- o
Long term ) ) models, prompts, tools and policies
native and agentic 6G control.
change?
o S Do efficiency gains reduce total
Establish lifecycle sustainability and ) .
Long term . . environmental and social cost across the ser-
inclusion benchmarks. o
vice lifecycle?

Table 8-5. Proposed staged research agenda for RQ4.

A common assurance core can support interoperability, but domain-specific thresholds,

stakeholders and redress processes remain necessary. Comparative cross-domain studies

should test what can be standardized and what must remain contextual [93], [194].

Overall, the remaining research gaps can be summarized through a risk-solution-

evidence- responsibility chain. A trustworthy 5G/6G system requires a clearly defined

risk, a control that addresses that risk, evidence that the control works under realistic

conditions, and an actor responsible for maintaining it. Current studies often cover two

or three links, but fewer cover all four. Future research should therefore move from

isolated algorithms and broad ethical principles toward end-to-end assurance cases that

remain valid throughout deployment and change
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8.10 Limitations of the RQ4 Analysis

The first limitation is that the gap analysis is based on titles, abstracts, keywords and screening
justifications rather than complete full-text coding. Abstracts frequently summarize
contributions and major challenges, but they may omit detailed limitations, negative results
and future-work statements. The reported counts therefore represent visible abstract-level gap
signals. They should not be interpreted as a complete inventory of every limitation described

in the 302 studies.

The second limitation concerns keyword dependence. Different research communities use
different terminology for similar problems. Accountability may be discussed as responsibility,
auditability, liability or assurance. Human-centered design may appear as user acceptance,
social impact or participatory design. The taxonomy attempted to group these terms, but some
records may have been missed or assigned to a neighboring category. Multi- label coding
reduces forced classification, yet it also means that categories overlap and percentages do not

sum to 100%.

The third limitation is the distinction between reported and inferred gaps. Explicit gap signals
are easier to reproduce because they rely on visible language. Review-inferred gaps require
interpretation across RQI, RQ2 and RQ3. For example, the difference between 134
governance-risk studies and 36 governance-solution studies suggests a gap, but the two
categories are not perfectly equivalent. Some governance risks may be addressed indirectly
through technical controls, and some solution studies may not use governance terminology.
The inferred findings should therefore be treated as structured analytical conclusions rather

than exact measurements.

The fourth limitation concerns evaluation maturity. The three maturity categories were inferred
from abstract-level indicators such as simulation, dataset, prototype, testbed and real- world
validation. A paper may contain extensive experiments that are not described in the abstract,
or it may use word deployment without reporting operational evidence. The result is best used
to show the broad balance between conceptual and applied research, not to rank individual

studies by quality.

The fifth limitation concerns the temporal boundary. The search covers January 2020 to June
2026. The 2026 total is a partial-year value, and some early-access publications may have

indexing dates that differ from final publication dates. The field is changing rapidly,
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particularly in agentic Al, AI-RAN, semantic communication and regulation. New standards,

laws and trials may alter the identified priorities after the search date.

The sixth limitation is corpus scope. The SLR focuses on Al-enabled 5G/6G and ethical or
responsible-Al concerns. Relevant evidence may exist in adjacent fields such as cloud
governance, safety-critical Al, general telecommunications regulation, human-computer
interaction and cybersecurity assurance without explicitly mentioning 5G or 6G. Excluding
these studies preserves the review boundary but may understate transferable methods and

established governance practices [122].

The seventh limitation is that publication frequency does not equal severity or importance. A
rarely discussed issue can be critical, while a frequent issue may have received substantial
attention. The priority analysis therefore combines prevalence with evidence maturity and with
the risk-solution comparisons from earlier chapters. Even so, final research priorities require

expert judgement, stakeholder consultation and domain-specific impact assessment.

Despite these limitations, the RQ4 analysis provides a consistent map of the most visible
unresolved issues in the final corpus. It also makes the basis of inference explicit. Within the
stated abstract-level protocol, this final synthesis records visible limitations, future directions,
affected lifecycle stages and the distinction between author-reported and review-inferred gaps.
This preserves traceability while keeping the analytical scope consistent with the final corpus

used throughout the thesis.
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Chapter 9 Conclusions

This chapter synthesizes the findings of the systematic literature review on ethical issues in Al-
enabled 5G and 6G networks. The review covered publications from 2020 to June 2026 and
used a final corpus of 302 studies selected through the title-and-abstract protocol described in
Chapter 4. The four research questions were examined as a connected sequence of the
development of the field, the most frequent risks, the proposed methods and standards, and the

remaining research gaps.

9.1 Development and Current Status of the Field

The first conclusion is that the field has expanded rapidly and has become increasingly centered
on 6G. Only 52 studies in the corpus were published between 2020 and 2023, compared with
38 in 2024, 101 in 2025 and 111 during the first six months of 2026. Although the 2026 total
is partial and may include early-access publications, the overall pattern shows a clear rise in
academic attention. Ethical questions are no longer treated only as secondary concerns in
network security. They now accompany research on Al-native architectures, autonomous

control, semantic communication, network slicing, edge intelligence and distributed learning.

Studies focused only on 6G represented 42.7% of the corpus, while 24.5% addressed both 5G
and 6G. This reflects a shift from using Al as a tool for individual network tasks towards
treating Al as part of the network architecture itself. Early studies connected explainability and
quality-of-trust with human confidence in autonomous 6G systems [92], [145]. Later work
extended the discussion to robust resource management, sovereign Al, agentic control and
semantic communication [61], [131], [302]. The answer to RQ1 is therefore that the field is
growing quickly, moving towards 6G and adopting a broader socio-technical understanding of
trustworthiness. However, its maturity remains uneven because simulations and conceptual

architecture are much more common than testbeds and field evidence.

9.2 Most Frequent Ethical Risks

The answer to RQ?2 is that cybersecurity compromise and adversarial manipulation are the most
frequently identified risks, appearing in 63.6% of the corpus. Privacy loss and improper data

use followed at 54.0%, unsafe or unreliable Al behavior at 52.6%, and loss of trust at 50.7%.
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Governance and regulatory inadequacy appeared in 44.4% of studies, while opacity and
limited explainability appeared in 38.4%. Environmental and resource burden was less frequent
at 20.5%, but the lower count indicates limited integration into responsible-Al analysis rather

than low importance [266].

These risks are strongly connected. Security and privacy were coded together in 44.4% of the
studies, while security also frequently co-occurred with unreliability, loss of trust and
governance weaknesses. An attack can expose personal data, change automated decisions,
interrupt critical services and create uncertainty about responsibility. Federated learning
illustrates the same interdependence and keeping raw data local can reduce centralization, but
it does not automatically prevent model-update leakage, malicious clients or unaccountable use
[48], [244], [293]. Ethical risk in 5G/6G should therefore be treated as a chain of technical,

organizational and human consequences rather than as isolated categories [204], [286].

9.3 Methods, Frameworks and Standards

RQ3 showed that the literature offers many safeguards, but no single method covers the
complete assurance problem. Federated and distributed learning was the most frequent
solution family, appearing in 99 studies, followed by explainability and interpretability
in 98. Trust, reputation and assurance mechanisms appeared in 68 studies, blockchain
and distributed ledgers in 63, and standards or interoperability approaches in 62. Privacy-
enhancing technologies and security or robust-learning controls each appeared in 51

studies [249], [255], [296].

The main conclusion is that trustworthy network Al requires layered assurance.
Federated learning supports data locality, cryptographic and privacy methods protect
data and updates, explainable Al supports inspection, robust learning and zero-trust
controls protect integrity, blockchain can support provenance, and runtime controls can
preserve intervention and fail- safe behavior [120]. Governance frameworks and
standards are needed to define roles, evidence and conformance procedures [123], [189],
[214]. The strongest proposals connect prevention, transparency, monitoring and
accountability. Privacy standards for federated systems also show that technical
safeguards must be linked to common interfaces and auditable processes [58], [30],

[200], [282].
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9.4 Remaining Research Gaps

The answer to RQ4 is that the largest gaps concern Al-native 6G control, realistic validation
and lifecycle accountability. The most frequent gap category was 6G architecture and Al-
native control, identified in 103 studies. Security and adversarial resilience gaps appeared in
93 studies, privacy gaps in 77, scalability and resource constraints in 72, safety or runtime
assurance gaps in 67, sustainability in 59, and governance or accountability gaps in 51 [222],

[264], [299].

The central weakness is the distance between proposed safeguards and operational evidence.
The analysis identified 168 conceptual or survey-oriented studies but only 21 records with clear
prototype, testbed or real-world indicators. Controlled evaluation cannot fully represent multi-
operator networks, changing data, strategic attackers, legal conflict or human workload. A
second weakness is incomplete lifecycle accountability. Many studies focus on training or
inference, while fewer describe incident reporting, rollback, recertification and remedy.
Research on regulatory readiness and Al incident reporting shows why telecommunications
governance must identify responsible actors before deployment and provide procedures for
responding to harm [16], [17]. A third weakness is limited human-centered evidence. Fairness,
acceptance, contestability and meaningful oversight are often recognized but rarely evaluated

with users or operators [127], [171].

9.5 Contributions and Implications

The main contribution of this SLR is the integration of four forms of evidence that are often
examined separately. It maps the growth of the field, ranks its risks, classifies proposed
responses and connects them to remaining gaps. This sequence prevents frequency from being
confused with effectiveness. A risk may be widely recognized but poorly addressed, a method
may be frequently proposed but weakly validated, and a standard may exist without operational

monitoring or a clear route to redress.

For researchers, the findings support reproducible, cross-layer and lifecycle evaluation. For
operators, they Emphasize the need to combine cybersecurity monitoring with model
governance, explanation, incident response and human intervention. For vendors and

developers, they highlight documentation, update provenance and transparent limitations. For
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regulators and standards bodies, they support common assurance artefacts, interoperable audit
evidence and clear responsibility maps. Emerging approaches such as sovereign Al, secure
trust frameworks and network digital twins may support this development, but they also require

governance of their own [61], [269], [294], [38], [59].

9.6 Limitations and Future Research

The conclusions should be interpreted in relation to review design. The final corpus was created
through title-and-abstract assessment rather than complete full-text screening of every article.
Abstracts may omit secondary risks, standards, limitations and implementation details. The
searches were also limited to English-language publications from IEEE Xplore, Springer,
ScienceDirect and Web of Science. Relevant standards documents, policy reports and work in
other languages may not be represented. The period ends in June 2026, and the 2026 count is
not directly comparable with complete years. In addition, the risk and solution categories were

non-exclusive, so their percentages did not come to 100%.

Future research should create shared datasets, attack scenarios, benchmarks and validation
ladders for trustworthy network Al. Multi-operator testbeds should evaluate safeguards under
drift, failure, malicious participation and resource constraints. Responsibility should be
mapped across data providers, model developers, vendors, operators, service providers and
public authorities. Explainability should be assessed through real decisions, because an
explanation has practical value only when it can be understood, challenged and used for
corrective action. Continuous assurance is also required for Al-native and agentic networks,
including runtime constraints, update provenance, incident triggers and safe rollback [85],
[120]. Finally, sustainability and inclusion should become measurable assurance requirements
through lifecycle energy, affordability, accessibility and distribution-of-benefit indicators

[203], [228], [270].
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9.7 Final Conclusion

The overall conclusion is that ethical alignment in Al-enabled 5G and 6G networks cannot be
achieved through a single algorithm, security control or policy statement. It requires
coordinated technical, organizational, legal and human safeguards across the full lifecycle.
Literature has made substantial progress in recognizing risks and proposing methods, but the
evidence remains fragmented and many solutions have not been validated under realistic
conditions. As Al moves from supporting isolated tasks to directing Al-native network
behavior, trustworthiness must become part of architecture, operation and governance from the
beginning. The central challenge is not merely to create more intelligent networks, but to
ensure that their intelligence remains secure, understandable, contestable, governable and

aligned with the people and communities that depend on it.
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