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H napovoa epyacia arotedel mvevpatikn| wioktoia tov gottn [etord [Térpov-Tidvvn
OV TNV EKTOVNGE. £TO TAAIG1O TNG TOMTIKTG AVOIKTNG TPOGPacng o
oLyypapéas/dnuovpydc exympel oto EAIL pun amokAelotikn ddgta ypnong Tov
SIKALDOLOTOG AVATOPOYOYNS, TPOGUPLOYNS, ONUOGIOL SOVEIGLOV, TOPOVGIOGTC GTO KOO
KoL YNOLOKNG O1byuoNG TOVG dEBVMS, G€ NAEKTPOVIKT LOPON KOl GE OTOLOONTOTE LUEGO,
Y1 SIBOKTIKOVG KO EPEVVNTIKOVG GKOTOVG, GVED OVTOALAYLOTOG Kot Y10 OAO TO XpOVO
OLAPKELNG TV OTKOLOUATOV TVEVUOTIKNG 10toKTnoioc. H avolkt tpdsPacn oto mAnpeg
KEIUEVO Y10 LEAETT) KOl VAYVMOT €V GTLLOIVEL KOO’ 010VONTTOTE TPOTO TOPOLYDPNOT)
OKOLOUATOV S1oVONTIKNG 1O010KTNGIOG TOV GLYYPUPEN/INUIOVPYOL OVTE EMTPENEL TNV
VOTOPOY YN, AVAOTLOGIELGT), AVTIYPOQY], ATOONKEVOT|, TOANGT, EUTOPLKT| XPNION,
peTddoo, dlavopy, EKO00N, EKTEAEDT, «ueTapoptwon» (downloading), «avéptmon»
(uploading), petdepoot, TPOTOTOINGT LE OTOLOVONTOTE TPOTO, TUNUATIKA 1] TEPIANTTIKA
™G epyaciog, ympig ™ pntn TPonyovUEVT £YYPOAPT GLVAIVEST] TOV
ovYypaeéa/onuovpyod. O cuyypapéag/onuovpyog dtatnpei 1o GHVOAO TV NOKOV Kot
TEPLOVGLOKMY TOL OIKOLOUATOV.
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Apiepawvetar oty yovoika pov, yio v aolaieinty nikn kor ovvaicOnuotixny

atipiln TOv UOV TPOTEPEPE UETO. TE TOLD ODOKOAES TEPLOAOVG.
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[1epiAnun

H napovoa epyacio eetdlel pio mbovn epoproyn TV YPoeNUATOV YVOONS, OE
ocvvovacpd pe Meydio I'hwoowd Movtéra(Large Language Model - LLM), yio v
aviyvevon potipov enibeong oe vroloyiotikd diktva. Ta ypagnuata yvoong
GULVIGTOVV EVOAAAKTIKO TOPAOELYOL CVOTOPAGTACTS TANPOPOPING, GTO 0Toio Ot
OVTOTNTEG KOIKOTOL0UVTOL MG KOUPOL Kot 01 HETAED TOVG OYEGELS MG OKUEG EVOC
YPAPOL - GE AVTIOOTOAN TTPOG TIC GYECLOKES PACELS OEdOUEV®V, OTTOV 1) TANPOPOPia

OPYOVMVETOL GE TIVOKEG KOl GUGYETICELS.

Emyepovpe ota mhaiolo ¢ epyaciog vo LOVIEAOTONGOVE TNV SLaOIKTLOKT Kivnon
o¢ eninedo TCP/IP Baoet evog Tp@tdTLTOV 0VTOAOYIKOD TANGTOV. ['lot To 6KOTd NG
épevvag €xet nuovpyndet to mpoypappa PcapToKG, to omolo ektedlel eaymyn
nAnpoeopiag and apyeio .pcap, Ta epmhovtilet pe aGvtinon minpopopiag amd API
YEWEVTOMIGLOV KOl TEAOG TO. amoOnKevEL 6€ Ypdonua yvoons. To mapoayouevo
ypaenua dtacvvocetar otn cvvéyewn pe LLM péow e&umnpetn MCP, emtpénovtog

TNV EKTEAEON EPMTNUATOV GE PLGIKN YA®GGA TPOg TN Paon dedopévmy.

H viomoinon éywve pe avTIKELEVOSTPAPT TPOYPOUUATIOUO GE YA®GGo Java,
YPNOCLOTOLMVTAG T UNyovy Ypoenuatov Neodj yia ) dtoyeipton Tov Ypoenuatog
yvoongs. Qg LLM ypnoworomdnke 1o povtédo Claude g Anthropic.

H a&ohdynon g amodoTikdtntag G TPoTEVOUEVIG LEBOdOV dlevepyn ke HEG®
oLYKPLoNG TV £E000V Tov LLM e avopeVOUEVES KOTIYOPLOTOOELS, Y10 apyeiol e
YVOOTY €K T®V TPOTEPMV ETIKETA (KakOBovAn 1 kokonOng kivnon). Ta
TPOKOTOPKTIKA OTOTEAEGHLOTO KATAOEWKVVOVV akpifeta (accuracy) tng TaEEMG TOV
0,73 éw¢ 0,83, avéroya pe v Omapén 1 un dedopévev acpareiog. Qotdc0, T0
HéyeBoc Tov delyLOTOC TOPAUEVEL TEPLOPIGUEVO, KOl KPIVETOL avarykaio 1) ETavaAym
TOV TEWPAATOC GE EKTEVEGTEPO GUVOAO OESOUEVAV Y10, TNV EEQYMYT CTATIGTIKA

a&10TIOTOV GUUTEPACLATOV, KOOMG Kot GUYKPLoN LE CNUELD 0VapOPAC.

A&Eerg KAe1010:
LLM, I'papriuota I'voong, KuPepvoasedaieia, Aiktva Yrnorloyiotdv Java, Neodj
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Abstract

This paper examines a potential application of knowledge graphs, in combination with
Large Language Models (LLMs), for the detection of attack patterns in computer
networks. Knowledge graphs represent an alternative method for information
representation, in which entities are encoded as nodes and the relationships between
them as edges of a graph - in contrast to relational databases, where information is

organized into tables and relations.

Within the scope of this work, we attempt to model internet traffic at the TCP/IP level
based on an original ontological framework. For the purposes of the research, the
program PcapToKG was developed, which extracts information from .pcap files,
enriches them by retrieving data from a geolocation API, and finally stores them in a
knowledge graph. The resulting graph is then connected to an LLM through an MCP

server, enabling the execution of natural language queries against the database.

The implementation was carried out using object-oriented programming in Java,
utilizing the Neo4j graph engine for knowledge graph management. The LLM used

was Anthropic’s Claude.

The efficiency of the proposed method was evaluated by comparing the LLM's
outputs against expected classifications, using files with a known label assigned in
advance (malicious or benign traffic). Preliminary results demonstrate an overall
accuracy of approximately 0.73 to 0.83, depending on the presence of Security
information. However, the sample size remains limited, and it is deemed necessary to
repeat the experiment on a more extensive data corpus in order to draw statistically

reliable conclusions, as well as comparison with baseline.
Keywords:

LLM, Knowledge Graphs, Cybersecurity, Computer Networks, Java, Neo4j
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HOw ko Agovroroyia Xprjong

210 TAOIG10 TNG TAPOVGAG TTUYIOKNG EPYOGIOC, 1] P01 EUTOPIKDOV VINPECIDV
yvewevromopov IP (IP geolocation) yia tnv dviAnon otoyyeiov 6mwg hostname ko
YEOYPOUPIKT TOTOOEGTO TPOYLOTOTOMONKE ATOKAEIGTIKE Y10 KOO UOTKOVS Kol
epeuVNTIKOVE okomovs. Ta dedopéva IP mov avaivonkay Tpoépyoviot amd avolkTd,
onuoota dtabécia apyeio kaToypaeng StkTuaKNg Kivnong (.pcap), to omoia Exovv
dNpoctevdel amd TOLG KOTOYOVG TOVG Y10 EKTALOEVTIKY KOl EpELVNTIKY Xprion. H
eneepyacio TeEPOPIGTNKE GE TEYVIKA LETUOEIOUEVA SIKTVOV KOl OEV EMIIMYOMNKE N
TOVTOMOINOT PUOIKAOV TPOCHTMY OVTE 1) GLGYETIOT T®V dlevBvvoewv IP pe
OLYKEKPIUEVO ATOLO: TO GTOLXEIN YEWEVTOMIGUOD OVTILETMOTIGTNKAY G OEOOUEVA GE
eMined0 SIKTVOV KOl OYl WG TPOCOTIKA dEGOUEVO TAVTOTOM GV XPNoT@OV. Kab’ 6An
™ SudpKela TG epyociog TPNONKaY ot apyES TG EAAYLGTOTOINGNG dedOUEVOV, TG
OVOAOYIKOTNTOG KO TOV GKOTOV, GOUG®VA Le TO TveL o Tov ['evikov Kavoviopot yuo
v [Ipootacia Aedouévav (I'KIIA / GDPR), evd 1 xprion TV EUTOPIKGOV VINPECIOV
£yve o€ GLUUOPEMOT LE TOLG OPOLG xp1IoMG ToVG. Ta oTotyein TOL TPOEKLY OV
AVOPEPOVTOL ATTOKAEIGTIKA Y10 TV EMIGTNUOVIKY TEKUNpiwon g pebodoroyiog Kot
TOV EVPNUATOV, YOPig TPpOBeoT TapakorovOnong, ctoyomoinong 1 PAAPS

OTOLOLONTTOTE POPEN N TPOGMITOV.
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1. Excaywyn

H JSwpknc eméktacn ToV VTOAOYIOTIKOV OIKTO®V Kol 1 HETAPOPH OAOEVQ
TEPLOCOTEP®V VINPECIOV G ASIKTLOKE TEPPAALOVTO EYOVV AVENCEL GNUAVTIKE TOV
OYKO Kot TNV TOATAOKOTNTA TNG Tapayouevns diktvakng kivnong. [HopdAinia, ot
KuPBepvoemBEcelg e£EMTOOVTAL TOGO MG TPOG TIG TEXVIKEG TTOV YPTCLUOTOI0VV OGO Kol
®G TPOS TNV IKOVOTNTE TOVG VO ATTOKPVUTTOLY TNV KOKOPOVLAN dpactnpldtnTa HEGH GE
peydaro TAN00C PUOIOAOYIKAOV EMKOVOVIOV. [0 Tov Ady0o avtd, 1| £yKaipn avayvaopion
VTONTOV HOTIPOV OmoLTel T GLAAOYN, TN GLGYETION KOl TNV EPUNVELR OEO0UEVOV TOV

TPOEPYOVTOL OO JLUPOPETIKEG TN YEGS.

To apyelo xotaypaeng mokéTwv, OTMC To apyeio. . pcap, mEPEXOVV OVOAVTIKEG
TANPOQOPIES Yo TNV Kivnon £vog dktHov. e avtég mepthapfdvovtar ot dievbovoeig IP
TPOEAEVOTNG KOl TTPOOPIGHOV, Ol YPNOLUOTOOVUEVES OVpEC Kol T TPOTOKOAAW, O
YPOVOG emKovoviag, o opluog kot to péyedog tov maxkétwv, kobdg Kot GAAL
YOUPOKTNPLOTIKA TOV SIKTVAK®V cuvdésewv. H eEétaom TV dedopévov antdv umopet
Vo amoKoAVYEL eVOEigels aovuvnOotng 1 KakOfovAng dpactnprottoas. Qotdco, M
avOIALOT HEUOVOUEVOV TOKETMOV Kol 1 Owyeiplon HeYyAOL OYKOL KATOYPAPDV
amoTeEAOVV GUVOETEG dladIKaGIES, W01aiTEPA OTOV ATOLTEITOL 1] GLGYETION TOV TEYVIKDV

OEOOUEVMV e EEMTEPIKEG TTANPOPOPIEG Kot YVwoTd potifa embécemv.

Mo eVOALOKTIKY) TTPOGEYYIoN €lval 1 ovomopdotocn Tov SedoUévov GE HOPON
YPOPNLATOG YVAONG. X€ EVA YPAPNLO YVAOONGS, 01 BAciKEG OVTOTNTEG avamTapioTaVTOL
®¢ KOpPor Ko ot peta&h TOvS GLOYETIcES MG OKUEC. Me avtdv tov Tpdmo, Ot
dtevBuvoelg IP, o1 vmohoyiotég, ot BUpec, o1 SIKTVLOKES GUVOUIALEG, Ol YEWYPOUPIKES
tomofeaieg kot Ta ovopata DNS dev e€etdlovion wg aveEdptnTeg £YYPOPES, OALL ®C
ouvoedepéva otoyelon evog eviaiov miousiov. H ypagoxevipiky] avoamapdotoon
EMTPENEL TNV OMOTOHTOON TOV CLUUEPOULOUEVOV TNG OIKTLOKNG OPACTNPLOTNTAS Kot
SlELKOAVVEL TNV avalNTNomn oYEcE®V Kal LOTIPwV Tov eVOEXETOL VO UV lval dueca

EUQOVN KaTA TNV EEETACT TOV OPYIKOV KOTAYPUPDV.
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Xmv mapovoa epyacio oxedtaletol Kot vAomoteital To cvotnua PecapToKG, to onoio
petacymuotilel dedopéva SKTLOKNG Kivong amd apyeia . pcap oe ypaernua yvoonc.
To ocvomua avaAdel To KOTOYEYPOUUEVO TOKETO, OCULYKEVIPOVEL TIG EMUEPOVG
EMKOWVOVIES G€ OIKTLOKES GUVOLIALEG Ko €EAYEL EMAEYUEVES TANPOPOPIES OYETIKES LIE
T1G 01evBvveelg IP, Tig Bvpeg, Ta TpOTOKOALN Kol TOV OYKO TNG Kivnong. Z1n cuvEyeLa,
ol mAnpoopiec avtég gumiovtilovtal pe mpocheta dedopéva, OMMG YEMYPOUPIKY|
tonofecio, hostname, otoyeio DNS, mbBavn yprion VPN kot dwobéoipeg evoeilelg
acpolreiog. Ta dedopéva opyovdvoviol GOUE®VO HE €va TPOTOTUTO OVIOAOYIKO

mAaiclo Kot amodnkevovrot 6t faon Ypaenuatwv Neodj.

H oamobrjkevon tng Owktvokng mAnpoeopiag o€ yplonuo yvaong emTpémel 1
OLYKEVTPMOT] SLUPOPETIKMV TEYVIKMV KO TEPTYPAPIKDOV YOPAUKTNPIOTIKMOV G Uiol KOV
avaropdotacr. o moapdoetypa, po dievbovvon IP pmopel va ocuvdebel pe évav
VTOAOYIOTY, [0 YE@YPOPIKN TEPLOYN, Evav Thpoyo, Eva dvopa DNS, cuykekpyuéveg
B0pec Kot TIg GuVOIAES 0TIG omoieg GLUUETEXEL. O1 GLOYETIOELS VTEG TTOPEYOLV EVal
EVPVTEPO TAAIGLO YioL TNV EPUNVELN TNG OPAGTNPLOTNTOG Kol UTopovv va fondncouvv
ot SIKPLoN UETOEL UG UEUOVOUEVNG VTOTTNG EVOEIENG Kot €vO¢ Mo ovVOETOL

potifov cuumepLpopds.

[MopdAinio, n oavarntoén tov Meydhov Moooikov Moviélov dnuovpyel véeg
duvatdTTEG Yoo TNV OAANAETIOpaoT He GOVOETEC TNYEC OEOOUEVOV HEGH QPLGIKNG
yAdooag. 'Eva t€to10 povtédo pmopel va cuvovalel mAnpoeopieg, vo evtomilel mbavég
OLGYETICELG KOl VO OUTUTTAOVEL EMEENYNOELG OYETIKA IE Ta, dOedopéva ov e€etdlel. H
xpnon evog LLM yopic mpdoPacn oe ocvykekpyuéva kot eAéyCipa  dedopéva
OLVOOEVETAL, OGTOCO, O KIVOVVOUS, OTMG 1] TOPAYMYY| YEVIKMV 1| U1 TEKUNPLOUEVOV
amovtioewv. [0 Tov Tepoptopd avToL ToL TPOPANUATOSG, GTNV EPYAGIO TO YAOCGIKO
HovTéLD O0ev AapPavel amevbeiag To GHVOLO TV APYIK®V OPYEIOV KOTAYPOPNS, OALA

OmOKTA EAEYYOUEVT TPOGPOGT) GTO OPYOUVMOUEVO YPAPTLLO YVDONG.

H dwaevvdeon mpaypatonmoteiton péow e&vnnpetnti Model Context Protocol (MCP).
Méow tov MCP, 10 povtého Claude tng Anthropic pumopet va vrofdAiel epotipoto
1pog T Neodj Kot vo, avoKTa ETAEKTIKA TIG TANPOPOPIES TOV Elval avoyKOoIES Yol TNV
avdivon kabe Kataypagns. ‘Etot, eetaleton n duvatdtnta evoc LLM va a&lomotel tig

OY£0E1G TOL YPOPNUATOC, VO, GUVIVALEL OEGOUEVA SIKTLOKTG KIVNoNG Kol EUTAOVTIGLLOV
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Kol vo, EKTIUG ov o katoypagn speaviler evoeifels KakOBovAng 1 @LUGIOAOYIKNG

dpPaCTNPLOTNTOC.

H mpotewvopevn mpocéyylon aflodoyeitor o apyele .pcap pe yvootmy &K tov
TPOTEP®V Kot yoplomoinon. Otv amaviioelg Tov HOVIEAOL GLYKPIvOvIOL HE TOV
TPOYUATIKO YOpaKTNPIoHO KB KaToypagng kot eetalovton e PAoT TG TEPIMTMOCELS
oAnbog Betikdv, yevdmg BeTikdV, 0ANODS aPYNTIKOV KOl YELOMG OPVNTIKOV
arotedecpdtov. Emmiéov, diepevvovior mn emidpacn twv mpocHetwv dedousvav
ACQOAELQG, M ETOVOANYILOTNTO TOV OTOVINCGEDV KOl 1| ELGAVIOT UT TEKUNPLOUEVOV
WOYLPIOUOV N TapoicOncewv. Me autodv tov TpoOTo, 1 epyacia dev meplopiletar otV
TEYVIKY] VAOTOINGN TOL GLGTNWATOS, OAAG eEeTtdlel Ko Tov Pabud otov omoio 1
oLVOLAGHEVT XpNoT YPoPNHaTOC Yvdong Kot LLM pmopet va vrootnpi&el aidmota

NV avEALGN SIKTLOKNG OPUGTNPLOTNTOC.

H mopovoca perétn amotelel epeuvnTikny amdoelln €PkTOTNTOG KOl Ol TANPES
EMYEPNOLOKO cVoTN A aviyvevong etlofordv. H mpotevopevn pnébodog dev amookomel
OTNV  OVTIKOTAOTOON TOV eEEOKEVUEVOV  €PYOLEi®V  OvAALONG TOKETOV, TV
CLOTNUATOV aviyvevong emBécemv N ™G Kpiong £vOG avaALT KUPEPVOUGOAAELOG.
Avtifeta, Olepevvd koTd TOGO £vol YPAPNUO YVOONG UTOPEL VO AEITOLPYNOEL MG
EVOLOUECO EMIMEOO OPYAVAOONG KOl GLOYETIONG TNG OIKTLOKNG TANPOPOPIaG Kot KOTA
1660 évo LLM pmopet va a&lonomoet autd 1o eXInESO Yo TNV TOPUy®yN KOTOVONTOV

KO TEKUNPLOUEVOV EKTIUGEWDV.

1.1 Xtoyor

Y1606 TG epyaciog elvar 1 dnpiovpyio evOg GVOTHUATOG TOL Ba TaPAyEL £val
YPAON L YVOONS 6TO 0mo{0 B0 ATOTLTMVOVTUL GTOXEVUEVES TANPOPOPIES TTOV
umopovv va, e&oy@ovv amod .pcap apyeio Boel EvOg TPOTOTLTOL OVIOAOYIKOD
mAouciov kot n aloAdynon tov cvetipatog pe ) ypnon LLM, to omoio Ba kinbel va

ATOPOGIGEL OV KOTA TNV KOTOYpaen VIapyel mhovn emibeomn 1 OxL.
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H e€avtintikn avdivon maxétwv givor pia waitepa axpipn dtadikacio 6Gov apopd
N (PNON VIOAOYIGTIK®OV TOP®V. [t avTd, otV mapovca epyasio Oa egTtdcovpe
Katd mOGo etvan £Q1kto va damiotmdcet va LLM v dmapén kakoBoviov Aoyiopkon
o€ £vay VTOAOYIGTN 1 O1KTLO av, avTi TNG EAVTANTIKNG OvOALGONG, EEAYOVILE KOUUATLOL
TANPOPOPIOG OTO TNV KATOYEYPUUUEVT] KivoT), TO EUTAOVTICOVUE HE EEMTEPIKEC
TANpoPopies ko Ta TomodeTcovpe o€ Ypdonua yvoons. Ot arokpicelg tov LLM Oa
€€ETOOTOVV GE MTEWPAUATIKES KATOYPUPES LE ) XOPIg TV DTapEn kakOBovAov

AoyiopKoD.

ATd T0 OMOTEAEGOTO TNG TEPOUUOTIKNG Stadikaciog avapuévovpe va eEdyovpe
GUUTEPAGLLOTA Y10 TO KATO TOGO 1| KOTOY POPT) GE YPAPT O YVAOGCNG EIVOL TKAVT), GE
ouvovacud pe dtbéatun TAnpoeopia Yo poTifa Kot TaKTikéEg embécemy, va
OULVEICQEPEL GTNV AVAYVAOPLON EMOEGEDV GE VTOAOYIGTIKG GUGTHLOTO, KOUOMDG Kot
TOVG TTEPLOPIGLOVG TTOL TPOKVTTTOLV Ao T péEBodo avth. EmmAéov Oa eEetactel 1
GLUTEPLPOPE TOV LOVTELOL GE PUGLOAOYIKT] SLAOKTVAKN Kivnon, KaBdg Ko n

EMOVOANYIUOTNTO TOV UTOTELEGULATWV.
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1.2 AvdpOpowon Epyaociog

H napovoa epyacio opyavovetal o evvéa Kepdlota, Ta oroio akoAovBovv
dradoykn mopeio amd tn Oepntiky Oeperinon Kot ToV oYeSOGUO TOV GLGTHLOTOG
£mG TNV LAOTOINGN, TNV TEPAUATIKT AELOAGYNOT KoL TV OTOTIUNGY| TOV

OTOTEAECUATOV.

>to0 Kepdraro 1 mapovsidloviat 1o avtikeipevo, To peuvnTiKd mAaiclo Kot ot
Bacukol atoyol g epyasciog. [leptypdpeTon GUVOTTIKA 1| TPOTEWVOUEVN TPOGEYYIOT,
COUPOVA LLE TNV OTTO10 OEOOUEVA OIKTLOKNG Kiviiong petaoynuatilovtal 6e ypaenuo
yvoong kot a&torotovviot omd Meydho I'Awooikdé MovtéLo Yo TV avayvopion

mhavav evoeifemv KakOBOVANG OpaGTNPLOTNTOC.

>t0 Ke@draro 2 avoantucoetat to Oempntikd vwofabpo mov gival amapaitnto yo v
Katavonomn g tpotevopevng pebddov. Apykd mapovcstaloviat Pacikég Evvoleg Tmv
SIKTO®V VTOAOYIGTMV, OTTwg 1) dopun TV Takétwv TCP/IP, ta apyeia katoypagpng
dkTvoK”NG Kivnong, To DNS, o yemevromouog dievbovoewv IP kot n xpron eikovikav
WOTIKOV OKTOOV. 211 cvvéyela e€etdlovtan facikd nuota KuBepvoacpdietiog
kot topovstaleton o mhiaicto MITRE ATT&CK. To kepdAoto olokAnpmdveToL pe TNV
TOPOVGINOT) TOV OVTOAOYLDV KLUBEPVOUGPALELNS, TWV YPAPNUATOV YVAOONG KOl TOL
Model Context Protocol, to omoio ypnoiponoteital yio ) Sl0GUVIEST] TOL

yYpapnuatog pe 1o Meydro I'hwooikd Movtéhro.

Y10 Kepdraro 3 meprypdopeton o oxedtocpog tov cvotinuatoc PcapToKG.
[Mopovcialetal To OVIOAOYIKO LOVTELO TTOV YPTOLUOTOLEITOL Y10 TV OVOTAPACTOON
TOV 0E00UEVAOV, KAOMOG KOt 1) GUVOAIKY| OPYLTEKTOVIKY] KOl 1] pOT) AELTOVPYING TOV
GLOTNHOTOG. AVaADOVTOL 01 BaCIKEC AEITOVPYIKEG HOVASEG TTOV elvan vTeEHOLVES Y1
NV aVAYVOoT ToV opyeimv . pcap, n cLYKEVIPOGOT TOV TOKETOV G SIKTVUKES
oLVOUIAIEG, TOV umAoLTIoUS TV devBuvoemv IP kot v amobnkevon twv
dedopévmv otr Paon ypaonudtwv Neodj. [Tapovsialetar emiong 1 dtacvvoeon g

Baong pe to LLM péow eEumnpetnty MCP.

10 Ke@draro 4 mapovsialovor n pebodoroyia avamtuéng kot ta epyoieio mov

YPNOLOTOmONKAY Yia TNV LAOTOINGT ToL cvotuatoc. Edwotepa, meptypdpovtal 1o
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Wireshark, n yAdooca npoypappoticpov Java, to IntelliJ IDEA, to Maven, 1
BiBAoBNKkn Pcap4j, o1 ipriodrkeg emkotvmviog e S1AOTKTLOKEG VIINPECIES, N
PostgreSQL, n Neo4j kot to povtéro Claude g Anthropic.

10 Ke@draro 5 avorvetar n viAomoinon tov cvotipatog. [lapovsidlovror ta
TPOUTOLTOVUEVO EKTEAECTG Kot 01 BOGIKES KAAGELS TNG EQPOPLOYNG, KAODS Kot Ot
peta&d Tovg aAAnAemidpacelc. [leptypdpeton emiong Eva OAOKANPOUEVO TOPASELYLLOL
ektéheonc, amd v eneepyacio vOg apyelov KaToypaPng EmG TN dNoVPYic TOL
avtioToryov ypaenuatog yvoonc. Télog, mapovsialoviol 1) eykatdotoacn tov MCP

Server kot 1 katdAAnin dtopdpewon tov Claude yio tnv vTofoAn epOTNUAT®OV TPOG

™ Baon.

Y10 Ke@draro 6 meprypdopovior n pebodoroyio a&1oA0YNoNG Kot T, TEPOLATIKG
dedopéva. AvalveTon 1 SlodKacion ETAOYNG TOV ApYEI®V KOTAYPOPNG Kot
kaBopilovrar Ta kpitipla pe faomn ta onoio a&loAoyohvtal ol amoKPIGELS TOV
povtédov. E&etalovtat ol mepintdoelg aAndmg BeTikdv, yeudmg BeTiKdY, aAn0dg
OAPVNTIKOV Kol YELODG APVNTIKOV OTOTEAEGLATOV, KAOMS KOl 1) ELEAVION
napocOnoewv, 1 eTidPOoT TOV SEGOUEVOV ACPUAEING KO 1] ETAVOANYILOTNTO TOV

OTTOVTT|CEWV.

>10 Ke@draro 7 mapovctdlovtol To OmOTEAEGUOTA TG TEPALATIKNG SL0OKOGTOG Ko
N epunveia toug. [epriapPdvovrot To avaALTIKE KOl T0L GLYKEVTPOTIKA
OTOTELEGULATO, Ol TIVOKEG GUYYLONG KOl Ol TOPATNPNCELS TOV TPOEKLY AV Y10 KAOE
egetaldpevo apyeio. Emmiéov, a&roroyovvrar n akpifeta kot ) otabepdmra twv
OTOKPIGEMV, 1] GUVEICQOPE TMV OESOUEVOV OCPAAELNG, T OLOIOUOPPIL T®V
OTTOVTICEWV KOl 1| GUVOALKT] GUUPBOAN TOV YAMGGIKOD HOVTEAOD GTT O1AOTKOGT0L

avaAvomnG.

10 Ke@draro 8 xataypdpovtal ot actkég TPOKANGELS KOt 0L TEPLOPIGUOT TNG
npotevOueVNG Tpocéyyione. E&etdlovtan mpofAnpato mov oyetiloviot pe tnv
KOTOYpa(N Kot TNV avAaALoT TG OIKTLOKNG KIvong, TNV Tot0TNTo. TMV 0E00UEVOV
YEWEVTOMIGLOV KOl ACPAAELOS, TNV OTOOKEVOT GTO YPAPN L YVACNGS, TOV

OVTOAOY1KO GYESOGLO, TO TEPLOPIGUEVO HEYEDOC TOV TTEWPOANOTIKOD OELYLLOTOG Kot TN
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ocvuneplpopd tov LLM. IapdaAinia, dtaturdvovtol TpoTtdoelg yio ) PeAtioon kot

TN HEALOVTIKT EMEKTOGT TOL GUGTHUOTOG.

Téhog, oto Kepdraro 9 mopatifevrol To mapaptirata g Epyaciag. Xe oautd
nePLOUPAVOVTOL O TNYOIOC KOIKAG TMV KUPL®V KAUGEWDV TNG EPOPLOYNG, EVOEIKTIKEG
AmoKPicELS TNG VINPEGIOG YEWEVTOTIGHLOD, amoTEAEGHATO Kot amoKpicelg Tov LLM,
otoeio dtopopemwong tov Claude kot 1 avaAvtiky Tapovsioon g ovroroyiog. H
gpyacio olokAnpovetot pe tn PipAtoypaeio Tov ypnciportomdnke yuo ) Bewpntikn

KOl TEXVIKT] TEKUNPI®OT| TNC.
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2. YoPBabpo

2.1 Aiktva Yohoylot®V

Ot Baowkég teyvoroyieg Kot To TPOTOKOAAX OV VITOSTNPIlovY TNV EMKOVOViL
HETOED VTOAOYIOTIKOV GLOTNHATOV Oewpodviol yvootd. Xtnv mopodoa evotnta
Tapovotdlovtol cuVOTTIKE Uovo exeiva Ta oTolXElol TOV GUVIEOVTAL GUEGO LE TN
oyedlaon kot T Asrtovpyio Tov cvotiuatog PcapToKG. Ewwotepa, eEetdalovion ta
nedloa tov maxétov [P kot tov tunudtov TCP mov aflomowobvtonr katd tnv
eneéepyacia, o yemeviomouog otevbvveewv IP, o porlog tov DNS kot twv VPN otnv

epunveio g kivnong, kabdg Kol 1 Lopen TOV apyeimv Kataypapng .pcap.
2.1.1 Avarouio. evog maxétov IP/TCP

H doun evog maxétov 1P kon evog tpunqpatog TCP eivan gvpémg yvooty. Qotoco,
KPIVETOL YPNOIUN UL GUVOTTIKY avapopd 6T Tediot Tov mapovstdlovy 1daitepo

EVOLAPEPOV YO TNV TTapoVGa EPYACTIaL.
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20-60 bytes

Eixova 1: Aoun qunuarog TCP (GeeksForGeeks)

Yeg éva tuquo TCP evBviokdvovtor to dedopéva mov €yovv mopoaydel ko
KodwkonomBel amd ta avodtepo emineda tng otoifag mpotokOAA®Y. [TapdAinia, n

emkepaAido TCP meprhapfaver ta akdAovOo Pacikd wedia:

1. ®Vpa poérevong (Source Port).

2. ®Vpa tpoopicpov (Destination Port).

3. ApBuég oepdg (Sequence Number).

4. ApBpdc emPePaimons (Acknowledgement Number).
5. MéyeBog emkeparidog (HLEN).

6. Znuaieg eréyyov (Control Flags).

7. MéyeBog mapabvpov (Window Size).

8. ABpoiopa eréyyov (Checksum).

9. Agikng enetyovrog (Urgent Pointer).

Ao T0 Topamdve media, 1O104TEPO EVILOPEPOV Yol TO GVGTNIO TOPOVGLALOVY 01
BVpec Tpoélevong Ko TPOOPIGHOY, KABMG UTOPOoVV Vo AEITOVPYNCOVY MG EVOEIEELS Yia

TIG VINPEGIES N TIG EPUPLOYEG TTOV GUUUETEXOLV GE Lia mkovavio. To vroloira medio
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dgv 0&l0TO10VVTOL APEGO GTNV TTOPOVGH LAOTOINGT, O)L ETELOTN GTEPOVVTOL YEVIKOTEPNC
onuaciog, aAAd ETEWON OEV EVIAGGOVTOL GTO EMAEYUEVO LOVTEAD OVOTOPACTOONG KOt
dev TAPEYOLV, LELOVOUEVE, ETOPKT) TANPOPOPIa Y10 TNV TOVTOHTNTA TOV EUTAEKOUEV®V

GLUGTNUATOV 1] Y10 TOV GKOTO TNG EMKOLVOVING.

PH: Presentation Header Data
............................................................... ’
Device A Device B

07 Application Layer Data

06 Presentation Layer Data PH

05 Session Layer c Data PH n".?a'; s

04 Transport Layer : . Data PH Honder Hesder 1
c $

03 Network Layer — Data PH Jﬂf; HI;:SN He'apder a

02 Data link Layer Data PH HHel;Iz:l‘;r Hzgger Helapder H':;‘ger

01 Physical Layer — 1011011011001010 —

OSI Model

Eicova 2: Movtédo OSI (GeeksForGeeks)

Avtictoya, amd v emkeeoiidoa [P a&omorobvtar kvpiwg ot devbovoelg 1P
TPOEAEVONG KOl TTPOOPIoHOV, KaODS Kot to péyeboc tov makétov. Ot d1evbiveelg
EMTPETOVY TNV OVAYVAOPIOT] TOV EUTAEKOUEVOV OKP®V TNG EMKOW®VING, EVO TO
péyebog cuuPaAlel oty eKTIUNGT TOV GYKOL SEJOUEVMV TTOV OVTOAALACGETOL HETAED
TV ovTictoy®v vroAoylotdv (hosts). Ot mAnpopopieg avtég amoteAovv T Pdon yio

TN GLYKPATNON TV GLVOUIALMVY TOV OTTOTLTTMOVOVTOL OPYOTEPO GTO YPAPT LD YVAOOTC.
2.1.2 I'ewevromouds IP kou ypnon Ewovikawv [oiwtikav Aiktdowv (VPN)

Ortav givor dtbéoun pa dtevbovon IP, pmopodv va ypnoipomomBovv epumopiiég
N avolKTéG PACELS OEOOUEVMV KOt OEMOPES TPOYPAUUATIOHOD gpapuoydv (APIs), ot
omoieg TapPEYOLV EKTIUNGELS Yo TN YE@Ypaplkn ¢ Tomofecia. Ot vanpeciec avtég
a&lomoobv dedopéva mov mpoépyovial, UETAED GAA®V, amd TAPOYOLS VLANPECIDOV
dwdiktvov (Internet Service Providers - ISPs). Xapaxtnpiotikd mopddstrypo amoteiet
n mpocéyyion Geofeeds, pécw tg omoiag ot mhpoyol Umopohv va. ONUOGIELOVY
TANPOPOPIES Y10 TIG YEDYPUPIKES TEPLOYES TTOV OVTIGTOLYOVV GTO GUVOAX 01ELOVHVGEMY

IP ov dwaxepiCovron (Kline et al., 2020).
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H axpipeia tov yemevromopov IP eivatl mepropiopévn kot cuvifwg dev vepPaiver
TO EMMEDO TNG TOANG, TNG EVPVTEPNS YEMYPAPIKNG TEPLOYNS N TG YXDpas. Katd koavova,
dev mapéyel afdmotn mAnpogopio e eminedo yertovidg 1 0d00. Xnv mapovoa
gpyooia, ®otdco, 10 (nroduevo Oev elvar M okpiPr|g QLOIKN TOmOBETNON 0G
oevbuvong IP, aAld M mopoaywyn mpdcbetwv cvuepalopéveov mov Umopodv Vo

ocuvekTiunBovv poli pe to VTOAOUTA YOPAKTNPIOTIKA TNG SIKTLOKNG OPAGTNPLOTN TGS,

Mo mopdadetypa, €vag opyaviopog mov dpactnplomoteital oty Abfva sivat
aVopUEVOIEVO VO AapPdvel onuoavtikd HEPOS ¢ Kivnong tov amd devbivoelg IP mov
vewevromiloviar otV ATTIKY, &vd elvol QLGLOAOYIKO va  gugovifovior Kotd
OLICTAATO Kol eMKOWVOVIiES amd dAlec yopec. Evag acvvnfiota vynAdg OyKog
Kivnong omd yewypapikn mTEPLOYY] TOL 0V GYETILETAL ELPOVOG UE TN OPACTNPIOTNTA
TOV OPYOVIGHOV UTopel va amoTeAécel EvOelln Tpog mepattépm diepevvnorn). H €vdeién
aVTY eV GLVIOTA VTOTEAN amdOEEN KAKOPBOVANG evEpYyelag, aAAd amokTd a&io OTav
ocuvovaletar pe Tig BOUPES, T GLYVOTNTA TOV ETIKOWVAOVIDV, TO OUPOUKTNPIOTIKA TOV

CLUVOLUALDV Kol TOL LTOAOUTA S1ABEGILOL OEOOUEV ACPUAELDG.

Ta televtaio xpovia Exel eniong edpotmbel n xpron Ekovikov [diotikdv Aiktoov
(Virtual Private Networks - VPNs) (Rames, Vyas, & Ensafi, 2022). Méow evog VPN, 1)
JIKTVOKN Kivnom tov ypNotn OPOUHOAOYEITOL HECH €ELTNPETNTOV TOV TAPOYOL, Ol
omoiotl gvdéyetal vo Ppickovtal 6e SLAPOPETIKN YE®YPOPIKN Tteployn. Katd cuvéneia,
n onuodcla devBvvon IP mov mapatnpeitor amd pio ATOROKPLOUEVN VINPEGTO dEV
avTiotolyel arapaitnto oty Tpaypatikn torobecio tov ypnom. H yprion VPN eivat
AmoAVTOG BT Y100 AOYOUS 1O1MTIKOTNTAG 1) AGQAAOVS OTOUOKPVGUEVNC TPOSPaoNS:
TOVTOYPOVA, OUWS, pmopel va a&lomomBel Kot Yo TV amdKpLYT| TG TPOEAEVLONG LLLOG
eniBeong. o tov Adyo awtd, n €voeiEn xpriong VPN avtipetoniletor mg mAnpoeopia

oLUPPALOUEVOV Kot Ol WG GUEGOC YOPAKTNPIOUOG KAKOBOVANG OpacTPLOTITOC.
2.1.3 DNS kou n Oéan tov otyv aopdlelo. vwoAoyIoTadV

To Domain Name System (DNS) emutpénet v aviiotoiyion avayvoolLo®v
ovopatwv meployng o€ oevbovvoelg IP. TMapdAinia, puropel va a&lomombel kol oto
TAOIc10 KOKOPOVA®V gvepyeldv. Evdewctikd, ot adydpiBuot snpiovpyiog ovoudtmv

nepoyns (Domain Generation Algorithms - DGAs) mapdyovv avtopotomompéva
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HEYEAO aplOpd OVOLAT®YV, TO OTTOL0L LITOPOVV VA YPNCLOTOINO0VV Yo TNV EMKOWVOVIa
HOAVCUEVOV cLOTNUATOV pE eEumnpetnTég doiknong kot eAéyyov (command-and-

control) (Drichel et al., 2021).

H ovoyétion pag devbvvong IP pe dvoua vroroyiom (hostname) eivor dvvarty
otav vmhpyel ovtiotoyn eyypaer avtictpoeng ovalnmmong (reverse lookup) otov
eEumpetn ) DNS. [Tapopota minpogopia propel vo mopéyetor Ko amd opiopéva APIs
vewevtomiopov. To dvoua DNS mov cuoyetileton pe pia dievbuvon IP dev emapket and
pévo tov Yo v aSloAdynon g, pmopet Opmg va ypnotpomombet yio m dactadpwon
TOV VIOAOWT®V GTOYEI®MV AGPAAELNG Kot Yio TV KOADTEPT KATOVONGT TOV POAOL TNG

OTNV KOTAYEYPOUUEVT] ETKOVOVICL.

INo mapaderypa, opropéveg dtevbvveelc IP mov avinkovv og TapdHYOLS VINPEGUDY
VEPOLG EVOEYETOL VAL £XOVV KOTOYMPLOTEL GE TNYEG PNUNG O KAKOPBOVAES, EMEON GTO
TapeABOV ypnotpomomonkay omd SaPopPeTIKd GLGTNUA 1| ¥PNOTH. AVTO pmopel va
00N YNGOEL 6 YELOMG OETIKES EKTIUNGELS Y10, VOULLES VTN PEGIEG TOL PIAOEEVOVVTOL GTIV
0w vmodoun.. H Omapén avayvopiocipov hostname 1 eyypoaeng oviictpoeng
avalnmong tpocbEtel emoUEVWOS YPNOO CLUPPALOUEVA, XOPIS V. amoTEAEL Amd LoV
™G €yyvmomn VOUUOTNTAS. AVTIGTOl(0, OVOUOTO TEPLOYNG TOV TOPAyovVTOL LE
acvvinOota 1 ampdPrento potifa (Drichel et al., 2025), kaBd¢ kot 1 omovcio
avapevopevev eyypaedv DNS, umopovv va amoteAécovv mpocheteg evoeilels, ot

omoieg mpémel va aloAoyodvIaL 6€ GLVOVAGUO LE T GUVOALKT OIKTLOKT) GUUTEPLPOPAL.

2.1.4 Apyeio katoypopns woxétwy (.pcap)

To apyeia Packet Capture (.pcap) ypnowomorodvior ywo. TNV amodnKevon
OIKTLOKNG Kivnong mov €xel Kataypogel HEC® TEYVIKOV cVUAANYNG TakéTov (packet
sniffing). A&lomotovvtan Kupiwg amd Unyavikovg SIKTH®V Kol OHAOES ACPAAELNS Yol
™V avdAvon ¢ emKowmviag €vog OIKTVOV, TOV  EVTIOMIGUO TPOoPANUdT®V

GLVOEGILOTNTOG KOl TN OlEPEHVNON TOAVAOV KEVOV ACPOAELNG.

Ta apyeio avtd propoHv va dnpovpynBovv pe epyareio 0nwg to Wireshark kot to
TShark. Tw xdBe moxéto KotoypdEOvVTOl ONUAVTIKEG TANPOPOPiES, OnMG Ot

dtevBuvoelg 1P mpoéhevong Ko mPoopioov, TO YPNOLLOTOIOVUEVO TPMOTOKOAAO, O
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YPOVOG KOTAYPOUPNG KoL, OVOAOYO UE TN OdKOGiot GUAANYNG, TO OEEALLO QOopTio
(payload) (Sysdig, 2026). H minpomta tov dwbécipmv nediov eEoptdtor ond to

onueio kataypoens, o epapuoldpevo @iltpo kol TO ov N EMKOW®Via &ivot

KPUTTOYPAPNLLEVN.

2ty mapovoa epyacia, Ta apyeio .pcap amoTeAoVV TNV TPOTOYEVT TNYT| OES0UEVOV.
To cvotnua dev emyelpel TANPT EMOE®PNON TOV TEPLEXOUEVOV KAOE TaKETOV, ALY
e&hyel emheypéva LeTaded0UEVA KOl TOL GUYKEVTPMVEL GE GUVOLAMES HETAED
devBvvoewv IP. H emloyn avt meplopilet v moAvmhokdtnta g eneEepyaciog Kot

EMTPENEL TNV ATOTVTMOOT] TOV PACIKOV GYECEMV TNG KIVIIONG GTO YPAPTLLOL YVDOONC.
2.2 Aoparero, YaoAOYI6TOV KOl AIKTO®V

H avéivon g diktvakng kiviong amoKTé ouclasTiKO VO 0TaV EVIOAGGETOL GTO
gvpOTEPO TAAIGLO TNG KUPEPVOACPUAELOG. XTNV EVOTNTO VTN TALPOLGLALOVTOL
GLVOTTIKA 01 GUYYPOVEG TPOKANGELS TOV ediov kot To TAaicto MITRE ATT&CK, to
omoio mapEYEL KON 0pOAOYIN YO0 TV TEPLYPOPT] TOKTIKADV Kl TEXVIKAOV EMIOECNG Ko

a&lomoteiton Katd Ty epunveio TV TEWPAUATIKOV ATOTELECUATOV.
2.2.1 H wpéyovoa kotdotoon e KoPepvoaoporeElos

H gvpeia diddoon tov Meydrwv I'howcoikdv Movtéhwv (Large Language Models
- LLMs) éyet emtayhvel v mopoyyn TAnpo@opiog Kot TV avanTuEn EQap oY@V Tov
Bacilovtol otig dSvvatdtnTég Tove. H e€EMEN avt) cuvodevETal OO VEEG TPOKATCELG
v TV KuPepvoaceaieto. Ao T pio TAELPA, T LOVIELN LTopovV Vo H1EVKOAVVOLY
™ Oonmuovpyic 1M TV Tpocapuoyn epyoreimv emibeong. Amd v GAAn,
YPNCLOTOOVVTOL GLYVA Yoo Tayeion ovamTuén AOYIGHIKOV OO YPNOTEG TOL OEV
dwbétovv mAvToTE TNV amoutoVUEVn gumelpio oe Bépata acpaiovg oyediaong. H
TPOKTIKN O0TN avagEpeTol ocvyvd ®g «vibe coding» (IBM, 2025) koi pmopet va

00N YNOEL GE EPUPLOYEG LE AVETOPKELG EAEYXOVG 1| U1 ERPAVEIC EVTADELES.

Mopdiinio, to LLMs kot yevikdtepo ot teyvikég Texyvmtig NompoobHvng
ONUIoOVPYOLV VéEG dLVOTOTNTEG Yio TV VIOoTNPEN TG KuPepvodpvvag, OTmg M

avdAvon HeyAAov GYKoL GLUPAVTOV, O EVIOTIGUOC THUVOV KEVOV acQOAEiog Kot M
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oLoyETIoN vOEiEe®V KakOPovAng dpactnpiotntoc. Ot duvatdTnTES AVTEG OV AVOLPOVY
™V avaykn avOpoOmTvNG EMOTTELNG, AALL LTOPOVV VO AEITOVPYTGOVY GUUTANPOUOTIKE

TPog T Kabiepopéva epyaieio Kot v Kpion Tov avalvt).

H avaykn avartoéng véov epyoielov mPpooTtaciog TV  TANPOQOPLOKDV
cvotnudtov ivol Wwitepa onuovtiky, kab®Og To GLOTAUOTO OVTA OTOTEAOVV
aVOTOOTAOTO UEPOG NG oVvyypovng kadnuepwvotnroc. Ot ovvémeleg evOg KEVOD
KuPepvoacedielag pmopel va eivar eEoupetikd cofapés, dimg otav enmpedlovtan
vocokopeio, oTPUTIOTIKOL 1| KLPEPYNTIKOL OpYOVIGHOl, OEPOIPOLLN, TOPUYMYIKEG

povades, vodopég dwayeiptong toépwv Ko tporelikd cvotuata (Kutub et al., 2016).

H xvBepvoacodireia amotelel Eva molvcivieto medio, 1060 o EVVOl10A0YIKO OGO
Kol og TPoKTKO emimedo. Ilepthapfdver tov mpocdlopiopd g KakOPovAng
OpacTNPOTNTAG, TNV KATOVONOT T®V OQOPETIKOV HOPPOV emifeone kot v
amotiunon tev mbavav emmtoce®v tove. IlapdAinio, n dwpkng €&EMEN ToL
AOYIOUIKOD, TOV DAKOD KOl TOV OIKTVOK®OV VLITOJOUMV €16Aayel vEeg gumdbeleg Kot
petafdiiel ocvoveydg v empdveln emifeong. H moivmAokdtnta oavt) kabiotd
W00UTEPO CNUAVTIKT TN OCLVOECT] TOV UEUOVOUEVOV TEXVIKOV evoeilemv pe éva

0pYOVOUEVO TAAIGLO YVMOONG.
2.2.2 To whaioio MITRE ATT&CK

To MITRE ATT&CK oamoteAel ektevry Pdomn yvodong Yo KATOyEYPOUUEVES
CLUTEPLPOPES OVTITAAWDYV, OPYAVOUEVEG GE TUKTIKEG, TEXVIKES Kot voTeXVIKES. [Tapéyet
KOWI 0poAoyiol Yot TNV TWEPLYPAPT] TOV CTOY®V KOl TOV EVEPYELOV OV UTOPEL v
eupaviotodv Kotd TN dugpkeld pog kuPepvoenifeong. H Pdomn opyavoveton og Tpels

Bacukovg Topels:

* Enterprise: apopd VTOAOYIGTIKA GUGTILATO OPYOVIGLAOV, OTMG EUTOPIKOVS Ko
KuPBepyntikovg popeic. [eprhapPdvel kKupimg TEXVIKES TOL GTOXEVOVY PLGIKOVE
VTOAOYIOTEG, ekovikég punyovég (Virtual Machines - VM), diktoa, Bdoeig
OEQOUEVMV Kol AAAEG TTANPOPOPLOKES OVTOTNTEG.

* Mobile: apopd popntég cuokevés, Onmg ta smartphones, kot teptlopfdvet

TEYVIKEG EMBEONC TOL GTOYEVOLV TPOSMTIKES KIVITEG CLOKEVEG,.
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* ICS: agopd Bropunyovikd cuotiuate eEAEYXoL Kot TepAapPavel Texvikég enifeong
o€ HOVAOEG TOPAYMYNG, VTOJOUES OlaXEIPLoTG EVEPYELNG 1) VOATMV KO TO,

avtioTorya KEVTPO ELEYYOVL.

210 TAO{C10 TNG TOPOVCAG EPYACING, TO EVOLUPEPOV ETIKEVIPMOVETUL GTOV TOUEN

Enterprise, o omoiog givat kot o ektevéotepog and tovg Tpelg (Ewdva 3).

Eixova 3: Tunuo. tov mivoxo. MITRE ATT&CK yio. etaupixd, ovootiuato.

Y10 oxéhog Enterprise tov MITRE ATT&CK otv tegvikéc opyavavovior €
deKOTECOEPLS TAKTIKEG, Kobepia omd Tig omoleg avtiotoyel oe évav guplTEPO
EMYEPNOLOKO GTOYO TOL emTBEUEVOL. O TAKTIKEG TOV TOPOLGLALOVTOL GTNV £pYacia

etvan o1 akdroveg:

* Reconnaissance: mepthapfavet texvikég GLALOYNG TANPOPOPLDV YL TOV
0PYOVIGHO-0TOY0. X€ aVTO TO 0TAO10, O EMTIOEUEVOG AEI0TOLEL ONUOCLOL
dwbéoeg TAnpopopieg amd TOALATAES TNYEC.

* Resource Development: meptlopfdvet TeQVIKEG TOL YPNGLLOTOLOVVTOL Y10l TN
dnpovpyio vwodopmv kot TOpwv enifeons. Ot dpot avtoi pnopet va
TEPIAAUPAVOVY DTTOSOUEG TTOV OMNUIOLPYOVVTAL EWOIKA Y10 TNV EMiBEDT), KOOMDC Kol
Nnon mopafracpévovg Aoyoplacpove, domains 1| VPNs.

* Initial Access: meprAappdaver Teyvikég LEGH TV OTOIMV O EMTIOEUEVOS OTOKTA

apyK” TpoOcPacn ota dikTva | GTOVG VTOAOYLIGTEG TOV BVpATOG.

32



ANOIKTO Traffic oc Mopon I papnuoros ['vaoons yia t Beltioon g

EMHNIKG «lléwpoc-Tiavvng Hetoragy, «Aéiomoinon deoouévav TCP/IP
MANEMIZTHMIO

KovPepvooopdieiocy

* Execution: tepiloppdver texvikég ektéAeons KakOBovAOL AOYIGUIKOL GTal
oLOTHLOTA TOV BOUATOC. ZVYVA GUVIEETOL e OAAES TAKTIKES, OTTMG 1|
aVayVOPLGT TOV SIKTVOV 1) 1] KAOTT OE00UEVMDV.

* Persistence: mepilopfdvel texvikéc mov emMTPEMTOVY GTOV EMTIOEUEVO VO
dwtnpnoet v npdsfacn Tov mapd T aAlayég Tov Ha propovoay va
SKOWYOLV, OTTOG EMAVEKKIVIIGELS GUGTNUATOV 1] 0ALAYEC KOOTKMOV.

* Privilege Escalation: nepilopfdvet texvikéc andkmmons ovénuévav dtkotopdtoy,
OMOG OIKOLOUOTO SLOYEPLOTY 1} XPNOTN Troot.

* Defense Evasion: nepiiapfdvet teyvikég amdoxkpuyng g KakOovAng
dpacTNPLOTNTAS, ATOPLYNG AVIXVEVONG Kl EE0VOETEPMONG 1] ATTOOVLVALMOTG
UNYOVICUOV 0GQOAEING.

* Credential Access: nepthappdvetl Texvikég VTOKAOTNG 1} ATOKTNONG
dwmiotevTnpimv.

* Discovery: mepthapfavel Teyvikéc HEC® TV OTOIMV 0 EMITIOEUEVOS GLAAEYEL
TANPOPOPIES Y10 TNV APYITEKTOVIKT TOL SIKTOOV KOt TOL EMYUEPOVG CLGTILLOTO TOV
OPYOVIGHLOV.

* Lateral Movement: meptloppdvel texvikég mov emtpénovy v npdsfacn 1 v
Tapoafiocn aTopOKPUOUEVOV GUGTNUAT®OV HEGH GTO 1010 O1KTLO.

* Collection: meptlapfdvel TexviKéc GLALOYNG TANPOPOPLOY OV CyETILOVTOL e
TOVG GTOYOVG TOL EMTIOEUEVOV.

* Command and Control: tepthapfdvet Texvikég emkovaviag pe 1om
TapoPlocUévo GLGTHUOTO 6TO O1KTVLO TOoV BduATOC.

 Exfiltration: nepihapfaver teyvikég eEaywyng tov emBopntov 000UEVOV Ao TOV
OpPYOVIGUO.

* Impact: teprapPavet TexVIKEG TOV ATOGKOTOVV GTNV KOTAGTPOON 1) dALoiwon

CLOTNUATOV Kot OEOOUEVMOV TOL OPYAVICUOD.

ApPKETEG OO TIC TAPUTAVED TEYVIKEG UTOPOVV VO ONUOVPYHGOVY VoY VOPIGTLOL
potifa otn diktvakn kivnon evog opyavicpov. o mapdderypa, n texvikn T1046 -
Network Service Discovery, 1 onoia evidocetal otny taktikn Discovery, anaitel amd
éva Topoflaciévo UGN VO OTOGTEIAEL TaKETO GE E0PT) BUPDOV GAADY VTTOALOYICTMV.
H dpaocmpidotra avt pmopel vo amokaAdyel ovolktés Bupeg kot vanpecieg ko,

TOPAAANAQ, VO ONUOVPYNGEL LOTIROL TOV VITOJEIKVHOLV d1AdIKAGI0 GAPMOTG.
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Avtifeta, opiopéveg tevikég dev etvar duvatd va aviyvevBodv amoKAEIGTIKA LECH
g OkTvakng Kivnong. [oAhég teyvikég g Taktikng Reconnaissance dgv amoattovv
bpeon oAANAETIOPOOT) LE TO GUGTHLOTO TOL OPYAVIGHOV-00HOTOC. XopaKTNPLoTIKO
napddetypa etvan n texvikry T1589 - Gather Victim Identity Information. EmmAgov,
KO KOl TEXVIKES TOV EKTEAOVVTOL EVTOG TOV OPYAVIGUOD 0EV dNUOVPYOVV TAVTOTE
oaPOS avayvVOpicIa Stktvakd tyvn. ETopuévmg, n avtiotoiyion piog KoToypoeng e To
MITRE ATT&CK mpénet va avryetoniletol og dwadwacio epunveiog evoeiEewmv kot

Oyt ®g PNYavVIoOg aVTOUATNG AmOdEENG LG emiBeomng.

2y mepopatikn oadwkosio g epyoasioc, 1o MITRE ATT&CK ypnoytomoteitan mg
TAOIG10 OVALPOPAS Y10 TNV OPYAVMOGCT) KL TNV CUTIOAOGYN G TMV TOPUTNPTCEDY TOV
LLM. H tehkn extipnon Pacileton ot cuvovaotikn e£€taom g SOUNG Tov
YPOPNLATOG, TOV YOPAUKTNPIOTIKMV TNG KIvNong Kot Twv dES0UEVMV EUTAOVTIGLOV,
evo AapPavetor veoyn 6T n daféoiun mAepeTpia OIKTHOL KAADTTEL LOVO Eval LEPOG

NG GLVOMKNG OpacTNPLOTNTAG EVOS GUGTNHOTOC.
2.3 Ovrtohoyieg, I'papinata I'voong kor Model Context Protocol

H a&onoinon etepoyevav dedopévov d1KTuov anottel Evay Tpdmo ovamapdoTaong
7oV VoL StoTnpel Oyt LOVO TIg EMUEPOVG TIUES, AAAG Kot TG oxEoelg peta&y Tovg. Ot
OVTOAOYIEC TAPEYOVV TO EVVOIOAOYIKO TAAIGIO OVTNG TNG OVOTOPAGTOGNC, TO
YPOPNLLATO, YVAOOTG VAOTOLOVV T1] 610.6VVIEST) TV ovtoTHT®V Kol To Model Context

Protocol empémetl v eheyyduevn tpdcsPaom evog LLM ota dedopéva tov

YPOPTUATOG.

2.3.1 Opiouog s ovroloyiog Kol DPLoTAUEVES OVTOAOYIES

KOPEPVOOTOALEIOS

O 6po¢ «ovToLOYioy TPOEPYETAL OO TOV YMDPO TNG UETOAPVGIKNG. XTN CLYYXPOVN
Emomun tov Ymoloyiotdv, Oumg, pior ovioloyio opiletol ®¢ TLMIKY Kot pnrn
TEPLYPUPT] TOV EVVOLDV EVOC TTEGIOL YVAGNGC, TOV 1010THT®V TTOL YopoKkTnpilovv Kabe
£VVOL0, KOl TV TEEPLOPICULAV TOV JETOVV TIG WOOTNTES Kot TIG pLeTa&d toug oyéoelg (Noy

& McGuinness). Xt0 TAQ{G10 TNG TAPOVCAG EPYACIAG, | OVTOAOYid AerToVvpYEl KUPIMC
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®G EVVOLOAOYIKO GYNLLO Y10, TY] GUVETT OPYAVMOOT) TOV KOUP®V, TOV 1310THTOV KOl TOV

OYE0EWMV TOV YPOPT|LOTOG.

AVO  VOIOTAUEVEG OVIOAOYIEG OTOV YMOPO TNG OCQAAELNS VTOAOYIOTIKAOV
ocvotnudatov gival n Unified Cybersecurity Ontology (UCO) (Syed et al., 2015) ko 1
Situation and Threat Understanding by Correlating Contextual Observations

(STUCCO) (Iannacone et al., 2015).

Uuco

H Unified Cybersecurity Ontology (UCO) avantiyOnke pe okomd v meprypoepn
€VOC €UPE0G GLVOAOL OVIOTNTOV KOl GYECEMV  KLPEPVOUCSOAAELNS. X OVTEC
neptlopfdvovior ot TpoOmol €miBeong, Ol EMATMGEIS, Ol EMITIOEUEVOL, Ol EVEPYELES
EKUETAALEVOTG, O1 OTOYOL KOl Ol GYETIKEC EVOEIEEIS. Me avTOV TOV TPOTO TOPEYEL EVAL
YEVIKO TAaio10 Yio T povieAomoinon og kufepvoenifeone oe moAlamhd oTdolo Kot

Y10 1) GOVOEGT TEYVIKMV TOPATNPNCEDV LE EVPVTEPES EVVOIES OGPAAELDG.
STUCCO

H ovtoioyia STUCCO (Situation and Threat Understanding by Correlating
Contextual Observations) €yet oxedl0GTEL Y10 TN GLYKEVIPMOOT] KOl TN GLGYETION
ETEPOYEVOV TOPATNPNCE®V KVPepvoacpdielog péco oe éva eviaio mAaicto. Xto
TAoicl0 0VTO, SedOUEVE SIKTLOKNG OPUCTNPLOTNTOS UTOPOVV VO GLVOEOVTOL LE
devbivoelg, vroloyiotég, domains, yv®GTOVG TUTOLS KOKOBOVAOL AOYIGUKOD KOt
potifa embécewv. H éppaon otig oyéoelg peta&d mapatnprioewy kabiotd tm STUCCO

Wuitepa GLVAPT LE TOV GTOYO TNG TAPOVGUS EPYAGLOC.
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Software Vulnerability Malware [4+——
| "I tiow |-4 ] | Attack
Lbsar —_—

Account | h[ Host } »| Address | Atlacker }
L) L L ¥
IP | Fart Domain
Mamae
' i
Ackdress
Aange Samvice

Ewcova 4: H ovioloyia STUCCO (lannacone et al., 2015)

H ovtoloyila mov avartdooeton oty mopovoa epyacio 6TIALEL GTO TUNUO TNG
STUCCO mov mepirapfaver tig évvoleg Host, Address, IP, Port, Domain Name kot
Address Range. [TapdAinia, sicdyovton mpdcOeteg Evvoleg mov etval amapoitnTeg yio
TNV OTOTUTTOGT] TOV SLHOEGIUOV FEGOUEVOV YEMEVTOTIGIOD, TOV GUVOLUAIDV Kol TOV
otoyeiov acpaieioc. H emAoyn avt 0ev amockomel 6Ty mTANPN OvVOTOpOy®Y| TNG
STUCCO, aALG 6TV TPOGAPLOYT EVOG KOTAAANAOVL DTOGVVOAOV TNG OTIC AVAYKEG Kot
oToVG TEPLOPIoUoVg Tov cvothpotog PcapToKG. H avaivtikry moapovsioon g

TPOTEWVOUEVIC OVTOAOYIOG TPOYLOTOTTOLEITOL GTO ETOUEVO KEPAAMLO.
2.3.2 I papnuozo yvwons Ko epopuoyes

To ypapnuoTo YVAOONG OTOTEAOVV TPOTO GLUYKEVTIPMOONG, OPYAVOONS Kol
AVOTOPACTACTG TANPOPOPING LE ELPACT) OTIC OYECELS LETAED TV 0edoUEVOY. Méow
€VOC OVTOAOYIKOV TAOIGIOVL EMITPEMOLY TN GUVEMY GULVOEGN OVIOTHTOV 7OV
TPOEPYOVTOL OO SLUPOPETIKES TTNYEG KO TN SOTNPNOT TOV GUUPPALOUEVEOV TOVG.
Xoppova pe tov optopd tov Hogan et al. (2020), éva ypdonuo yvdong amocKonel 6t
GLYKEVTPMOT] KOl OVOTAPAGTACT) YVMOONG OO TOV TPUYUATIKO KOGHO, LE TIG KOPLPES
TOV VO OVOTTOPLOTOUV OVTIOTNTEG EVOLNPEPOVTOG KOl TIS OKUEG VO, OITOTUITMVOLV TIG

peta&l Toug GYECELS.
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I'pagpnuo yvaons n oyeotoxn foon 0e0ousEvw,

‘Eva. ebAoyo epmtnua eivon yoti vo emideyel €va ypdonuo yvoong avti pog
ocvpPatikng oyeoakng Paong dedopévev. Ot oyectakés PACES TapEXOLY 1GYVPOVGS
UNYOVICLOVG OKEPOLOTNTOG KOl Eival 10104TEPA OMOTEAEGLATIKEG OTAV TO GYNLLOL KOt Ot
oY£0E1G TV 0E0OUEVOV Elval capd¢ mpokabopiopéva. Xtnv moapodco mepinTmon,
OL®G, TO KVLPLO EVOLOPEPOV EGTIALETOL OTN SLOIGVVIEST ETEPOYEVAOV OVIOTNTMOV KOl GTN
dlepebvnon HETOPAALOUEVOV CYEGEMV LUEGO GE GLVEXT, OLVOLLKY] KOl GLYVA EAAMTN
dwktvakmn kivnon. To ypaenuotikd LovTELO ATOTVTMVEL AVTES TIG GYECELS LLE O AUECO

TPOTO KOl SELKOAVVEL TN OlAoyIoN oM W0 OVTOTNTO TPOG TO GLVOEOEUEVA

oLUEPalOUEVE TNG.

‘Eva ypdonuo yvoong emitpénet emxiong tnv tpocHnkn vE®V oVToTHTOV, 1010THTOV
KOl GUGYETICEMV LLE TEPLOPIGUEVES OAAAYES 6TO VPLOTANEVO HovTELD. H eveliio avth
dev onuaivel amovcio oyediaons N eAEYY®V, 0AAL SLVOTOTNTO GTAOIOKNG EMEKTOGNG
T0V oYNUaTog KoBmg mpokvmTovV VvEeg mNYEG mAnpoeopiag. EmumAiéov, mpoipoa
epeuvNTIKd amoteAéopata deiyvouv 6t n aglomoinon ypaenudtov yvoong arnd LLMs
0€ €QUPUOYEG EKTTOOEVTIKMOV GCLOTACEMV UTOPEL Vo PEATIOCEL TIC OmOKPIGELS,
neplopifovtog v emPdpuvon Tov mapabdpov copppalopévav (context window) Ko
mv mlavotnta naporcOncewv (hallucinations) (Abu-Rasheed, Weber, & Fathi, 2024).
H mapatnpnon avt mapéyet Eva emmAéov Kivntpo yua Tn d1epelvNoT TG GVVOESNG

ypoerpatog yvoong kot LLM 610 dtapopetid medio g KuPepvoocpdietog.

Q¢ mapdoetypa, Oewpovvion ot ovtotnteg [P(address: String) ko City(name: String).
Y o oxeotokn Pdon dedopévmv, n oxéon is_located in pmopel va amotunOel pe tov

axoAovBo koo SQL:

CREATE TABLE is_located_in (
IP VARCHAR(45) NOT NULL,
City VARCHAR(255) NOT NULL,
PRIMARY KEY (IP, City),
FOREIGN KEY (IP) REFERENCES IP(address),
FOREIGN KEY (City) REFERENCES City(name)

);

INSERT INTO is_located_in (IP, City)
VALUES ('192.168.1.42', 'Berlin');
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O mopamdve Kodkag dnpovpyel tov mivaka is_located in, opilel Ta yvopicpotd
TOV, TI§ OVOQOPEC TPOG TO KAEWIL GAAOV MIVOKOV Kol TOVG  OTOPOiTNTOVS
TEPLOPICUOVG. TN GLVEYELD, EIGAYEL 0L EYYPAPT TOV GLGYETILEL TN GLYKEKPLUEVT

devBvvon IP pe v mwoéAn Berlin.

H 1310 cvoyétion pmopei va amodobel otn yAdooa Cypher og e€ng:

MERGE (:IP {address: '192.168.1.42'})-[:IS_LOCATED_IN]->(:City {name: 'Berlin'})

2V TEPITTOGT 0VTH, 1) GYEON EKQPALETOL AEGH MG KU LETAED TV KOUPmV TP
ko City, yopic va arouteiton Eexmplotog Tivakoag cuoyETions. Av ot KOpuPot Le Tig Tiég
192.168.1.42 ko Berlin dgv vdpyovv nom, n evtodr] MERGE tovg dnpovpyet pali pe
™ oxéomn mov Tovg cuvdéel. To mapdderypa dev VTOIMAMVEL OTL TO YPUPNULOATIKO
LOVTEAO OeV Ypelaletal TEPLOPIGUOVE, AALAL avadEIKVOEL OTL T GYEoT amoTtehel oTOLYELD
TPAOTNG TAENS Ko popel var avamapoaotadel e TpOTO TANCIEGTEPO GTN ONUAGIOAOYid

TOV TPOPANUATOC.

To mapdderypo avadewkvoel v gveMéio TOL  YPOENUOATIKOD HOVTEAOL OV
avamopdactacn dedopévav. H sveléia avtn eivat idtaitepa ypriioyn 0tav ot St LEg
Kataypoés stvarl eAmeig 1 mepiéyovv B6pvPo, dnwe cupPaivel cuyVA GE TPAYUATIKA
dgdopéva, SIkTOoV. NEEC 1010TNTEG LTOPOVV VO TPOSTEDOVV ETAEKTIKA GTOVE KOUPOVC
Y10 TOLG OTOI0VE LVILAPYOLV SUDEGIUES TYLES, YOPIC VO OTOLTEITOL | CLUTANPWGT TOVG
o€ kaOe ovtoTNTO TOL B0V TOTOL. [ TaPAdetypa, pa véa dtevbvvon IP umopei va

nepthopPavet, ekTog amd T devOVVON, Kot TANPOPOopia Yio 1 LACK VITOJIKTVOV:

CREATE (ip:IP {address: '192.168.1.24', subnet_mask: '255.255.255.252'})

Y o oyxectokn faon dedopévav, N amodnKevon g avtiototyng TAnpopopiog Oa
amoutovse GLVNOWE TNV TPOTOTOINGT TOV GYNUATOG LE TV TPOGONKN VENG GTNANG KO,
oTN GLVEYELD, TNV EG0Y®YT TG emBountc Tiuns. H dtopopd avt givor onuovtikny

v 10 PcapToKG, xobmdg t0 cUVOro TV S0BECIUOV YOPAKTNPIOTIKOV OeV €ival
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névtote 1010 Yo OAeg Tig dtevBuvoelg IP kan pmopel va petafdrietor avaroyo pe v

AOKPLOT TOV EEMTEPIKMY VINPECLOV EUTAOVTIGHLOV.

2.3.3 Model Context Protocol: emikoivewvio. pe LLM

To Model Context Protocol (MCP) elvar éva mp@TOKOAAO 7OV EMITPEMEL TN
ovvoeon epapuoymv Texvmtng Nonpoovvng, 0nwg too LLMs kot ta oAokAnpopéva
nepPdAlovta  avantuéng (Integrated Development Environments - IDEs), pe
eEotepikd Ocdopéva ko epyareio. H ovdvdeon mpaypoatomoleitor pHEC® COPDGC
kafopiopévoy Asttovpyltdv mov ektifevion and Evav eéummpetnty MCP, ®ote 10
HOVTELO Vo puropel va avalntel TAnpo@opieg N vor EKTEAEL EMTPETOUEVES EVEPYELEG LUE

ereyyOUEVO TPOTO.

"Evag mpoypappatiome pnopet va vAomomoet évav eEumnpemt] MCP ya v
EPAPULOYN TOL, OoTe €va poviého Teyvmmg Nomupoobvng vo ypnoipomnotel Tig
Aertovpyleg mov ektifevtor amd TOV €ELANPETNTY] KOL VO EKTEAEL CLYKEKPUUEVEC

evépyeleg (Model Context Protocol, 2026).

H yprion tov MCP mapovctdlel onpovtikd TAEOVEKTUATO GE GYECT) LLE TNV QUEST
Kol amepoplotn mpdcsPacrn pécw epyareiov ypappng eviodov (Command Line
Interface - CLI). £t0 povtélo mopéyetor povo 1 mpdcPacn TOov amoLTEITOL Y10 TIC
TPOKAOOPIGUEVEG AELTOVPYIES, EVO TUNUOTO TNG EQAPLOYNS TOL OV vl avaykaio
uUmopovv va mopapévouy un dtabéoipa. Emumiéov, 1o povtédo avaktd Lovo To 000 eV
TOV OTOLTOVVTOL Y10 KAOE epdTNUa, ywpic va ypedletal vo poptmbel oAdkANpo to
obvoro dedopévav oto Tapdbvpo cvuepalopévev tov. Téhog, To MCP pmopel va
vrooTNPiel ™ HETAPPUCT] EPOTNUATOV PUGIKNG YADCGOS GE EPMTNUATO TPOS L0

Baon dedopuévev (Shah Drishti, 2025).

2NV apYLITEKTOVIKY] TG Tapovoag epyaciag, o MCP Asttovpyel og 10 evOlaUESO
enimedo petad tov Claude kot ™ Neodj. To LLM 6gv Aapfaver avtodoio to apyeio
.pcap 00TE OAOKANPO TO TEPLEYOLEVO TOV YPUPNLOTOC. AvTiBETO, dLOTVTTAOVEL
EPOTNLLOTA KO OVOKTH EMAEYUEVA OEOOUEVAL, TO OTTOT0L XPTOLUOTOLEL Yot VoL GUVOEGEL

TNV TEMKT] TOL EKTIUNON GYETIKA LLE TNV KOTAYEYPOUUEVT] SIKTVAKY dPAGTNPLOTNTAL.
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3. XyeO100UOC GLGTNUATOC

3.1 Opwopog Ovroroyiag

H ovtoAoyia mov avoartvccovpe Paciletor otny STUCCO, pe opiopéves ENEKTAGELG
Kot optopéveg ehlelyelg, ol onoieg opeilovton otn drabeoipdtnta epyareiov kot otnv
advvapio vAomoinong ota mhaicia g epyaciag. H poper tg ovroroyiog aiverot

omv Ewdva 5.
[Teprypdoovpe ™ doun wg axorlovOwg:

e [P: pa ovtoét T TOVL avTimpocwnevel Lo dtevbvvon 1P

o Host: ka0 IP avtictoryileton pe kamolov Host, yapaxtnpilduevo and
hostname. Av dev vdpyetl hostname, T0Te avT’ CLTOV YPNGLOTOIOVUE
v IP.

= OS: ké0e Host Bempovpe Ot ypnoyLomotel KAmoo AE1Tovpykd
GUGTNLO

= Domain: Epdcov vrapyet hostname, agoipodpe 1o tpoto
koppdtt Tov FQDN yuo va Bpovpe 1o dpeso domain 6to omoio
OVT|KEL O VITOAOYLOTY|G.

o Conversation: pio cuvopiio peta&y 6vo IP. Zav 6vopa Oétovpe v IP
myNs Kot v [P tpoopiopod and 1o mpdTo TaKETO TS GLVOUIAG,
YOPIGUEVEG HE TO GVLUPOAO TANY ()

o Port: kB¢ IP ypnowponoel BOpeg(ports) katd ) dtdpkela TG Kivnonge.
Anpovpyovpue évav kopfo port yia kéOe pio. Exiong n 60pa
ovoyetileTol Kot e TNV GLVOMIALN TNV OOl YPNCLOTOLEITAL.

o City: Bdogt v dedopuEVOV YEMEVTOMIGLOV, OTLLLOVPYOVLE TNV
ovtotnta city mov deiyvel v oA oty omoia Bpioketon ) IP.

= Country: tomrofetobpe TV TOAN 6TV ovTiGTOYYM YOPO.
o VPN: v opropéveg IP pmopet va vapyovv otoryeia yio to VPN mov

ypnopomrolovv. Epdsov vdpyovv, dnpiovpyeital Evag aviiotoryog

Koppog.
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N\ N

iz_owned_or_leased_by

uses is_used_in

City is_located_in - has_conversation Conversation

belongs_fo

i5_located_in

uses

Ewxova 1:0vroloyio. coatiuotos

H ovtoloyia Baciletar oe tunuo e STUCCO pe apketéc moparlayés. v
TapoVca OVIoAoyio, KaBOTL OEV ATOTLIMVOVLE HOVO EMBECELS, AALAL TO GHVOLO TNG
kivnong og éva diktvo, dev Eyovpe ovidotreg 6mwg Attack, Flow kot Attacker.
AvtiBétmg, o yapaxtmpiopodg is_known attacker amodidetal, epdcov vapyoLV
oyetikd otoryeia amd o API yewevromopot, cav 1d10tra g kAdong IP. Erniong,
AOY® OVTIKEIEVIKNG OLGKOAOG EVPECTG GYETIKAOV EPYOAEIDV, OEV OMOTLTMVOVE
TANPOPOPIES Y10l TIC EPUPLOYEG 1) VIINPEGIES OV YPNCILoTOIoVV BVpe. 'Eyovv
npootedel o kKAdoelg OS, City, Country, VPN, ot omoieg pmopodv vo ddcsouvv

TEPOULTEP® TANPOPOPIES Y10 T CLVOAIKT EIKOVO TNG Kivnong.

O opropdg g ovroroyiog o OWL XML popoen diveton oto mapdptnpa 9.5.
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3.2 Emokonnon Aertovpyiog PcapToKG

Kolovpaote va oyxedibdoovpie éva cvotnpa to omoio Ba AapPdvel otoryeia

dtadtkTvakng Kivnong kot Oa ta tomobetel og Eva Ypaenua yvmdongs, Katomy

EUTAOLTICLOV TOVG e OTOLYXEI0 ACPOAEING YEMEVTOMIOLOV. XTO TAAIGLOL TG TOPOVCAG

Oa avartoEovpe to Tpodypappe PcapToK G, 1o omolo Oa ekteAeiton o éva apyeio

.pcap, Oa amoond and kdbe TAKETO TN YPNCYUN TANPOPOpia, B0 GLYKEVTIPMOVEL TO

mA00g oTotyeimv mov opilovtol otV ovtoloyia mov meptypdpovpe oty evotnta 3.1,

Kot TEA0G Oa E10GYEL TOL GTOLYELD GTO YPAPT LA YVDOTC.

O tpdmog Aettovpyiag meprypdopetar eniong oty Ewova 6 ko anaptiletor oand to

KAt oToUYElDL:

1.

Apyeta .pcap: n mtapaywyn tov apyeiov packet capture Ba yivel amd eEmtepikod

npoypappa (m.y. Wireshark) kot and dabéoiieg myéc 6to dradiktvo.

Pcap File Parser: 1 kAdomn avt €xel ¢ 6K0mo Vo capmoEL Ta, apyeio .pcap

mov Ba g10dyel 0 xpNoTNG Kol va dnpiovpynoet Aioteg oty uotdnmy

PacketData.

To PacketData Ba ivon pia kAdon mov Ba avamoaplotd Tic W0TNTES TOV
TakéTov Tov pog apopovv (IP apempiag, IP Tpoopiopo,
TPOTOKOALO, HEYEDOC, YpOVOG APENG KAT).
Kopia Aettovpyio evog aviikeipévov PacketData givon ta dedopéva mov
maipvovpe amd tov Parser va Lop@omo1o0vTon KOTAAANAL QApOVTOS
EMMALOV YOPOUKTNPES od TIG TIHEG TTOL AapPavovpe and kdbe makéTo,
N ne Kataympnon default tipdv.
Ta otoyeio mov GLAAEYOVE GE VT TN Pdon Yo kbbe TokéTo elval Ta
axoAovOa:
1. sourceAddress - 1 IP amoctoréa

1i. destinationAddress - n IP tpoopiopov

iii. lengthInBytes - 10 péyebog tov maxétov o Byte

iv. sourcePort - 1 00pa amocToAé

v. destinationPort - 1 60pa mpoopiopoh
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3. Tnv mopandve Alota tpopodotode otnv kAdon PacketAggregator, 6mov Oa
avaADGOLLE TO 0EdOEVA GE TTOV AdpPavoupe amd to apyeio .pcap Kot Ba
e&ayovpue Ips kot Conversations.

e H «hdon IP avtictoyyet og o IP mov €xovpe evromicetl oto apyeio
.pcap. [ToArég IP pmopel va avtictoyodv e évav Host, Opwg Adym tng
doUNG TOV TAKETWV Kot TO YeYovog 0T 1 €Opeot hostname dev eivan
navrote gk, N IP Ba elvan n kOpra kKAGon oty onoia Ba avdyovpue
T0. GTOLYELN YEWEVTOMIGHOD, OTOLXEI0 ACPUAEING K.Ol. OEOUEVE, TTOV
pmopovue va eEdyovpe amd eEmtepikd AP

¢ H «héon Conversation avtiotol el 6€ £vo GOVOAO TOKETOV TOL £YOVV
TOUTO Ko OEKTN 000 cvykekpyuéveg IP. TTpoxetton yia Eva povtéro
oL avTIKOTOnTPilEL o cuvopida petald 6vo host dmov Eyovpe
OTOGTOAN KO OTOS0Y | TOKETMV.

1. Znuewwon: n cvvopAia Ba anotvnwbel 6TO YpAEN U pE TO
yvopiopata “sender” kou “receiver”’, ta omoia o GLAAEyOVTOL
avéloya pe To TpdTo ToKETO TG suvopdiog. Eivor mhoavo n
GUVOLUALL VO EYEL EEKIVIGEL TPV TNV KATOYPOPY], OAAL
dEXOUAOTE OC TAPASOYT OTL O TPADTOS AMOGTOAENG OVTIGTOLYEL
otV IP anyng tov mtpmtov makETov.

4. Db Handler: n kAdon avti £xel 10 pOAO TNG EVIIUEPMOONG TOV YPOPTLATOG
yvoong. Yiornotel peBodovg mov €16ayovy, EVIUEPDOVOLV 1 dLorypAPOVY
otoyeio amd Tov Ypdapo.

5. LLM: Epocov &yovpue Katoypdyel To 6TotyEl0 TOV Hog EVOLUPEPOVY GTO
YPAPTLLOL YVOOTG, 1) fAom dedouéEvmV pag divel T duvatdTNTL Vo
onuovpynoovpe évav MCP server, o omoiog divel Ta dedopéva Tov
Bpiokovtal evtdg Tov Ypapov og cupepalopeva (context) yio kamowo LLM.

6. Xpnon: O yprotng Ba umopet va emikovaovel pe 1o LLM, tpocradmvtog vo

eayel ypnoa otoryeio amd TV Kotayeypapuévn Kivnon.
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Geolocation
APl
Pcap Files P P
geolocation geolocation
Request Response

Raw packet data Packet Data Lists

PacketAggregator

Pcap File Parser

_pcap
Lists of IPs,
Conversations
and related
data
Nodes,
Cypner relations
queres Neodj Graph
e "l Database w/ MCP Db Handler
functionality
Queries Response
End user

Eixova 2 : High-level flow diagram

H viomoinon Ba yivel pe avtikellevootpae Tpoypapaticd o€ Yhwoosa Java, kot
avtiotolyel oto axdAovbo ddypappa kKAacewv[Ewova 7]:
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( IpGediocation _.\

GET a

Ewxéva 3: Class Diagram

3.3 Xyedwaopog Pcap Parser

To mpdTo Koppdtt tov cvotuarog Ba tvor o Parser yia apyeio .pcap. Oa

¥PNOOTO GOV E TNV peapd] PifAodnkn yia eEdyovpe mAnpopopieg amd kdbe
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TAKETO OV £)EL evtomiotel 6to apyeio. o Tovg oKomovg avanTuEng, o1 poég Ha
e€oyBovv, apykd, ard to Wireshark mov tpéyel o mpocwmikd vToroylot. Agv
npokertat vo, teodv meplopiopol 6Tig TyES dedopévev, unopel kdAlota va
avaAivBovv apyeia packet capture mov dnpovpynOnkay and omoladnToTE KAPTOL
SIKTOOL. AVTN M EMAOYN HOG EMITPEMEL VO, EYOVLLE 1O10ATEPA EVPV PAGH OEOOUEV®V,
nov dev meplopiletar 6To £HPOG FESOUEVOV TOV OPYOVIGHOD TOV TO YPTGULOTOLEL,
OALGQ UTTOPEL VO LOVTEAOTOMGEL TNV Kivion o€ éva eupvy edcpa Tov internet. Q6t0GO0,
avticTorya TpokHITEL T0 TPOPAN U TV ToTK®V [PVv4 dtevBiveewv, Tov, evd umopet
va €govv TNV 1010 IP og oyéon pe Kamota kapto SIKTHOL, GTNV TPOYUOTIKOTNTO
OVIIKOLV GE EVIEANDG O1APOPETIKOVG VITOAOYIOTEG. 2TV TOpoVGa Epyacia OV Oa
aGYOANB0VLLE PE TNV OVTILETOTION 0L TOV TOL {NTHLOTOC, 1) OTToio UTOPEL VoL EyKeLTal,
.Y 61N xpNon Tov public IP pe NAT, kon deyodpacte 6Tt 10 Tpdypappa B tpéet

VTOAOYIGTEG EVOG TOTIKOV O1KTVLOV.

g o TNV PN, TPOKVTTEL £VOG OTLLOVTIKOG GYEOAOTIKOS KOUPOG, GUYKEKPIUEVL
10 TOG aKkpPac Oa povreloromBet Eva makéto Ko Tt Bo oTtaAbel 6TV emdpeVN pdon
g avéAvong g Kivnong. EmAéyovpe a dopn mwov Ba ovopdoovpe PacketData 1
omoia Ba amotedeiton amd dedoUEVA TOL TPOKHTTOLV OO TNV AVAALGT TOV TAKETMV,

OGS PaiveTal 6To S1dypaUd KAACE®DV:

e sourceAddress

e destinationAddress
e sourcePort

e destinationPort

e lengthInBytes

YNUELOVETOL OTL TNV TPEYOVGH, VAOTOINOT), ATOGTOVTOL GTOXELD LOVO Y Kivion
[Pv4, 6y yio kivnon [Pv6 kot Oyt yua dapopetikd tpmtokorra (mt.y. QUIC, DNS,
UDP, ICMP).
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3.4 Lyedwaopog Aevtovpyiog PacketAggregator

O 01606 ™G KAGoNG oS Ba etvar vo ONoVPYNGEL TIG TEMKES OOUES OEOOUEVAOV
7oV B amoONKELTOVY GTO YPAPN LA YVOOTG LOG. ZuyKeKPIEVa, Oa maipvel cov
elcodo wa Mota avtikepévav PacketData (0nmg gaivetotl otnv evotnta 3.2) kot Ha
onuovpyet Aoteg pe dopég IP ko Conversation, ot omoieg o amotvmdvouy To

KGTwO:

e Tloteg ovvopiheg yivovton peta&d mowwv 1P

e Av o IP givan local 1 public

e Tidykog dedopévev eotdAn ond kabe IP og kdOe cuvopiia
o Tloweg Bupeg ypnoyomomOnkay yio kébe 1P

e Ilov Bpiokerar (yewypapikd) n kéOe IP

o Xrtoeio acoaleiog yia kébe 1P

e Av umopovpe va Bpodue DNS entry yio v exdortote [P

e Avoaviket o IP 6 VPN

e [lowo givar 10 oKkop gumicTocvVNG Yo to VPN

[TpokdmTovv dvo kHpieg kKAdoels: Conversation ko [Paddress, ot omoieg givart kat ot
KEVIPIKEG OVTOTNTEG TNG OvVTOoAOYiag pag. EmmAéov, av ot amokpioelg tov API ddcovv
otoyeia Yoo VPN, avtd Ba cuvdéovtan pe v kAdon 1P, kaBdg kot to avtikeipevo
mov amewkovilel TV TANpN andkpion tov APL O KAdcelc amodidovtot oynuatikd

omv Ewdéva 8.

47



EMHNIKG «lléwpoc-Tiavvng Hetoragy, «Aéiomoinon deoouévav TCP/IP

ANOKTO Traffic oe Mopon I papnuarog I'vaong yio. ™ Beltiwon g
MANETIZTHMIO Kovfepvoaopdiciogy
|pAddress
-islocal : bookean
-genlkocation : Locafion Conversation
-addrass : String -sanderlp : |pAddrass
-isKnownAftacker : boolaan 2.1 Hargatip : IpAddrass
-DnsDomain : String "-padmﬁﬁarltﬂylniﬁa‘hur tint
“hostnama : String -packetsSantByTarget : int
LisBot : bogkaan firsiPacketTimestamp : Timastamp
-isSpam : boaksan -LastPackaiTimestamp : Timestamp
-isCloudProvider : boalean it ot i ety L
_apiResponss : GealocatonApiRespansa -portsUsadByTargst : int
-associatedVipn : Vipn -appsUsingSendarPorts : String]]
-appsUsingTangatPorts : Siring[]
Gaolmniiunﬁpiﬂmpurna
Hip : String

-hostname : Siring
Hocation . Location Fr— \.‘pn_nt
-countryMatadata : CountryMetadata Rabhiaiiiaal bl

netwark - Matwark ~vpnProvidarMameas @ List=Siring=
-cumancy : Curancy -nama : String

-asn : Asn

-company : Compamy

-sacurity : Sacurity

-abusa : Abuse

-timezone : Timezona

-usarfgent : LisarAgant
-additionalPropertias : Map=5Sting, Object>

Ewxova 4:Conversation-IP Class Diagram

Ta otoyeio yewevTomopov, ototyeio aceaieiog kot otoryeio hostname kot VPN
Aappdavovtar and to API g [IPGeolocation, ta omoia givat dafécipa ent TAnpopn.
[No ta wepdpoto pag, Kot dote vo amo@evyfodv ta vTEPOYKA KOGTN amd
emaVaAOUPavVOLEVES EPOTNCELS, ONUIOVPYNONKE o ToTtikn Bdomn dedopévav Postgres
otV omoia amofnkevovpe Tig amokpicels Tov APL, dote va e£owovouncovpe credits
xpPNons, aArd ko xpdvo oe kdbe epdua. [a to Adyo avtd ypnoyoromonke 1
KAdor PostgresHandler, otnv onoio vAomotovvtat péBodot yio v e10aymyn| Kot
avaxKtnomn dedopévav amd TV TomKn PAon dedopEVOV.

3.5 Avaivon Aertovpyiog DbHandler

H Aertovpyio tov DbHandler Oa givon va AdPet Moteg avtikeypuévov 1P ko
Conversation, 6mwg avtd o Exovv dtapopemBel and Ta TPONYOVLUEVH GTASLN
eme€epyaciog Kot va TapdyeL To KATOAANAN queries OCTE Vo EI6AYOVTaL GTO YPAPTLLa
YVOONG UE TN HOpeN ToL €xel opiotel otny evotnta 3.1. Xtnv mapovca viAomoinon, N
Baon dedopévov givan n Neodj pe yAwoosa Cypher, ta omoia 0o mapovslastodyv 610

EMOUEVO KEPAALO.
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3.6 MCP server - 60voeon pe LLM

Epbdoov £xel ompuovpyndel to ypaenua yvoong, Ba evepyomotcovpe tn Asttovpyia
tov MCP server mov mapéyet 1 Neodj, n omoia emtpénet v npoonéiacn ond LLM.
Epdocov &yel mapapetponombei cwotd o MCP Server, givatl mAéov epiktd vo KOVOLLE
gpomuata oto LLM dote va Adfovpe copnepdopota oyeTikd e v Kivnon mov

Exel kaToypopet.
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4. Meboodoroyia & spyaieia

4.1 Wireshark

To WireShark amotelel éva amd to mo SladedoUEVA TPOYPAUUATO OVOAVOTG
nakétov. [Tapéyel oto ¥pHotn T SLVUTOTNTA VO KATAYPAYEL TNV KiVoT TOV TTEPVAEL
0O TOV VTOAOYLOTH TOL AVA TAKETO, KATOYPAPOVTOS TATPOPOPIES OTMS O1EVOVVGELS
Kot 00peg YN Kot TPoopIGHoL, TpmTOKoAAa, poptia (Wireshark, 2025). ITapéyet
EKTEVT] TANPOQOPia yio OAA Ta eTimEd A EVOLAAKWOONG TOV £XEL VLY VEVGEL GTO TOKETO,
OT®G QoiveTal oTNV KOV 9.

- 1428 328.048277  10.6.2.15 128.121.3.265 HTTP 376 GET /widg T#/script.3s HITP/L.1

18429 328.549675  128.121.3.265 10.6.2.15 TP 54 88 - 49565 [ACK] Seq=1 Ack=323 Win=65535 Len-8
18436 328.950579  16.6.2.15 128.121.3.205 Tcp 54 49566 + 86 [ACK] Seq=1 Ack=1 Win=64248 Len=0
18568 320.414345  128.121.3.205 10.0.2.15 TcP 530 80 - 49565 [PSH, ACK] Seq-1 Ack-323 Win-65535 Len-476 [TCP segment of a reassembled PDU]
18569 329.421550  128.121.3.265 160.0.2.15 TcP 1474 80 + 49565 [ACK] Seq=477 Ack-323 Win-65535 Len-1428 [TCP segment of a reassembled POUI
18570 329.423123  10.8.2.15 128.121.3.205 TcP 54 49565 + 80 [ACK] 5eq=323 Ack-1897 Win-6424 Len-@
18571 329.425149  128.121.3.265 16.0.2.15 TcP 1148 80 » 49565 [PSH, ACK] Seq=1897 Ack=323 Win=65535 Len=1094 [TCP segment of a reassembled PDU]
18595 329.496520  128.121.3.265 10.0.2.15 TcR 1474 80 » 49565 [ACK] Seg=2991 Ack=323 Win=65535 Len=1426 [TCP segment of & reassembled PDU]
18596 329.496553  128.121.3.265 10.0.2.15 TP 82 80 + 49565 [PSH. ACK] Seq=4411 Ack=323 Win=65535 Len=28 [TCP segment of a reassembled PDUI
> Frame 18425: 376 bytes on wire (3068 bits), 376 bytes captured (3008 bits) 5154 BB 12 35 62 66 0@ 27 a3 B3 43 06 00 45 08 RT. 5. ' C..E
> Ethernet IT, Src: PcsCompu_a3:83:43 (88:@:27:a3:83:43), Dst: RealtekU_12:35:82 (52:54:00:12:35:02) 01 6a 1d c& 40 @0 86 @6 4b 71 @a @@ 62 of 88 79 je Ka ¥
v Internet Protocol Version 4, Src: 10.8.2.15, Dst: 128.121.3.205 03 cd cl 8d 00 50 1e 56 dd 97 03 4d b4 02 56 18 PR oMP
s S ersion: 4 a 8 cb cc 60 80 47 45 54 20 2F 77 69 64 67 65 GE T /widge
74 73 2F 62 6F 6F 6b 73 68 65 6C 66 2F 73 63 72 ts/books half/scr
... B101 = Header Length: 28 bytes (5) ipt.ge B TTR/11
> Differentiated Services Field: 6x00 (DSCP: CS0, ECN: Not-ECT) 0060 NN
Identification: Gxldcs (7624) 11a/5.0
> o109 = Flags: 6x2, Don't fragment tindow s NT 6.1
.6 000 0BG PO = Fragnent OFfset: B @) Gecko

5 rvis3.
2¢32 38 31 36 30 31 38 31 20 46 69 72 65 66 6 /2610018 1 Firefo
78 2F 35 33 2e 30 @d @a 41 63 63 65 76 74 3a 20 x/53.0-- Accept

2a 2f 2a @d 0a 41 63 63 65 70 74 2d 4c 61 6e 67  */*--AcC ept-Lang

Time to Live: 128
Protecol: TCP (8)

Header Checksum: Ox4b71 [validation disabled] 75 61 67 65 3a 20 65 6e 2d 55 53 2c 65 6 3b 71 uage: en -Us,en;q
[Header checksum status: Unverified] 3d 30 2e 35 0d 0a 41 63 63 65 70 74 2d 45 Ge 63  =0.5..Ac cept-Enc
Source : 10.8.2.15 6f 64 69 6 57 3a 28 67 7a 69 78 2c 20 64 65 66  oding: g zip, def
Destination Address: 128.121.3.205 6C 61 74 65 B0 Ba 52 65 66 65 72 65 72 3a 20 68 late..Re ferer: h
~ Transmission Control Protocol, Src Port: 49565, Dst Port: 86, Sea: 1, Ack: 1, Len: 322 74 74 78 3a 2f 27 63 67 75 72 62 6l B¢ 73 28 73 ttp://Jo urnals.s

61 67 65 70 75 62 2e 63 6 b0 2 64 67 69 2f 66  agepub.c om/doi/T
75 6 6C 2 3138 2e 31 31 37 37 2f 30 38 33 33 ull/10.1 177/0033
3335 34 39 31 36 35 38 31 34 39 30 0d 0a 43 6F 35491668 1496 -Co
[Strean index: 46e] 6e b 65 63 74 60 6F Ge 3a 28 6b 65 65 78 2d 61  nnection : keep-a
[Conversation completeness: Complete, WITH DATA (31)] 6c 69 76 65 0d 82 0d Oa live

[TCP Segnent Len: 3221

Sequence Number: 1 (relative sequence number)
Sequence Number (raw): 588615887

[Mext Sequence Number: 323 (relative sequence number)]
Acknowledgment Number: 1 (relative ack number)
Acknowledgment number (raw): 55424002

8101 = Header Length: 20 bytes (5)

Flags: @x@18 (PSH, ACK)

wWindow: 64248

[Calculated window size: 84248]

[Window size scaling factor: -2 (no window scaling used)]

Source Port: 49565
Destination Port: 0

> [Timestamps]
> [SEQ/ACK analysis]
TCP payload (322 bytes)
> Hypertext Transfer Protocol

Eiwxova 5: Wireshark GUI

O Moyog ypnong tov Wireshark givor ) a&romiotio Tov kot to yeyovog Ot etvat
TPOYPOALLO 0VOLYTOD KOOIKO. TNV Topovca epyacia Oa ypnoiporomOet yio v
KOTOY PO OPIGUEVOV SEIYUATMOV TOTIKNG Kivnong Tpog emkipwaon Asttovpyiog Tov

npoypbppatoc PcapToKG.

4.2 Java-IntelliJ IDEA-Maven

H Java givot amd T1g o vpEmg YPNOHOTOIOVUEVES YADCGES TOYKOCHIMG, S1O0KTEN
OT0 TEPLGGOTEPO TOVETIGTI L0 GE TPOYPELLOTO TATPOPOPIKNG KOl UE TANPES
owoocvotnua Prodnkoav. H €ékdoom mov Ba ypnoyoromaoovpe givor n ékdoon 17,

yio Adyoug cupPatdTnTag He Toug 00MYoUs TG Pdong dedouévamv.
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H Java givon pio mANpmg ovTIKEYWEVOSTPOPNG YADCTO TPOYPUULATICHOD TOV
onpovpyndnke to 1995 amd v Sun Microsystems kot apydtepa e£0yopAoTNKE OO

v Oracle.

‘Eva and ta kbpla yopaktpiotikd g Java givot 1o yeyovog 0Tt 0 Kddkag Uropel va
eKTEAEGTEL YOPIG TOPOALAYEG GE OTOLOONTOTE AELTOVPYIKO GVGTNILA, KOOMG

exteleitan oto JVM-Java Virtual Machine (Java, 2025).
H emoyn g yAdGGOg £yve Y100 TOVG TOPOKATM AOYOVG:

1. Owedtnra, kabhg eivorl n YAOCCO TPOYPAUUATIGHOD TNV OOl SUVALLOL VO,
YPNOUOTOUC® KAAVTEPQL.

2. Xvppotdmra pe Neodj. H Bdon dedopévaov Neodj sivarn emiong ypoppévn o€
Java ko Tapéyetl dptia Tekunpropévo driver yio tn cOVOEST) HETAED TOV
TPOYPAULOTOS Kot TNG PACTG dESOUEV®V.

3. MeydAn xowvotnta ypnotdv Kot dabecipotnta epyaieiov. H Java sivon amd
TIC 7O O1ULOEOOUEVEG YAMOOEG TAYKOGUIMG, KATL TOL OIEVKOAVVEL TNV EDPECT

BBrodNKk®dV kabmg kot fondeta Yo TLXOV TPOKANGELS KOTA TV VAOTOING.

To IDE emoyng pag etvon to IntelliJ IDEA tng JetBrains kot to project Oa ytiotet
péom Maven. To Intellij IDEA amotelel to mo dadedopévo IDE (Integrated
Development Environment) ywa Java, katéyovtag to 84% tng ayopdg (Jrebel, 2026).
[Tapéyxet ektevn Aettovpyikotnta yio debugging, ovTOUAT CLUTANPMOOCT KEYWEVOL Ko

Aertovpykdtnra refactoring, petald GAAwv.

To Maven anoteAel éva epyareio dwayeipiong eaptioewv (dependencies) katd
SdIKOGT0 KATOOKEVTC TOV EKTEAEGILOL TPOYPAUUATOC. Anpovpyndnke and tnv
Apache e okomd v Pertioon tng S1001KaGI0G KATAOKEVTG EKTEAEGIU®V KoL TNV
Tapoyn LG evOg eviaiov cuoThnatog katackevns. H siocaywyn Piprodnkov sival
loitepa EDKOAT, LE TNV EIGAYMOYN EVOC UTAOK KOdwke Xxml 6to pom.xml mov
Bpioketon oto Qdiero Tov project. Or BifAodnkeg PBpickovtarl 6to amobetnplo Tov

Maven (Maven Repository) kot piokovtatl avtopata. (Apache, 2026).
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4.3 BipimoOnkn Pcap4j

H Pcap4j eitvar | mo npdo@atn avorktn PiAodnkn mov emTpémel TNV TPOSTEANCT)
apyeiov .pcap oe yAdoca Java. Anpiovpyndnke kot cvuvrnpeital and tov Kaito
Yamada, eAleiyetl katdAniov BipAodnkodv yio Kataypagn peap yio Java, dote va
Bonbnoet ot dnpovpyia evoc mpocopotwt) SNMP diktoov. (Pcap4l, 2022)

H Pcap4j pog divet tn duvatodtnta KoToypoeg ToOKETOV G TPAYUATIKO YPpOVO, ALY
Kot TV ovéddvon opyeiov .peap. Ta ) gpnon g, apkel va 16AYOVLE TN GYETIKN
eEaptnon oto pom.xml Tov project.

4.4 IPGeolocation API

[N Tov gumhovTicpd dedopévmv Ba ypelacTel va PN GILOTONGOVLE KATOL0
eEotepcd APL Yrdpyovv apketég facelg ded0UEVOV YEWMEVTOTIGHOD Kot 0CQUAEING
IP. Ztv mepintwon pog, Oa ypnooromaoovpe to app.ipgeolocation.io. H emioyn
€ytve AOY® EVKOATNG YP1OMNG KO YOUNAOD KOGTOVG GLUYKPLTIKA UE AALEC TOPOLOIEG

Moetg. [Tapéyet molhandd API, ek tov onoimv Ba ypnoioTot|coveE To:

e [P Location API
e [P Security API
e UserAgent API

Ta API divovv amavtnoelg oe popen Json. O@eilovpe vo GNUEIOGOVUE OTL TOL
dedopéva mov emotpépovtal amd o API dev eEetalovtar mpog v 0pHOTHTA TOLS KO
dev &yovpe nEBodo a&tordynomng g eykvpdtroc. Evoéyetan va emotpépovtan

AavBaopéveg 1 avakpiPeig evoei&elg yo kamoleg and tig IP.

4.5 Jackson API - Okhttp

H OkHttp amoterei pia ovyypovn Biprodnin terdtn HTTP yia t yAdooa Java, 1
omoia avamtHcoeTal amd TNV Square. XxedldoTnKe Le GTOYO TNV OMOJOTIKT), OGOOAY|
Kol 0&LOTIOTN EXKOVOVIO EPUPLOYDV LLE OMOUUKPVGUEVES OLAOTKTVOKES VITNPEGIES
péom tov tpotokoAiwv HTTP/1.1, HTTP/2 xoaw WebSocket (Square, 2026). Me
ypon ¢ PProdnkng Ba amootéAdovpe artuata oto Geolocation API kot Oa

Sty elptlONOOTE TIG ATOKPICELS.
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['o v cepromoinon Kot amoceplonoinon Twv onavince®my, 0o ypNGYLOTOMGOLUE
™ BpAobnkn Jackson. H Bacikn Aettovpyia tng Jackson eivon 1 petatponn
avtikelpévov Java oe popen JSON kat avtictpoa, dievkolbvovtag TNV avToiiayn
OEQOUEVMV LETAED EQOPLOYDV Kot OLAOIKTVOKADV VIINPECIOV. Oa £xovpe oM
onuovpynoet POJO mov avtictoyobv oty popen tov JSSON dote 1 anoceplonoinon

TOV OTAVINGE®Y VO AVTICTOWYILETOL GE GTIYHIOTLTTO AVTIKELLEVOV.

4.6 PostgreSQL

H ypnom g PostgresSQL dev Ntav mpocyedlaciévn, oA TPOEKLYE MG AVAYKN

KaTd T domn TG a&loAdyNoNG, 0TS AvVaPEPOLLE oty evotnta 3.3.

H PostgreSQL &ivot éva avoiktod kddwka Zyeotokd Xootua Awyeipiong Badcewv
Agdopévov (RDBMS) mov avantdcoetal cuveymg amd o diebvn kotvotnto
TPOYPAUHATICTOV 0md To 1996. Baciletar 610 epevvntikd épyo POSTGRES tov
[Tavemompiov ¢ Kaheopviag oto Berkeley kot Oewpeitan pio amd T1¢ o dpipeg

Ko 0&10moTeg PAGEIS OEOOUEVAOV YEVIKNG XPNIONG.
4.7 Neo4j Graph Database

To gpyoieio emAoyNng Hag yio TNV dNUovpyio YpaeniaTog YVOCNS GTNV TApOVGH
epyaoia Ba eivar n NeodlJ. O Adyog emdoyng eivarl 1 Onpoetiia tov gpyaieiov, M
EKTEVNG TEKUNPimoN 1060 Yo TN xpron s Paong 660 kot yio ) YAdooa Cypher v

omoio YPNOOTOLEL Y10l TIG GUVAALAYEG.

H Neo4j eivar éva svomnua dayeipiong Pdcewv dedopévev ypdowv (graph database
management system), oye30100UEVO Y1 TV amodnkevon, avaltnon kot avdivon
dedopEVOV OV TaPOLGIALOVV £VTOVES O1UCLVOEGELS. AVTL VoL OPYOVMVEL TOL OEOOUEVAL
o€ TVOKEG Kol GYECELG LEGM EEVOV KAEDLMV, OTIMG Ol GYECLUKEG PAGELG dedOoUEVOV, N
Neo4j vionotel to povtéro property graph, 6to onoio ta dedopéva avamapiotavtol

g kopPot (nodes), axpéc (relationships) ko 1010t teC (properties).(Neodj, 2026).
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H Neo4j mapéyet eniong dvvatotnta MCP v omoia 6o xpnOHOTOMGOLLLE Yia TV

ovvdeon ¢ Phong pe to Claude.

4.8 Claude

To Claude sivon éva Meydho I'hwooikd Movtéro (Large Language Model, LLM) mov
avantOyOnke omd v etatpeion Anthropic, puo apeptkovikn etopeio TexvnTg
vonposvvng ov Wpvonke to 2021. H Anthropic 1dpbbnke and mpodnv péAN ™

OpenAl, peta&d Tov omoiwv ot Dario kot Daniela Amodei.

To Claude Bacileton otnv apyrtektovikny Transformer, thv omoia ypnGYLOTOI0VV TO

neprocotepa ovyypovo LLM. Exnoidebtnke e cuvovacud teqvik®v:

e Supervised Fine-Tuning (SFT): Exnaidevon oe avOponiva emtonpetopéva
TapadetypaTa.

e Reinforcement Learning from Human Feedback (RLHF): BeAtiotonoinon
pécm avhpomivng a&lohdynong amavIoemy.

e Constitutional Al (CAI): [dtoktnt péBodog ¢ Anthropic mwov ypnoipomotet
éva GOVOAO apy®dV («GOVTOYHO») Yid va kaBodnyel T copumeptpopd Tov

LOVTEAOV, HEIDVOVTOS TV €EAPTNON amd avOpmmvy enifleyn o€ KGO Priua.

Xprowa yapaxtnprotikd Tov Claude givotl o gupd mapdbvpo copepalopévev, n
TOAVTPOTIKOTNTA Kol 1] xprion epyoreiwv pécm tov tpmtokdArov MCP. (Claude,

2026).
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5. YA omoinon

5.1 lIpoamartovpeva

[Tpokepévov va Aettovpynoetl To TpdypapLpa, xPEIILeEToL VO EXOVLLE GTN OLAOECT oG

TO, TOPOKATO:

1. Eyxateompévn tomikn fdaon dedopévmv Neod)

2. Ipoarpetikd Kiedi cuvopoung API yia to geolocationAPI 1y
3. Eykateomuévn tomikn Pdon dedopévav PostgreSQL
4. JavaJDK 17

Oleg ot exteréaelc £xovv yivel evtog tov IDE, pe Tig Tipés tov mopamdve
TOPAUETPMV VO, ATOTEAOVV UEPOG TOV KOIIKO, OE GYETIKA GYOAMOUCUEVEG LETAPANTEG.

Agv dwpdlovion mg arguments.
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5.2 llapovoiacn kKLace®v PcapToKG

O 1pomoc Aettovpyiog amodideTal GTO iy P OAANAOVYIOG TOL POIVETAL OTNV

Ewova 10.

PcapToKG

PacketAggregator

PostgresHandler PcapParser PacketData

IpAddress

Geolocation API client

1: Constructor call (pcap file Path)
] L

15.3.1.

T
:
|
1.1: Constructor Call :
|
|
1

1.2: Constructor call (pcap file Path)
I

1.2.1: Constructor call (packet)

1.2.2: PacketData object

1.4: Map Packet Information
:
1.5: Constructor call (IP address, PostgresHandler instance)

f————— e ]

F—————1

1 1
1.5.1: Acquire Geolocation Data from Database

—r-—-
A

alt

———1

——1

1.5.3.1.1.1: IpAddress objects
1

<
<«
1.1.2: Aggregator object with enriched data

¢

|
1.5.3.1.1.1.1: Generate Conversations

|

I

|
| |
| |
| |
| |
| |
| |
| |
| |
| |
2: Constructor Call (DB Uri, username, Password)

T
T | |
|
| |
| |
3: Add Ip List, Conve:sations and derived objects tlo Database

4: Delete null nodes and close connection
'

AN
|
|
|
|
|
|
|
|
|
|
|
|
|
f——t =1
|
|
|
|
|
|
|
|
|
|
r

|
|
|
!
| i i
|
+
|
|
\

Eixovo 6: Sequence Diagram

..t‘_.-__ ____'____ —— e —— —— — —— ]
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[Mopaxdto Bo TaPOVCIACOVLE TIG AEITTOVPYIKES KAAGELS TOL TPOYPALUOTOS LUE TN
oelpd KAong, 6Tmg TopovctdleTol 6to didypoppa arAniovyiog. 1o mapdptnua 9.1
dtvovtatl 6Aot 01 KOSIKEG TV KAAGEWY TTOL Qaivoviat 6to didrypappa. [Tapaieimovion

ot kKAdoeig POJO.

5.2.1 PcapToKG

H PcapToKG nepiéyetl amoxietotid ™ pébodo main. Xtnv main, dnuovpyovpe Eva
ottypdtomo PacketAggregator pe yvopiopa to path Tov apyeiov .pcap mov Ha
avalvBel. Zrov PacketAggregator, 6mwg o dode 61N cVVEYEL, amodnKevov e
Moteg pe 116 IP kot Tig suvoprieg tig omoieg embBupovpe va slodyovpe otr foon

dedopévmv. To path tov apyeiov divetar wg axoAovO®G:

PacketAggregator aggregator = new PacketAggregator ("src/main/resources/sample.pcap");

E@bdcov ohokAnpmBei n) kArom tov constructor Kot cuykevipwOovv ot Alotec,
onuovpyeiton éva otrypudtomo DbHandler. Tpata kadeiton n péBodog ertcaywmyng [P
010 Ypaenua yvoong yia kébe IP tov PacketAggregator kot kKotdmy 1 péBodog

ewoayowyng Conversation oto ypaenpa, yio kabs Conversation tov PacketAggregator.

Katomy, dtaypdeovor OAeg ot £yYpoeEs e dvopa “null”, kaAdvtag T oyxeTikn

uébooo tov DbHandler.

Téhog, Kheivel n cvvoeon ot Pdon dedopévav Kot TO TPHYPULULL OAOKANPADOVETOL.

5.2.2 PacketAggregator

H kAdon PacketAggregator givot 1 wo cOuvOeT ToL TPOYPAUUATOS. XPNGULOTOOVE
aLT TNV KAACT OCTE VAL ONUOVPYNCOVUE TIG TEMKEG AIGTES LLE OVTIKEIPEVA

IpAddress ka1 Conversation ta onoia elcdyovpe oto ypdonuo. H khdon Aettovpyel

oG eENG:
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Me v KAnon tov constructor onpovpyet £va otrypudtomo Postgres Handler mov Oa
nepaoctel apyotepa otic IP, kot évav parser divoviog og yvapiopa v tomobecia
apyelov, Onmg avtn 660nke amd T main. Kaiel v pébodo parsePacketData()
omoia emotpépet i Alota pe otrypudtona PacketData. And kd0e maxéto eEdyovpue

mAnpogopia kot tnv tomobetovpe oe doun HashMap. ‘Eyovpue opicel tpia HashMap:

e ipMap: HashMap <String, ArrayList<String>> : yaptng mov avtictoyyel kdOe
IP pe o Alota amd Ports mov €yel xpnOILOTON|GEL GE GUVOLUALEG.
e conversationLengthMap: HashMap<String, Long>: yaptng mov avtictoyet
kéOe IP pe to mAnBog byte mov £xet oteilet
o Xnueiwon: yia ke cuvopurio 6mov £xovv oTeilel kit 0L dVO
VTOAOYIOTEG TTakETa, LILAPYOVV VO keys oe avtd To map. To €va el
popoen “{Ip1}-{Ip2}”: X, eved 10 devtepo €yt popoen “{Ip2}-{Ipl1}”:Y,
omov Ipl n dtevBuvon arocToAéN TOL TPMTOV TOKETOL TOV EGTAA),
Ip2 n devBuvom tov TapainmTn ToL TPOTOL TAKETOL, X, Y TO
afpoicpata og byte TV AnESTOAUEVOV 1| TOPAANPOEVTOV TOKETWV.
Ortav dnpiovpyovpe  doun Conversation, owtég ot TAnpopopieg Ha
ovyyovevBovv kot Oa petatpamovv og sender, receiver, bytesSent ko
bytesReceived,
e conversationPortMap: HashMap<String, ArrayList<String>>: ydptng mov
avTioToly el o cuvopiMa pe Aloto Ports mov ypnoipomolovvion 6 vtV
o Kot wdh éyovpe Simhég eyypapés oe avtd to Map, ot onoieg

GLYXOVEDOVTOL OPYOTEPQL.

E@dcov olokAnpwbei n avaivon tov mokétmv Kot ta 0edopéva TAEoV £xouv
tomoBetnOel ota HashMaps, kaAeiton 1 uébodog aggregatePacketInfo(), n onoia
onuovpyet v teAkn Mota pe dopég IP ko v Alota pe dopég Conversation mov

amoOnkevovtan otov PacketAggregator:

e [ dnuovpyia tov IP extelel dtomépacn Tov kabe map pésm tov keyset,
Ko Kahél Tov constructor tng kKAdong IpAddress, pe yvopiopa v IP ko tov

PostgresHandler tov PacketAggregator mov v kaAel. Katomv mepvdet
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Mota Ports amevBeiog ot véa dopn| IP pécm oyetikov setter ko 1 doun
amofnkevetar otn Aiota ipAddresses Tov PacketAggregator

e T ™ dnuovpyia tv dopudmv Conversation AEITOVPYOVLLE LE TOPOLLOLO
TPOTO, LE TN Spopd OTL Yo kébe conversation ydyvovpe 600 KAWL oTo
HashMap: 1o kAe1di popoeng Ip1-Ip2 kou 1o kAedn popoeng Ip2-Ipl. H tehikm
ovopacia tg doung Ba etvon Ip1-Ip2.

Epdcov ohokAnpwBei n onpiovpyio g AloTtag, OAOKANPOVETOL 1) KAN|OT) TOVL

constructor.

5.2.3 PcapParser

H «\don PcapParser amoteleiton amd tov constructor, 0 0moiog 0EYETOL GOV YVOPIGLLOL

10 path Tov apyeiov .pcap, kot tn pébodo ArrayList<PacketData> ParsePacketData().

H péBodocg ParsePacketData() onuovpyel éva PcapHandle and ™ BipAodnkm Pcap4;)
kot kaAel tov Constructor tng dopng PacketData yuo kd0e mokéro. To mapayBév

nokéto amofnkeveTon o€ Alota TNV omoia emoTpEet TeEhkd 1 péBodog.

5.2.4 PacketData

X1 doun PacketData opilovpe o mopakdto yvopicpoto:

private String sourceAddress;
private String destinationAddress;
private Integer lengthInBytes;
private String sourcePort;

private String destinationPort;

Me v KAnon tov Constructor, KaAoOvtatl pébodot vevBuveg yio v e€arywyn Ko

v Tpomonoinom g kabe tiung amd tn dopr| Packet mov pog mapéyet n Pecap4;.

O péBodot eivan emiong vrevBuveg Yo v dlayeipion ecpaipévayv | null Tyov and

10 Packet mov £yet dmwaoet 1) frirodnin.
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Aerrovpyixotnra ¢ PifioOning Pcapdj emmpémer ta Timestamps povo yio tavtoypovy

KOTOypagi.

5.2.5 IpAddress

H «Adon IpAddress onpovpyeitan pe kKAnon and tov PacketAggregator. Me tnv

KAnon tov constructor, egtdlovpe av 1 dobeica IP dev givon null kKo epdGoOV dev

elvan, e€etdlovpe av avikel bogon Hpog devBuvoewv. Edv avrkel, 10t Bempovpe

dtevbuvon og local kot emoTpéPovpe TNV OVIOTNTA.

g O10POPETIKN TEPIMTWOOT, TPOYWPAUE GE EUTAOVTIGUO TNG OVIOTNTOGS LLE OTOLKEID

YEDEVTOTIGLOV.

Xpnowomowovpe ) pnéBodo inputToDb tov PostgresHandler n omoia emtotpépet Tnv

T ov Bpioketon oty Pdon dedopévmv. Edv dev Ppioketal otn faon dedopévmv

(apov mpwta v AdPet and To API). H nébodog pog emotpépet Eva Json tov

dedopévav, 1o omoio petatpénovpe oe doun GeoLocationApiResponse dote va

eEayovpe Tig mAnpoopiec mov ypetaldpacte yio v IP.

O mAnpoopieg mov eEGyovpe ivor o1 TOPAKATO:

private
private
private
private
private
private
private
private
private
private
private

private

String address

ArrayList<String> usedPorts

boolean

isLocal

String hostName

String dnsDomain

boolean
boolean
boolean

boolean

isAnonymous
isBot
isSpam

isCloudProvider

String hostOs

GeoLocationApiResponse apiResponse

Location geolocation
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private Vpn associatedVpn

private boolean isKnownAttacker

[Swaitepn onpacia £xovv ot dopéc Location kot Vpn. H doun Location avtiotouyel
oTNV avticToyn doun ToL Json Tov EMGTPEPETAL, VA TN dopr| Vpn T dnpovpyolue

amd Ta 0edopéEva acpareiag mov Bpickovtal 6Ty vokAdon Security.

2nueiwan: Me ta péyovta dedouéva ivar adbdvoto vo, yiver avalntnon twv Domain
omov ovnkel éva. hostname oo v IP. O 1pomog mov ektelodue tov vToALoYIoUO Eval 1]
OTOKOTH TOV UEPOVS TOV hostname UETC, THY TPWTH TEAELD. (.). Avayvwpiletor 0T i
uébodog umopet vo, oonynoel o€ eopotuévo vroloyioud tov Domain koi mopofiAéner v

mBovotnta vroplng mepioootepwv Domain amo pio. IP.

"Eyet yiver mpoPreyn dote av dev vdpyet Tomkn BA PostgreSQL, va emtyeipodue v

amoktnon tov JSON and to APIL

5.2.6 PostgresHandler

g ot TNV KAAon vAomolove dvo peBddovg: getlpResponseFromDb kot
InputlpResponseToDb. H debtepn kodel TV Ipd1n 6€ TEPIMTOON KEVAG AMAVTNONG,
kaAel T péBodo getRawResponse tov IpGeolocationApiClient Ko glcdyst v
amdvinon ot Pdaon dedopévov yio peAlovtikn xpnon. TELog, emoTpépeTar 1) Tiun

nov mAéov PpiokeTon otn Pdon dedopévav.

H xAdon ovth onpovpyndnke €€’ avaykng Kot 0ev 0mOTEAOVCE LEPOG TOV OPYLKOD
oxedlacpov. Ta dwumiotevtnpla yia T cOvdeon Le T Ao dedoUéEvVmV glvan

hardcoded otic mapaxdTm petafAntéc:
String url = "jdbc:postgresqgl://localhost/ipgeolocationdb";

props.setProperty ("user", "postgres");

props.setProperty ("password", "**x");

61



ANOIKTO Traffic oe Mopon I papnuozos ['vaoons yia ty Beltioon g

EMHNIKG «lléwpoc-Tiavvng Hetoragy, «Aéiomoinon deoouévav TCP/IP
MANEMIZTHMIO

KovPepvooopdieiocy

5.2.7 IpGeolocationApiClient

H mapovca khdom viomoiet ) otatikn péBodo parseApiResponse(String Ip) n omoia
emyepel va AdPet v amdkpion tov API yia ) dobeica IP. Emotpépet 1o Json g
popon object GeoLocationApiResponse. EmumAéov viomotet t otatikn pébodo
getRawResponse 1 omoia avti Yo object emoTpépet string pe avtovsia TV andkpion
Tov API. XtV tpéyovca viomoinon, 1o kAewi eivan hardcoded oe petafintn, n onoia

eatveron TopakdTm, Ommg Kot To url KAnong tov API:

String ApiKey = "xxx";
String url =
"https://api.ipgeolocation.io/v3/ipgeo?apiKey="+ApiKey+"&ip="+Ip+"&in

clude=security,user agent,hostname";

5.2.8 GeolocationApiResponse

H mapovoa khdaon amoterel POJO mov avtimpocmnevel v andkpion tov [P
Geolocation API. Agv éyovv viomomBel pébodor mépav and getters ko setters. H

pop@1 tov Json eaivetal oto mapdptnua 9.2. Ot vwokAdoelg mov Exovv dnpovpynoel

sivow ot
e Abuse
e Asn

e Company
¢ CountryMetadata

e Currency

e Device
e DstEnd
e DstStart
e Engine

e Location
e Network

e OperatingSystem
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e Security

e Timezone

e UserAgent

E& avtav, ypnoonotodvtar ot viokAdoelg Security, OperatingSystem, UserAgent
670 VtoAouTo TPHypappo. Ot AOTEG dEV YPNCLOTOIOVVTOL GE 0L TH TN Pdor. Ot
KAAGELS £xovv dnovpynBel pe Bdom v enionun, TANPN ALAVTNOT. £TO TAPAPTI LA

9.2 mopatifetor JSON mov mepitéyel LOVO T GYETIKE Y10l TO TPOYPOLLLLOL oG TTESTL.

5.2.9 Conversation

H viomoinon ¢ kAdong Conversation givat wdiaitepa amin, KoOmG 1 Tpogpyoasio ot
dedopéva éyet yivel otov PacketAggregator. Xvvenmg d® vAomotohvTat Hovo

duapopot Constructors ko Getters/Setters.

H mAnpogpopia mov amotundveratl ivor 1 axdAovON:

private long lengthOfConversationInBytes;
private ArraylList<String> portsUsed;
private int amountOfPacketsSentFromIpl;
private long lengthOfPacketsSentFromIpl;
private ArraylList<String> portsUsedOnIpl;
private int amountOfPacketsSentFromIp?2;
private long lengthOfPacketsSentFromIp2;
private ArraylList<String> portsUsedOnIp2;
private String Iplstr;

private String Ip2str;

Ta dedopéva avtd Ba ypnopomomBovv and tov DbHandler yio tnv tehikn

TomoBETNON GE YPAPM L YVAOTC.

5.2.10 DbHandler

Ymv mapovoa kAaon tomobetovue Tic dopég IpAddress, Conversation 6to ypaenua
yvaoong. Yiornoteiton 1 addIpToDb (IpAddress ip) ko n

addConversationToDb(Conversation conversation). O Constructor dnpuovpyet puo
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ovvoeom oty PBdomn, Kot Katomy yio kébe KAnom dnpovpysital KatdAAnio query to

omoio exteheitan péow tov driver g Neod;.

Ta dametevtpra g Neodj Bpiokovrot divovtal otov constructor:

DbHandler handler = new DbHandler ("neo4j://127.0.0.1:7687", "neo4j",

“password") ;

[Na 116 IP, o Query mov onpovpyeiton eivar g akdAovdng popeng:

MERGE (ip:IP {address: $ipAddress, is Bot: $isBot, is Local:
$isLocal, is _known attacker: $isKnownAttacker, is spam: S$isSpam })
MERGE (city:City {name: $city})

MERGE (ip)-[:IS_LOCATED IN]->(city)

MERGE (country:Country{name: S$Scountry})

MERGE (city)-[:IS_LOCATED IN]->(country)

MERGE (host: Host {hostname: S$hostname})

MERGE (ip)-[:BELONGS TO]->(host)

MERGE (hostOs: 0S {title: S$hostOs})

MERGE (host)-[:USES]->(hostOs)

MERGE (portO: PORT{port Number: '443 (HTTPS)'})

MERGE (ip)-[:USES_ PORT]->(port0O) ',

parameters={isBot: FALSE, country: "United Kingdom", city: "London",
hostOs: "Cloud", vpnScore: "null", ipAddress: "172.187.86.74",
associatedvpn: "null", isKnownAttacker: FALSE, dnsDomain: "null",
isLocal: FALSE, portO: "443 (HTTPS)", hostname: "172.187.86.74",
isSpam: FALSE}

I g dopég Conversation, avtictotya, dnuovpyeitat To akdAovBo query:

MATCH (b:IP {address: S$destinationAddress})
MERGE (conversation:CONVERSATION{id: S$conversationId,
bytes sent:SbytesSent, bytes received:SbytesReceived, sender:

SsourceAddress, receiver: S$destinationAddress})

MERGE (a)-[:HAS CONVERSATION]->(conversation)
MERGE (b)-[:HAS CONVERSATION]->(conversation)
MERGE (portO: PORT{port Number: '59133 (unknown)'})
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MERGE (port0O)-[:IS USED IN]->(conversation)

MERGE (portl: PORT{port Number: '443 (HTTPS)'})MERGE (portl)-

[:IS USED IN]->(conversation)

MERGE (port2: PORT{port Number: '59134 (unknown)"'})

MERGE (port2)-[:IS USED IN]->(conversation)

MERGE (port3: PORT{port Number: 'null'})

MERGE (port3)-[:IS USED IN]->(conversation)

MERGE (port4: PORT{port Number: '443 (HTTPS)'})

MERGE (port4)-[:IS USED IN]->(conversation)

MERGE (port5: PORT{port Number: '59134 (unknown)'})

MERGE (port5)-[:IS USED IN]->(conversation)

MERGE (port6: PORT{port Number: '59133 (unknown)"'})

MERGE (port6)-[:IS USED IN]->(conversation) MERGE (port7:

PORT{port Number: 'null'})

MERGE (port7)-[:IS USED IN]->(conversation) ',
parameters={destinationAddress: "157.240.30.35", sourceAddress:
"10.0.0.2", conversationId: "10.0.0.2-157.240.30.35", port7: NULL,
portb5: "59134 (unknown)", bytesSent: 27908, port6: "59133 (unknown)",
port3: NULL, porté4: "443 (HTTPS)", portl: "443 (HTTPS)", port2:
"59134 (unknown)", port0O: "59133 (unknown)", bytesReceived: 199069} }

Ynueltdvovpe 6Tt Yo KaOe port, dnpovpyesitan véa vioAr Merge 1 onoia divetor 6to
el query mov gktedeitat. Emeidn og opiopéveg TepImtdGelg avaAvoNG TPOEKLY AV
IPs kot Conversations ov YpnGLLOTOLOVGAV XIMAOES ports, ol ports ELGAYOVToL GTO
ypaonua ava 100, ®oTE v Unv vVITEPPOPTMOVETOL TO qUEry.

Téloc, viomoteiton Eeywprot| néBodog amdcPeong dAwv Twv KOUPmv pe kevd (null)

dedopéva TovTomoineg,.
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5.3 llapadsrypa ektérEONS - YPAON O

AxoAov000V oTrydTLTTO ATTO TNV EKTEAEGT TOV TPOYPALLOTOS GE SLAPOPES PACELS:

Parsing pcap (Ewéva 11)

Télog parsing ko eEaymyn dedopévmv and 1o mokéto (Eucova 12)

Anuovpyia Motog IP kat AMotag conversation (Ewkova 13)

Ewcaywyn dedopévav oto ypaonua yvoong/ektédeon Query (Ewdva 14)

O\ 1 €E€0dog divetatl o KOVoOAa, dev £xel VAOTONOEL Ypapikd mepBdriov yprione M
OTO10ONTTOTE AAANAETIOPOAGT LLE TOV XPNOTN.

='10.0.68.2 ort="null’, destinationPort='null'}

Eixova 7: @aon parsing opyeiov .pcap
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Ewxova 8:Tédog parsing ka1 aviAvon woaxétwy

IP 1ist build finished
sfully created
sfully created

;fully created

sfully ted

ully on 18.0.6 .

ully ated con on 151.181.11.1%-1
stully ate on 108.0. 34.1087

M1y

ULy

I._. . _Ir'-

I._. . _Ir'-

Eiwxova 9: Anyovpyio Aiotag IP, Conversation
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Ewcovo 10: Eiooywyn dedouévav ato ypdpnue.

[TA¢ov 10 Ypdonua £xel AdPeL TV TEMKT TOVL HOPON, TV OTTOi0 LTOPOVLE VO SOVUE

amo v epapuoyn Neodj Desktop, énwc @aivetan oty Ewkova 15:

Results overview

Nodes (79)

b G CID @D
D D

Relationships (145)

[ - 145) X BELONGS _TO (10)

HAS_CONVERSATION (26) X IS_LOCATED_IN (16)

IS_MEMBER_OF_DOMAIN (4) X IS_USED_IN (42)

USES (10) X USES_PORT (37)

Exova 11: Ipopnuo yvaong

AoV &yovpe emPePardoet 6Tt 01 KOPLOES Kot 01 AKILEG EYOVV EMTVYAOG Elcayel 6TO
yYpaonuo, eipacte Théov oe BEon va cuvdEcovpe ™ unyavn g Neodj pe to Claude 1
va ektedécovpe anmevbeiog queries, MoTE voL AAPOVLLE TN YPNOLUN GE EROC

TANpOPOpPIa.
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5.4 Eykotaotacn MCP Server ko owopop@mon Claude

H dwdikacio eykatdotacng oo MCP Server elvan apketd amin ko meprypleeTon
otV oyetikn tekunpioon. (MCP-neo4j, 2026). Apywd eykabictodpe to APOC
plugin otnv Neo4;:

test RUNNING X

Overview Plugins Upgrade Security

( Install

The APOC library consists of many (about 450) procedures and functions to help with
many different tasks in areas like collections manipulation, graph algorithms, and data
conversion.

m Documentation | | ) Github

Eixova 12:Eykaraoroon APOC

Katomw, eykabiotovpe 1o ekteréoipo oo MCP server. EmmAéov eykabiotobpie to uv

péow CLI:
pip install uv

[TAéov eipoote éTolotl va EEKIVIIGOLLE TOV server:

neo4j-mcp --neodj-uri neo4j://127.0.0.1:7687 —--neodj-username neodj -

-neod4j-password ***

Ewcova 13: Exxivnon MCP server
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To poévo mov pével givan ) dStapdpewon tov Claude. Elwedyovpe i mopakdtm

napapéTpovg oto apyeio claude desktop config.json kot emavexkivovpe to Claude.

"mcpServers": {

"neo4j-database": {

"command": "uvx",
"args": [ "mcp-neo4j-cypher@0.6.0", "--transport", "stdio" 1,
"env": {

"NEO4J URI": "bolt://localhost:7687",

"NEO4J USERNAME": "neo4j",

"NEO4J PASSWORD": "<your-password>",

"NEO4J DATABASE": "neo4dj"

[TAéov to cuotnua sivor étopo kot to Claude pmopet va extelécel queries amevbeiog

GTO YPAPNUA YVOCTS.
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Local MCP servers
Add and manage MCP servers that you're working on.

Edit Config

neodj-database neo4j-database ((FURRIRE)

Command

Arguments

Eixova 14: Emitoyng eykatdoraon MCP Server

Extelovpe éva Query yio vo eEETACOVLE TV AEITOLPYIKOTNTOL

Query the Neo4]j database configured in the MCP server. Give me a list of all
the IPs with which IP 10.0.0.2 had a conversation with, in which conversation
more than 2 ports were used

Here are the IPs that had a conversation with 10.0.0.2 in which more than 2 ports were used:
PeerIP Conversation ID(s) Ports Used
157.240.30.27 10.0.0.2-157.240.30.27 9
157.240.30.35 10.0.0.2-157.240.30.35,157.240.30.35-10.0.0.2 8

4.231.128.59 10.0.0.2-4.231.128.59 9

31Ps match the criteria:

1. 157.240.30.27 — 1 conversation, 9 ports used
2. 157.240.30.35 — 2 conversations (bidirectional), 8 ports used across them

3. 4.231.128.59 — 1 conversation, 9 ports used

Ewcova 15: Hepouoziko query
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6. M£D0doc aEloAdYNoNC - TEWPAUATIKA OEO0UEVQL

Ye autn Vv evotnra Ba e€etdoovpe T HEO0OO AEIOAOYNONG ETAV® GE TPy LOTUKEL

dedopéva
6.1 Evpeon ocoopévov

Oa avatpéEovpe 6To O100TKTVO Y10 TNYEG OEOOUEV®V LE OpYEia .pcap amod
TPOGOUOIWUEVEG 1) TPAYUOTIKES eMBEGEIC. XNV TtepinTmon pag, o
YPMOLOTOcOoVLE apyein .pcap mov Ppickovpe oto Stratosphere IPS (Stratosphere,
2015). Oa kdvovpe cuvoikd 10 avaldcelg TAve Gg TEWPUUATIKE dedOUEVA, EK TOV
omoiwv 4 Ba mpoépyovtan amd Datasets pe vmapén kaxodBoviov Aoyiopikov (Malware
Captures), 4 0a mpoépyovtar amd Datasets pe puotoroyikn kivinon (Normal Captures)
Kot 2 Ba wpoépyovtat amd pktés kataypapés (Mixed Captures). Onmg avagépetot
o1 oxeTikN ceAida Tov Stratosphere, To Malware Captures mepi€éyovv dedopéva and
TPOYLOTIKY Kivnon, Tpog vroAoyicpd True Positive ko False Negative ektyunceomv,
ta Normal Captures wepiéyovv d€dopéva amd pUGIOAOYIKT| O1OTKTVOKY KIvi|on, TPOG
vrhoyiopd True Negative kon False Positive, evd ta Mixed Captures £yovv puo
aAAniovyio kaBapng Kivnong, Katdmv HOAVVONG e KOKOBOVAO AOYIGUIKO KOt TELOG

KaBapiopov e HOALVONC.
Emiloyn Dataset

H Stratosphere mapéyet 349 kataypagés pe vapén Kaxdfoving kivnong, 32

KOTOYPAPES PLGLOAOYIKNG KIVIIONG KOl S JUKTEG KOTAYPOUPES.

H emoyn yio Malware Captures 0o yivel toyaio pe ) xprion RNG g Google. H
emaoyn yio Normal xon Mixed Oa yivel oelprokd, ayvodvtag captures mov £yovv

aALotwUEVE OESOUEVA YAPLV IOLOTIKOTNTAG.

1. Malware captures:

a. 46-Virut
b. 210-Trojan.WisdomEyes
c. 66-Sality
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d. 90-Conficker
2. Normal Captures:
a. Normal Capture 28 - Linux notebook at home
b. Normal Capture 26 - Windows computer, file execution
c. Normal Capture 24 - Webpage traffic
d. Normal Capture 20 - Normal HTTPS traffic
3. Mixed Captures

a. Normal and infected with MD5 a0840a39ec90e1{603e2f4be42a87026
b. Normal and infected with MD5 4d9838607597427t2dd6b1d2092f1e76

6.2 Extipnon nepopdrov

Mo apyn, ta dedopéva mov Ppickovial 6To ypaenuo yvaong o daypaeoviot omd

oyxetikd query g NeodlJ. X cuvéyeta, Ba exktelovpe 1o mpdypoppa PcapToKg dote

10 YpaoMua pog va tepthapfdavel povo ototyeia amd to mpog e&étaon Dataset.

E@doov to ypdoenua £xet dnpiovpynbei yia éva Dataset, O extedovpe 1o 1010 prompt

oe véa cuvopuAia pe to Claude yo kdBe éva amd o ypaenpuaTo, OCTE Vo, unv
VILAPYOLY GLUPEPALOUEVA OO TPONYOVUEVES EKTEAEGELS. AVAEVOLLLE Yo KAOE
YPOAGTLLOL L0l OVOAVTIKT OTEVTINGT TOV VO, GLVOEEL TNV AMEIKOVION TNG Kivnong pLe
taktikég enibeong Pdoet tov MITRE ATT&CK, av kot epOGOV vapyet, Kot Lo

KOTOANKTIKN amdvinon (OeTikn, apyntikn 1 ovdETepn) EMEVEO GTO EPATNLLOL.
Extiunon True Positive

I'o to Malware Captures kot to. Mixed Captures, avopévoope and to LLM Bgtikn
amoTipnomn KakOBovAng kivnong. Aedopuévou 0Tl To HOVTELD TOPAYEL KELEVO Kot Oyl
éva amhd «va N «Ooyw, Yo to yapaktnpiopd True Positive avapévovpe to keipevo

nov Ba mwapoyOei Ba TAnpot Tig TapaKdTm TPoHTOBETELS:

1. Zaen Betikn aviamokpion yo v Vapén KakoBoving Kkivnong
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2. Avagpopéc otov mivaxo MITRE ATT&CK pe kmdtkovg avapopds o€ oYETIKEG
TOKTIKEG EMIOEONC

3. ZUvoeon Le T GToLyEln TOV YPUPTLOTOC

Extiunon False Positive

Y mepintwon mov o€ ucloroyikn Kataypoen (Normal Capture) to LLM ddoet
OeTikn andxpion, pe N xopic avapopd otov mivaxa otov wivaka ATT&CK, to
arotédeoua Oa kataypapetor g False Positive. Yrdpyet n mbavotnta 1o Keipevo
mov Ba mapoyOel va punv waipvel coer| Oetikn B€om, aAld va ypnoipomotel afEPoin

YADOOO.

Téroteg anokpioelg Oa kataypdaeovior g False Positive uévov edv dodpe 01t 0 Adyog

TOV TOPAYETOL «MOED TOV aVayvMOGTH G€ VoW Yo KaKOBovAn kivnon.

Extiunon True Negative

Yg mepintwon Tov 6€ PLGLOAOYIKN Kataypaen To LLM arokpiBei 6t dev vtdpyovv
evoeitelg emiBeong, 101e 10 amotédeopa Oa kataypdpeton og True Negative. To
pHovtélo, vdpyel | MOBavOTNTA VO aoKPlOEl e EKTEVT] AVAALGT Kol VoL KAVEL
avapopd otov mivaka ATT&CK. Qotdc0, epdsov 1 katdAnén (verdict) sivan

apvNTIKY, Oa Katoypdpovpe To ottypotumo oav True Negative.

Extiunon False Negative

Y nepintwon mov to LLM anokpiBet 6t1 dev vdpyovv EekdBapeg evieilelg emiBeong
petd and avérlvon Malware Capture, tote 6o Oswpncovpe 10 amotéeospa og False

Negative.

Extiunon wrapoioOnocwv(Hallucinations)

[Na kéBe emavainyn tov Tepdpatoc, Oo VITdPYEL 1| SLVATOTNTO KUTAYPUPTG TOV
amoteAéouaTog oG TapaicOnon, avelaptnta av Eyovue True Positive, True Negative,
False Positive 1| False Negative extiunon. Ot mapoicOnoceig eivar waitepa cuyvo

QovopeVo mov mapovstdleTot Katd tn ypnon LLM kot aroterel évav amd Tovg
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HEYOADTEPOLG KIVOVVOVG TNG TEXVOAOYIOG QTNG. ZTNV TOPOVGH EPYUGin, AOY®
YPOVIKDV TEPLOPIGUAOV KOl AVTIKEYUEVIKNG OLGKOALG dlacTadpmaong, dgv Oa yivel
e&étaon mapaicHnoewv, ahld opeilet va yivel 6€ LEAAOVTIKO XPOVO Y10 T

JMICTOGN NG EYKVPOTNTAS TV OTOTEAECUATWOV.

Extiunon ue n yopic aroyyeio oopdleiog

To Geolocation API napéyet otoryeia acpaieiog, dOmmg to flag “isKnownAttacker”.
Oewpole oNUAVTIKO TETO0 OTOLYEID VO, amoONKeHOVTAL GTO YPAPT LA YVAOONC, OUMG
elvar avapevouevo va ernpeacovy v Kpion tov povtédov. [a avtd 1o Adyo, Ha
emavaldafoope yio kdbe otrypidtumo dvo mepdpata: Eva mov Bo meptéyel otoyyeio
aGPaAElNG OTO YPAPN LA, KO EVa o€ Ypaen e Tov dev Ba mepiéyet TéToln oTot el

GTOLG AVTIGTOLYOVG KOLBOLG.
Eravainyauotnro

To LLM &ivon pun-vieteppuviotikd cvotipota (Ati et al, 2024), evwvomvtog mmg yio. To
1010 epdOTNUO pTopEl VoL SDGOVY SLOPOPETIKEG amavTNoel. ['a avtd To AdYO, glvar

OTUOVTIKN 1] EXOAVAANYN TOV TEPAUATOS Y10 KAOE GTIYUIOTLTO.
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6.3 M£00dog agroroynong

Agdopévav OA®V TO TOPOUETP®V EKTIUNONG TOV AVAADGAUE 6TV evOTNTA 6.2, M

tehkn pebodoroyia a&loAdynong Ba etvar n axdAovON:

1. To ypdonua Oao amoreipeton oty apyn KaOe mtelpdpatog
2. T xéBe Dataset Bo yivovtor dvo €100V mepdporo

o To yphonua mepiéyet dedopéva acPoAeiog

o To ypaonua dev mepi€yet dedopéva acporeiog

3. Kd&Be neipapa Bo emavoropfavetor 3 popég, dote va givor povepég ot mhovEg

HETOPOAEG OTNV EKTIUNON TOL HOVTEAOVL.

4. Xvvolkad, yia 10 datasets, Oa yivouv 20 kataypagég oto ypdonuo Kot 60

gpotpota oto LLM

5. To gpdpa Ba givar kdBe popd o 1610

6. Oa avartoovpe Evov TIVOKO OTOTEAECUATOV UE TIC akOAOLOES evoei&els:

TP(True Positive), TN(True Negative), FP(False Positive), FN(False
Negative).

To gpodtpa TOL KAvoLpE o€ KAOE oTIyOTLTTO O £xEL TNV 0KOAOVON LoPPTY:

The database configured in Neo4j; MCP contains a model of the traffic captured in a
computer network over an amount of time. Query the MITRE ATT&CK matrix and
the given graph, and produce a verdict on whether or not there are indications of

malware or other cyber-attack in the computers of the local network, during the time

of capture.

Agv &yovv ypnoyonomBel mepartépm mapdapetpot, skills 1} shared context. To poviéro

mov ypnoponoteiton eivar to Opus 4.7 oe mepipdriov Claude Desktop pe tig

pvOuicelg mov eaivovtat oto mapdptnua 9.4. H avalnton tov Claude otov mivaka

ATT&CK eivor adtapavng Ko yivetatl and search Tov id1ov Tov gpyaieiov - dev

glodyeTon oav context.
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6.4 Epunveio avopEVOUEVOV ATOTEAECUATOV

Agdopévng TG TEPLOPIGUEVNG EKTACTG TNG EPEVLVAG, TO ATOTEAECLOTO LTOPOVV VO
AmOTELEGOVV UOVOV EVOEIEELS Y10 TNV OTOTELECUATIKOTNTA TOV GUGTNLOTOC Kol OEV
OTOVTAVE KOTIYOPNUOTIKO GTNV OTOTEAEGUATIKOTNTO TOV. 26TOGO, S1aKPIVOVUE TIg

TOPAKATO TEPIMTOCELS:

a) To povtého anavtéel cootd oty mAsoyneio (>50%) tov oty IOTOT®V,
YOPIC ONUAVTIKEG SLOPOPES GTNV ATOS0CT LETOED TOV TEPAUATOV TOV
SlevePYoLVTOL OTAV TO YPAPM LA £XEL OES0UEVA AGPAAELNG 1 OL.

b) To povtéro amavidel cootd Kotd Tistoyneia(>50%) ota otiypdtuna wov
&yovv dedopéva acporeiog

c) To povtélo amavrtdel AdBog katd TAsloyneia, aveEaptnta dedouEvmv
0oQOAELQG.

d) To povtéro amavtdel AdOog katd TAcoyneia, pévo dtav vapyovv (1 dev
VILAPYOLV) dedOUEVA OCPOAELDG.

e) To povtélo mapdyet amoteAéGoTa TOL OV GLYKAIVOLV Yo k(Be oTrydTLTTO.

Eniong onpovtikd eivan va e€etdoovpie Tig amavinoelg - akdpo Kot av givot Eyxopa

Beticéc N opVNTIKEG, Y10 LETOED TOVG ATOKAIGELC.
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7. Extéleon mepoUdTOV, EPUNVEION OTOTEAEGUATOV

e auth TNV evOTNTa B0l AoYOANO0VLE LE TNV TPAYUOTIKT 0TOS0GT TOL GUGTHUATOG

0€ MEWPOUATIKAE SEG0UEVA KOL TOL GUUTEPAGLOTO TOV UTOPOVLLE VAL EEAYOVLLE.

7.1 Anoteréopata

210V¢ TVAKEG TOL OKOAOLOOVV CNUEDVOVTUL TO ATOTEAEGLOTO TOV TEWPALATOS. TN
ocuvéyewn Ba oyoldoovpe yo kaOe Dataset ta amoteAécpata.

Inuewwvovpe 6t M emdoyn Dataset €yet yiver toyoaio, cuvenmg eivar mBavd opiopéva
oo o KaKOPovAa apyeia va EYovv TANP®G TOTIKY] GLUTEPLPOP (Gpa VO Unv
APNVOLV JOIKTVOKO OTOTOT®UA). AVEEAPTNTA QIO TNV GUUTEPIPOPE TOL EKAGTOTE
KOKOBOLAOV AOYIGUIKOV, KAVOLLLE TIG TOPOUKATE TOPAOOYES:

e T kaOe Dataset Malware Capture (label MC-XXX) Bewpovpe 0Tt 10
avapevopuevo amotéleoua givor BeTiko.

e T kdBe Dataset Normal Capture (label NC-XX) Oswpodyie 611 10
OVOLEVOLEVO ATOTEAECHA £V apVNTIKO

e T kaBe Dataset Mixed Capture (label MX-X) Bswpodpe 0Tt 10 avapevouevo
amotélecpa etvor OeTiko.

ENUEIDVETOL OTL TO OVOUEVOUEVO OTTOTEAEGHA EMAEYETON BAGEL TNG VITOPENS M UN
malware 6tov vToAoy1oTH, avedpTnTa OV TO GVYKEKPLUEVO malware apnvel
SLOKTLOKO OTOTOHTWOLOL.

Ytov mivaka 1 Kataypdeovpe 6Aa ta amoteAécpata yio kabe éva amd to 60
TEPALOTO. XTOV THVOKO 2, GUYKEVIPDOVOLLE OTATIOTIKA dedopEVHL: abpoiopata yio
kda0e évoeitn (TP, TN, FP, FN, H) kot Adyo mpog To GuVOAO.

Ytovug mivakeg 3,4,5 mapovoidletot To confusion matrix yio KaOe vwOTLIO KoL
oLVOAKd, Kot vroloyiletar n axpifeta (Accuracy - A), ewdwdtnra (Specificity-S) kot
n avakinon (Recall-R) w¢ axorov0wc:

_TP+TN _ TN _ TP

)] S_ ]
P+N N P

Ytov mivaka 6 vVToAoYI{ovLE TOV JEIKTN GLUUPMOVING TOV OTOTEAEGUATOV LLE TN

oLVAPTNOT OLKVLAVONG TANBVGLLOV:

O_\[Z?l(xi'xavg)

n
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Omnov o 1 tun Tov deiktn cvppwviag, Xi 1 T Tov aroteléspatog (1 edv to X

avikel oty mAsoyneia yuo éva meipapa, 0 edv avikel otn petoyneio), Xave 0 HEGOG
OpOG TV OMOTEAEGLATOV KOl 1 TO TAN00G oTOoXEl®MV. ZNUeudveTat OTL 1| XPNOUOTHTO
1OV OgikTn dev €xel 6TATIOTIKO PAPOC, KaBOTL TO delypa emavaAnyemy gival Wiaitepa
puikpo (3 i 6 mepapota ava dataset), kot SiveETo GOV TOGOTIKOTOINGT THG CLUPMVIOG

TOV OMOTELECUATOV.

Orvmoroyiopol yivovtor EExmpLoTa Yol TIG TEPUTMOELS LE oTotyeln acpaieiog (S) Kot
Yo TEPUTTAOCELS Ypig otoryeio acpaleiog (NS) kot cuykevipwtikd (S+NS). Oieg ot

TIWES £XOVV GTPOYYLAOTOINGT 2 SEKASIKMV.

Inuet@dvovpe 6t pe 60 perpiosis To ogiypa givan evosktiko. Ta aroteléopata
a@opovV Ta TEWPMpATO TOL JEENXONGAV KATA TNV TOPOVCH EPELVA KOl OEV

OTOTEAOVV OVTITPOCMOTEVTIKY EIKOVA TNG 0EIOTIGTIOG TOL LOVTEAOV.
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Iivaxag 1: Amoteléouoro.

Security Data in Graph

No Security Data provided Baseline Actual

Attempt Trivial - Expected
always

Positive
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Iivoxag 2: Zvykevipouéva omoteléouaro.

S NS | S+NS | BL | S/TOTAL | NS/TOTAL | S+NS/TOTAL
TP 14 14 28 6 0,47 0,47 0,47
TN 11 8 19 0 0,37 0,27 0,32
FP 1 4 5 4 0,03 0,13 0,08
FN 4 4 8 0 0,13 0,13 0,13
TOTAL | 30 30 60 10 1 1 1
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[livaxog 3: Confusion Matrix (S)

S Verdict Positive Verdict Negative
Actual Positive 14 4
Actual Negative 1 11
Accuracy 0,83
Recall 0,78
Specificity 0,91
Iivaxag 4: Confusion Matrix (NS)
NS Verdict Positive Verdict Negative
Actual Positive 14 4
Actual Negative 4 8
Accuracy 0,73
Recall 0,78
Specificity 0,67
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S+NS Calculated Positive Calculated Negative
Actual Positive 28 8

Actual Negative 5 19

Accuracy 0,78

Recall 0,78

Specificity 0,79
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Hivaxag 6: Aciktng ooupwviag

a(S) o(NS) o(S+NS)

MC-66 0 0 0
MC-90 0 0 0
MC-210 0 0,47 0,37
MC-46 0 0 0
NC-20 0,47 0,47 0,47
NC-24 0 0 0
NC-26 0 0 0
NC-28 0 0 0,5
Mix-3 0 0,47 0,37
Mix-4 0,47 0,47 0,47
Average 0,09 0,18 0,21
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7.2 IlopatnpNoELS EML TOV TEPARATOV

Oleg o1 avorvoelg tov LLM mapatifevton oto emcuvantdpevo technical report.
MC-90

Avdlvon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-

Capture-Botnet-90/

I v ovykekpévn kotaypaen to LLM Bprike ta dedopéva pe dwaitepn emttoyia,
e&yvialovtog EmTLYMG TO LOAVGUEVO DTTOAOYLOTY] Kol OVOVTOG GUYKEKPIUEVEG
avapopég otov mivaxka MITRE ATT&CK yia Ti¢ TaxTIKEG TOV YpNGILOTOMONKOY 5T
ovykekpiévn enibeon). AEilel va onuetdoovpe 6Tl 6TIG AVaADGELS OVO O TIG
TOKTIKEG ELOPAVIOTNKAV KOt OTIG 3 GUVOUIMECS, HE OAES TIG VTOAOUTESG TTOPAUETPOVG,

cvunepthapavopuévon Tov prompt id1eg.
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MC-46

Avdlvon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-

Capture-Botnet-46/

I ™) ovykekpévn kotaypagn siyape tAnpwg True Positive anotedéoparta, pen
xopig dedopéva aceareiag. To LLM ntav og 0éon, pe ta dedopéva Tov ypapnpatog,

va €y vidoel TOV LOAVGIEVO DTOAOYLGTY| KoL VO TPOTEiveL Ppata acpaieiog.

MC-66

Avéivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-

Capture-Botnet-66-1/

To cvykekpyévo capture elye po GNUAVTIKY SpOopa o€ GYECN LE TO VTOAOUTOL: El)E
T0 peyolvtepo apBud IPs (mepimov 160,000) kot T0 peyaATEPO OYKO. ZOUPMOVO, LUE TO
Stratosphere eivar kataypoaen kivnong 45 nuepov. ' To Adyo avtd, 1 elcaymyn
émpemne va yivel € dVO PAGELS, apyiKa ewcdyovtag Tig [P kot og devtepn extédeon
elodyovtag ta ototyeia cuvoptmmv. Emiong ftov onpovtikd peyaAdvtepog o xpdvog
EI0AYWOYNG TOV 0e00UEVOV (TTEpimov 4 dpec, o€ avtiBeon pe <5 AemTd Y100 TIg

TEPLGGOTEPES KATOY PAPEC).

To ypaonua mov mpoékvye glvar waitepa ToAdTAOKO, 0AAG T0 LLM £dmoe apketd
TEPLEKTIKT KOl EYKLPT AOKPLOT| G€ OAES TIC EMAVOANYELG TOL TEWPAUATOG, LE 1| XOPIg

dedopéva acQaLelnS.

MC-210

Avdivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Malware-

Capture-Botnet-210-1/

INo v ovykexpévn kotaypaen Exovpe False Negative amotéleopa, o€ OAeS TG
enavoaretyels. A&ilel Opmg va onuel®wOel OTL | GLUTEPIPOPE TOL GVYKEKPIUEVOD
AOYIGHKOD OEV POIVETOL VO APTVEL STOOIKTLOKO OITOTVUTTMLLO, KOl 1) AVAAVGT] TOV

Stratosphere dgv eivat Katatomotiky. EmmAéov, ot oyetikn ceAida yia to
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VirusTotal, BAémovpe 0TI TO CLYKEKPIUEVO apyElo deV aviyveveTal MG malware amd

KOvEVO EUTOPIKO Aoyiopukd AntiVirus.

https://www.virustotal.com/gui/file/53ab071876dd528939b770eec5371681c3ff5a0cec
a8774cdefe4£129392e885/detection

NC-20

Avéivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Normal-20/

O mpadteg e€etdoetg To NC-20 enéotpeyayv emtuyng True Negative amotéleopa,
oumg oty Tpit e&étaon 10 LLM counépave 1t vdpyovv evoeiEelg KakdBoving
kivnong. A&ilet wotdc0 vo onpewmdet 6Tt 10 LLM 6€ avti v nepintwon cwotd
aviyvevoe 0Tt 0 vrroAoylotig pe IP 10.0.2.15 dev eivan polvopévog (6mmg avapépeTot
kot 610 Stratosphere), aALd o vroroyiot)¢ 10.0.2.200 givan mBovdg poAvcuévoc.
Avatpéyovtag ot fdon yio cuvoptiieg mov mepiéyovv v IP 10.0.2.200 BAémovyte,
omwg gaivetar otnv Ewdva 20 611 ypnoipomotovvtal moArés 00peg o cuvopilies e

IP o1 omoieg eivan yapakInplopéEVES MG YVMOOTOl EMTIOEUEVOL.

Eixcova 16:NC-20, Emikorvevies IP 10.0.2.200

NC-24

Avéivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Normal-24/
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To LLM opBig dev aviyvevse vontn Kivon o€ KavEvay DTOAOYIGTH TOV SIKTOOV.
A&iler va onueimbet 6t1 10 LLM avagépet TOKTIKES 01 0moieg 6gv UTOPOvV va

amoTVT®OOVV GTO TPEYOV HOVTERO.

NC-26

Avéivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Normal-26/

To Claude emituymg e&yyvialetl ToV VTOAOYIGTH TOV OTOIOL TNV KiVNOT AVOAVOVLE Kot

opBdg amopaivetal 6Tt dev VILAPYEL EVOEIET eMiBEOT GE OLEG TIG EMAVAANYELS.

NC-28

Avéivon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/ CTU-Normal-28/

Me ta otoyeio mov eodyape oto ypaonua yvoong 1o LLM ftav wavo va
avayvopicel 61t dev vpée KakdPovAn Kivnomn, aAld pdévo epdsov v PV
Aemtouépeteg acareiog oto ypaenua yvoonc. Edm fAémovpe 0Tt ta ototyeia
acpalreiag Ba frav duvatd va amotpéyouvv v vopén False Positive. Egtalovtog

v andkpion tov LLM, BAErovpe T KATwOL:

Indicators of concern

The notable findings cluster around a small number of atypical destinations:

Suspicious wildcard/randomized domains. The host repeatedly contacted several IPs
in the 185.42.119.0/24 block (Issy-les-Moulineaux, France) whose hosts resolve to
wildcard records on randomly-named domains — *.darkishaeromedical.com and

* scatsideview.net. Random, semantically meaningless domain names combined with
wildcard DNS and a shared netblock are a classic signature of malware C2 / domain-
generation-algorithm infrastructure. The 185.42.119.x range has a long-standing
reputation in threat intelligence for hosting exploit-kit and malware delivery

infrastructure.
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Plain-HTTP contact with "encryption"-named hosts. The host exchanged HTTP
traffic with encryptionl95.afodgk128.jebeloutlet.com and
encryption205.afodgkl28.jebeloutlet.com (128.121.3.x, Jakarta), downloading ~47
KB over unencrypted port 80 from a host with a deceptive, machine-generated

subdomain — a pattern consistent with second-stage payload delivery.

Other oddly-named endpoints include vps-109-123-210-154.nlooud.com (a VPS in
Prague) and 204.2.197.204 (alt-e.pipelane.net).

Me éva amAd query 6To Ypaenuo. pog, PAETovLE, Y10 Tapadety o, 1o Kdtmb oynuo
(Ewova 21), ekteddvtag 1o query MATCH (ip:IP)-[r]->(m) WHERE ip.address
STARTS WITH '128.121.3' return ip,r,m;:

MATCH (ip:IP)-[r]->(m) WHERE ip.address STARTS WITH '128.121.3' return ip,r,m;

Graph Table RAW Node details

Key Value

<id> 4:483c3410-cddd-4bcd-946
8-5ed2b8d94d9t:56272

address "128.121.3.205"
is_Bot false

is_known_attack false
er

is_Local false

is_spam false

Ewcova 17:Query results

Ed® paivetar 6Tt 10 LLM mapovoidlet mapaicOnon, kabott avaeépetar oto hostname
“encryption205.afodgk128.jebeloutlet.com" wg machine-generated, evéd gaivetal va,
elvan host epmopikov domain (jebel ivon 6vopa, encryption205.afodgk128 paivovton
va glvat ovopata host Tov diktvov). Agv yvopilovpe pe Befoardtra ta mepieydpueva
g cvvopuAiag, kot e€etalovtag ta e Wireshark dev mpoékvye kdmolo optoTiKd

GUUTEPAGLLO, Y10 TO TEPLEXOUEVO TNG KIvNomg.

H gpunveia tov Stratosphere yio ta mepiexdpeva g Kotorypagng eivor 0Tt Tpoxetan

yio 6VVOESELG browser e site oTig Béoeig 61-120 twv o OpoPA®V site.
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MX-3

Avélvon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Mixed-

Capture-3/

H epunveia tov UKtV Kotaypag®v ival Kot 1) SUoKOAOTEPT. ZOUG®VO LE TO
Stratosphere, 1 kataypoaen teptrappdvet dedopéva and poéAvvon pe adware.
Avatpéyovtag oto VirusTotal, n cuvrpurtikn mAgoynoio Tov Topodywv

Tpoypappdtov Anti-Virus dgv ava@Epovv To apyeio mg KakOBovAo AoYIoUIKO.

To amoteAéopata NTav OeTikd OTav LIAPYOVY FEGOUEVA AGPAAEINC GTO YPAPTLLOL.

Amoonacpa and v avéivorn tov LLM katd 1o neipopo MX-3-S2:

Conclusion: Yes. There is a credible indication of malicious software on the local

network — specifically the commercial spyware/stalkerware "mSpy' — on host
10.0.2.200.

What the graph contains

The capture models traffic for a single monitored workstation, 10.0.2.200, on the
10.0.2.0/24 subnet (gateway 10.0.2.2, plus broadcast/multicast addresses). It recorded
442 conversations with external IPs over HITP and HTTPS only, totaling ~178 MB.

The key finding

The host communicated with mta-06.email.mspy.com (IP 82.196.8.230, Amsterdam,
over HTTP). mSpy is a phone/computer surveillance app that promotes itself as a way
to track children or monitor employees, but, like most spyware, is also widely used to
monitor people without their consent — which is why these apps are also known as
"stalkerware." It runs in the background to stay hidden on the target device and
uploads collected data — messages, location, browsing, media — to an online
dashboard. TechCrunchMageplaza

A clean workstation has no legitimate reason to contact mSpy's mail infrastructure.
This is the kind of artifact mSpy generates when it is installed and reporting.

Mapping to MITRE ATT&CK
The presence of stalkerware corresponds to a recognizable behavioral chain:

e TA0009 — Collection / TA0010 — Exfiltration: Stalkerware's core function is
gathering local data and sending it to an attacker-controlled dashboard.

o T1041 - Extfiltration Over C2 Channel: Attackers leverage existing channels
to transfer sensitive data back to attacker-controlled infrastructure, commonly
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abusing legitimate protocols such as HTTP/S to exfiltrate data unnoticed. The
mSpy contact is over plain HTTP. Garnet

o T1020 — Automated Exfiltration: mSpy uploads collected data automatically
without operator interaction.

e TA0011 — Command and Control: The host maintains an outbound channel to
the spyware operator's servers.

Important caveats

The 13 IPs flagged in the database as is_known_attacker or is_Bot are not strong
evidence on their own. On inspection they resolve to Facebook, Google (1el00.net),
Yahoo, and the Dotomi ad network — these are legitimate services, and the flags
appear to be low-quality blocklist labels (likely tied to ad/tracker reputation). The
traffic to them is single, ordinary HTTP/HTTPS conversations with no beaconing.

Similarly, the overall traffic profile is otherwise benign: only ports 80/443 are used,
there are no unusual service ports, no C2 beaconing pattern (almost every external IP
appears in exactly one conversation), and the byte ratio is heavily inbound (~175 MB

down vs ~3.4 MB up) — consistent with normal web browsing and streaming, not bulk
data thefft.

So the verdict rests specifically and solely on the mSpy contact, which is
unambiguous and does not have an innocent explanation.

[Mopatnpodpe 611 avdAvon Kot n artioAdynon avayvopilet 6Tt Ta security flags, otn

oLYKEKPIEVN TTEpimTon etvan ava&lomiota kot eoTialel oTic eyypapés DNS.

Ortav apaipodpe ta flags and 10 ypaenuo, to aroteAéopata topekkAivouy petalhd
ToVC. 210 otrypuotvmo MX-3-NS2, to LLM Byadet mopdpoto GUUTEPAGLLOL LLE TO
napatefév Tapondve. Qotdc0, 610 oTtypioTVTo MX-3-NS1, BAETOVIE S1OPOPETIKN

avaAvon Kot Kotainén:
Verdict

No clear indication of malware or cyber-attack on the local network during the

capture. The traffic profile is consistent with ordinary web browsing by a single host.
What the graph shows

The capture models a single active local endpoint, 10.0.2.200 (a 10.0.2.0/24
VirtualBox-style NAT network — the other "local” IPs are just the gateway 10.0.2.2
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and broadcast 10.0.2.255). That host had 442 conversations with 262 distinct external
peers, downloading ~166 MB and uploading ~12 MB total.

Every indicator I checked points to normal activity:

Protocols/ports — All traffic is on port 80 (HTTP) and 443 (HTTPS) only. No SSH,
RDP, SMB, IRC, DNS-tunneling-style ports, or non-standard listening ports. No

internal lateral movement (only one real local host exists).

Traffic direction — Once the byte-direction convention is applied correctly
(bytes_sent/bytes received are relative to the conversation's sender field), the host is
overwhelmingly a downloader: largest true outbound flow is ~448 KB, and inbound
dwarfs outbound (~14:1). This is the opposite of the upload-heavy pattern expected

from data exfiltration.

Destinations — The heaviest peers resolve to Akamai CDN, Google (1e100.net),
Amazon AWS, CloudFront, Facebook/fbcdn, Dropbox, and CESNET (Czech
academic network). These are mainstream content-delivery and web services. The
large multi-megabyte inbound transfers came from Akamai and Google — i.e.,

legitimate content downloads.

No beaconing — The apparent "repeated" conversations are just paired bidirectional
records of the same flow, no peer shows the regular, periodic, low-volume callback

pattern characteristic of C2.

Geography — Spread across the US, Western Europe, Singapore, etc. — typical for
CDN-served browsing. A handful of single brief connections touch Russia, Iran, and
Ukraine, but each is tiny (<4 KB) and isolated, with no follow-on activity — normal

noise from ad networks and embedded web content, not a campaign.
How this maps to MITRE ATT&CK

I evaluated the traffic against the ATT&CK techniques most relevant to network-only
telemetry:
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T1071.001 — Application Layer Protocol: Web Protocols (Command & Control):
adversaries hide C2 inside HTTP/HTTPS to blend with normal traffic. Not
substantiated — while the host uses only HTTP/HTTPS, there is no asymmetric
callback pattern, no persistent low-volume beacon, and destinations are reputable

CDNs/services rather than uncategorized infrastructure.

T1041 — Exfiltration Over C2 Channel: stolen data leaves over an existing channel,
identifiable by unusual outbound data volume. Not substantiated — outbound volume
is small and inbound-dominated; there is no upload-heavy flow to an unexplained

destination.
Caveats

This is a confident-but-bounded conclusion. The dataset is flow-level metadata only
— no payloads, no timestamps, no DNS query names, no HITP URLs or TLS SNI,
and no process/host telemetry. That means a low-and-slow or well-disguised implant
(small periodic beacons to a CDN-fronted or domain-fronted C2, which T1071/T1041
explicitly enable) could not be definitively ruled out from this graph alone. The
absence of timestamps in particular prevents true beacon-interval analysis. Roughly
235 peers also had no reverse DNS, which is unremarkable for cloud/CDN IPs but

does limit attribution.

So: based on the available evidence, the capture shows benign web browsing with
no signs of compromise. For a definitive all-clear, you'd want packet-level capture
(or Zeke/Suricata logs) with timestamps and DNS/TLS metadata to support proper

beacon-timing and destination-reputation analysis.

[Mopatnpodpe 61t 01 dV0 AVIAVGELG TOPOVGIALOVY CTLOVTIKES SLOPOPES, LE TN
dgvtepn va unv avayvopilel v vmoapén spyware and v Kivnon. Znuetdvovpe 0Tt

010 meipopo vanpée povo pia avdivon mov yapaktnpileron wg false negative.
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MX-4

Avélvon tov Stratosphere: https://mcfp.felk.cvut.cz/publicDatasets/CTU-Mixed-

Capture-4/

1o ovykekpyévo Dataset siyope og eni to mAeiotov emttvyn avoyvdplon VToPENG
KakoBoviov Aoyiopkov. Yrapyovv nepintwoelg False Negative, toco pe v
dedopéva acoalreing 66o ko xopic. ‘Exetl draitepo evdlopépov o6t yia mapopoteg IPs
0 LLM @aivetol vo SNAOVEL S10QOPETIKEG EPUNVEIES KATA TNV ETMAVOANYN TOV

prompt:

Verdict: The host 10.0.2.200 shows strong indications of malware infection —

specifically the Sality peer-to-peer botnet.

The local network

The capture covers a small local network, 10.0.2.0/24, with effectively one active
workstation: 10.0.2.200 (the rest are the gateway 10.0.2.2, broadcast, and multicast
addresses). All 162 outbound conversations originate from this single host.

Primary indicator — Sality P2P botnet traffic

The decisive finding is 7 conversations on destination port 12350, the signature port
of the Sality peer-to-peer botnet. 10.0.2.200 exchanged small, roughly symmetric
payloads (a few hundred to ~2,000 bytes each) with 10 different peer IPs in

the 91.190.216.x, 91.190.218.x, and 91.190.219.x ranges, located in Luxembourg and
Ireland. This pattern — many short, bidirectional exchanges with a scattered set of
peers on a single uncommon port — is exactly how a Sality bot maintains its peer list.
Systems infected with Sality communicate over a peer-to-peer network to form a
botnet to relay spam, proxy communications, exfiltrate sensitive data, and coordinate
distributed tasks. In the Sality protocol, a peer can ask another peer for its list of
URLs, send its own list, or ask for the coordinates (IP, port) of a third-party

peer. WikipediaBotnets

Supporting indicators

o Botnet peers lack reverse DNS. Every 91.190.x peer has no hostname and no
domain — the IP is its own "hostname." More broadly, 97 of 156 external
destinations contacted by the host have no proper reverse DNS, consistent
with Sality's habit of fetching payloads from disposable, non-named
infrastructure.
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o Threat-intel flags. Five external IPs are flagged in the graph
(is_Bot /is_known_attacker). On inspection these resolve to legitimate
services (Yandex, Facebook, Google, Yahoo), so I treat them as false
positives from generic blocklists rather than evidence — but they show the
host's traffic was broad enough to brush against flagged ranges.

o No spam/SMTP activity observed. There is no port 25/465/587 traffic, so the
spam-relay capability of Sality was not exercised during this capture. The null-
port conversations are benign (DNS to 8.8.8.8/8.8.4.4, multicast, Microsoft
update servers).

MITRE ATT& CK mapping

The observed behavior maps cleanly to these techniques:

e TI1071 - Application Layer Protocol and T1095 — Non-Application Layer
Protocol: C2 communication over the custom port 12350.

o T1090.003 — Proxy: Multi-hop / Peer-to-Peer Proxy: the defining trait — C2
distributed across a P2P mesh of bot peers rather than a central server,
making takedown difficult.

o T1105 — Ingress Tool Transfer: Sality's core function is fetching URL lists
from peers and downloading further payloads.

e TI1571 — Non-Standard Port: use of port 12350.

Yuykpivovtog pe To otlypdtuno g tpoomdfeiog MX-4-S3:

Verdict: No indications of malware or cyber-attack

After querying the network graph against the MITRE ATT&CK framework, my
assessment is that the captured traffic shows no credible evidence of malware
infection or a cyber-attack affecting the local network during the capture window.

What the network actually is

The "local network" is a single sandbox/VM host: 10.0.2.200 (the 10.0.2.x subnet
with 10.0.2.2 as the NAT gateway and 10.0.2.255/224.0.0.x/239.255.255.250 being
broadcast and multicast addresses — a textbook VirtualBox NAT layout). It is one
workstation, not a corporate LAN, and it generated 286 conversations with 268
external IPs over the capture.

Walking the MITRE ATT& CK tactics
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I checked the graph against each adversary objective in the ATT&CK Enterprise
matrix:

Command & Control (TA0011) — The 3 IPs

flagged is known_attacker (31.13.84.36, 31.13.84.4, 172.217.16.98) and the 2
flagged is Bot (87.250.250.91, 77.238.185.35) resolve to Facebook, Google, Yandex,
and Yahoo infrastructure. All traffic to them is ordinary HTTP/HTTPS on ports
80/443 with small, balanced byte counts. These flags are noisy threat-intel labels, not
genuine C2 indicators — no beaconing pattern, no rare-port persistence, no long-
lived low-volume channel to a single suspect endpoint.

Exfiltration (TA0010) — The aggregate ratio is ~38 MB sent vs ~126 MB received:
strongly inbound-dominant, the signature of a host consuming web content. The single
largest upload is ~82 KB to an AWS EC2 address — consistent with a form POST, not
bulk data theft.

Lateral Movement (TA0008) / Discovery (TA0007) — There is only one host, so there
is nothing to move laterally to. The only internal conversations are with the NAT
gateway and the broadcast address — normal. No internal scanning.

Initial Access / Execution / Persistence — Destinations are dominated by mainstream
infrastructure: Google (1el00.net), Amazon AWS, Akamai CDN, Facebook,
CloudFront, Dropbox. No connections to known malware-distribution or exploit-kit
infrastructure.

The one item worth a footnote

Seven conversations use destination port 12350 to a cluster of IPs

in 91.190.216.0/24 and 91.190.218.0/24 (Luxembourg/Dublin). Port 12350 and that
IP range are associated with the Hotspot Shield / AnchorFree VPN service. The
traffic is small and bidirectional — consistent with VPN handshake/keepalive activity.
This indicates a VPN client was running on the host. That is a policy consideration (it
can be used to evade network monitoring), but it is not malware and not an attack —
it's user software.

A&ilel va onueidcovpie 6Tt cOpEova e TNV avdAvon tov Stratosphere, mpdkeitan yia
puoAvvon locky Ransomware, oAAd to LLM avaeépet 6Tt elvan mbavi poéAvven pe

Sality.

96



ANOIKTO Traffic oc Mopon I papnuoros ['vaoons yia t Beltioon g

EMHNIKG «lléwpoc-Tiavvng Hetoragy, «Aéiomoinon deoouévav TCP/IP
MANEMIZTHMIO

KovPepvooopdieiocy

7.3 Epunveio amoteAeopaTMV

Kpivovtag amo v Betikn 1 apyntikn andkpion tov LLM kou povo, n amecodvion g
JdIKTLOKNG Kivnong o€ ypaenua yvaong eaivetot vo amotelel ikavod epyaieio dote
TO LOVTEAO VO SOMIGTOGEL TNV VIapén emifeong 1 un, xopig va yperaletal
eEVTANTIKN LEAETT OA®V TOV TAKETOV TOV £XoVV KivnOel petalh TV VTOAOYIGTOV
GTOVG OTOTIOVG EYOLUE TNV KOTAYPoY]. DVGIKE, TOL COUTEPAGUATO OEV UTOPOVV VL
BewpnBovV KoTaANKTIK Ko XPEBLETOL TEPAUTEP® EUTEPIOTATOWNEVT eEETAON OE

TEPOLLATIKA KO TPOYLATIKA OEG0UEVO KO KATOYPOPECS.
Axrpificio oamoteleoudtwv

To cvompa katéypaye axpifeia 0,83 oy mepintwon mov VIPYOV dESOUEVAL
acaieiag kKot 0,73 6tav avtd arovoialov. Avtd deiyver pa avénon 0,13 €m¢ 0,23 o€

ovykplon pe Vv axpifela g teTpupévng Positive-Only npoPreync.

Ymv mieloynoio Tov Kataypaov, 1o LLM ondvince cwotd, dwaitepa étov 10
yphonua wepeiye flags aceaieiag. Kati mov dev mepuévape, sivon ta flags va
BonBnoovv to LLM va pewwoet tov apBuod False Positive amotelecpdtwy, a@ov 1
LEYOAVTEPT SLOPOPA, COLPMOVA LLE TOV TTivaka 3, oNUEdONKE TNV akpPn amdPaot
yw True Negative anotedéopota. H akpifeia tov arotelespdrov, puoikd, eEoptdrot
Kol oo 10 KoTd wOco o emifeon elval S100KTVOKE O1KPLTY] OO PUGIOAOYIKN
kivnon. INa mapaderypa, oty katoypaer; MC-210, 1o kaKOBovAo AOYIGUIKO ExEl
0GOPT GLUTEPLPOPV, OEV Elval KOTAYEYPAUUEVO amd KovEVa eumopkd AntiVirus
AoyopIKO ¢ KakdPovAo Kot mBavitata dev emyepel Kapio emaen pe eEotepikes 1P
N HE BALOVG VTTOAOYIGTEG TOV SIKTVOL (EKTEAMVTOG Y10 TAPAELY LD pOTt scanning).

Eivon avopevopevo 1o cuomnua va unv gival og 0éom va aviyvevoet té€toteg embécels.

Amoxiion omoteleoudtwv

Ao to dedopéva ToL TTivaKa 6 SLOTIGTAOVOLLE OTL 0 OEIKTNG GVUEMVIOG Efvat
ONUOVTIKO LEYUADTEPOS GTO TEWPAUATO YOPIG OEOOUEVO OGPALEINS GTO YPAPT QL

yvoons. Adym mepropiopévou dataset, 1 péytotn T tov deiktn cupEviog ivar
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0,47 yia ta mewpdpata S, NS kot 0,5 cuvorkd, Opmg o pécog 6pog, TOGO Y10 Ta.
nepdpata S, 660 Kot Yo To TEWPAapoTo NS Kot GuvoAlkd ftay Youniog. Amd avtd
ocvumepaivovpe OTL, apyKd, To dedopéEVa aoPUAEiOG TEIVOLV VO GUVEIGPEPOLV GE
Ayotepo amoxiivovta anotedéopata kot 0Tt 1o LLM o€ yevikég ypappés katahnyst

o€ TOPOUOL0 CLUTEPACUATO OTAV EEETALEL OEOOUEVA GE YPAPN O YVDOOTG.

A&iler va onpelmdei 6T n dtdwkacio pe tnv omoia to Claude amopdoioce tnv
EKTELEST queries 6TO YPAPNUa YVAOCTG Eival adtapoviG, CUVETMOG elval THovo o€
Kda0e meipapa vo ekTeEAESTKAY S1APOPETIKG queries ot Neodj, ta omoia dvvavTol va

®O0VV TO LOVTELD GE SLAPOPETIKG GUUTEPAGLLOLTAL.
To cvumepdopata gival un-KataAnKTiKd, AOY® e0pOVG TEPAUATOV.
Alia dedouévawv oopoleios

A&ilel va onueimbet 6T1 ToAAEG popéc Ta flags etvon avagidomiota Kot T0 LOVTEAD
eaiveron va givor ikavod va aviyvedoet tétola evogyopeva. I mapadetypa, 6to

wapaderypo MX-4-S2 éyovpe TV TOPAKAT® OTOKPION:

o Threat-intel flags. Five external IPs are flagged in the graph
(is_Bot/is_known_attacker). On inspection these resolve to legitimate
services (Yandex, Facebook, Google, Yahoo), so I treat them as false
positives from generic blocklists rather than evidence — but they show the
host's traffic was broad enough to brush against flagged ranges.

Omov, kdvovtog avtictolyyo query 6To ypaenuo., mopatnpovpe 0Tt tpdaypott IPs and
VOLESG LVINPEGTEC £yovV YapakTNPLoTEL ¢ bot 1 w¢ kKakOPovies oTic fACELS

dedopévav tov [Pgeolocation API, dmwg PAEmovue otnv Ewkova 22
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match (n:IP)-[r:BELONGS_TO]->(m:Host) where n.is_known_attacker=true or n.is_Bot=true RETURN n,r,m;

Graph RAW

n r m

87.250.250.91 BELONGS_TO yabs.yandex.ru
31.13.84.36 BELONGS_TO edge-star-mini-shv-01-vi...

172.217.16.98 BELONGS_TO bud02525-in-2.1e100.net
77.238.185.35 BELONGS_TO

31.13.84.4 BELONGS_TO xx-fbedn-shv-01-viel.fhe...

Eixova 18: Legitimate hosts flagged as attackers/bots

Kpivovtag amd to mepieydpevo tov anavimoewy, 1o LLM ftav og 6éon va
avayvopicet 6t ta flags etvon false-positive mapovcia otoryeiowv hostname ko
domain, Kdtt Tov emPePortdVEL TN YPNCYOTNTO TOV SEGOUEVAOV OLTMV GTO YPAPTLLOL

YVAOOTG.

Kdti mov dev pavnke va £yel 101aitepn EMPPOT GTO OMOTEAEG LA, Etvan 1) VTLapén
dedopévav Agttovpykon Xvotiuatog kot VPN. Ta dedopéva Aettovpytkon
OLOTNLOTOG, MG i TO TAgioTOV, elyav TNV évoelgn “Cloud”. AvtiBétmg, dedopéva
VPN dev mpoékvyav yio kKamoto and Ti¢ kataypapés. Avtd purnopet va opeiletor 6to
veyovog Ot ot emBéoelg dev ypnoponoincav VPN aArd, mbavov, dAieg pebddovg
armoxpoyng IP 1 toroBeoiog (rapadeiypatog ydptv xprion proxy) 1 tpdypatt dev
vpée TéToln TPOosTADELO.

Ta dedopéva tomobesiog, avnke va avoyvopilovrol, aAld oev eival ELQAVES TO KOTA
1660 odnynoav to LLM cg emttuoyn 1 un andeoo.

Ouorouoppiao aravinoewyv

To prompt mwov ddcoape 6to LLM givar anhd kot dev 0Tl meproptopods yio m pHopen
TV oravinoemy. [Tapampole 6TL 6€ OAEG TIG ATAVTNOELS £0MOE KOTAANKTIKY|
napaypaeo “Verdict”, Spmg Ta TEPIEYOUEVA TOV OTAVINGE®V, OKOLO KOl GE
dradoyd epwTipata Yo To 1610 Dataset mapovstalovv dtapopég otn doun, aALd Kot
otV ovoia, NTot ot avapopés otov mivaka ATT&CK dev eivon mdvtote ot 101eg. Avtd
pog 0Bel oe mepartépm mPOoPANUATICUO, KAODS deV ElVOL GOPES TOLES TOKTIKEG

eEetalovion o€ KaOE GuvouIMaL.
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Mo v a&lonoinon tov arnaviocemv, Oa eivar mpotidTEPO Vo GuvTaydel Eva copég
npoOTLTO amdvinong og skill yia to LLM, ®ote n popen kabe amdvinong va givat

TOPOLLOLOL.
2VVELGPOPO. TOV LUOVTEAOD

A&oonueimto elvar to yeyovog OtL oty mAsoyneio Tov tepintdcewv, 10 LLM ftav
og Béon va avayvopicet 0Tt opropéva and ta security flags mov gionydncav cto
ypaenua givar ava&iomota, tapovsio dedopévov DNS name kot mibovov
avalnmoemVv Tov 1010V ToV povtédov. Eniong onuavtikn eivon n aviyvevon tov
spyware HEC® TNG ETKOVAOVIOG TOL VTOAOYIoTH evolapépovtog pe IP 1 omoia lye
DNS Name avtictoyilopevn pe 1o Aoyiopikd mSpy, Katt wov deiyvel 1060 v aia
NG TANPOPOPIOG, OGO KoL TNV IKAVOTITO TOL LOVTEAOV Vo, eEAYEL GUUTEPAGLOTOL KOl

VoL YPNCHOTOMGEL AUTIOAOYIKEG HeBOIOLG.
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8. YVUTEPAGLLOTO., TPOKANGELC - TEPLOPIGUOL KOTA,

™V ovATTLEN, GNUELN ETEKTOONC

210 TapoOV KEPAALAO GVVOYILOVTOL TO GUUTEPAGLOTO TTOV TTPOEKVLYOV OO TNV
TEWPAUATIKN AEI0AGYNOT TOL GLGTILLOTOG KOl ATOTVTMVOVTOL GUGTILATIKA 01
TEPLOPIGHOL TOV, AVE GTASLO TNG APYLTEKTOVIKNG: Ot TNV KATOYPaPN Kol avdAvon
™G OIKTLOKNG KIvoNG, £0G TNV OMOTOTTOGT TG OTO YPAPNLO YVAOCNG Kot TNV
a&lonoinomn g omd 10 YAwsokd povtéro. Kabe meplopiopdg cuvodevetor amod
avtioToryn TpOTACT] LEALOVTIKNG EMEKTOCNG, DGTE TO KEQPAAOLO VO AEITOVPYEL KOl G

001KOG YOPTNG Y10 TH GLVEYIOT TNG EPELVAG.
8.1 Xvumepaouota

H péBodog kataympnong g kivinong o€ ypaonua yvaons, COUPOVO LE T,
TEPOLOTIKA OTOTEAEGLOTO TG TAPOVCUG EPYACING, OELYVEL VTOGYOUEVT YO TNV
aviyvevon vromtng Kivnong and LLM. H eicaymyn dedopévav acealeiog paivetal
va enmnpeadet Beticd v axpifeto Tov povtélov. H oviodoyia mov meptypdyape otnv
evomta 3.1, patvetal va emopkel Yo pia tpotn Peitioon, aAld kpivetol arapaitnt

N eloaywyn emmAéov otoryeimv kivnong, 6nwg ototyeia ypovicpov (Timestamps).

EmnAéov, kpivetan amapaitntn 1 dwaoctawpwon otoyeiov aceoreiog amd ta API 1
onuovpyia unyaviopot whitelist kabmg vanpéav oTirypidTLTO KATA TO OTTOiN
enéotpepe False Positive 1} False Negative aroteAéopata. Eivar ootdéco
a&loonpeinto 611 oty mAstoyneia tov tepintdcewv False Positive, To LLM ftav og

0¢om va d1oKpivel OTL TPOKELTOL Y10 COAALN TMV OEOOUEVOV OCPUAELNS.

ATd T0 TOPATAVE GLUTEPAIVOLUE OTL TO YPUPTLOTO YVOCTS d0vVavTaL Vo,
amoTEAECOVV £val 1oYLPO EPYOLEID GTOV TOUEN TNG KLPEPVOUGPAAELOS, OUMS TO
dedopéva e Epevvag 0ev Uropovv vo, BempnBovv axdpa KaToANKTIKd, kKaboTL TO

detlypa ypriong Nrav wiaitepa pkpo.
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8.2 llepropiouot kotd v KoToypaen e Kivijong

"Eva cvomua aceareiog propel va avayvopilel embéoelg Tov mapelddvtog, amd 1on
VILAPYOVTA apyEia Kol YVOOTOOG EMTIOEUEVOLS, OAAG 1| TparypaTiky a&io Tov
GLGTILLOTOG PAIVETAL GE TPAYLLATIKA dJOUEVA Kot G TPy Latikd ¥pdvo. To chotnua
7oV avarTLYOnKe amotelel £vo TPOTOTVTO TO OTOT0 AEITOVPYEL LOVO GE IO
Katayeypopupévn kivnon. Emmiéov, dev €xel viomomBel mapdAinin avaivon ToALDV
apyelov (0nwe Bo yvotay 6g TPoyUATIKEG CLVONKES GTO VTOAOYICTIKO GUGTNILA EVOG

OPYOVIGHOD).

Lpoc ueAlovtkn exékrooy: ENEKTACT AEITOVPYIKOTNTOS Y10 KATAYPOPT Kivnong o€

TPOYUATIKO XpOvo, VAomoinon pe threads yio ) dvvatdtnTa TOpdAANANG KOTOYPOONG

Kol ovaAvoNg Kivnong.

8.3 Ilepiopiouoi kotd v avaivon TV ToKETWY

H B1pAodnkn Pcap4j, av Kou kevIpikng onpaciog otny Tapovco HEAETT, Topovctalel
OPLOUEVOLG AELTOVPYIKOVG TEPLOPLGLOVG, EV LEPEL AOYM TNG TEPLOPIGUEVNC TAEOV

GLVTNPNOTG TOV EPYOV.

"Eva apxetd onuoavtikd otoryeio mov 0ev £xel avTipetomiotel eivon ) EAAeym
OEQOUEV®V YPOVOL Y10 TOL TTOKETA TTOV AVAADOVLLE, GUVETMG OEV EYOVLE OTTIKN TNG
kivnong peta& dtevbiuvoemv oto ypdvo. Avtd cvpPaivel kabmg 1 PipAodrkn Pcap4;)
dev umopel va e€dryel ot TV TANpoopia and apyeio .pcap, aArd povo amd (ovovn

kivnon.

EmnAéov, peydro mpoPAnpoa aroteiel to yeyovog 0Tt peydlo pépog g Kivnong dev
ypnoponotel to mpwtokorro TCP, aAld drapopetikd TpwTtdKoAr (OTMG .. TO
QUIC), ta omoia €povv dtapopeTiké kearides. Emiong, dev éxet yiver mpoPieym
v ypnon IPvé6.
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Lpoc ueAlovurn exéxroon: 0peon KaToAANAOTEPNC P00 KNG, 1 svufoin (1 fork)

otV Pcap4j dote va givar duvati 1 LEAETN YPOVIKNG OLEPKELNS GUVOLUALDY
acOyypovo. MeAETN SLOQOPETIKMOV TPMOTOKOAA®MV ETKOVAOVIOG Kot avdAvon

SLOPOPETIKMV TOTMV TOKETMV.

8.4 Ilepiropiouol kata. thv e0PECH GTOLYEIWY YEWEVTOTIOUOD KOL GTOLYEIWDV

0.0QOLEIOG

To geolocation API diver mordég mAnpogopieg yia i IP, dpmg dev vapyet
SCTAVP®OT TOV GTOYEIMY Kot OgV EIvol COPES TO MG TPOKVTTOVY TO GTOLYEIN TOV
nog dtvet. Emumiéov, ta ototyeia mov divovtat and to API umopet va pépovv moArég
popég false-positives, OTmg yia mapddetypa 6tov Exovpe kivnon and public IP mov
avrkovv og vroroylotikd vépn (Cloud). Edv kémolog kakoBoviog xpriotg kévet
embéoelg ypnowwonoldvtag tétota [P, 1ote Ba Kataypapel og kakoBovin. Qotdco, N
IP avtn, mBavotata Oa ypnoponoteitar kot omd pn KokOBovAovg opyaviGHovs 1
vimpeciec. To svotua pog dev eivar og B€om va dtokpivel av TpoOKeLTOL Yo
QLOOA0YIKT 1 KakdBovAn kivnon. EmmAéov, ypeidletor viomoinon pebddov gvpeong

Domain, mBavéov ond drapopetikd API.

Lpoc uelrovurn exékroon.: dSootadpwon otoryeiov pe dapopetikd API. Evpeon

context wov Ba eEMTPEYEL 6TO YAWGGIKO HLOVTELD Vo amopavOel av 1 kivinomn eivan

KakOBoOLAN N un.

8.5 llepiopiouoi kotd v KoToypapn ato ypagnuo. yvwons

To cHotnua dtayeiplong ToL YPOUENLLOTOG YVMOOTG EIval G GTASI0 TPOTOTLTOV KOl
&xel yivel TpoPAey” HOVO Y10, TNV KOTOYPOPT, OAAL O)L YioL TNV EVILEP®OT KOl TN
dwypaen ototyeiwv. H Neodj péow tng evtoAng Merge sival oe B€om va evnuepdoet
NoN vdpyovteg KOUPOLS, OU®S avTo givor duvatd vo 00MNYNGEL GE SITAOTLTTOVG
KOUPBOLG EPOCOV OeV VILAPYOLY GOPEI OpOl EvUEP®ONGC. AgV amoTéAecE TPOPANLQ
otav 010 Ypdonua £xel Tpdsfoacn Eva Lovo oty dTLumo, 0ALL GE TEPITTMON)
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TAVTOYPOVNG GVVIESNC otV 1d1a Bdom amd moAld otrypdtuma tov PcapToKg, oe
JPOPETIKOVG VITOAOYIGTEG, TO amoTéAESHA Ba NTav af€Pato kot Thavag Ha

duoyEpave TNV EMIOOCT) TOL YAMGGIKOD LLOVTEAOL.

Lpoc ueAlovurn exéxroan: enéktoon Aertovpykdtrag DbHandler, yprion concurrent

pefddmv, dnuovpyia uuid 1 hash yio kéOe kdépPo tov ypaenpatog, onpovpyio
HEBOOWV EVNUEPMONC YPAPNLATOG LE VEX dedoUEVa, Onpovpyio peBOdwV dlaypa|g

KOpuPov, facetl kprrnpimv ypnoIdTTaS, EAEYYOG SIMAOTLIWV.

8.6 Ilepiopiouot ovroroyikod oyedioouod

H ovtoloyia mov éyovpe avantiéel Baciletar otnv ovroroyio STUCCO pe opiopéveg
EMEKTAGELS, OAAG KOl APKETES EAAEIYELS GE OXEON UE TNV TPOTOTVTN. ZVYKEKPIUEVAL,
OTO YPAOMUO Lag Oev £xovpe cupepalopeva yuo Totovg Malware, Exploit 6g yvooTég
EPAPLOYES, KaBMG emiong Ko dEOOUEVO V1o TPMOTOKOALN, XPOVOVS Kot GAAL GToLyEin
EVOLOPEPOVTOG. XpeldleTan 01E0PLVGT TOL TEHIOV TEPOUUATIGHOD LE TTO TANPN
oLUPPALOUEVA KOl EKTEVEGTEPO OVTOAOY1KO TAIG10. Q6TOGO 1 EMEKTACT TNG
ovtoAoyiog opeilel va yivel og cuvaptnon e T PeEATiOon TOV TEPAPATIKOV
AmOTELECUAT®V, KOOGS £Y1ve GOQEC TS dev fonBovV OAa TO dESOUEVH GTNV
e€yviaon tov embécemv. Emmiéov, éva kevo givar ot Bogon IP Addresses, ot onoiec
nepthapPavovv Multicast/Broadcast dievBovoelg, ol omoieg emiong mpémet va

emonuaviodv 6to TapayBEV oyrua.

Lpoc ueAlovukn exéxroon: TPoGOHNKN OVIOTHTOV KOl GYEGEMV GTNV OVIOAOYid [E

ELLPOAOT GE YVOOTA KEVA AGQPOAEING EQAPLOYDV KOt EMTAEOV GTOLYEIDV SLOITKTVOKNG

kivnonge.

8.7 llepiopiouol kata Ty epUnveia TV AmOTEAEGUATWV

KaB6t1 0 6ykog dedopévav mov mapniyncav amd to LLM fjtav daitepa peydiog kot

d€d0UEVOL OTL 1) Sl0GTAVPMOT) £YKLPOTNTAG ElVaL OPKETA YPOVOROPa, 1 EIKOVA TTOV
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&yovpe yua T1g maporsOnoelg tov LLM dev eivon mAnpng. Xperdleton emmAéov Epevva
Ko 106 TOVPMOT] TOV ATOTEAECUATMV LE TO YPOPNLOTO, DGTE VO, AmoPovOodLE Yia
v Voapén tapaichnoewv kot va tebovv kprmpia yuo v anoeocn TP/TN/FP/FN

OV VO, APOPOVV TN GLVOALKN advinomn tov LLM.

LIpoc peAlovtikn eméxroan: GLGTNUOTIKY JACTAVPWOOT TV onokpicewv Tov LLM pe
T0 YpAeMUa Yvodong kot 0éomion caeav kprrnpiov taivounong TP/TN/FP/FN ce

EMIMEDO GLVOMKNG OTAVTNOTG.

8.8 Ilepiopiouol melpouaTiKay 0e00UEVWY

Mo v mepartépm a&loAdyNo™ Tov HOVTEAOV, OTOTOVVTOL EUTEPICTUTMOUEVES
OLYKPIGEIS TOV GUGTNIOTOC LLE ONUEID AVOPOPAS OC TPOS TNV aKPiPela TV
OTOTELECUAT®V, TO KOGTOG LVAOTOINGNG KOl TNV ¥POVIKN amddoon. Xperdletat va
peietnOet  amddoon evog LLM oty avdivon apyelov Kataypagng TakETmv yopic
TNV OTOTVTMOGCT GE YPAPT L YOOGS, KAOMG Kot 1 amdO0om 0TV T, 0EGOUEVA

glodyovtal o oyectlokn Pdon dedopEvmV.

Lpoc uelrovkn exéktoon.: HELPLVVGT TEHIOV TEPAUATIGHOV: LETPNOELS KOGTOVG,

YPOVOL, CLYKPIGELS LE GNUELL OVOPOPAS KO EVOAAUKTIKES OMOTUVTACELS SIUOIKTUOKNG

kivnonge.

8.9 llepropiopoi LLM

Mo v Tpn alomoinon tov LLM givon amapaitnto va avamtuyfodv ikavotnteg
(skills) ko va eEetactobv drapopetikd prompts, Ta omoia Ba eEodeiyouv Tig
amoKAIoELS TN Hopen TeV anavtnoemy. Emmiéov, yperidloviot capeic 0dnyieg yio

TNV OVIYVEVOT CLYKEKPIUEVOV TEXVIKMV EMIOECTC.
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Lpoc ueAlovurn exéxroon.: dnpovpyia skills kot katdAAnAov prompts yia T

BedtioTomoinom g LOPPNS TOV OTAVINGEWDV.

8.10 Zvvoiikn amotiunon

[Tapd Tovg TEPLOPIGOVG TOV KATAYPAPNKOAV GTIG TPONYOVUEVES EVOTNTES, 1) TOPOVG
epyooia oyediooe kol VAOTOINGE £vo TANPES, AEITOVPYIKO GVOTNUA OO AKPO GE
dpo: amd T LAY Kol avAAvoT SIKTLOKTG Kivinong pe ) Piprodnkn Pcap4j, tov
EUTAOVTICUO TG LE OTOYELD YEMEVTOTIGIOD KOl ACPUAEING, TV OTOTVTWOGCT TNG OE
ypaenua yvoong ot Neodj Bdoet ovioAoyikob oyniuatog Bepelopévov otny
ovtoroyio STUCCO, €mg kat tn d1060vOEST TOV Ypaernotos pe Meydro I'Awookd
Movtého pécw tov TpotokoAlov MCP. Ta melpapotiKd vpruata, LoAoVOTL
Basilovtal og mEPLOPIGUEVO LY, TEKUPLOVOLY TV KEVIPIKT| VTOOEST] TNG
epyaciog: 6T M SOUNUEVN OVOTTAPACTOCT) TNG OIKTLOKNG KIvnong ¢ YPaeT Lo
YVaOonG, 1ing 0tav eumiovtietor pe 0edopéva acPareiog, PEATIOVEL LETPIGLLO TV
KOVOTNTO VOGS YAMGGIKOL HOVTEAOL VO EVTOTILEL VTTOTTY SPOAGTNPLOTHTA KO VL
a1toAoyel To cCLUTEPACUATA TOL — £mG Kot TN dtdkpion availdmotmy evdeiEemv
ACQOAELNG 1) TOV EVTOTIGUO KOKOBOLAOV AoYIoUIKOV. YO TO pioua avtd, ot
TEPLOPIGLOL TOL TPONYNONKAY SEV GLVIGTOVV AOVVAUIES TNG TPOGEYYIONG, OAAG Evav
o1 EPELVNTIKO 001KO YAPTI: TO GUCTNLO TOL OVATTUYONKE amoTeELEl EMEKTAGIUN
VTOJOUY| OVOPOPAS, ETAV® GTNV 0moio Uropovy va BepeAwBodv peAlovTikég
gPYNoiec 0T SOGTAVPWON YPAPNUATOV YVAOOTS, YADWCCIKOV LOVIEA®V Kol

KLBEPVOUGPALELOG.
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9.Ilopaptnuato

9.1 Kodwkag

9.1.1 PcapToKG

package org.pcaptokg;

public class PcapToKg {
public static void main(String[] args) {
PacketAggregator aggregator = new

PacketAggregator ("src/main/resources/sample.pcap") ;

DbHandler handler = new DbHandler ("neo4j://127.0.0.1:7687",
"neo4j", "123gweASD");

handler.getDriver () .verifyConnectivity ()

int size = aggregator.getIpAddresses().size();
int counter = 0;
for (IpAddress ip : aggregator.getIpAddresses()) {
counter++;
System.out.println ("Adding IP "+counter+ " out of "
+size+ " to graph");
handler.addIpToDb (ip) ;
}
size=aggregator.getConversations () .size () ;
counter=0;
for (Conversation conversation
aggregator.getConversations()) {
counter++;
System.out.println ("Adding conversation "+counter+ " out
of " +size + " to graph");
handler.addConversation (conversation);
}
handler.deleteNullNodes () ;

handler.getDriver () .close();
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9.1.2 Packet Aggregator

package org.pcaptokg;

import java.util.Arraylist;

import java.util.concurrent.ConcurrentHashMap;
public class PacketAggregator {
private PostgresHandler pgHandler;

private ArraylList<PacketData> packets = new ArrayList<>();
private ArraylList<IpAddress> ipAddresses = new ArrayList<>();
private ArrayList<Conversation> conversations = new

ArrayList<>();

private ConcurrentHashMap<String, Long> conversationLengthMap =
new ConcurrentHashMap<> () ;

private ConcurrentHashMap<String, ArrayList<String>> ipMap = new
ConcurrentHashMap<> () ;

private ConcurrentHashMap<String, ArrayList<String>>

conversationPortMap = new ConcurrentHashMap<>();
public ConcurrentHashMap<String, Long> getConversationLengthMap ()

return conversationLengthMap;

public ConcurrentHashMap<String, ArrayList<String>> getIpMap () {

return ipMap;

public PacketAggregator (String pcapFile) {
this.pgHandler=new PostgresHandler () ;
PcapParser parser = new PcapParser (pcapFile);

this.packets = parser.ParsePacketData();

int packetCount = 0;
int packetSize = packets.size();

for (PacketData packet : this.packets) {
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packetCount++;

if (packetCount%50==0) {System.out.println ("Processing

packet "+packetCount+" out of "+packetSize );}

mapPacket (packet) ;

}

this.aggregatePacketInfo();

try{
this.pgHandler.conn.close();

}catch (Exception e) {

e.printStackTrace () ;

public void addPortsToIpMap (String address, String port) {
if (this.ipMap.containsKey (address)) {

if (! (this.ipMap.get (address) .contains (port)) && (port!=null)) {
ArrayList<String> ipPorts = this.ipMap.get (address);
ipPorts.add (port) ;
this.ipMap.put (address, ipPorts);

}

else(
ArrayList<String>ipPorts=new ArrayList<>();
ipPorts.add (port) ;
this.ipMap.put (address, ipPorts);

public void mapPacket (PacketData packet) {
String sourceAddress = packet.getSourceAddress();

String destinationAddress = packet.getDestinationAddress();

String sourcePort= (packet.getSourcePort () !=null) *?
packet.getSourcePort () : null;

String destinationPort = (packet.getDestinationPort () !=null)
? packet.getDestinationPort() : null;
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Integer packetLength = (packet.getLengthInBytes() !=null) ?
packet.getlLengthInBytes () : 0;
String conversationTitle = packet.getSourceAddress() + "-" +

packet.getDestinationAddress () ;

if ((sourceAddress.equals ("Unknown")) | | (destinationAddress.equals ("Unk
nown"))) {return;}
if (this.conversationLengthMap.get (conversationTitle)==null) {
this.conversationLengthMap.put (conversationTitle,
Long.valueOf (packetLength)) ;
}else({
this.conversationLengthMap.put (conversationTitle,
this.conversationLengthMap.get (conversationTitle) +packetLength) ;

}

ArraylList<String> convoPorts = new ArrayList<>();

if (this.conversationPortMap.containsKey (conversationTitle)) {

convoPorts.addAll (this.conversationPortMap.get (conversationTitle)) ;
if (!convoPorts.contains (sourcePort)) {

convoPorts.add (sourcePort) ;

conversationPortMap.put (conversationTitle, convoPorts) ;
}
if (!convoPorts.contains (destinationPort)) {

convoPorts.add (destinationPort) ;

conversationPortMap.put (conversationTitle, convoPorts) ;
}
}else({
convoPorts.add (sourcePort) ;
convoPorts.add(destinationPort) ;
this.conversationPortMap.put (conversationTitle,
convoPorts ) ;

}

this.addPortsToIpMap (sourceAddress, sourcePort) ;
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this.addPortsToIpMap (destinationAddress,destinationPort) ;

public IpAddress generatelpFromString(String Ip, String port) {
boolean found = false;
IpAddress ipAdresss = null;
for (IpAddress ip : this.ipAddresses) {
if (ip.getAddress () .equals(Ip)) {
found=true;
ipAdresss=ip;

ip.addPort (port) ;

}

if (!found) {
ipAdresss=new IpAddress (Ip, this.pgHandler);
ipAdresss.addPort (port) ;
this.ipAddresses.add (ipAdresss);

}

return ipAdresss;

public void aggregatePacketInfo () {

System.out.println ("Packets mapped successfully. Building IP

list");
int size = this.ipMap.keySet () .size();
int counter = 0;
for (String ip : this.ipMap.keySet()) {
counter++;
if (counter%20==0) {System.out.println("Processing ip
"+counter + " out of " + size);}

IpAddress currlIp = new IpAddress(ip, this.pgHandler);
currlp.setUsedPorts (this.ipMap.get (ip));
this.ipAddresses.add (currlp);

System.out.println ("IP list build finished. Building

conversation list");
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size = this.conversationlLengthMap.keySet () .size();

counter = 0;

for (String conversation

this.conversationLengthMap.keySet ()) {

counter++;
if (counter%20==0) {System.out.println ("Processing
conversation "+counter + " out of " + size);}

if (conversation==null) {continue;}

String[] convoParts =conversation.split ("-");

String reverseConversation=convoParts[1l]+"-
"+convoParts[0];

Long convolLength =
this.conversationLengthMap.get (conversation) !=null?
this.conversationLengthMap.get (conversation) :0;

Long reverseConvolength =
this.conversationLengthMap.get (reverseConversation) !=null?
this.conversationLengthMap.get (reverseConversation) :0;

ArrayList<String> reverseConvoPorts =

this.conversationPortMap.get (reverseConversation) !=null?this.conversa

tionPortMap.get (reverseConversation) :new ArrayList<>();

Conversation currConv =new
Conversation (convoParts[0], convoParts[1l],
convolength,

reverseConvolength,

this.conversationPortMap.get (conversation),
reverseConvoPorts) ;

this.conversationPortMap.remove (reverseConversation);

this.conversationLengthMap.remove (reverseConversation);

conversations.add (currConv) ;

public ArraylList<PacketData> getPackets () {

return packets;
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public ArraylList<IpAddress> getIpAddresses () {

return ipAddresses;

public ArraylList<Conversation> getConversations () {

return conversations;

9.1.3 Pcap Parser

package org.pcaptokg;

import java.io.EQOFException;
import Jjava.sqgl.Timestamp;

import java.util.ArrayList;

import org.pcap4j.core.NotOpenException;
import org.pcap4j.core.PcapHandle;

import org.pcapé4j.core.PcapNativeException;
import org.pcapédj.core.Pcaps;

import org.pcap4dj.packet.x*;

@SuppressWarnings ("javadoc")

public class PcapParser {

private static final String PCAP FILE KEY =
PcapParser.class.getName () + ".pcapFile";

private static String PCAP FILE;

public PcapParser (String PcapFile) {
this.PCAP FILE = PcapFile;

public ArraylList<PacketData> ParsePacketData () {
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ArrayList<PacketData> parsedPacketData = new ArrayList<>();
PcapHandle handle;

try {
handle = Pcaps.openOffline(this.PCAP FILE);

} catch (Exception e) {
e.printStackTrace () ;

return null;

long counter = 0;
while (true) {
try {
counter++;
System.out.println ("Parsing next packet: "+counter);

Packet packet = handle.getNextPacketEx() ;

PacketData currentPacketData = new
PacketData (packet) ;

System.out.println (currentPacketData) ;
parsedPacketData.add (currentPacketData) ;

} catch (EOFException e) {
e.printStackTrace () ;
System.out.println ("Exhausted pcap file.");
break;

} catch (Exception e) {

e.printStackTrace () ;

System.err.println ("There were errors in parsing
Packet information");
}
}
handle.close();

return parsedPacketData;
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9.1.4 PacketData

package org.pcaptokg;

import org.pcapé4j.packet.IpV4Packet;
import org.pcapé4j.packet.Packet;
import org.pcapédj.packet.TcpPacket;

import java.security.Timestamp;

public class PacketData {

private String sourceAddress;
private String destinationAddress;
private Integer lengthInBytes;
private String sourcePort;

private String destinationPort;
private Timestamp timestamp;
private String sourcelp;

private String destinationIp;

public PacketData (Packet packet) {
this.sourceAddress=parsePacketSrcAddr (packet) ;
this.destinationAddress=parsePacketDstAddr (packet) ;
this.lengthInBytes=parsePacketlength (packet) ;
this.sourcePort=parsePacketSrcPort (packet) ;
this.destinationPort=parsePacketDstPort (packet) ;
this.sourcelp=parsePacketSrcAddr (packet) ;
this.destinationIp=parsePacketDstAddr (packet);

public Integer getlLengthInBytes() {
return lengthInBytes;
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public void setLengthInBytes (Integer lengthInBytes)
this.lengthInBytes = lengthInBytes;

public String getSourceAddress () {

if (this.sourceAddress==null) {return "Unknown";

return sourceAddress;

public void setSourceAddress (String sourceAddress)

this.sourceAddress = sourceAddress;

public String getDestinationAddress() {
if (this.destinationAddress==null) {
return "Unknown";

}

return destinationAddress;

public String getSourcelp () {

return sourcelp;

public void setSourcelp(String sourcelp) {

this.sourcelp = sourcelp;

public String getDestinationIp() {

return destinationIp;

public void setDestinationIp(String destinationIp)

this.destinationIp = destinationIp;

public void setDestinationAddress (String destinationAddress)

this.destinationAddress = destinationAddress;

}

{

{

{
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public String getSourcePort () {

return sourcePort;

public void setSourcePort (String sourcePort) {

this.sourcePort = sourcePort;

public String getDestinationPort () {

return destinationPort;

public void setDestinationPort (String destinationPort) ({

this.destinationPort = destinationPort;

@Override
public String toString() {
return "PacketData{" +

"lengthInBytes=" + lengthInBytes +

", sourceAddress='" + sourceAddress + '\'' +

", destinationAddress='" + destinationAddress + '\''
+

", sourcePort='" + sourcePort + '\'' +

", destinationPort='" + destinationPort + '\'' +

l}l;

public String parsePacketSrcAddr (Packet packet) {
String parsedSrcDst=null;
try{

parsedSrcDst=packet.get (IpV4Packet.class) .getHeader () .getSrcAddr () .to

String () .substring(l);

}catch (Exception e) {
//e.printStackTrace () ;

System.out.println ("Failed to parse source address from
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packet") ;

}

return parsedSrcDst;

public Integer parsePacketlength (Packet packet) {
Integer length=0;
try{
length=packet.get (IpV4Packet.class) .length() ;
}catch (Exception e) {

//e.printStackTrace () ;

System.out.println ("Failed to parse packet length");

return length;

public String parsePacketDstAddr (Packet packet) {
String parsedDstAddr=null;
try{

parsedDstAddr=packet.get (IpV4Packet.class) .getHeader () .getDstAddr () .t
oString () .substring (1) ;

}catch (Exception e) {
//e.printStackTrace() ;

System.out.println("Failed to parse destination address

from packet");

}

return parsedDstAddr;

public String parsePacketSrcPort (Packet packet) {
String parsedSrcPort=null;

try{

parsedSrcPort=packet.get (TcpPacket.class) .getHeader () .getSrcPort () .to
String () ;

}catch (Exception e) {

//e.printStackTrace() ;

118



EALNIKO «llétpog-Tiavvng letoldagy, «Allomoinon oedouévawv TCP/IP
ANOIKTO Traffic oe Mopon I papnuozos ['vaoons yia ty Beltioon g
MANENIZTHMIO Kovfepvooopdleiogy

System.out.println("Failed to parse source port from
packet");
}

return parsedSrcPort;

public String parsePacketDstPort (Packet packet) {
String parsedDstPort=null;
try{

parsedDstPort=packet.get (TcpPacket.class) .getHeader () .getDstPort () .to

String () ;
}catch (Exception e) {
//e.printStackTrace() ;
System.out.println ("Failed to parse destination port from
packet");

}

return parsedDstPort;

9.1.5 IpAddress

package org.pcaptokg;

import org.pcaptokg.pojo.GeoLocationApiResponse;
import org.pcaptokg.pojo.Location;

import org.pcaptokg.pojo.Security;

import tools.jackson.databind.ObjectMapper;

import java.sqgl.SQLException;
import Jjava.util.ArrayList;
import java.util.List;

import java.util.concurrent.TimeUnit;

public class IpAddress {
private String address;
private ArrayList<String> usedPorts = new ArrayList<>();
private boolean isLocal;

private String hostName;
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private String dnsDomain=null;

private boolean isAnonymous=false;

private boolean isBot=false;

private boolean isSpam=false;

private boolean isCloudProvider=false;

private String hostOs=null;

private GeolLocationApiResponse apiResponse=null;
private Location geolocation=null;

private Vpn associatedVpn=null;

private boolean isKnownAttacker=false;

private PostgresHandler pgHandler;

//From api response

public void setUsedPorts (ArrayList<String> usedPorts) {

this.usedPorts = usedPorts;

public void addPort (String port) {
if (!this.usedPorts.contains (port) && (port!=null)) {

this.usedPorts.add (port);

public IpAddress (String address, PostgresHandler pgHandler) {

this.address = "null";

ObjectMapper mapper = new ObjectMapper();

if (address!=null) {

this.address=address;
this.isLocal=decideIfIpIslLocal (address)
if ('this.isLocal) {
//PostgresHandler pgHandler=new PostgresHandler () ;
boolean firstTry=true;
boolean failedAttempt=false;
int attemptNo=1;
String dbResponse;
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do{
if (attemptNo==5) {

failedAttempt=true;
System.out.println ("Failed to find info for
IP "+this.address);
}
dbResponse=
pgHandler.inputIpResponseToDb (address) ;
if (firstTry) {
firstTry=false;
}
else(
System.out.println ("Attempt to gather info
failed, trying again...");

attemptNo++;

}while (dbResponse==nullé&é& (!failedAttempt));

if (dbResponse!=null) {
this.apiResponse=mapper.readValue (dbResponse,
GeoLocationApiResponse.class) ;
lelse{
System.out.println("Failed to import data in
local db. Attempting with regular API response");
this.apiResponse =
IpGeolocationApiClient.parseApiResponse (this.address) ;

}

if (this.apiResponse!=null) {

this.hostName=apiResponse.getHostname () ;

this.geolocation

this.apiResponse.getLocation() ;

Security secInfo

this.apiResponse.getSecurity();
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if (secInfo !=null) {
Vpn vpn = new

Vpn (secInfo.getVpnProviderNames (),
secInfo.getVpnConfidenceScore());
if

(vpn.getName () !'=null) {this.associatedVpn=vpn; }

this.isKnownAttacker=secInfo.getIsKnownAttacker();
this.isCloudProvider=
secInfo.getIsCloudProvider () ;

this.isBot=secInfo.getIsBot();

this.hostOs=this.apiResponse.getUserAgent ()==null
? null

this.apiResponse.getUserAgent () .getOperatingSystem() .getName () ;

if
('this.address.equals (this.hostName) && (this.address!=null)) {
try {
this.dnsDomain =
this.apiResponse.getHostname () .replaceFirst("[.]1",
", ") esplit (M, M) (1]

} catch (Exception e) {

this.dnsDomain = "null";
}
}
}

// try {
// pgHandler.conn.close () ;
// } catch (SQLException e) {
// throw new RuntimeException (e);
// }
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public boolean decideIfIpIsLocal (String address) {

if (address==null) {return false;}
String[] strings = address.split ("\\.");
Integer[] ints = null;

try{

Integer[] mints = {Integer.parselInt(strings([0]),

Integer.parselnt(strings[l]), Integer.parselInt(strings([2]),Integer.par

seInt(strings[3]) };

//
//
true; }
//
//
//
//
//

ints=mints;
}catch (Exception e) {
return false;
}
//Private networks

if (ints[0]==10) {return true;}

if ((ints[0]==172)&&(ints[1]>=16)&& (ints[1l]<=31)) {return

if ((ints[0]==192)&& (ints[1]==168)) {return true;}
if ((ints[0]==127)) {return true;}
if((ints[0]==169) && (ints[1]1==254)) {return true;}
//Multicast
if ((ints[0]1>239)&&1ints[0]<239) {return true;}

int a = ints[0];

int b = ints[1];

int ¢ ints[2];

int 4 = ints[3];

return (
// 0.0.0.0/8
(a == 0) ||

// 10.0.0.0/8 (private)
(a == 10) ||

// 100.64.0.0/10 (carrier-grade NAT)
(a == 100 && b >= 64 && b <= 127) ||

// 127.0.0.0/8 (loopback)
(a == 127) ||
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// 169.254.0.0/16 (link local)
(a == 169 && b == 254) ||

// 172.16.0.0/12 (private)
(a == 172 && b >= 16 && b <= 31) ||

// 192.168.0.0/16 (private)
(a == 192 && b == 168) ||

// 192.0.2.0/24 (TEST-NET-1)
(a == 192 && b == 0 && c == 2) ||

// 198.18.0.0/15 (benchmark testing)
(a == 198 && (b == 18 || b == 19)) ||

// 198.51.100.0/24 (TEST-NET-2)
(a == 198 && b == 51 && c == 100) ||

// 203.0.113.0/24 (TEST-NET-3)
(a == 203 && b == 0 && c == 113) ||

// 224.0.0.0/4 (multicast)
(a >= 224 && a <= 239) ||

// 240.0.0.0/4 (reserved)
(a >= 240) ||

// 255.255.255.255 (broadcast)
(a == 255 && b == 255 && c == 255 && d ==
255)

private Arraylist<Conversation> conversationsWithIp= new

ArrayList<>();

public Location getGeolocation() {

return geolocation;
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public void setGeolocation (Location geolocation)

this.geolocation = geolocation;

public String getHostName () {

return hostName;

public void setHostName (String dnsName) {

hostName = dnsName;

public boolean isLocal () {

return isLocal;

public void setLocal (boolean local) {

isLocal = local;

public ArrayList<String> getUsedPorts() {

return usedPorts;

public String getAddress () {

return address;

public void setAddress (String address) {

this.address = address;

public String getDnsDomain () {

return dnsDomain;

public void setDnsDomain (String dnsDomain)

this.dnsDomain = dnsDomain;
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public boolean isAnonymous () {

return isAnonymous;

public void setAnonymous (boolean anonymous) {

isAnonymous = anonymous;

public boolean isBot () {

return isBot;

public void setBot (boolean bot) {
isBot = bot;

public boolean isSpam() {

return isSpam;

public void setSpam(boolean spam) {

isSpam = spam;

public boolean isCloudProvider () {

return isCloudProvider;

public void setCloudProvider (boolean cloudProvider)

isCloudProvider = cloudProvider;

public String getHostOs () {

return hostOs;

public void setHostOs (String hostOs) {
this.hostOs = hostOs;
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public GeoLocationApiResponse getApiResponse () {

return apiResponse;

public void setApiResponse (GeoLocationApiResponse apiResponse) {

this.apiResponse = apiResponse;

public Vpn getAssociatedVpn () {

return associatedVpn;

public void setAssociatedVpn (Vpn associatedvVpn) {

this.associatedVpn = associatedVpn;

public boolean isKnownAttacker () {

return isKnownAttacker;

public void setKnownAttacker (boolean knownAttacker) ({

isKnownAttacker = knownAttacker;

@Override
public String toString() {

return "IpAddress{" +

"address='" + address + '\'' +

", usedPorts=" + usedPorts +

", isLocal=" + isLocal +

", hostName='" + hostName + '\'' +
", dnsZone='" + dnsDomain + '\'' +
", isAnonymous=" + isAnonymous +

", isBot=" + isBot +
, 1isSpam=" + isSpam +
", isCloudProvider=" + isCloudProvider +

", hostOs="'" + hostOs + '"\'' +
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", apiResponse=" + apiResponse +

", geolocation=" + geolocation +

", associatedVpn=" + associatedVpn +

", isKnownAttacker=" + isKnownAttacker +

", conversationsWithIp=" + conversationsWithIp +

l}l;

9.1.6 PostgresHandler

package org.pcaptokg;

import org.pcaptokg.pojo.GeoLocationApiResponse;

import Jjava.sqgl.*;

import java.util.Properties;

public class PostgresHandler {

String url = "jdbc:postgresqgl://localhost/ipgeolocationdb";
Properties props = new Properties|();
Connection conn = null;

public PostgresHandler () {
props.setProperty ("user", "postgres");
props.setProperty ("password", "**x*x");
props.setProperty("ssl", "false");

try{

this.conn = DriverManager.getConnection (url,

} catch (Exception e) {

throw new RuntimeException(e);

public static void main(String[] args) {

props);
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String url = "jdbc:postgresqgl://localhost/ipgeolocationdb";

Properties props = new Properties();

props.setProperty ("user", "postgres");
props.setProperty ("password", "123gqweASD");
props.setProperty("ssl", "false");

PostgresHandler handler = new PostgresHandler();
//handler.inputIpResponseToDb ("123.123.123.123");
String ip = "123.122.123.12";

System.out.println (handler.getIpResponseFromDb (ip)) ;
handler.inputIpResponseToDb (ip) ;

public String getIpResponseFromDb (String ip) {

String result = null;

try{
Statement st = conn.createStatement ()

ResultSet rs

st.executeQuery ("SELECT api response from
ip response WHERE " +

"ip_address = ""+ip+"'");

while (rs.next()) {

result=rs.getString(l);

}
st.close();

rs.close();

} catch (Exception e) {
throw new RuntimeException(e);

}

return result;

public String inputIpResponseToDb (String ip) {
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String result = null;
String response = null;

String inDb = this.getIpResponseFromDb (ip) ;

if (inDb==null) {

try{
System.out.println ("Attempting to add IP "+ip+" to

local database");
response=IpGeolocationApiClient.getRawResponse (ip) ;

response = response.replaceAll ("'",""''™);

Statement st = conn.createStatement ()

st.executeUpdate ("INSERT INTO ip response
(ip_address, api response)" +
"VALUES ('" + ip +"', ""+response+"') ON
CONFLICT DO NOTHING") ;
System.out.println ("IP "+ip+" info successfully added
to the local database.");
result= this.getIpResponseFromDb (ip) ;

st.close();

} catch (Exception e) {

e.printStackTrace () ;

}

}else {
System.out.println ("Ip "+ip+" info already in database");
return inDb;

}

return result;
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9.1.7 IpGeolocationApiClient

package org.pcaptokg;

import okhttp3.*;

import java.util.Map;

import java.util.HashMap;

//import com.fasterxml.jackson.*;

import tools.jackson.databind.ObjectMapper;
import org.pcaptokg.pojo.*;

public class IpGeolocationApiClient {

public static final String apiKey="***";

public static GeolocationApiResponse parseApiResponse( String

Ip) {
String ApiKey = "x*xx";

Map<String, String> ipResponseMap = new HashMap <String,
String> () ;

GeolLocationApiResponse responseObject = new
GeoLocationApiResponse () ;

String url =
"https://api.ipgeolocation.io/v3/ipgeoc?apiKey="+ApiKey+"&ip="+Ip+"&in
clude=security,user_ agent,hostname";

try{

ObjectMapper mapper new ObjectMapper () ;
OkHttpClient client = new OkHttpClient () .newBuilder ()

Lbuild() ;

MediaType mediaType
MediaType.parse("application/json") ;
RequestBody body = RequestBody.create (mediaType, "");
Request request = new Request.Builder()
.url (url)

.method ("GET", null)
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Jbuild() ;

Response response client.newCall (request) .execute () ;
String JjsonString = response.body () .string();
responseObject = mapper.readValue (jsonString,

GeolLocationApiResponse.class) ;

//ipResponseMap=mapper.readValue (jsonString, GeoLocationApiResponse) ;

}
catch (Exception e) {

e.printStackTrace () ;

return responseObject;

public static String getRawResponse (String Ip) {

String ApiKey = "x*xx";

Map<String, String> ipResponseMap = new HashMap <String,
String> () ;

GeolLocationApiResponse responseObject = new
GeoLocationApiResponse () ;

String url =
"https://api.ipgeolocation.io/v3/ipgeo?apiKey="+ApiKey+"&ip="+Ip+"&in
clude=security,user_ agent,hostname";

String jsonString=null;

try{

OkHttpClient client
.build();

new OkHttpClient () .newBuilder ()

MediaType mediaType =
MediaType.parse("application/json") ;

RequestBody body = RequestBody.create (mediaType, "");

Request request = new Request.Builder()

.url (url)
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.method ("GET", null)
Jouild();
Response response = client.newCall (request) .execute();

jsonString = response.body () .string();

}

catch (Exception e) {
e.printStackTrace () ;

}

return JjsonString;

9.1.8 GeolocationApiResponse

package org.pcaptokg.pojo;

import
import
import
import
import
import
import
import

import

jJava.util.LinkedHashMap;

java.util.Map;
javax.annotation.processing.Generated;
com.fasterxml.jackson.annotation.JsonAnyGetter;
com. fasterxml.jackson.annotation.JsonAnySetter;
com. fasterxml.jackson.annotation.JsonIgnore;
com. fasterxml.jackson.annotation.JsonInclude;
com. fasterxml.jackson.annotation.JsonProperty;

com. fasterxml.jackson.annotation.JsonPropertyOrder;

@JsonInclude (JsonInclude.Include.NON NULL)

@JsonPropertyOrder ({

1] ipn ,

"hostname",

"location",

"country metadata",

"network",

"currency",

"aSI’l",

"company",

"security",

"abuse",

"time zone",

«llétpog-Tiavvng letoldagy, «Allomoinon oedouévawv TCP/IP
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"user agent"
})
@Generated ("jsonschema2pojo")

public class GeoLocationApiResponse {

@JsonProperty ("ip")

private String ip;

@JsonProperty ("hostname")

private String hostname;
@JsonProperty ("location")

private Location location;
@JsonProperty ("country metadata")
private CountryMetadata countryMetadata;
@JsonProperty ("network")

private Network network;
@JsonProperty ("currency")

private Currency currency;
@JsonProperty ("asn")

private Asn asn;

@JsonProperty ("company")

private Company company;
@JsonProperty ("security")

private Security security;
@JsonProperty ("abuse")

private Abuse abuse;
@JsonProperty("time zone")
private TimeZone timeZone;
@JsonProperty ("user agent")
private UserAgent userAgent;
@JsonIgnore

private Map<String, Object> additionalProperties = new

LinkedHashMap<String, Object>();

/**
* No args constructor for use in serialization

*
*/
public GeoLocationApiResponse () {

}
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public GeolLocationApiResponse (String ip, String hostname,
Location location, CountryMetadata countryMetadata, Network network,
Currency currency, Asn asn, Company company, Security security, Abuse
abuse, TimeZone timeZone, UserAgent userAgent) {
super () ;

this.ip = ip;

this.hostname = hostname;
this.location = location;
this.countryMetadata = countryMetadata;

this.network = network;
this.currency = currency;
this.asn = asn;
this.company = company;
this.security = security;
this.abuse = abuse;
this.timeZone = timeZone;

this.userAgent = userAgent;

@JsonProperty ("ip")
public String getIp() {

return ip;

@JsonProperty ("ip")
public void setIp(String ip) {
this.ip = ip;

@JsonProperty ("hostname")
public String getHostname () {

return hostname;

@JsonProperty ("hostname")
public void setHostname (String hostname) {

this.hostname = hostname;

@JsonProperty ("location™)
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public Location getLocation() {

return location;

@JsonProperty ("location™)
public void setLocation (Location location) {

this.location = location;

@JsonProperty ("country metadata")
public CountryMetadata getCountryMetadata () {

return countryMetadata;

@JsonProperty ("country metadata")
public void setCountryMetadata (CountryMetadata countryMetadata) {

this.countryMetadata = countryMetadata;

@JsonProperty ("network")
public Network getNetwork() {

return network;

@JsonProperty ("network")
public void setNetwork (Network network) {

this.network = network;

@JsonProperty ("currency")
public Currency getCurrency () {

return currency;

@JsonProperty ("currency")
public void setCurrency(Currency currency) {

this.currency = currency;

@JsonProperty ("asn")
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public Asn getAsn() {

return asn;

@JsonProperty ("asn")
public void setAsn(Asn asn) {

this.asn = asn;

@JsonProperty ("company")
public Company getCompany () {

return company;

@JsonProperty ("company")
public void setCompany (Company company) {

this.company = company;

@JsonProperty ("security")
public Security getSecurity() {

return security;

@JsonProperty ("security")
public void setSecurity(Security security)

this.security = security;

@JsonProperty ("abuse")
public Abuse getAbuse () {

return abuse;

@JsonProperty ("abuse")
public void setAbuse (Abuse abuse) {

this.abuse = abuse;

@JsonProperty("time zone")

{
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public TimeZone getTimeZone () {

return timeZone;

@JsonProperty("time zone")
public void setTimeZone (TimeZone timeZone) {

this.timeZone = timeZone;

@JsonProperty ("user agent")
public UserAgent getUserAgent () {

return userAgent;

@JsonProperty ("user agent")
public void setUserAgent (UserAgent userAgent)

this.userAgent = userAgent;

@JsonAnyGetter
public Map<String, Object> getAdditionalProperties() {

return this.additionalProperties;

@JsonAnySetter
public void setAdditionalProperty(String name, Object value) {

this.additionalProperties.put (name, value);

@Override
public String toString() {
StringBuilder sb = new StringBuilder();

sb.append (GeoLocationApiResponse.class.getName ()) .append ('@") .append (
Integer. toHexString(System. identityHashCode (this))) .append ('[");
sb.append ("ip") ;
sb.append('=");
sb.append(((this.ip == null) ?"<null>":this.ip));
sb.append (', ")

sb.append ("hostname") ;
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sb.append('=");

sb.append(((this.hostname == null)?"<null>":this.hostname));

sb.append (', ")’
sb.append("location");
sb.append('=");
sb.append (((this.location == null)?"<null>":this.location));
sb.append (', ")
sb.append ("countryMetadata") ;
sb.append('=");
sb.append(((this.countryMetadata ==
null) ?"<null>":this.countryMetadata));
sb.append (', ")’
sb.append ("network") ;
sb.append('=");
sb.append (((this.network == null)?"<null>":this.network));
sb.append (', ")’
sb.append ("currency") ;
sb.append ('=");
sb.append(((this.currency == null)?"<null>":this.currency));
sb.append (', ")
sb.append("asn") ;
sb.append('=");
sb.append(((this.asn == null)?"<null>":this.asn));
sb.append (', ")’
sb.append ("company") ;
sb.append('=");
sb.append ( ((this.company == null)?"<null>":this.company)):;
sb.append (', ")
sb.append ("security") ;
sb.append ('=");
sb.append(((this.security == null)?"<null>":this.security));
sb.append (', ")’
sb.append ("abuse") ;
sb.append('=");
sb.append ( ((this.abuse == null)?"<null>":this.abuse));
sb.append (', ")
sb.append ("timeZone") ;
sb.append('=");
sb.append(((this.timeZone == null) ?"<null>":this.timeZone));

sb.append(',");
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sb.append ("userAgent") ;

sb.append('=");

sb.append(((this.userAgent ==

null) ?"<nul
sb
sb.
sb
sb
null) ?"<nul
sb.
if

} e

}

ret

1>":this.userAgent));

.append (', "');

append ("additionalProperties");

.append('=");
.append (((this.additionalProperties ==

1>":this.additionalProperties));

append(',");
(sb.charAt ((sb.length()- 1)) == "',") {
sb.setCharAt ((sb.length()- 1), '1");
lse {
sb.append(']");
urn sb.toString();

9.1.9 Conversation

package org

import java

public clas

String

private
private
private
private
private
private

private

private

.pcaptokg;

.util.ArrayList;

s Conversation {

conversationId;

IpAddress Ipl;
IpAddress Ip2;
long lengthOfConversationInBytes;

ArraylList<String> portsUsed=new ArrayList<>();
int amountOfPacketsSentFromIpl;
long lengthOfPacketsSentFromIpl;

ArrayList<String> portsUsedOnIpl=new ArrayList<>();

int amountOfPacketsSentFromIp2;
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private long lengthOfPacketsSentFromIp2;

private ArrayList<String> portsUsedOnIp2=new ArrayList<>();

private String Iplstr;
private String Ip2str;

public boolean containsIp(String address) {

if (address==null) {return false;}

boolean
containsIp=((address.equals (Ipl.getAddress())) || (address.equals(Ip2.g
etAddress())));

return containsIp;

public ArraylList<String> getPortsUsed() {

return portsUsed;

public String getConversationId() {

return conversationId;

public void addPortToList (String port, boolean usedOnIpl) {
if (!'this.portsUsed.contains (port)) {portsUsed.add (port);}
if (usedOnIpl) {
if (this.portsUsedOnIpl.isEmpty()) {
portsUsedOnIpl.add (port);
lelse{
if (!portsUsedOnIpl.contains (port)) {
portsUsedOnIpl.add (port);

}
} else({
if (this.portsUsedOnIp2.isEmpty()) {
portsUsedOnIp2.add (port) ;
lelse{
if (!portsUsedOnIp2.contains (port)) {
portsUsedOnIp2.add (port);
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public IpAddress getIpl() {

return Ipl;

public void setIpl (IpAddress ipl) {
Ipl = ipl;

public IpAddress getIp2() {

return Ip2;

public void setIp2 (IpAddress ip2) {
Ip2 = ip2;

public long getlLengthOfConversationInBytes () {

return lengthOfConversationInBytes;

public void setLengthOfConversationInBytes (long
lengthOfConversationInBytes) {
this.lengthOfConversationInBytes =
lengthOfConversationInBytes;
}

public int getAmountOfPacketsSentFromIpl () {

return amountOfPacketsSentFromIpl;

public void setAmountOfPacketsSentFromIpl (int
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amountOfPacketsSentFromIpl) {

this.amountOfPacketsSentFromIpl = amountOfPacketsSentFromIpl;

public long getLengthOfPacketsSentFromIpl () {
return lengthOfPacketsSentFromlIpl;

public void setLengthOfPacketsSentFromIpl (long
lengthOfPacketsSentFromIpl) {
this.lengthOfPacketsSentFromIpl = lengthOfPacketsSentFromIpl;

public int getAmountOfPacketsSentFromIp2 () {

return amountOfPacketsSentFromIp2;

public void setAmountOfPacketsSentFromIp2 (int
amountOfPacketsSentFromIp2)
this.amountOfPacketsSentFromIp2 = amountOfPacketsSentFromIp2;

public long getLengthOfPacketsSentFromIp2 () {
return lengthOfPacketsSentFromIp2;

public void setLengthOfPacketsSentFromIp2 (long
lengthOfPacketsSentFromIp2) {
this.lengthOfPacketsSentFromIp2 = lengthOfPacketsSentFromIp2;

public Conversation (IpAddress ipl, IpAddress ip2, long

lengthOfConversationInBytes, int amountOfPacketsSentFromIpl, long
lengthOfPacketsSentFromIpl, int amountOfPacketsSentFromIp2, long
lengthOfPacketsSentFromIp2) {

Ipl = ipl;

Ip2 = ip2;

this.lengthOfConversationInBytes =
lengthOfConversationInBytes;

this.amountOfPacketsSentFromIpl = amountOfPacketsSentFromIpl;
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this.lengthOfPacketsSentFromIpl = lengthOfPacketsSentFromIpl;

this.amountOfPacketsSentFromIp2 amountOfPacketsSentFromIp2;

this.lengthOfPacketsSentFromIp2 = lengthOfPacketsSentFromIp2;
this.Iplstr=Ipl.getAddress();

this.Ip2str=Ip2.getAddress();

public Conversation (IpAddress Ipl, IpAddress Ip2) {
this.Ipl = Ipl;
this.Ip2 = Ip2;

this.Iplstr=Ipl.getAddress();
this.Ip2str=Ip2.getAddress ()

this.conversationId=Ipl.getAddress () +"-"+Ip2.getAddress();

public Conversation(String iplstr, String ip2str, long

lengthOfPacketsSentFromIpl, long lengthOfPacketsSentFromIp2) {

Iplstr iplstr;
Ip2str = ip2str;
this.lengthOfPacketsSentFromIpl = lengthOfPacketsSentFromIpl;
this.lengthOfPacketsSentFromIp2 = lengthOfPacketsSentFromIp2;

this.conversationId=Iplstr+"-"+Ip2str;

public Conversation (String iplstr, String ip2str, long
lengthOfPacketsSentFromIpl, long lengthOfPacketsSentFromIp2,

ArrayList<String> portsUsedOnIpl, ArrayList<String> portsUsedOnIp2) {

Iplstr iplstr;
Ip2str = ip2str;
this.lengthOfPacketsSentFromIpl = lengthOfPacketsSentFromIpl;
this.lengthOfPacketsSentFromIp2 = lengthOfPacketsSentFromIp2;

this.portsUsedOnIpl = portsUsedOnlIpl;

this.portsUsedOnIp?2 portsUsedOnlIp?2;

if (portsUsedOnIpl!=null) {this.portsUsed.addAll (portsUsedOnlIpl) ;}
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if (portsUsedOnIp2!=null) {this.portsUsed.addAll (portsUsedOnIp2) ;}
this.conversationId=Iplstr+"-"+Ip2str;
System.out.println ("Successfully created conversation "+
conversationId);

}

public String getIp2str() {

return Ip2str;

public String getIplstr() {

return Iplstr;

public ArrayList<String> getPortsUsedOnIp2 () {

return portsUsedOnIp2;

public ArrayList<String> getPortsUsedOnIpl () {
return portsUsedOnIpl;

9.1.10 DbHandler

package org.pcaptokg;

import org.neoédj.driver.*;

import java.util.ArrayList;
import Jjava.util.HashMap;

import java.util.Map;

public class DbHandler {

private String dbUri;
private String dbUser;

private String dbPass;
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private Driver driver=null;

public DbHandler (String dbUri, String dbUser, String dbPass) {
this.dbUri=dbUri;
this.dbUser=dbUser;
this.dbPass=dbPass;

try{

this.driver = GraphDatabase.driver(this.dbUri,

AuthTokens.basic(this.dbUser, this.dbPass));

}catch (Exception e) {

e.printStackTrace();

public Driver getDriver () {

return this.driver;

public EagerResult addIpToDb (IpAddress ip) {
String currIp = ip.getAddress();

EagerResult result = null;

if (currIp.equals("-1")) {return null;}
HashMap<String,Object> params = new
HashMap<> (Map.ofEntries (Map.entry("ipAddress", ip.getAddress()),
Map.entry("isLocal", ip.isLocal()),
Map.entry("isSpam", ip.isSpam()),
Map.entry("isBot", ip.isBot()),

Map.entry("isKnownAttacker", ip.isKnownAttacker()),

Map.entry("hostname", ip.getHostName ()==null ? "null"

146



«llétpog-Tiavvng letoldagy, «Allomoinon oedouévawv TCP/IP

ANOKTO Traffic oe Mopon I papnuozos ['vaoons yia ty Beltioon g
MANEMIZTHMIO

Kovfepvooopdleiogy

ip.getHostName () ),

Map.entry("dnsDomain", ip.getDnsDomain ()==null ?
"null" : ip.getDnsDomain()),
Map.entry("city", ip.getGeolocation()==null ? "null"

ip.getGeolocation () .getCity()),

Map.entry("country", 1ip.getGeolocation()==null ?

"null" : ip.getGeolocation () .getCountryName()),

Map.entry("associatedvpn",
ip.getAssociatedvpn ()==null ? "null"
ip.getAssociatedVpn () .getName () ),

Map.entry ("vpnScore", ip.getAssociatedVpn ()==null ?
"null" : ip.getAssociatedVpn () .getConfidenceScore()),
Map.entry("hostOs", ip.getHostOs()==null ? "null"

ip.getHostOs ())
))

String appendedQuery = " ";

appendedQuery+=params.get ("city")=="null"? "" : "MERGE
(city:City {name: S$city}) " +
"MERGE (ip)-[:IS LOCATED IN]->(city) ";
appendedQueryt+=params.get ("country")=="null"? "" : "MERGE
(country:Country{name: S$country}) " +
"MERGE (city)-[:IS_LOCATED IN]->(country) ";
appendedQueryt=params.get ("hostname")=="null"? "" : "MERGE
(host: Host {hostname: S$Shostname}) " +
"MERGE (ip)-[:BELONGS TO]->(host) ";
appendedQuery+=params.get ("dnsDomain")=="null"? "" : "MERGE
(domain: Domain {domain name: S$dnsDomain}) " +
"MERGE (host)-[:IS MEMBER OF DOMAIN]->(domain) ";
appendedQuery+=params.get ("associatedvpn")=="null"? ""

"MERGE (vpn: VPN {name: $associatedVpn, confidence score: $vpnScore})

LS
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"MERGE (ip)-[:IS_OWNED OR LEASED BY]->(vpn) ";
appendedQueryt=params.get ("hostOs")=="null"? "" : "MERGE
(hostOs: 0OS {title: S$hostOs}) " +
"MERGE (host)-[:USES]->(hostOs) ";
int portSize = ip.getUsedPorts () .size();

boolean hasMoreThanlOOPorts = portSize>100;

if (hasMoreThanl00Ports) {
result = driver.executableQuery ("""
MERGE (ip:IP {address: S$ipAddress, is Bot: $isBot,
is Local: $isLocal, is_ known attacker: $isKnownAttacker, is spam:

$isSpam })

"""+appendedQuery) .withConfig (QueryConfig.builder () .withDatabase ("neo
43") .build()) .
withParameters (params)
.execute() ;
var summary=result.summary () ;
System.out.println (summary.counters () .containsUpdates());

System.out.println (summary.toString());

ArrayList<String> appendedQueries=new ArrayList<>();

for (int i1=0; i<ip.getUsedPorts () .size () ;i++) {
String currPort = ip.getUsedPorts () .get(i);
params.put ("port"+i,currPort) ;
appendedQueries.add ("MERGE (port"+i+":
PORT {port Number: '"+currPort+"'})" + "MERGE (ip)-[:USES]-

>(port"+i+") ");

while (!appendedQueries.isEmpty()) {

String query = "MATCH (ip:IP {address: '" + currlp +
")
for (int i=0; 1<100; i++){
query=query.concat (appendedQueries.get (0)) ;

appendedQueries.remove (0) ;
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if (appendedQueries.isEmpty()) {break;}
}

result = driver.executableQuery (query)

.withConfig(QueryConfig.builder() .withDatabase ("neo4j") .build()).
withParameters (params)
.execute () ;

summary=result.summary() ;

System.out.println (summary.counters () .containsUpdates());

System.out.println (summary.toString());

}else{
for (int i=0; i<ip.getUsedPorts () .size () ;i++) {
String currPort = ip.getUsedPorts () .get (i);
params.put ("port"+i, currPort) ;
appendedQuery+="MERGE (port"+i+": PORT{port Number:
'"t+currPort+"'})" + "MERGE (ip)-[:USES PORT]->(port"+i+") ";
}
result = driver.executableQuery ("""
MERGE (ip:IP {address: $ipAddress, is Bot: $isBot,
is Local: $isLocal, is_known attacker: $isKnownAttacker, is spam:

SisSpam })

"""+appendedQuery) .withConfig (QueryConfig.builder () .withDatabase ("neo
43") .build()) .
withParameters (params)
.execute () ;
var summary=result.summary() ;
System.out.println (summary.counters () .containsUpdates());

System.out.println (summary.toString());

return result;

public EagerResult deleteNullNodes () {

var result = driver.executableQuery (

wn
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MATCH (city:City WHERE city.name = "null")

DETACH DELETE city

MATCH (country:Country WHERE country.name =
"null") DETACH DELETE country

MATCH (vpn:VPN WHERE vpn.name = "null")
DETACH DELETE wvpn

MATCH (host:Host WHERE host.hostname =
"null") DETACH DELETE host

MATCH (0s:0S WHERE os.title = "null") DETACH
DELETE os

MATCH (ip:IP WHERE ip.address = "null")
DETACH DELETE ip

MATCH (port:PORT WHERE port.port Number =
"null") DETACH DELETE port

MATCH (domain:Domain WHERE domain.domain name

= "null") DETACH DELETE domain

) .execute () ;

var summary=result.summary();
System.out.println (summary.counters () .containsUpdates())

System.out.println (summary.toString());

return result;

public boolean addConversation (Conversation conversation) {

// IpAddress Ipl = conversation.getIpl();
// IpAddress Ip2 = conversation.getIp2();
String ipl=conversation.getIplstr();

String ip2=conversation.getIp2str();

if ((ipl==null) || (ip2==null)) {return false;}

HashMap<String,Object> params = new HashMap<> (Map.ofEntries (
Map.entry("sourceAddress", ipl),

Map.entry("destinationAddress", ip2),
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Map.entry("bytesSent", conversation.getLengthOfPacketsSentFromIpl ()),

Map.entry("bytesReceived",conversation.getLengthOfPacketsSentFromIp2 (
))
Map.entry("conversationId",

conversation.getConversationId())));

String appendedQuery=" ";
for (int i1=0; i<conversation.getPortsUsed() .size () ;i++) {
String currPort = conversation.getPortsUsed() .get(1i);
params.put ("port"+i, currPort) ;
appendedQuery+="MERGE (port"+i+": PORT{port Number:
'"t+currPort+"'})" + "MERGE (port"+i+")-[:IS USED IN]->(conversation)

"w.
’

var result = driver.executableQuery ("""

MATCH (a:IP {address: $sourceAddress})

MATCH (b:IP {address: S$destinationAddress})

MERGE (conversation:CONVERSATION{id: S$conversationId,
bytes sent:SbytesSent, bytes received:SbytesReceived, sender:
$sourceAddress, receiver: S$destinationAddress})

MERGE (a)-[:HAS CONVERSATION]->(conversation)

MERGE (b)-[:HAS CONVERSATION]->(conversation)

"""t+appendedQuery) .withConfig (QueryConfig.builder () .withDatabase ("neo
43") .build()) .

withParameters (params)

.execute () ;
var summary=result.summary() ;
System.out.println (summary.counters () .containsUpdates())

System.out.println (summary.toString());

return true;
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9.2 Anokpion IP Geolocation API

{

Traffic oe Mopon I papnuozos ['vaoons yia ty Beltioon g

"ip": "1.0.155.152",
"hostname": "node-5g8.pool-1-0.dynamic.nt-isp.net",
"location": {
"continent code": "AS",
"continent name": "Asia",
"country code2": "TH",
"country code3": "THA",
"country name": "Thailand",
"country name official": "Kingdom of Thailand",
"country capital": "Bangkok",
"state prov": "Bangkok",
"state code": "TH-10",

"district": "Sai Mai",
"city": "Bangkok",
"zipcode": "10210",
"latitude™: "13.88807",
"longitude": "100.57449",
"is eu": false,

"country flag":

"https://ipgeolocation.io/static/flags/th 64
"geoname id": "10120526",
"country emoji": "TH"

by
"country metadata": {
"calling code": "+66",
"tld": ".th",
"languages": [
"th",
mep"
]
}y
"network": {

"connection type": "Broadband",

.png",
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"route": "1.0.144.0/20",
"is anycast": false

by

"currency": {
"code": "THR",
"name": "Baht",
"symbol": "B"

by

"asn": {
"as number": "AS23969",
"organization": "TOT Public Company Limited",
"country": "TH",
"type": "BUSINESS",
"domain": "ntplc.co.th",
"date allocated": "",
"rir": "APNIC"

by

"company": {
"name": "TOT Public Company Limited",
"type": "ISP",
"domain": "tot.co.th"

by

"security": {
"threat score": 0,
"is tor": false,
"is proxy": false,
"proxy provider names": [

1,

"proxy confidence score": 0,
"proxy last seen": "",

"is residential proxy": false,
"is vpn": false,

"vpn provider names": [

I

"vpn confidence score": 0,
"vpn last seen": "",
"is relay": false,

"relay provider name":

mwn
4

"is anonymous": false,

"is known attacker": false,
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"is bot": false,

"is spam": false,
"is cloud provider": false,
"cloud provider name": ""
}y
"time zone": {
"name": "Asia/Bangkok",
"offset": 7,
"offset with dst": 7,

"current time": "2026-05-12 12:23:08.390+0700",

"current time unix": 1778563388.39,

"current tz abbreviation": "ICT",

"current tz full name": "Indochina Time",

"standard tz abbreviation": "ICT",

"standard tz full name": "Indochina Time",

"is dst": false,

"dst_savings": O,

"dst exists": false,

"dst tz abbreviation": "",

"dst tz full name": "",

"dst start": {

by

"dst _end": {

}

by
"user agent": {

"user agent string": "okhttp/5.3.2",

"name": "Okhttp",

"type": "Robot",

"version": "5.3.2",

"version major": "5",

"device": {
"name": "Square Okhttp",
"type": "Robot",
"brand": "Square",
"cpu": "Unknown"

Yy

"engine": {
"name": "okhttp",
"type": "Robot",
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"version": "5.3.2",
"version major": "5"

}I

"operating system": {
"name": "Cloud",
"type": "Cloud",
"version": "?2?2",
"version major": "??2",

"puild": "22"

9.3 Anoteréopara-Anokpiceig LLM

Abdym éktaonc, mopatiBevtol o€ ETIGLVATTOUEVT TEXVIKT OVOPOPAL.

9.4 Avopopomon Claude

IMapatiBevron Screenshots and T puOuicelg mov ypnopomoOnkay:
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Memory

Search and reference chats

Generate memory from chat history

Import memory from other Al providers
Start Import

General
Tool access mode

Load tools when needed

Connector discovery

Visuvals

Artifacts

Al-powered artifacts

Inline visualizations

Eixova 19: Claude Desktop Settings (1)

Code execution and file creation

Cloud code execution and file creation

Allow network egress

Domaln allowlist
Package managers only

(@ Claude can access common package managers plus any additional domains you specify below.

Additional allowed domains

Skills

Skills have moved to

Eixova 20: Claude Desktop Settings (2)
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9.5 Ovrtoioyia

H ovtoloyia mov opilovpe otnv 3.1 divetar avoAvTiKd mopakdTo:

<?xml version="1.0"?>
<Ontology xmlns="http://www.w3.0rg/2002/07/owl#"

xml :base="http://www.semanticweb.org/petros-
petalas/ontologies/2026/5/pcap-to-kg-ontology/0.1.0"
xmlns:rdf="http://www.w3.0rg/1999/02/22-rdf-syntax-ns#"
xmlns:xml="http://www.w3.0rg/XML/1998/namespace"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema#"
xmlns:rdfs="http://www.w3.0rg/2000/01/rdf-schema#"
ontologyIRI="http://www.semanticweb.org/petros—
petalas/ontologies/2026/5/pcap-to-kg-ontology/0.1.0">

<Prefix name="" IRI="http://www.semanticweb.org/petros-
petalas/ontologies/2026/5/pcap-to-kg-ontology/0.1.0/"/>
<Prefix name="owl" IRI="http://www.w3.0rg/2002/07/owl#"/>

<Prefix name="rdf" IRI="http://www.w3.0rg/1999/02/22-rdf-syntax-

ns#"/>
<Prefix name="xml" IRI="http://www.w3.o0rg/XML/1998/namespace"/>
<Prefix name="xsd" IRI="http://www.w3.o0rg/2001/XMLSchema#"/>

<Prefix name="rdfs" IRI="http://www.w3.0rg/2000/01/rdf-schema#"/>

<Declaration>

<Class IRI="#City"/>
</Declaration>
<Declaration>

<Class IRI="#Conversation"/>
</Declaration>
<Declaration>

<Class IRI="#Country"/>
</Declaration>
<Declaration>

<Class IRI="#Domain"/>
</Declaration>
<Declaration>

<Class IRI="#External IP"/>
</Declaration>
<Declaration>

<Class IRI="#Host"/>

</Declaration>
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<Declaration>

<Class IRI="#IP"/>
</Declaration>
<Declaration>

<Class IRI="#Local IP"/>
</Declaration>
<Declaration>

<Class IRI="#0S"/>
</Declaration>
<Declaration>

<Class IRI="#Port"/>
</Declaration>
<Declaration>

<Class IRI="#VPN"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#belongs to"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#has conversation"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#is located in"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#is member of"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#is owned or leased by"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#is used in"/>
</Declaration>
<Declaration>

<ObjectProperty IRI="#uses"/>
</Declaration>
<Declaration>

<DataProperty IRI="#address"/>
</Declaration>

<Declaration>
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<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>
<DataProperty
</Declaration>
<Declaration>

<DataProperty

IRI="#bytes received"/>

IRI="#bytes sent"/>

IRI="#confidence score"/>

IRI="#domain name"/>

IRI="#hostname" />

IRI="#id"/>

IRI="#is bot"/>

IRI="#is known attacker"/>

IRI="#is local"/>

IRI="#1is spam"/>

IRI="#name" />

IRI="#port number"/>

IRI="#receiver"/>

IRI="#sender"/>
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</Declaration>

<SubClassOf>

<Class IRI="#External IP"/>

<Class IRI="#IP"/>
</SubClassOf>
<SubClassOf>

<Class IRI="#Local IP"/>

<Class IRI="#IP"/>
</SubClassOf>
<ObjectPropertyDomain>

<ObjectProperty IRI="#belongs to"/>

<Class IRI="#IP"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#has conversation"/>

<Class IRI="#IP"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#is located in"/>

<Class IRI="#City"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#is located in"/>

<Class IRI="#IP"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#is member of"/>

<Class IRI="#Host"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#is owned or leased by"/>

<Class IRI="#IP"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#is used in"/>

<Class IRI="#Port"/>
</ObjectPropertyDomain>
<ObjectPropertyDomain>

<ObjectProperty IRI="#uses"/>

<Class IRI="#Host"/>
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</ObjectPropertyDomain>
<ObjectPropertyRange>

<ObjectProperty IRI="#belongs to"/>

<Class IRI="#Host"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#has conversation"/>

<Class IRI="#Conversation"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#is located in"/>

<Class IRI="#City"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#is located in"/>

<Class IRI="#Country"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#is member of"/>

<Class IRI="#Domain"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#is owned or leased by"/>

<Class IRI="#VPN"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#is used in"/>

<Class IRI="#Conversation"/>
</ObjectPropertyRange>
<ObjectPropertyRange>

<ObjectProperty IRI="#uses"/>

<Class IRI="#0S"/>
</ObjectPropertyRange>
<DataPropertyDomain>

<DataProperty IRI="#address"/>

<Class IRI="#IP"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#bytes received"/>

<Class IRI="#Conversation"/>
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</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#bytes sent"/>

<Class IRI="#Conversation"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#confidence score"/>

<Class IRI="#VPN"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#domain name"/>

<Class IRI="#Domain"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#hostname"/>

<Class IRI="#Host"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#id"/>

<Class IRI="#Conversation"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#is bot"/>

<Class IRI="#IP"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#is known attacker"/>

<Class IRI="#IP"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#is local"/>

<Class IRI="#IP"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#is spam"/>

<Class IRI="#IP"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#name"/>

<Class IRI="#City"/>
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</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#name"/>

<Class IRI="#Country"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#name"/>

<Class IRI="#VPN"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#port number"/>

<Class IRI="#Port"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#receiver"/>

<Class IRI="#Conversation"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty IRI="#sender"/>

<Class IRI="#Conversation"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty abbreviatedIRI="owl:topDataProperty"/>

<Class IRI="#Host"/>
</DataPropertyDomain>
<DataPropertyDomain>

<DataProperty abbreviatedIRI="owl:topDataProperty"/>

<Class IRI="#IP"/>
</DataPropertyDomain>

</Ontology>
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