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H mapoloa  epyacio  amoteAel  mveupatik  Wloktnoia  tou  doutnti
(«ouyypoadéac/Enuoupydc») MOV TNV €KMOVNOE. ITO MAALOLO TNG TIOALTIKNAG OVOLKTAG
npooBaong o cuyypad£ac/Snuoupyoc ekxwpet oto EAM, pn amokAELOTIK) AdeLa Xprong
TOU SIKOLWHATOG OvVaTTapoywyng, TPooapUoyng, SnUooLou Savelopol, mapoucioong oto
Kowo kat Pndlakng diaxuong touc SleBvwg, os nAekTpovikn popdn Kol os omolodAmote
HEDO, yla SLOAKTIKOUC Kal EPELVNTIKOUG OKOTIOUC, AVEU QVTAAAAYHOTOC KOl ylot OAO TO
XPOVO SLAPKELOG TWV SIKALWHUATWY TIVEUHATIKNAG L8loktnotag. H avolktr) mpooBoaon oto
TANPEC Kelpevo ylo HeEAETN Kal avayvwon &ev onualvel ka’ olovdnmote tpomo
mapoxwpenon SKalwUATwY dlavonTikng wWloktnoiag tou cuyypadea/dnuioupyol oute
ETUTPEMEL TNV avamopaywyr, avadnuooisuon, avilypadrn, amobnkeuvon, mwAnon,
EUMopPLKA Xpnon, uetadoon, dtavoun, Eékdoon, ektéAeon, «uetadoptwon» (downloading),
«avaptnon» (uploading), petadpacn, Tpomonoinon e OnMoLOVSNTIOTE TPOMO, TUNHATIKA 1)
TMEPANTITIKA. TNC epyaciag, xwplc ™) pntn mponyoupevn £yypadn ocuvaiveon Ttou
ouyypadéa/dnuiovpyou. O cuyypadéag/dnuioupyog Statnpel To cUVOAO TwV NOIKWV Kat
TIEPLOUCLAKWY TOU SIKOLWUATWV.
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MepiAnyn

H napouoa petantuylaki Statpln npayuatevetal tov oXeSLaoO, TNV UAoTolnoN Kal TV
TELPAMATIKA a§LloAOynon €vog KALLAKOUUEVOU CUOTAUATOC avixveuong emBOEcewv Kot
gvtomopou euntaBewwyv oe meplBaAlov Industrial Internet of Things (lloT) pe éudaon oe
edbappoyeg  logistics. H  €peuva  €oTldlel  oTNV  AVAYKN  QUTOMOTOTIOLNUEVNG
napakoAouOnong Blopnxavikwy kat uBpLdikwy IT/OT unodopwv, Aappavovtag unoyn tn
Sleupuvopevn emipavela emiBeong KoL TLG CUYXPOVES ATEINEG KUBEpVOaoPAAELAG.

To npotewvopevo cuotnpa vAomotnOnke pe apxltektovikn Flask + Celery kat afloAoyrnOnke
o€ mepBarlov €wg 310 agents, emtuyxdavoviag 100% detection rate pe pundevika false
positives. H avaAuon amodoong €8elfe ypapikn KALLAKWON yla Ukpo ¢opto (17-62
agents) kat otadlakd Kopeopo HeTd Toug 100 agents , e OewpnTKO LOVTEAO AOYLOTIKAG
KAlwdkwong (R? = 0.97). H otatiotikry avaluon (ANOVA) emBeBaiwoe tn onuavtikn
enidpacon Tou poéptou otnv anoddoon (p < 0.001)

H afloAdynon avixveuong emiBécewv (Port Scan, Brute Force, Telemetry Flood) katébele
vPnAn AMOTEAECUOTIKOTNTA, UE HECO XPOvo avixveuong 11.6 sec kat AUC = 0.98 otnv
KaumuAn ROC , yeyovog mou KotodelkvUel £€QLPETIK SLOKPLTIKA LKOAVOTNTA TOU
ouoTnUatoG. EmutAéov, TmpaypatomoliOnke OUYKPLTIKI) avAAucon HE CUYXPOVEG
nipooeyyioelg tne BLBAoypadiag, 6mou To cloTNUA Mapousiaoe avwtepn anddoon T6oo
o€ detection rate 600 Kkal o€ latency

To AmMOTEAECHATA TEKUNPLWVOUV OTL N TIPOTELVOEVN OPXLTEKTOVLKA UTTOPEL vaL uTtooTNnpiEet
Bopnxavikd meptBailiov peyaAnc kAlpakag pe vpnAn aflomotia Kat mpoBAsdpuotnTa
ouuneplpopac, cuvbualovtog BEwpPNTIKA LOVTEAD OUPWV UE EUTIELPLKT afloAdynon.

Abstract

This master’s thesis presents the design, implementation, and experimental evaluation of
a scalable intrusion detection and vulnerability identification system for Industrial Internet
of Things (lloT) environments, with particular emphasis on logistics applications. The
research addresses the increasing need for automated monitoring of hybrid IT/OT
infrastructures, considering the expanding attack surface and the evolving landscape of
cybersecurity threats in industrial ecosystems.

The proposed system was implemented using a Flask + Celery distributed architecture and
experimentally evaluated in environments scaling up to 310 agents. The platform achieved
a 100% detection rate with zero false positives, demonstrating high reliability in identifying
Port Scanning, Brute Force, and Telemetry Flood attacks. Performance analysis revealed
linear scalability under low workload conditions (17-62 agents) and gradual resource
saturation beyond 100 agents. A logistic scalability model demonstrated excellent
goodness-of-fit (R? = 0.97), while statistical analysis (ANOVA) confirmed the significant
impact of workload on system performance (p < 0.001).
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The attack detection evaluation yielded an Area Under the ROC Curve (AUC) of 0.98,
indicating excellent discriminative capability. Furthermore, comparative analysis against
related state-of-the-art architectures showed superior performance in terms of detection
rate and latency.

The findings demonstrate that the proposed architecture can effectively support large-
scale industrial monitoring scenarios with high accuracy, scalability, and predictable
behavior. By integrating queueing theory modeling (M/M/1) with empirical cybersecurity
experimentation, the study bridges theoretical performance modeling and practical lloT
security implementation.

NEEELC — KAewbLa

Industrial Internet of Things (lloT)
Cybersecurity in Logistics
Intrusion Detection Systems (IDS)
Scalable Architecture

ROC Curve & AUC

Queueing Theory (M/M/1)
Performance Evaluation

ANOVA Statistical Analysis

Attack Detection

Flask — Celery Distributed Systems
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MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:

EAAHNIKO . . . ' '
r. ANOIKTO «AVATTUEN OUOTNUATOG EVOWUATWONG QUTOMATWY EAEYXWV
B NANEMIETHMIC aodalelag o cuoTApaTa Kataypadng ayadbwv»

KepdAaio 1: Eicaywyn
1.1 Eicaywyn oro Oéua

Ano tnv dekaetia tou 80 dpxloe N METABOAR TwV EMXELPHOEWV amd KEPOOOKOTIKES OF
TLEAQTOKEVTPLKEG. ATTO TOTE 0 10G ZTPATNYLIKOG ZTOXOG LAG CLUYXPOVNG ETILXELPNONG ElvaL «Nn
Snuoupyia aglag ylo tov meAATN Kol BLWOLLOU aVIAyWVLOTIKOU TAEOVEKTAUATOG». ITO
TAQL{OLO AUTO OL WPLUEG ETILXELPNOELG okEDTOVTAL BAlovTag MPOTEPALOTNTEG TIG:

Strategy - Customer -» Process -» Technology

Ztnv aAuoida autn n Texvoloyia av kat Bpioketal teEAeutaia otnVv oeLpd v ToUTOLG TtaileL
TOV ONUAVTIKOTEPO POAO KL OTNV TIPOCEYYLON KL LKAvOTIoinon Ttou meAdtn aAAd Kal otnv
ETULTUXLO TNG ZTPATNYLKAG TNG ETUXEPNONG. EMOUEVWG OL ETALPELEG UTTOXPEWVOVTAL VA TNV
XPNOLUOTIOL)COUV YLa VOl ETITUXOUV TOUG 0TOXO0UG TOUG.

Zta mAaiola tng ocuyxpovng Wndlaknig petapopdwong, ot epodlaoctikeg alucideg kal ta
cuvotnuata kataypadn¢ ayabwv €xouv yivel oAoéva KoL TIO TIOAUTIAOKQL Kol
Slaouvbedepéva. H evowpdtwon texvoloylwwv Omwc¢ to Internet of Things (loT),
POUTIOTIKEG AUoelg, PBlopnxavikoi eAeykteg (PLCs), Kol OUOTAMOTO OUTOUATIOMOU
OTMOONKEVUTIKWY  XWPWV, €XEL PBEATIWOEL ONUAVIIKA TNV amoSoTKOTNTA KoL TNV
yvnAaolpotnta. Qotdéoco, autr n vPnAn cuvdeon Kol auvtopatonoinon dnuloupyel Eva
EKTETOMEVO KOl ETEPOYEVEC emuTiBépevo medio ywa mBavouc kuPBepvo-emiBéoelg. H
Slaodalion NG aoPAAElag KoL TNG OKEPALOTNTAC TOOO TwWV (PUOLKWV OCO Kal TWV
Pnodlakwy Sladkaolwyv amoTteAel Kpion mpokKAnon.

H mapolUoa peTamTuxlaky epyacia €oTlalel otnv avamtuén €vog OAOKANPWUEVOU
UBPLSLKOU CUCTAOTOC TTOU EVOWLATWVEL:

1. Kataypadn tng Aeltoupyiog OAWV TWV CUCTNUATWY EVOC KOPBoU piag aduacidag logistics

2. EKTEAEOn OWUTOUATOMOLNUEVWV EAEYXWV aoPAAELAG O TIPAYHOTIKO XPOVO EVTOC TWV
ouoTnuatwy Kataypoadng kat Staxeiptong ayabwv, T1éoo apuvtikou (defensive) 6co kal
emBetikoU (offensive) xapaktipa

3. ‘EAeyxog tnG PUOKAG acPAAELAG TWV EYKATAOTACEWV (KAUEPEC, robots, Beppokpaoaieg,
niupooBeoTikod Siktuo, cuvayeppol, B€on kat Aettoupyla €omAlopoU, Siktuo KATT. Kot

4. Mapoxy mAnpodopwwv ota THApAata Zuvtipnong e{omAopov, Computerized
Maintenance Management Systems (CMMS) and Enterprise Asset Management (EAM)

AnAadn to cuotnpa oxedlaotnke va Asttoupyel, wg pa MAatpoppa Logistics loT, SOAR
(Security Orchestration, Automation and Response) kat SIEM (Security Information and
Event Management), wavry va oUAAEyeL, va emefepydletal Kal va avaAvel Sedougva
¢duotkng kat kuBepvo-aopadeiog 000 Kal AELTOUPYLKOTNTAG, ATtO €va eUpU PACHA TTNYWYV,
onwg loT awoBntpeg, kapepeg, drones, PLCs Kal POUNOTIKA CUCTHUATA KATT EVW
TAUTOXPOVA LECW TNG EVOPXNOTPWONG OLUTOLATOTIONUEVWY EAEYXWV KOL TNG EPOPUOYAG
TEXVLKWV OVIXVELONG AVWUOALWY, OTOXEVEL va EVTOTILEL EyKaLpa amelNeG, va Staodpalilel
TN ouVEXLoN TNG AElToupyiag Tou cUCTANATOG Kat va BeATlwveL Tn Staxeiplon Tou kwvduvou.

H amootoAn Tou cuoTHaTog yla mpootacia anod emboslg acdalelog (offensive security
system [OffSec) mpoc to mapodv yivetal pe amootoAég (tasks) mpoypapaTIOUEVEG HE celery
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TIOU €KTEAOUV COPWOELG TOU £EOMALOMOU pe Swpeav epyaleia 6w nmap Kal nuclei kot
evrtormilouv emikvéuvotnteg (vulnerabilities) yla tic omoieg evnuepwvovtal n opada tou
SOC (Kévtpo Emelprioewv Aodalsiag-Security Operations Center), n CSIRT (Opada
Avtipstwriiong Neplotatikwv  Aopadelag YmoAoylotwv-Computer Security Incident
Response Team), o CISO (EmwkepaAng YmevBuvog Aocddlelag MAnpodopiwv-Chief
Information Security Officer) kat to tuApa IAM (Awaxeipiong Tautotntag kat MpocBaong-
Identity and Access Management).

Tautoxpova t0 ovotnua SIEM  ektdég amd T TAnpodopieg aoddAelag Kot
AELTOUPYLKOTNTOG TWV CUCTNMATWY UTO TV popdrn umoAoylotikol ¢oéptou twv CPU,
SiKTuakwv avwpoALwy, KATL cUAAEYEL eTtiong Kal TTOAUTIHEG TAnpodopieg yla TNV duaotkn
aoPAAELA TWV EYKOATAOTACEWY OO €EWTEPIKEG TTAPEUPRATELS TTX PEKAOUOG KAUEPAG LUE
spray umoylag, BAaBn n mpoéokpouon oe eunodio Autonomous Mobile Robot (AMR) i
Automated Guided Vehicle (AGV), KA.

1.2 Avaykn yia Avurouarormroinuévo 2uornua Evromiouou
EurmraBsiwv o Biounyavika kai Logistics loT

H extetapévn yYnolomoinon kot Siaclvdeon Ttwv Plopnxavikwyv kal €PpodlacTikwv
Sadkaclwy, omwg meplypadBnke otnv evotnta 1.1, dev elval amAwg pia taon aAld pia
plloomaoTik petapdpdwon. Qotdéoo, auth n unepolvdeon (hyperconnectivity)?!
Snuoupyetl pla ouvOeTn KAl SuvapLKN eTidAvEL ETUOETIKOTNTAG, OTIOU OL TTAPASOCLOKES,
OTOTLKEG KL AVTLOPAOTIKEG TIPOOEYYLOELG KUPBEPVOAOTPDAAELOG ATTOSELKVUOVTAL AVETIAPKELG.
H avaykn yla éva e€€LSIKEVLEVO, UTOUATOTIOLNEVO CUCTN O EVTOTILOLOU EUTIOOELWY TTOU
va aneuBUVETAL 0TO CUYKEKPLUEVO TOME TwV Logistics 10T mpokUTTeL amd tn cUyKALoN
TPLWV BepeAlwdwyY TaPAyOVIWY: TNV OLKOVOLKN Kal AELTOUPYLKA Kplolwn onupacia tng
edpodlaotikng aAvoidag, TNV auvéavopevn MOAUTAOKOTNTA KAl TIOLKIALO TwV AMEAWY, Kall
TLG EVTOTILOUEVEG EAAELPELG OTA UTIAPXOVTA CUCTAUATA TIPOCTACLAG.

1.2.1. H Kpioiun Znpacia kai n Evaiodnoia Tou MNediou:

OL ouyxpoveg epodlaoTikéG aAuoideg amoteAoUV TO VEUPLKO CUOTNHA TNG TIAYKOOULAG
olkovouiag, pe TG peyoAUTEPEG eTalpeieg va Stakvoluv ayaBd agiag Stoekatoppupiwy
gVpW Kabnuepva (Amazon: ~380 k. S/nuépa, GXO: ~27 ek. S/nuépa). Mia Stakomn, site
Aoyw duowkng BAAPNG eite Aoyw kuPepvoemiBeong, umopet va mMpokaAeéoel aAUOLOWTEG
SLOKOTIEG OTNV TTAPAY WY, UE TEPAOTLEG OLKOVOUIKES TNULES (BA. NotPetya: 300 ek. S otnv
Maersk) kat avenavopBwtn {nNULd 0TV EUMLOTOOUVN TWV MEAATWY, ONWE amodelkvUiouv
Ta meplotatika SolarWinds kat Colonial Pipeline. H aoddAeia, emopévwg, Sev eival anAwg

1 KEVTPLKOC TEXVOAOYLKOC KOl KOWVWVLIOAOYLKOG GPOC TTOU XPNOLUOTIOLELTAL YL VoL TIEPLYPAPEL TNV EEAUPETLKA
TUKVR, MoAudildaotatn Kot cuvexn dltaclvdeon avBpwnwy, CUCKEUWY, GUOTNHUATWY Kol SLaSLKaoLWV HECW
Unolakwv Siktbwv.[Lee, J., Bagheri, B., & Kao, H. A. (2015)]
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gva TEXVIKO IATnua IT, oANA@ KPLOWWO ETXELPNOLOKO OTOLXELD OUVEXELAG KOl
QVTAYWVLOTIKOTNTAG.

1.2.2. H Emrékraon kai EEEAIEN Tng Emipaveiag ETrifeong

H evowpatwon 10T, Blopnxovikwyv cuotnuatwy gAéyxou (PLC), pOUMOTIKWY OXNUATWV
(AGV/AMR) Kol aCUPHOTWVY aLoONTNPWV UETATPETEL TIG ATTOONKEG Kal Ta KEvTpa logistics
armo amhol¢ GUOLKOUG XWPOUC O TUKVO-Olacuvdedepéva, etepoyevh «EEumvan
nieplBairlovta. Auth n ToKAia SnULoUpPYEL éva TEPAOTLO, CUVEXWE METABAANOLEVO TOTTIO
TIEPLOUCLAKWY oTolXelwV (assets), amo cloud ditakoptotwv kot APls pgxpt RFID readers kot
BepuokpaclakoUg alobnTripeg, Tou MPEMEL va ipooTateuTtoUV. OLKivduvol dev sival TAgov
puovo Ynotakotl (r.x., DDoS, ransomware) oAl kot dpuokol (m.x., Tpomonoinon N puaotkn
BAABN Tou e€omALopOoU) TTOU UIOPOUV Va £X0UV akpLBwWC tnv iSla kataotpodLkn emibpaon
otn pon gpyactwv. OL emBEoelg yivovtal o e€elOIKEVUEVEC, oTOXEUOVTAG OAUCLOWTA
aduvata onueia 6nwg APls cuotnuatwy daxeipiong (WMS/TMS) 1| eKUETAANEUOUEVEC
Tpita pépn (supply chain attacks).

1.2.3. Ta Kevd Twv Y@iotadpevwy lMNMpooeyyioewyv

Ta nmopadootakd cuothpata acpaleiog cuxvad AEITOUPYOUV OE «ATIOUOVWHUEVA GLAO»
(silos?). Ta SIEM ouykevtpwvouv Kupiw¢ nAektpovikd logs, ta cuoTthipata GUGLKAG
oopaleiag (kapepeg, ouvayeppol) Asttoupyolv avefdptnta, Kol ta €pyoAsia yla
EVTOTILOMO guTaOelwVY (OTw nmap, nuclei) xpNoLLOTOLOUVTAL LELOVWHEVA KOL TIEPLOSIKA,
Xwpig evopxnotpwon A €ykatpn évtaén otig Stadlkaocieg anodkplong oe pia emibBeon. Auti
N amoouvdepevn Aettoupyia Snuloupyet TpeLg Baotkeg eANelELS:

‘EAAewdn Evonotnpévng Ewkovag: Aduvapia cuoxE€tiong piog Siktuakng avwpoAiag pe pia
¢duokn mpooPfaocn A pia BAABN 0€ POUTIOTIKA OXALATA YLO VA OXNOTLOTEL N TTARPNG ELKOVAL
NG enibeong.

‘EAAewn MpoAnmrtikng (Proactive) kaw EmiBetikng (Offensive) Npootaociag: Ta cuothiupata
elval Kuplwg avtdpaoTikd. Agv UTIAPYXEL LNXAVIOUOG YLOL CUCTNLOTIKO, AUTOHATOTIOLN LEVO
Kall oUVEXEG «testing» Tou TepBAANOVTOG aItO TNV MAEUPA TOU OLLUVOLEVOU, TIPOKELLEVOU
VO EVTOTILOTOUV €UTIABELEG TPV QUTEG YIVOUV EKUETAAAEUOIUEG OO KOKOBOUAOUG
TIAPAYOVTEG.

‘EAAewn Autopatonotnpévng Evopxnotpwong AnokpLong: AKOUA Kol OTAV EVIOTILOTEL pLa
amelln, n anokpLon e§aptatal cuxva and xelpokivnteg Stadlkacieg, av§dvovtag tov xpovo
QVTLLETWTILONG (response time) kat tov kivbuvo nepattépw e§AmAwon .

1.2.4. Zuptrépaopa - Aikaiwon Tng MNMpoTeivopevng Auong

Amo tnv avaluon auth yivetal cadEG OTL UTIAPXEL ETLTOKTIKA QVAYKN YLot €Val OALOTIKO,
UBPLEKO KoL autopatomolnpévo mAaiolo achaleiag. Eva cuotnua nou dev Ba avtidpd,
oAAd Ba mpoPAEmel kal Ba poapUvetal; ou Ba cuvdéel Ta Pnolaka dots pe ta puoka
dots; kot mMou Oa EVOWMOTWVEL CUVEXELS, AUTOUATOMOLNUEVOUG €AEyXouG aodAAeLag

2 Metadoplkd, OTIC ETXELPHOELS, AVTUTPOCWTIEVOUV AMOUOVWHEVA THAMATA 1 GUCTAMATO SeSopéVwy TToU
Sev avtal\aocoouv mAnpodopieg, epmodilovtag tn cuvepyaaoia.
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(offensive security) aneuBeiag otnv KapdLd Twv AelToupyLwV Kataypadng kat Staxeiplong
ayabwv.

Anopovwpéva Silos (MpoBinua) Evonoinpévn MAatgoppa (Adon)

Evoroinon = NMAfpng Exdva Aneliic & Autopatonoinpévn Andkpion

G ——
gnibeon o€ Mpdooo: AGV-05 Avevepyd 7

& Zuvipnan o
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- Kufepvo-Zuvayeppoi =g - Eurtaifietes
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Amnoteheapa: ENinri¢ Mpogtacia

Ewkova 1. Cyber-resilience concept

M Ttétola mAatdoppa, to concept g omoiag ¢aivetal otnv ewova 1, n omoia
EVOWUATWVEL TLG apxEG Tou Logistics 10T, tou SOAR kat tou SIEM, 0nw¢ mpotelvetal o€ autn
™ StatpPn, dev eival pia amAn texvikn BeAtiwon. Eival pa avaykaia €€EALEN yla TtV
eniteuén cyber-resilience, eival n avotnta evog opyaviopol va cuvexilel va Aettoupyet
aKOpa Kal uTtd eniBeon, va MPooapUOleTaL KAL VA OVOKAUTTEL. AUTH N AvAyKn amoTteAel
TO KEVTPLKO Kivntpo Kol tn Paoik SikatoAoyia ywa tn oxediacn kat uAomoinon tou
OUOCTHHOTOG TTOU TTOPOUGCLALETAL OTLG EMOUEVEG EVOTNTEG.

1.3 2T1oxo0I1 ka1 2kor1rog TS Epeuvag

KUplog Ztoxog tng €psuvag eival n Snuioupyia evog evomolnpévou mAatoiov achadeiog
TIOU VO EVOWHATWVEL SLOPKEIC KOL OUTOMOTOTOLNUEVOUG €AEYXOUG OOPAAELAG OTA
ovotnuata &laxeipong ayabwv (IT Asset Management), ME OTOXO TNV TaAPOXNH
TIANPECTEPNG, CUVEXOUG KAL OE TIPOAYHOTIKO XPOVO ELKOVOC TOU ETLXELPNOLOKOU KIvEUVOU
KOl TNG KATAOTAONG TOU EEOTTALOMOU.

Ewdkot ZtoxoL rou tibevtal givat:

Metamrtuylakny AutAwpatikn Epyaocia 4



EAAHNIKO , , ' ' '
ANOIKTO «AvVATTUEN OUOTAUATOC EVOWMATWONG OUTOMOTWY EAEYXWV

r. MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
N

MANENETHMIC — 56ddelag og cuoTrpata kataypadrg ayadwv»

Autopatornoinon EAéyxwv Aodaleiag: H avamtuén pnxaviopwy ylo Thv outopatn
EKTEAEDN eAEyXwV TpWTOTNTAG (penetration testing), cApwaong TMEPLOUCLOKWY OTOLXELWV
(asset discovery) kat aviyveuong avwuoALwv.

Evonoinon ko Emwokdnnon Meplovotakwv Itolxeiwv (Asset Management): H
SnuLoupyla pLag EVOMOLNUEVNG ELKOVAG OAWV TwV PNPLOKWY Kal GUCLKWY TIEPLOUCLAKWV
oTolXElwV TOU opyoviopoU (SIKTUAKEG OUOKEUEG, edappoyEg, Sedopéva, |0T GUOKEUES),
MECW QUTOUATOMOLNUEVNG aViXVELONC Kal Kataypadnc.

Napoxn NAnpodoplwv yia Ataxeipion Kwvéuvou oe Mpaypatikd Xpovo: H oxediaon kot
vlomoinon HNXOVIOUWY TIOU va TIOPEXOUV QUECH EVNUEPWON KOl OTTLKOToinon tng
tpéxouoag Katdotoonc aodaleiag, Twv evepywv AMENWV KOl TWV UDLOTAUEVWV
gunaBelwv, SteukoAUvovtag T AN TAKTIKWY anodpAcewv.

Aflohdynon tng Buwowdtntag kou Amnddoong: H melpopartiky afloAdynon tou
TIPOTELWVOUEVOU CUOTAUOTOC UTIO  PECALOTIKA Oevdplat  ylo. va  TeKUNnpuwOsl n
OMOTEAEOUATIKOTNTA, N KALLOKWOLLOTATO KOL N TIPAKTIKA £dappoyr] Tou.

O ZKOMOG autnG TNG epyaociag eival SITtog: agdevog va HEAETACEL KAl va ouvOUAoEL
olyxpoveg Ttexvoloyieg kal mpaktikeég (Docker, Microservices, Kafka, MQTT, Celery,
Prometheus, Grafana) yta tn Snuloupyia pag eUEALKTNG Kal EMEKTAOLUNG TAATPOPUAG, KAl
adeTEPOU VO CUPPBAAEL OTNV EMLOTNMOVLKA YyvWon TPOTEIVOVTOG €val OPXLTEKTOVIKO
HOVTEAO TIOU MTMOPEL Vo eVOWHATWOEL TOOO O €PEUVNTIKA 00O KAl OE PLOKNXAVIKA
nieplBairlovta yla tnv evioxuon tng cyber-resilience twv logistics cuotnuatwy.

1.4 Aoun tng Aiarping

H Slatppr opyavwvetal og €§L kUpLa kepaiala, Ta omoia akoAouBouv Tn Aoyikn Topeia
™G €peuvag, anod tn Bewpntikn Bepediwon €wg TNV MEPOAUATIK a§LOAOYNON Kol Ta
CUUTEPACOTAL.

Kedpdlawo 2: Oewpntiko Ynopabpo: Mapouctdlel Ti¢ PACIKEG APXEG TNG BLOUNXAVIKAG
aodpadelag loT, ta €i6n Twv anelAwv Kal EMBECEWV, TIG TEXVIKEG AVIXVELONG AVWUOALWY
KL Ta oUyxpova gpyaleia aoddalelag mou aglomolovuvral.

Keddhawo 3: IxedSlaopnog Zuotrparog: Meplypadel AEMTOUEPWES TIG AELTOUPYLKEG KOL HN
AEITOUPYLKEG QTIALTACELS, TNV OPXLITEKTOVIKA oxeblaon Paclopévn o microservices, TNV
ETUAOYH TEXVOAOYLWVY KOl TAL OEVAPLA XPrONG Kol SOKLLWV.

KepdAawo 4: YAomoinon: AvohlUel tnv avdmtuén tou backend cuotiuatog kol Twv
frontend Slemadwyv, TNV uvlomoinon Twv Sladdpwv agents Kal aleONTPWY, TOUG
pnxaviopoug Slaouvdeong Kal eTikowwviag, KabBwg Kol TnV autopatomnoincn twv
Sladlkaolwy mapakoAouBnong.

KeddaAawo 5: Nepapatikn A§loAdynon: Mapouaotdlel tn pebodoloyia twv Sokuwy, ta
oevapla embBécswy Kol aviyveuong sunmabelwy, Ta amoteAéopata anddoong Kol pia
OUYKPLTLKA avaAuon.
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e Keddlaio 6: Zupnepdopata kat MeAlovrikn Epyaocia: Zuvolilel ta supruata Kat th
ocuvelopopd NG £peuvag, avadpEPEL TOUC TTEPLOPLOUOUG KOL TIPOTEIVEL KATEUOUVOELS Yl
MEANOVTIKN EMEKTAON.

Téhog, Tto Mapaptipata neplapfavouv Tov TNyoio Kwolka, TIC pubuloslc Tou
OUOTNHATOG Kol 08NyoUc EYKATACTACNG YLot TNV MARPN avammopaywyn tThe mAaTtdOpuac.

Y€ OAa Ta TTAPOTTAVW KEPAAALA OTIOU XPELALETAL EMLOTNUOVIKI | AAYOPLOULK) TEKUNPlwaon
xpnowuormoleital eupéwg €vac Peudokwdikag python onwg pe python/Flask eival to
HEYAAUTEPO HEPOC TNG EpappoynC Hac. H mpaktiki Tou Peudokwdika yior aAyopLOULKEC 1)
BEWPNTLKEG TEKUNPLWOELC £LlonXON amo toucg Knuth & Dijkstra. Ev mpokelpévw o S1KOC pag
elval kanwg €toL:

# O "PeubokwdIKaG" WG EMOTNHOVIKO EpyaAelo

class PseudocodeAsResearchTool:

Jupudwva pe Knuth (1974) ko Dijkstra (1976):

O Yevdokwbikag eivatl y\wooa adalpeong mou EMTPEMEL:
1. AAyoplBuikn cadrvela xwpic uhomoinon AEMTOMEPELWV
2. Mabnuatiki auotnpoTNTA O€ UTTOAOYLOTIKA TAaioLa

3. ALSaKTIKA OMOTEAECHATLKOTNTA

def analyze_pseudocode_value(self):
scientific_values = {
'abstraction_level':
'YPnAo enimedo adaipeong yla apxLtektovikn avaiuon’,
'mathematical_rigor':
'EvowpATwon pabnuoatikwy povtéAwv (Queueing Theory, CAP Theorem)',
'pedagogical_clarity':
'AdakTikn amooadrvion MOAUTTAOKWY EVVOLWV',
'research_reproducibility':
'Emavanapaywylun avaluon xwpig epmoptkd epyaieia’
}

return scientific_values
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H mpaktiki autr uloBetnBOnke yla €€0lKOVOUNON XWPEOU Kol auénuevn TTUKVOTNTA Kal
molotnta MAnpodopiac.

1.5 2uoyxérion pe roug lNaykoouioug 2roxous Biwoiung Avarmrruéng
(2BA) Tou OHE

H napouoa SUTAwWUATIKA epyacia, TEPa armod Ta OTEVA TEXVIKA TNE OpLa, EVIAOOETAL O€ £vVa
€UPUTEPO TAYKOOWUO TAaiolo, autd tng Buwwowung Avamtuéng. Ou Ztdxol Buwolung
Avarmnrtuéng (ZBA) tou Opyaviopol Hvwpévwy EBvwv, ot omoiot utoBetrBnkav to 2015 anod
O\ Ta KPATN-MEAN, ATIOTEAOUV LaL TTAYKOO UL EKKANON yLa SpAdon He oTOXo TNV e€AAewPn
™¢ PTwyxelag, TNV npootacia tou mMAavAtn kat tn dtacddalion Tng eunuepiag yla 6Aoug
£€w¢ to 2030 [United Nations, "The 17 Goals" (2015)]. To npotewvopevo cuothua, av
Kal €0TldleL oTnv aodaiela Bopnxavikwy cuotnudatwy loT (lloT) otov topéa Twv logistics,
OUVELOPEPEL APETA KOL EPUECA OTNV ETITEVEN OUYKEKPLUEVWY ZBA, OTIWG TEKLNPLWVETOL
TP OKATW.

1.5.1 Z16)06 9: Biounxavia, Kaivotopia kKai YTTodouég

0 21006 9 €MISLWKEL TNV 0LKOSOUNoN avBekTIKWVY UTtoSoUwWVY, TNV TiPowBONoN TNG BLWOLNG
Blopnxaviag kot TNV gvioxuon tng kawotopiag. H epyacia autr) ouvelodEpel apeca:

o AvOekTikéC YTOSOUEG: To oUOTNO TTOU avamntuxbnke otoxeUeL oTnV evioxuon Tng KuPepvo-
avBektikotntag (cyber-resilience) kpiowwwv umodouwv logistics (amoBnkeg, kévtpa
Slavopng). H kavotnta autwv Twv UTIOSOUWY VA OVTEXOUV, Vo amoppodolv Kol va
QVOKAUTITOUV Ypryopa amod KuBepvoemniBéoelg (Onwg emiBéoelg ransomware 1) DDoS) sival
BepeAlwdng yla tnv adldAsuttn AEIToupyia TOUG Kal, KT  EMEKTOON, yla TN otabepotnta
TwV £podLlactikwv aAucidwv.

e EKOUyYXpOVIOUOG Blounyaviag: H uloBétnon clyxpovwv apxltektovikwy (Flask, Celery) kot
epyodelwv aoddielag (nmap, nuclei) yia tnv npootacia uBpLtdikwy IT/OT neptBarloviwy
EKOUYXPOVILEL TIG TPAKTIKEG aodAAELog ot Blopnyovia, enttpénovrog TNV aodaréotepn
Aewtoupyia tou Industry 4.0. H melpapotiky amodelEn kALdkwons éwg 310 cuokeuwv
TEKUNPLWVEL TNV LKAVOTNTA TOU OCUCTAMOTOG va umootnpilel olyxpoveg, oUVOETEG
BLOPNXOVIKEC EYKATAOTAOELG.

1.5.2 Z16)0¢ 8: Alomrpemrn g Epyacia kal Oikovouik AvatrTuén

O Zto6xo¢ 8 mpowBel tn BLwoLlUn OLKOVOULKA QvATTTUEN Kal TNV aLOTIPEN €pyacia yla

O0Aoug. H cuvelodopd tng epyaciag EykeLTaL otnv:

¢ [lpootaocia tng Owovoukng Apaotnplotntag: Ot kuBepvoeniBéoelg oe logistics pmopouv

Va TIPOKOAECOUV TEPAOTIO OLKOVOULKO KOOTOG, Slakomrtovtag Thv edodlaoctikr alucida,
TIOYWVOVTAG AELTOUPYIEG Kal TPOKOAWVTIOC amnmwAelo £008wv. Eva amoteAeopatiko
ouotnua aviyveuong aneldwv (Le 100% detection rate kat pndevikad false positives, 6mwg
T(POKUTITEL OO TA TELPAPATA) CUUPBAAAEL KOBOPLOTIKA OTNV TPOOTAGLO TNG OLKOVOULKNG
SpaotnplotnTag Kal otn SLodAALon TS CUVEXELOC TWV ETILXELPHOEWV.

Metamtuylokn AutAwpatikn Epyaoia 7
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e Alaodalion Oféocswv Epyaoiag: H ampookomtn Asitoupyia twv logistics sival wTkAg
onuaciag ywa tnv mpootacia Twv udlotdpevwy Bécswv epyaciag o oAOkAnpn tnv
oAvoiba alag (amod tnv mapaywyn €wg to Alaveunoplo). H StaoddaAion tng Asttoupylag
TOUG UTIO KaBeoTtwg amelAng eival évag €Upecog aAAd KPILOLUOG TPOTIOG TPOCTOCLAC TNG
epyaociag.

1.5.3 Z16)06 11: Biwoipeg MoAeig kai KoivoTnTeg

O Ztoxog 11 otoxeUEL va KOTOOTHOEL TIG TIOAELG KOL TOUG aVOPWTTLVOUG OLKLOMOUG XWPLG
QaTMOKAELOMOUG, aodaleis, avOeKTIKOUG Kal BLWOLOUG.

e Aoddiela Aotikwv Edodlactikwv AAucidwyv: OL oUyxpoveg TOAELG e€apTwvTal amoAuta
amo moAUTAoKa cuoTthpata logistics yla Tov ebpodlaoud toug (tpodiua, ddappaka, ayada).
Mua ocoPapn kuBepvoeniBeon oe éva peydlo KEVIpo Slavoung i oe éva cuoTnua
Slaxeilplong otohou oxnuatwyv (AGVs) Ba umopoloe va €XEL AUECO KOl cOBapO OVTIKTUTIO
otnv kabnuepwn wn Twv TOATWY, TPokaAwvtag eAAelelg Kal Slatapdcoovtag Thv
opaAotnta. H evioxuon tng achGAELOG QUTWY TWV CUCTAUATWY CUUBAAAEL Aueca otny
QVOEKTIKOTNTA KOL 0ODAAELD TWV OLOTIKWY KEVIPWV.

Yuvoyilovtog, To MPOTEWVOUEVO cUOTNUO OeV AMOTEAEL HOVO pLa TEXVIKA AUON Og €va
Ntnua kuBepvoaodalelag, oAAG Kal £€va epyoAsio TOU eVIOXUEL TNV aVvOEKTIKOTNTO
KPLoWWwY UTtoSopWVY, TPOOTATEVEL TNV OLKOVOULKH Spaotnplotnta Kal cUPBAAAEL otn
Blwolpotnta kot aodpAAeLa TwV cUYXPOVWVY TIOAEWV, EVOUYPOULIOEVO JIE TO TIVEU A KOl
TOUG 0TOX0UG TG Atlévtag 2030 tou OHE.

Metamtuylokn AutAwpatikn Epyaoia 8
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Ke@dAaio 2: OswpnTiKO YToRa0po
2.0 Ms6odoAoyia BiBAioypagikng Epsuvag

2.0.1 Epappoyn PRISMA Protocol

H BBAloypadikn avaokomnon Ste€Nxdn cupdwva Pe TG KATEVOUVTNAPLEG YPAUUES TOU
Preferred Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA) (Page et
al.,, 2021). H pebodoloyia PRISMA emiAéxOnke AOyw NG €upelag amodoxng TnG OTLg
ETUOTAMEC UNXAVIKWYV KAl TTANPOPOPLKIC VLA CUCTNHOTIKEG OVAOKOTI|OELG TEXVOAOYLWV loT
kol aopaAelag (Moher et al., 2009).

H PRISMA moapéxel £va TeKunplwpEVO TAALoLO yia T dtaodaAion tng Stadavelag Kat tTng
ovamapaywylpuotntac tne BBAloypadiknc épeuvag, oTolxeia Kplolpa yLo TNV akadnuaikn
£YKUPOTNTA TNG Tapovoag epyaciac.

2.0.2 Nnyég ka1 Kpitpia ETiAoyng
Xpoviko gVpog: 2015-2026 (teAevtaia 11 €tn)
Mwoosc: AyyAka, EAAnvika

TUmog SnUooLlEVOEWV:

e Peer-reviewed journal articles
e Conference proceedings
e Technical reports anoé enionpoug dpopeig (NIST, ENISA, MITRE)

White papers amno avayvwpLlopEVouG 0pyavIoUoUG

NEEELG-KAELSOLA TTOU XpNoLoTIoLOnKav:

e "Industrial loT security"

"lloT vulnerability detection"

"logistics cybersecurity"
"SCADA security"
e "anomaly detection ICS"

"containerized security scanning"

e "microkernel architecture security"
"MQTT security"

"Flask Celery performance"

e '"queueing theory lloT"

Baoeig Sedopgvwy mou avalntidnkav:

e |EEE Xplore
e ACM Digital Library
e Scopus

e ScienceDirect
e Google Scholar

Metamtuylokn AutAwpatikn Epyaoia 9
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e arXiv.org (for pre-prints)

Kputipla évtaéng (inclusion criteria):

e Epyaocieg mou oxetilovral apeoa pe aopaiela lloT

e  EUMEIPIKEG UEAETEC UE TIELPAUATIKI aEloAOynaon

e Epyaociec mou mpoteivouv apXLTEKTOVIKEC AUOELG

e Anpoolevoelg pe >10 citations (yLo moAalotepeg pyaoieg)
Kputrpla amokAelopou (exclusion criteria):

e Epyaocieg pn oxXeTIKEG HE Blopnxoviko meplBailov
o  OeWPNTIKEG epyaoies xwplg mpaktiky edappoyn
e AnNUOOLEVOELG OE HUN-AVayVWPLOUEVO OUVESPLA/TIEPLOSIKA

2.0.3 Aiaypappa Porg PRISMA
Awdypappa pong PRISMA tng BiBAoypadikiG avaokomnong

ANATNQPIZH
|
v
Avayvwplon: n = 1,247 epyaoieg
ano Baoeig Sedopévwy (IEEE, ACM, Scopus, ScienceDirect)
|
v
EAEMX0Oz
|
v
Adaipeon Suthotumwy: n = 355
|
v
Meta amno adaipeon: n = 892 epyaocieg
|
v
‘EAeyxog TitAwv/mep\nPewv
AmokAeiotnkav: n = 736 (N OXETIKEG)

|
v

Metamtuylokn AutAwpatikn Epyaoia 10
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KATAAAHAOTHTA
|
v
MAApPN keipeva pog afloAdynon: n = 156
|
v
AmnokAeiotnkav pe atttoAdynon:

e Mn enapkng pebodoroyia (n = 34)
o Mn oxetiko neptfallov (n = 22)
e  XaunAn mowotnta (n = 13)

|
v

2YMTIEPIAHWH
|
v
Epyaoieg otnv teAwkn avaiuon: n = 87
v
KATAANHAOTHTA
|
v
MANpn Kelpeva mpog afloAoynon: n = 156
|
v
AmokAelotnkayv pe attloAoynon:

e Mn emopkng pebodoloyia (n = 34)
o Mn oxetiko neptfallov (n = 22)
o XapnAn mowotnta (n = 13)

|
\4

ZYMMNEPIAHWH

|
v

Metamtuylokn AutAwpatikn Epyaoia 11
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aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

2.0.4 Xpnon EpyaAciwv TN otn BiAloypa@ikn ‘Epguva

Itnv napovoa epyacia, afltormondnkav epyadeio TN UTOOTNPLKTIKA YLt TNV ETULTAXUVON
kat BeAtiwon tng BLBAoypadkig Eépsuvac. H xprion TOug ATAV CUUTTANPWHATIKN Kal OXL
UTTOKOTAOTOTO TNC KPLTIKNAC OKEPNC KoL TNG emMaAnBguong amod Tov EpeuvnT.

Ykomol xpriong TN:
1. Apxkn capwon BLBAoypadiog: Taxltepn avayvwplon SUVNTIKA OXETIKWVY EPYACLWY
2 Tuvoyn apBpwv: E€aywyn PAcKWVY GNUELWY YL TIPOKOTAPKTIKA 0l§LOAOYNOoN
3. Metadpaon: Anédoon opwv Kol TepAfPewV and AAAEG YAWOOEG
4 BeAtiwon ekdpaoTikng SlatMwong: e eMAeypéva onpelo Tou KELUEVOU

Nivakag 1 Prompts TN yia BLBAloypadikr épevva

Huepounvia

EpyaAeio

Tkotmog

Prompt

10/01/2026

ChatGPT-
4

ApXIKN
avadntnon

"Find recent papers on
Industrial loT security
vulnerability detection in
logistics environments,
published after 2020 in
IEEE or ACM journals"

15/01/2026

ChatGPT-
4

Tovoyn

"Summarize the key
contributions,
methodology, and
limitations of this paper
in 150 words: [paper
title]"

18/01/2026

Claude

S UYKPLTIKN
avaAuvon

"Compare the
approaches of these 3
papers on anomaly
detection in lloT,
focusing on their
architectural patterns
and detection accuracy"

20/01/2026

Perplexity

Tdaoelg

"What are the latest
trends in containerized
security scanning for loT
devices and what are

Metamtuylokn AutAwpatikn Epyaoia
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Huepounvia EpyaAeio Zkomodg Prompt

the main research
gaps?"

"From this paper, extract
the functional and non-
functional requirements
for an lloT security
monitoring system"

ChatGPT- | E€oywyn

22/01/2026 4 QMALTACEWV

"Analyze the
experimental
25/01/2026 Claude MsQoévoyLKn mgthodolc?gy used in
avaAuon this paper: sample size,

metrics, statistical tests,
validity threats"

EnaAnOguvon AnoteAeopuaTwWV:
OAec oL mMAnpodopieg mou nponABav ano epyadeia TN emaAnBevtnKayv Pe:

e Avtutapofoln pe ta mpwtotuna apBpa (avayvwaon Tou TANPOUC KELLEVOU)
e Cross-checking e MOANATMA£G aveEAPTNTES TINYEG

o Kputikr afLoAdynon amo Tov epeuvnTh

e JulAtnon pe tov emuPAEnovta kabnyntn

H xpnon TN AewtoUpynoe wg "epeuvnTikoc PonBog" ywa tnv apxikn emeepyacia tou
HeyaAou oykou mAnpodopiog, aAAd n teAkn kpion, afloAdynon kot cUvOeon TapPEUELVE
OTTOKAELOTIKA OTO avOpWTTLVO UTIOKELUEVO, oUWV UE TG odnyieg tou EANM.

2.1 Biounyxavika Zvornuara Acgalegiag lloT

Ta Buopnyavika Xuvotnuata Acdaleiog loT (lloT Security) adopolv TN OUVOAIKN
npootacio Twv Slaouviedepévwy alobntripwy, €vepyomolnNTtwy, €AEyXOU TAPOYWYNC,
SIKTUWV KOl CUCTNUATWY OLUTOUATIOUOU O€ BLOUNXOVLKO TIEPLBAAAOV.

211. Tieivauto lloT

To Industrial Internet of Things (lloT) amoteAel eméktaon tng texvoAoyiag tou Internet of
Things og Blopnxaviko meptBarlov, omou aloOntrpeg, evepyomnolnteg, PLCs, robots kot
OA\EC OUOKEUEG OuvOEéovTol HETAEU TOUC KOL HE KEVIPIKA OUOTAHATA Ylo TNV
outopatonoinon Kat BeAtiotonoinon mapaywytkwy Stadikaowwv. To lloT xpnowomnoteitat
yla real-time mapakoAouBnan, predictive maintenance, energy monitoring, quality control
kal logistics automation, kot Snuoupyet meptBarlovta mou gival Mo sudur), anodoTika
KOL QVTOTOKPIOIMO OTI( ETMLXELPNOLAKEG avAyKeC. MapdAAnAa, OpwG, N auvénueévn
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ouvdeolpotnta auéavel kal tnv €kBeon oe cybersecurity kivdUvoug—kaBwe kABe véa
OUOKEUN Ttou TtpooTiBeTal pnopet va anoteAéoel mBavo onpeio elcodou yla enibeon.

Ye oxéon HUe tnv aodpalela, to lloT evowpatwvel meptBaAlovta OMouU oL TaPASOCLAKEG
opxec aoddaiewag IT  (confidentiality, integrity, availability) mpénet va
enavanpoodloplotovy, Wlaitepa 6cov adopd tnv Sabeoudtnta Kal tThv achaAela
¢duolkwyv Slepyaotwy kat umodopwv. H ouykAton twv OT (Operational Technology) pe ta
ocupBatika IT diktua av§dvel TNV MOAUTTAOKOTNTA KL SNULOUPYEL aVAyKN yLa VEQ TIPOTUTIAL
Kal mAaiola mpootaciag mou kaAumtouv oAokAnpo to medio and tov aodnTApa €wg T
cloud.

Ta onuepwva lloT, SiEmovtal and To TEXVOAOYLKO Kal opyavwTikod mAaioto tou Industry 4.0

2.1.2. To industry 4.0

To Industry 4.0 [Xu, L. D., He, W., & Li, S. (2014)] anoteAel onwg avadpEpape, Eva eupUTEPO
TEXVOAOYLKO KOl OPYQVWTLKO TAQLOL0 PETO OTO omoio avantuooetal To Industrial Internet
of Things (lloT), ekdppdalovtag tn petdpaocn tng Plopnxaviag kot tng €PodlacTikng
aAvoidag mpog mMAnpws Yndlomownuéva, dtacuvdedepéva kat eudpun olkoouotruata. H
Té€Taptn Bopnxavikn enavaoctoon xapoktnpiletal anod tn cVykAon uolkwv Slepyactwy,
Pndlokwy TEXVOAOYLWV KAl UTOAOYLOTIKAG vonuoouvng Héow KuPBepvo-Ouoikwv
JuoTnudatwy, alobntipwy, edge/cloud uMOSOUWY KaL TIPONYUEVWVY TEXVIKWV aAVAAUGNG
Sebopévwy.

210 mAaiolo twv logistics, To lloT Asttoupyel w¢ BepeAlwdng UNXaVIoUOG cUAAOYNG Kall
SLaxuong 6edopévwy amo anobrkeg, petadopikd Héoa, autovopa oxrpata (AGVs/AMRs),
padla kot epPBAAAOVTIKOUG aloONTAPES, EMITPEMOVTAG AELTOUPYLEG OTIWG TIPOYVWOTLKA
ouvtipnon eéomAlopou, BeAtiotonoinon powv anoBbrkeuong, mapakoAouBnon doptiwy
O€ TPAYHATIKO XpOVO Kal Suvapko cuyxpoviopud WMS/TMS cuotnudtwy. To Industry 4.0
HeTaoxnpatilel €tol Ta logistics oe “eumvec” aAuoideg agiag, omou n AnYn anoddoswv
Baoiletal og ocuvexn TNAEUETPLA KOL UTOOTOTIOLNEVN avaAuan.

Qotooo, n auvénuévn Slacuvdeopuotnta mou swayel to lloT o tétola cyber-physical
nieplBairlovta SleupUVEL CNUAVTIKA TNV emidpavela eniBeong, kablotwvtag tnv KuPBepvo-
duokn acdalela KPIOLWO TAPAYOVTIA ylo TNV AVOEKTIKOTNTO KAl TNV EMLXELPNOLAKA
OUVEXELX TWV oUyXpovwV logistics umtodopwv.

KaBwg ol  BLOUNXOVIKEC EYKATAOTAOEL evowpatwvouv loT  texvoAoyleg yla
mapakoAouOnon o MPayUaATIKO Xpovo, predictive maintenance, logistics optimization kot
Slaxeiplon assets, ylveTal EMITAKTLIKA N AVAYKN YL cUCTHMATA AoPAAELOC TTOU KOAUTITOUV
TOOO TIC KuBepvo-emiBEaoels (cyber) 600 Kot TG GUOLKEG ETUMTWOELG OTOV EEOTTALOUO KL TLG
Siepyaoieg (physical).

YTnVv ouoia, oL cuoKeUEG lloT petadépouv Sedopéva Kal evToAEg petafl tou mediou (media
oLoBNTAPWV/EVEPYOTIONTWY) KOL KEVTPLKWY CUOTNUATWY gAéyxou/avadopag, onwg loT
gateways, edge servers kat cloud mAatdpoppec. H EAewdn acdpalelog oto eninedo autod
umopet va odnyroetL os:

e un efouctobotnuévn npocPaocn
e uTokAomn deSopuévwy TTapaywyng

Metamtuylokn AutAwpatikn Epyaoia 14
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e Oevdpla ransomware Tou eNNPEAlouV TNV MAPAywyLKr pon
e dueon ¢uoikn enintwon o PNxXaveg N logistic robots

AuTd Ta CUOTAMOTA ATALTOUV ELOLIKEG IPOCEYYLOELG, OTIWG aopAAELa 0TO ETtinedo SikTUoU,
kpumtoypadnon, endpoint protection, patch management kat cuvex mapakoAouOnon
CUMBAVTWV.

2.1.3. KuBepvoeTtrifeon

Mia kuBepvoeniBeon eival yla Tov emtiBépevo eva “mayvidl” otpatnylknig oto omnoio o
ETUTIOEUEVOG eKONAWVEL TIG TTPOOETEL TOU, TNV TOAUTIAOKOTNTA TNG OKEYNG TOU, TIG
YVWOELG TOU, TIG OeLOTNTEG TOU KoL TNV €EOLKELWON TOU HE TIG OLUTOMOTOTIOLNUEVEG
Sladikaoiec.

Mo Tov apuvopevo n KuBepvoeniBeon amoteAel pia e§avtAnTtikn mpoomadela mpoAnyng
Kol €EKMNOEVIOUOU TWV ETUMTWOEWV WLAG eTiBeong mou TtV MPwToBouAia tnv €XEL O
ETUTIOEUEVOG UE LOVASLKO TOU OTTAO TNV YVWON TOU GUOTHOTOG HE TNV omola tpoomabel
VO LNV OMWAECEL TOV EAEYXO TOU CUOTHMOTOG, Ao TOV ETLTLOEUEVO.

Ze pla kuBepvoemiBeon, elval onuavtikn, and tnv MAEUPA TOU QLUVOUEVOU OPYAVLOLOU
KAl TwV CUOTNUATWVY TOU, n Katavonon tou mou Ppioketal o emtiBeépevog. Tote o
QpUVOpEVOC Ba puropel va Aappavel opBotepeg anodaoelg aopaielag kot Staxeiplong tou
kwdUvou. Ent mA€ov, n yvwon tng B€ong Kot Twv dpactnpLloTATWY TOU AVIUTAAOU UmopEl
va BonBnoel toug apuvOpEVOUG va ekTuioouv tnv Tubavr mpoBeon, to eminedo
ToAuTAoKOTNTAG, TIG duvatoTnTeG Kal TNV £€olkeiwon tou elofoAéa pe ta ICS, ta omola
oo Kowvol AettoupyoUlV yla va armokoAUPouv TIg mBaVEC ETIUMTWOELS TNG eMiBeong otov
OpPYQVLOUO.

‘Eva ovotnua ICS (Industrial Control System) amoteAel €vav amd TOUC LOXUPOTEPOUC
OLUVTIKA OTOXOUC yla €vav emutiBépevo. H mpokAnon Aoutov eival peyaAn kol n
TLOAUTTAOKOTNTA TWV CUCTNHUATWY aUTWV cuvdualopevn He tov uPnAo avrtiktumo (impact)
TNG «VIKNG» EAKUEL TOUC LKavoTepoUC hackers va mpoomaBrjoouy pia TETola EKOTPATELQ.

To SANS Institute InfoSec Reading Room eivat pla ektevig, Swpeav Pndakn BLPALOONKN
ue xtAadeg afloloynuéva (peer-reviewed) white papers kKal epeuvntika €yypada, mou
KaAUmTouv e€elbikevpéva BEpata  kuPBepvoaodalelag, omo avaluon KakoBoulou
Aoyloplkol €wg TOMTIKEC aodaleiag, amoteAwvtag kopudaia mnyn yvwong ylo
gnmayyeApatieg tou KAadou. 2to apBpo [Assante, M. J., & Lee, R. M. (2015). The industrial
control system cyber kill chain. SANS Institute InfoSec Reading Room, 1(1), 2.] 6mou
ovaAvovtal ol KuPBepvoemiBéoel kata Ttwv ICS, avadépovrial ol eMOWEE Twv
EKOTPOTELWV €miBeong Katd otoxwv Blopnxovikwv Juotnuatwv dnAadn: OL
KUBEpVOEMITIOEEVOL b€V OTOXEVOUV MOPABLACELS CUCTNUATWY O LEUOVWHUEVOUC TOUELS,
OAAQ, ETUSLWKOUV EKOTPATELEG TIOU ETUTPEMOUV TIPOCSPBACELS oL oToieg Ba Toug Ttapéxouy
EMAPKELG TTANPodopLeg yLa TNV emvonon evog oxediou eniBeong mou Ba toug mpoocdwoet
TO peyaAutepo Suvatdv amoTéAECAL.
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2.1.4. Case Study

Otav 10 2011 0 Bropnxavikog kohoooog tn¢ Lockheed Martin 8éxtnke emiBeon amo
hackers, oL omolol amomnepdBOnkav va StelcdVoouv oto SIKTUO TNG, TO0O N £TALPELO OCO
Kat n kuBépvnon twv H.M.A. BopuPnBnkav tO00 TOAU TIOU TIPOEPNOCOV OE KOO
ovakowwBev. MaAota n apeplkaviky KuBépvnon mpoodEpObnke va Bonbrnost otnv
ovaiuon «twv dlabéoipwy Sedopévwy yla va yivouv TPOTACEL WOTE VA AmOTPOToUV
TiepaLTEpw Kivuvoly, omwe aveédepe o Kpig Optuav, 0TEAEXOG TOU UTIOUPYEiOU ECWTEPLKAG
Aodalelag, os pvupa nAektpovikoU taxudpopeiou mou €otelle oto £ldénosoypadlko
Tipaktopeio Reuters.

Ot hackers katagepav va pnouv os acdhaln cuotipata oxedlaopéva va epmodilouv tnv
eloodo og un e€ovolodotnuéva npocwna, dSnuioupywvtac aviiypada achalwyv KAELSLWY
npooBaong (SecurlD) tng RSA, pag Buyatpkng tng etawpiag tng EMC Corp, n omoia
€lblkevoTAV 0TNV ACHAAELD CUCTNUATWY TTANPODOPLKNG.

EUTUXWG OL AEDCEG EVEPYELEG TWV TEXVIKWV A0PAAELOG TNG ETALPELOG ElXOV WG ATIOTEAEGA
TNV EAOXLOTOTOLNCN TWV EMUTTWOEWV:

«Q¢ AMOTEAEOHUA TWV AUECWV KOL TIPOCEKTLKWVY EVEPYELWYV TIOU EYLVAV YLaL VO TIPOOoTATEVDOEL
1o Siktuo Kot va auv§nBel n acddAela Twv cuCTNUATWY TTANPOPOPLKAG LAG TA CUCTAMATA
pag mapapevouv aohain», avedpepe n Jennifer Whitlow, ekmpdowmnog tng Lockheed kat
SloBePfaiwoe OtL «dev ektéBNKav T dedopeva oudevog meAATn, ouSEVOG TTPOYPAMUATOG
Kol ouSEVOG EpyalopéEVOU».

To napdadelypa ¢ eniBeong otnv Lockheed Martin pag 6ivel ta €€n¢ otoleia:

e H emiBeon oe éva Blopnyaviko uotnua cuvnBwg dev adopd pévo auto. Mmopel va €xel
ooBapd QVTIKTUTIO OTI( EYKATOOTACEL], OTO TPOIOVTA, OTOUC TEAATEG, OTOUG
£pyalOPEVOUG, OKOWN KOL OTNV OLKOVOULA, TNV AUUVE, KOL TNV aoPAAELD TOU KPATOUG.

e H emiBeon pmopel va €ABeL amd kavaAla ektog tou ICS onwe otnv enibeon tng Lockheed
Martin mou nponABe amo tnv Buyatpikn tng etatpia EMC Corp.

e Elvalkplolun N QUECOTNTA TOU EVIOTLOUOU TNG KAl N ANYN LETPWY TO GUVTOUOTEPO YLa TNV
€AAXLOTOMOLNGCN TWV EMUMTWOEWV.

2.2 ArreiAéc kai EriBéocic o Biounyaviko lNepiBaAAov

2.2.1. Eicaywyn - ETritredo Kivduvou o€ lloT Logistics

H evowpdtwon tou Industrial Internet of Things (lloT) kat twv Cyber-Physical Systems (CPS)
oto mAaiolo tou Industry 4.0 €xeL petapopdwoel ta logistics and amAég umnpeoieg
puetadopag kot amobrnkeuong oe Slacuvdedepéva, autopatomolnueva mepLBailovia
VPNARG amodoong Kal PayLaTikou Xpovou AeLtoupyiag.

H emtuxnig evowpdtwon wotéco aufavel to «attack surface», adol kabe arodnTApag,
gateway, SCADA/PLC controller kat cloud-edge endpoint Asttoupyel mAéov wg mBavo
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onueio ewBoAng. Ta logistics ocuvotnuata mepAapBavouv TOAUTAOKEG oAUGISEG
aflohoywv povadwv, mepllappavovtog amobnkeg, HETOPOPLKA HECA, CUOTAHOTO
Swaxeipong (WMS/TMS), kot third-party umnpeoiec, yeyovoc TOU €VIOXUEL TOV
noAamAactaopd twv mibavwv (attack vectors) Siavuopdtwv eniBeong. Auth n
moAumAokotnta culnteital ektevwg otn ouyxpovn BBAloypadia, 6mou emonpaivetat otL
T0 mepBAAIov Twv lloT elval ekteOelpévo oe eumdBeleg AOYw ETEPOYEVELAG CUCKEU WV,
standards, kat SlaAeltoupylkoTnTAG 0€ OAO TO UTTOCUOTN A Tou logistics stack.

2.2.2. Kpioipeg Zwveg Kivduvou ota Logistics lloT

Ye €va ovyxpovo logistics meptBarlov, onuavtikég emiBetikég (wvec (attack surfaces)
nepAappavouv:

2.2.2.1. lloT ko OT Networking

AwoOntnpeg, evepyomolntég, RFID readers, Beppokpactakol/ meptBalloviikol aodntripeg
Kal autonomous vehicles (AGVs/AMRs) cuykevtpwvouv Kal petadibouv dedopéva —
TIPOKAAWVTAC OTO EMIMESO TOU SIKTUOU KoLl TOU TIPWTOKOAAOU, Kplowa onpeia eloBoAnc.
H éAMewpn aoddalelac oto perception kat network layer kaBlotd Suvatég emB£oelg OMwWG
spoofing, replay, hijacking, kat protocol abuse.

2.2.2.2. SCADA/Control Systems

Yuotnpata enornteiag kat eAéyxou (SCADA), PLCs kat OT servers, Ttou mapadoolakd nrav
omopOVWHEVA, TTAEoV cuxva cuvdcovtal pe IT Siktua yla real-time data exchange kat
predictive maintenance. Autr) n oUykAlwon IT/OT aufavel Tov kivbuvo compromise mou
oényel oe mapamnoinon ¢uaotkng Stepyaociag pe Pndlakég evioAéc.

2.2.2.3 IT Systems & Cloud Services

WMS, TMS kat epapuoyeg logistics mou phoéevouvtal oto cloud i cuvdéovtal pe third-
party APls emnpedalovtal and kAaolkd cyberattacks omwg credential theft, web API
exploitation, database leaks k.a. H e€aptnon amnod cloud unnpeoieg KABLOTA TIC AOYLOTIKEG
aAvoibeg evalwrtec oe data breaches kal ransomware.

2.2.2.4 Supply Chain Components

Ou kpikol TnG mpopnBeuTikng ahuoidag, omwg mapoxot hardware kat software, anoteAouv
ouxva otoxoug supply chain attacks — omou malware fj backdoors elodyovtal o€ trusted
components Tpv ¢pTAcouv oto TeEAKO logistics ecosystem.

2.2.3. Npwrtoyeveig Kivduvol & EmBéocig

H €peuva katatdooel Tig emBEoELG 0 TIOAAEG KATNYOpLeG e Apeoo avtiktumo o€ logistics
lloT:

2.2.3.1. Phishing & Social Engineering

OL emBéoelg oto IT layer ocuxva Eekwvouv amo phishing, pe otoxo epyaldpevoug
IT/operations wote va amoktnbolv credentials ylwa deeper lateral movement oto OT
network.
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2.2.3.2. Ransomware Kot Extortion

Ransomware efamlwvetal HEOw ovotnuatwv logistics (mx. WMS servers) kot
Kpumtoypadel kpiolpa deSopéva, mpokaAwvtag nalon AELTOUPYLAC. ZTATIOTIKA, 0 KAASOC
uetadopwyv kot logistics Bploketal ota kopudaio 10 mo otoxeuoOueva verticals, pe
auéavopeva MEPLOTATIKA ransomware Kol Slatapayeg service delivery.

2.2.3.3. Protocol & Network Attacks

EunaBeleg oe mpwtokoAAa loT/OT (m.x. insecure MQTT, Modbus, PROFINET) emutpénouy
spoofing, MITM, traffic manipulation kat denial-of-service, B€tovtag oe kivbuvo tOCO
6ebopéva 600 Kal GUOLKEC Slepyaoiec.

2.2.3.4. Supply Chain Attacks

EniBeon o€ third-party vendors 1 firmware cuotatikd twv loT cuokevwv Umopel va
obnynoeL oe compromise long-chain logistics partners, éva Siaitepa emnikivbuvo vector
A6yw twv moAamAwv stakeholders oto supply chain.

2.2.4. Napadsiypa EmiBeong & Auvapiki Eidpaong

MNapd tnv EAAeWPn AETTOPEPWV SNUOCLEUMEVWVY TIEPLUTTWOLOAOYLIKWY UEAETWY YL targeted
lloT logistics systems, oL €peuveg delxvouv OtL n emiBeon mou &ekwa oto IT layer kat
uetadpepetal oto OT layer pmopel va mpokaAéoel Asttoupyikny Stakomn (m.x. production
halt, routing failures, forklift/AGV stoppages). AutO cuvOEelL Gueoa TNV TeXVOAoyla ME
bUOLKEG OUVEMELEG, €vioxLovtag TNV avaykn ywa cybersecurity frameworks mou
ouvdualouv IT/OT Slaxeipion.

2.2.5. ZTparnyikég Apuvag (Strategic Defense Mechanisms)
H BBAloypadia meplypddel moAueninedeg defensive otpatnyLkec:

2.2.5.1. Multi-Layered Defense (Defense in Depth)

JUYKEKPLUEV, amatteital segmentation petalv IT, lloT kat OT/SCADA Siktuwv yla va
mieploplotoLyV lateral movements kat privilege escalations.

2.2.5.2. Protocol Hardening & Secure Configurations

Aocdalng puBulon kat auvBevikomoinon mpwitokoAwv (m.x. TLS, DTLS, authenticated
MQTT) pewwvel exploitation vectors oe eninedo data link kat network.

2.2.5.3. Al-Driven Detection & Anomaly Monitoring

MeA€éteg mpoteivouv T Xxprion KUNXavikng pabnong kat anomaly detection ywa real-time
monitoring kot identification averuBupuntng cupunepidpopdg o OT/IloT Siktua.

2.2.5.4. Supply Chain Governance

H emiBoAr; SBOM (Software Bill of Materials) kat rigorous vendor auditing pewwvet supply
chain risks kat av€avel visibility ota components ou xpnotuomnolovvtadt.
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2.2.6. EvdeikTika Alaypdupara & MNivakeg

Nivakag 2 Kupleg Threat Categories o Logistics lloT

Threat Category Target Typical Impact Example Vector
Ransomware IT/WMS Service disruption Email/phishing
Network attacks OT/lloT Denial of service MITM, spoofing

Supply chain attacks||Firmware/third-party||Backdoor compromise||Malicious firmware

Credential theft User accounts Lateral movement Social engineering

Ewkova 3 Threat Flow in lloT Logistics

IT Layer (WMS / TMS)

]
Phishing / Exploit

© OT Layer (SCADA/PLC/AGV)

m
Protocol Abuse / Network Attack

Physical Logistics Operations

2.3 Texvikég Evromouou EutraBsiwv kal Tpwrwv Znueiwv

2.3.1. Eilcaywyn — 20vdeon Cybersecurity & Logistics

H oUyxpovn aAuoida epodlacpou kat ta logistics Tooo ota duokd 6060 Kal Pndlakd Toug
otolxela  OMOTEAOUV  CUUTAEYMOTO  OCUCTNUATWY  UYPNAAG  TOAUTAOKOTNTAG KO
SlaouvdeouotnTac.

H yndlomoinon (loT, CPS, Cloud, Saas, full automation) aufavetl onuavtika tnv emipavela
eniBeong (attack surface), yeyovog mou O£Tel TEPAOTIEG TPOKANOEL OTOV EVIOTLOUO
gunaOslwv Kat tn dlaxelplor) Toug.
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MNapaAAnAa, n BBAloypadia emionpaivel OTL OL TTEPLOCOTEPEC EPEUVEC ETILKEVTPWVOVTOL
OKOUO Of OUMPOTIKEG TIPOANTITIKEG TIPOKTIKEG TIOPA OE METPNOLUEG, TIOOOTIKEG N
TIPAYUATIKA S£S0UEVA AVTLLETWTILONG KUBEPVOTIEPLOTATIKWV.

2.3.2. TuQpara & Znueia pe YynAnl EvaioOnoia (Vulnerable Nodes)

OL eunaBeleg ot logistics systems epudavilovtal oe Stadopa levels:

2.3.2.1. Aiktva & Alwacuvdéoelg (Networks & 1oT)

loT devices kal awoBntipla o petadopeg (m.x. aodntipla Bepuokpaociog/B£ong) ival
gvalwrta og DoS, spoofing, replay attacks.

O ouvbduaouog puatkoL kot cyber xwpou auvéavel tov kivbuvo cyber-physical attacks.

2.3.2.2. NAnpodoplakd Zuotipata & Software
APIs, web services, SaaS edpapuoyeg logistics, mAatpoppeg dtaxeiplong petadopwv Kot
warehouse management systems.

OL EVOWUOTWUEVEG €EaPTAOELS TPITWV pepwV Kal BLBAL0ONKwV eival kowad onpeia elodédou
o€ supply chain attacks.

2.3.2.3. TpitoL Napoxot & Zuvepydteg

‘Eva onuavtiko eupnua BiBAoypadiag eivat otL ol mpopunBeutég (suppliers) kat Stavopeig
(3PL/4PL) amoteAoUV KpioleG TINYEG euTtABeLag, AOyw Tou NAEKTPOVIKOU TOUG integration
HE To Baolko cuotnua logistics.

2.3.2.4. Fallback & Legacy Systems

MaAatd ocuvotiuata mou Oev €xouv avaPabuiotel, XwpIlC OQUTOHATEG EVNUEPWOELG
aodaleiag, emtpEnouy napaBlacels kat privilege escalation.

2.3.3. Xaproypdenon Vulnerabilities — Baoikég MNpooeyyioeig

2.3.3.1. Network & Complex System Analysis

‘Epeuveg xpnotlpomnolouv pebddoug moAumhokotntag Siktuwv (complex network theory)
yla va PeTpicouv Toco n SudpBpwon evog logistics network emutpémel tn Siddoon
EAATTWHATWY 1} SLaKOTIWV.

Napadetypa Asiktn Vulnerability:

Measure Nepypadn
Betweenness , , , , , , , ,
centrality MNooo kpilolpog eival €vag koppocg yia tn pon dedopévwv/doptiou

Closeness MNooo ypriyopa ennpealetal éva node amno disruptions
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Measure Nepwypadn

Néoo ouvdedepévog eival evag KOUBOG e GAAOUG GNUOVTLIKOUG

Ei t .
igenvector KOUBOUC

Entropy-based vulnerability index cuvSualel QUTEG TIC LETPIKEC YA VO TIPOGSLOPLOEL TOUG
IO eVAAWTOUG KOUPBouUC o éva logistics network.

2.3.4. MeBodoAoyieg Evrommiopou Eutrafeiwv & TpwTwyv Znueiwv

2.3.4.1. Risk & Threat Modeling Techniques
Methodology ZKomoG / XapaKTtnpLoTIKO

Ouadomnolel amel\é¢ oe Spoofing, Tampering, Repudiation,
STRIDE Information Disclosure, DoS, Privilege Escalation — xprjowuo yla
component-level analysis.

System-theoretic Process Analysis yla va eviomiosel aopaAloTIKA
STPA-Sec Keva ota cuotrpata CPS, oxL povov oe emninedo component aAAd
KoL o€ interactions.

Framework yia structured risk assessment pe top-down modeling

CORAS .
oe supply chains.

Threat &  Attack||AvaAlUouv miBaveég dtadpouég eniBeong kal pACEL] TOU KUKAOU
Graphs / Kill Chains  ||lwng eniBeong éva mpog éva.

2.3.5. EpyaAcia & Texvikég MNMpakTikAg E@appuoyng

2.3.5.1. Scanners & Automated Tools

Vulnerability Scanners: EAéyxouv ouotiuata, networks, €papUOYEC ylo YVWOTEC
€UTIABELEC.

2.3.5.2. Code Analysis & Software Security Testing

Static Application Security Testing (SAST): EA€yxel kwdika yia bugs / oddalpata mou
amoteAouV TBaVEC EUTIADELEG.

2.3.5.3. Continuous Threat & Exposure Management (CTEM)

CTEM/CEM: Zuvexng napakoAouBOnon & afloAdynon Twv exposure states, attack paths kat
Tipotepatomnoinon remediation.
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2.3.5.4. SBOMs (Software Bill of Materials)

MNep\appavel mAnpn Alota AoylopIKwY components yla va avixveuBouv vulnerabilities
Tlou eloépyovral anod third-party packages.

2.3.6. Frameworks yia Xaptoypdenon & MpoAnyn

2.3.6.1. Diagram — Vulnerability Mapping in Logistics Systems

Supply Chain Map

— N

loT Nodes Logistics Apps SCM Systems Third Parties

U

Vulnerabilities

Attack Graphs / Kill
Chains

Continuous Threat
Exposure Management

N

Pricritization Remediation

2.3.7. KUpieg Taoeig & NpokARoeig otnv Epeuva
2.3.7.1. ENAeiderg otnv Tpéxovoa BLRAoypadia

o EMewpn mpaypatikwy dedopévwy avadopwv (incident datasets).
e [eploplopévn épeuva oe real-time recovery & after-attack measures.

2.3.7.2. MeAovtikn Epguva
e Evowpdtwon Al/ML yia predictive vulnerability assessment o€ supply chains.

e [eploodtepn ouotnuatikn xpnon frameworks onwg MITRE ATT&CK yia mapping TTPs pe
vulnerabilities.
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2.3.8. Zuptrepaopara — MpakTikég Makpdg Alapkeiag

Amo tnv avaluon ¢paivetal OtL:

o Alaouvdebepéva Kal eTepoyevr) cuathpata logistics £xouv onueia uPnAng euntadelag ota
loT layers, software services, APIs, kal third-party integrations.

e H MOLOTIKN KOlL TTOOOTLKH avaAucon SIKTUwWV elvatl Kpian yio tTnv mpoAnyin disruptions.

e H ouveyng alohoynon (CTEM/CEM) oe cuvbuaoud pe threat modeling frameworks
TLOPEXEL OUCLAOTLKN TIPOANTITIKY acdAAELA.

2.4 2uyxpova Epyalisia AcopaAciac kai AvaAuong (nmap, nuclei)
2.4.1. Eicaywyn

H kuBepvoaodalela oe olyxpoveg Sopég logistics (m.x. Siktvwon umodouwv, cloud
UTinpeoieg, l1oT, servers, APIs) amattel mpoAnmTikr) avaAuon tpwTtwyv onueiwv (Vulnerability
Assessment) kal cuvexn apakoAouBnon. Epyaleia onmwg Nmap kat Nuclei armoteAolv o
oo ta o dnuodiAn open-source gpyaleio o auto to nedio, pe SLapopeTIKOUS pOAOUG
OAAG CUUTIANPWLATLKY AELTOUPYLKOTNTO.

H mapokdtw oavaAluon mopouclalel toco tn Bewpntiky BAon 000 KOl TIPOAKTIKEG
TEKUNPLWUEVEG LE BAON TIPOODATEG TINYEG KL EPEVUVNTIKEG SNLOCLEVTELG.

2.4.2. Emiotnuoviko lMNMAaiocio yia Vulnerability Scanning

Ot €Aeyyol euTtaBelwv amote oLV Kplolun ¢aon Twv cUyXpovwV dladikaolwyv acPaieLag,
OTIou N aviyveuon Kot afloAoynon Twv avolxtwy Bupwv, UNNPECLWY, EKSOXWV AOYLOULKOU
Kal Stapopdpwonc eival amapaitntn mpv anod kabe enibson. Auth n Stadikacio anoteAel
TO MPWTO Brua Kot Sev ATOTPETEL Lo emiBeon amo povn TG, aANA TTOPEXEL ELKOVA TNG
Kataotaong aodAalelac o Eva onpelo oTo Xpovo.

2.4.3. Neprypagn Twv EpyaAciwv

2.4.3.1. Nmap (Network Mapper)

To Nmap €ivat éva amnod ta 1o yvwotd epyaleia yla evtoniopo hosts, Bupwv, umnpeclwv
kat fingerprinting Aewtoupylkwv ouvotnuatwv. Elvalt open source kol €gupEwg
XPNOLUOTIOLOUEVO amo €mayyeALATie¢ aodAAELag yla reconnaissance Kat vulnerability
scanning o apxLKo emninedo.

KUpleg Aettoupylieg:

Metamtuylokn AutAwpatikn Epyaoia 23



EAAHNIKO , , ' ' '
ANOIKTO «AvVATTUEN OUOTAUATOC EVOWMATWONG OUTOMOTWY EAEYXWV

MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
m NANEMIETHMIC

aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

o Network discovery & mapping (hosts, topology).
e Port scanning kat service enumeration (TCP/UDP).
e OS detection & fingerprinting.

ExtéAeon scripts yla éAeyxo yvwotwv sumaBelwv (r.x. NSE scripts).

2.4.3.2. Nuclei

To Nuclei givat éva povtépvo, upning amodoong epyaleio vulnerability scanning mou
xpnowuormolel mpotuma (templates) pe facn DSL/YAML yLo TOV EVIOTILOUO CUYKEKPLUEVWV
CVE kol tpwtwv onueiwv oe esdpapuoyég, APls, umodouéc, umnpeocieg kat cloud
configurations.

KOpLa xopaKTnpLoTika:
e Templates yla yvwotd kat trending vulnerabilities.

e EUKoAn evowpdtwon oe CI/CD pipelines.
e [loAU peydlog aplBudc templates mou evnUEPWVETAL QTG TNV KOWVOTNTA.

2.4.4. 20ykpion Nmap vs Nuclei — O@éAn kai lNeplopiocpoi

Zuvictwoo Nmap Nuclei

Network discovery & port|[Vulnerability scanner based on

von epyaleiov . . . .
®oon epy scanning. (ResearchGate) templates. (docs.projectdiscovery.io)

Avayvwplon Soung Siktuou,
uUmnpecwyv & open ports.
(ScienceDirect)

Kuplog otoxog
Xpnong

Eotlaon 0€ OUYKEKPLUEVEG, YVWOTEG
eunaBeleg. (GitHub)

— KaBapn ewkova diktvou &|— Ektetapévo library  templates.
hosts. (ResearchGate)—||(GitHub)— Autopatomotnuévn culioyn
Yriootrptén NSE scripting yia||& avixvevon gumaBeLwv.
geunaBeLec. (ScienceDirect) (docs.projectdiscovery.io)

MAgovektipata

- Agv elvat TANPNG
vulnerability scanner.
Melovektipata ||(ScienceDirect)— Artatel
TIAPAETPOTOLNON Kall
Kkatavonon.

— Efoptatar oamo to Slabéoua
templates. (GitHub)— MBavotnta false
positives av ta templates eival eUpEwg
OpPLOUEVO.

KataAAnAo yla opxko|[KaAUtepo yla e€eldikeupévn avixveuon
KAlpaka xpiong |reconnaissance & auditing.||CVE & 0oTOXLWV service.
(ResearchGate) (docs.projectdiscovery.io)
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Zuvictwoo Nmap Nuclei

EUkoAo integration pe AAAa
Zupupatoétnta epyaleia (rx. SIEM).
(ScienceDirect)

EUkoAn evowpatwon os DevSecOps &
automation. (GitHub)

2.4.5. O@éAn amrd Tn Xpon Toug o€ Logistics Environment

2.4.5.1. NpoAnntikn Acpalela

EpyaAeia omwg Nmap kat Nuclei emutpénouv otoug SLaXELPLOTEC vaL:

e AvakaAUouv hosts, services katL open ports tou Sev MPEMEeL va elval eKTeDeLUEVOL.
e  Evtomioouv yvwoTEG eUunABeLeg TIpLY XpnoLpomnolnBouv amo enttiBEuevouc.

2.4.5.2. Emutayuvon twv Scans o MeyaAa Aiktua

Ie eKTETOUEVA ouoThpata logistics — omou undpxouv MoAAG uTtocuoThpata (servers, loT,
APls, cloud) — 1o Nuclei mpoodépel taxvTnTa KoL auTopatomnoinon mou to Nmap
HeEpoVwUEVa dev unopet va ptaoel, eldikd oe CVE-based scans.

2.4.5.3. Evowpdtwon os CI/CD & DevOps

Me tnv avénon tng autopatomnoinong otig dopég logistics (m.x. Bdon cloud r Cl pipelines),
elval duvato va evowpotwBouv ol capwoelg oe kKaBe otddlo avamtuéng ywa ocuvexn
TiapakoAouOnon TPWTWV CNUELWV.

2.4.6. Kivduvol & AtrwAeieg Ava Xprion

MapoAo mou eival oxupd epyaleia, uMAPXOUV ONMOVTLIKA INTAMOTA TIOU TIPETEL VA
AndBouLv unoyn:

2.4.6.1. Napeveépyeleg os Mapaywyka Aiktua

H ektédeon Nmap scans o€ Tapoywylko meplBarlov xwpic pubuiocelg stealth n
KATAAANAOUG XpOVoUG Hmopel va pokaAéoel SUCAELITOUPYIEG UTNPECLWY N} AavOaoUEvn
evepyomoinon IDS/IPS.

2.4.6.2. False Positives / False Negatives

Ewdika og Nuclei, ta amAa i eupéwcg oplopéva templates pmopel va Swoouv false positives
VA XAOOUV VEEC EKUETOAAEVCLUEG EUTTAOELEC AV SEV EVNUEPWVOVTOL CUXVAL.
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2.4.6.3. Nopkég / MoAttikég XprRong

Oplopéva epyaleia propei va OewpnBouv “emiBeTikd” amd cuoTAMOTO AUUVOC KOl UTopEl
Va TIPOKOAEGOUV VOULKA {NTAHATO av Xpnotpomnotnfolv xwpig cuykatabeon. Auto sival
dlaitepa onuavtikd otov Xwpo logistics Omou eumAEKovTOL TPLTOL TAPOXOL Kall
OUVEPYOOLEC.

2.4.7. BéATioTeg MNpakTikéG EQapuoyng

MNna va €xete vPnAotepo eminedo aodpalelag, mpoteivetal to akoAouBo PLC (Process
Lifecycle) ywa xprion Nmap + Nuclei:

2.4.7.1. Planning & Scope Definition

e KaBopiote scope tou SIKTUOU/UTINPECLWV TIPLV ATTO TA Scans.
e EmBePaiwote ouykatabeon amnd stakeholders.

2.4.7.2. Discovery / Reconnaissance (Nmap)
Apxkd mapping Siktuou:

nmap -sS -T3 -Pn 192.168.0.0/24
Enumeration uninpeowwy + version detection:
nmap -sV -0 192.168.0.1

ExtéAeon NSE yia vulnerabilities:

nmap --script vuln 192.168.0.1

AuTO amnotuntwvel hosts, ports, services & OS, anapaitnto nptv anod kabe scanning.

2.4.7.3. Template-Driven Scanning (Nuclei)
ExktéAeon katd CVEs & misconfigurations:

nuclei -l targets.txt -t cves/ -o nuclei-results.txt
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Evnuépwon templates cuyva:

nuclei -update-templates

Auto mapéeyel stay-up-to-date scanning o€ yvwotég euntdBeLeG.

2.4.7.4. Prioritization & Risk Scoring

e Xpnowuorotnote CVSS / business impact yla va a§LoAoyroeTe TIG EUTIABELEG.
e Opiote Severity, Impact & Likelihood.

2.4.7.5. Remediation & Verification

e Patch / hardening.
e Re-scan to verify fixes.

2.4.7.6. Continuous Monitoring

e Evowpdtwon oe SIEM yua alerts.
e Periodic automated scans yLa regression.

2.4.8. Zuptrepdopara

Nmap kat Nuclei eival cUUTANPWHATIKA EPYAAEL: TO TIPWTO ETUKEVIPWVETAL 0TO hetwork
discovery kat reconnaissance evw 1o 6eUTePO oTo e€eLSLkeVEVO vulnerability detection pe

Baon templates.

Ml cuoTtnuatomnolnpévn, avtopatononueévn Stadikacia mov evowpatwvel Kot ta SVo
otnv apxkn ¢aon acddAelag evog logistics mepBaAlovtog au§Avel ONUOVTIKA TV

tkavotnta MpoANY NG eMBEcEwY O€ OXEON UE TUTUKOUG ETAOLOUG EAEYXOUC.

H mpooektikn evowpatwon oe DevSecOps pipelines kat n kat@AAnAn mopapeTponoinon

uewwvel false results kat operational impact.
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Ke@dAaio 3: ZXed100MOG ZUCTANATOG
3.1. AvaAurikéSC ATTaITHOEIC ZUOTHMATOS

3.1.1 MeBodoAoyia ZuAAoyng ATTAITACEWYV

Ma tnv Kataypodr Twv analtr)oEwV TOU CUCTHUOTOCG, OKOAOUBNBNKE UEIKTH TIPOCEYYLON
(mixed methods research) cupdwva pe Creswell (2014):

1. Desk Research (BiBAloypadikn) Epeuva): Avaluon tng BiBAloypadiog ylo amattioelg
aoparelag os lloT logistics mepiBarlovta. H BiBAloypadikry €psuva akoAolBnoe tn
neBodoloyia PRISMA mou meplypadnke otnv Evotnta 2.0.

2. Field Research (Epguva Nediov): EmiBePaiwon Kot EUMAOUTIOUOC TWV ATIAUTACEWVY E
TipayHaTkouc/mbavouc xprnotec péow tne uebodou Delphi. H péBodoc Delphi emiAéxOnke
yla Tnv enitevén ouvaiveong eWlKWV Xwpig TNV avaykn ¢UGCLKAC OCuvavinong,
ETUTPEMOVTAC TN CUMUETOXN EWOWKWV Ao SLadOPETIKEG VEWYPOPLKEG TIEPLOXEC (Hsu &
Sandford, 2007).

3. Theoretical Research (@swpntikr) Epguva): EmL MA£0V TWV MAPATIAVW TPOCEYYICEWY,
TPOPBAKAE Kal O pia BewpnTik €peuva TwV «opiwv» Tou éva TETolo clotnua Ba
UmopoUoE va ovartuyOet.

H Stadikacia akohovBnoe ta €n¢ Brpata:

e  IXESLAOUOG TOU TPWTOKOAAOU KalL TwV EpWTNaToAoyiwY

e Eykplon amod tnv Emtponn HBkAG kat AsovtoAoyiag tng Epeuvag (EHAE) Tou EAN
e Emloyn el8kwv

e Aleaywyn 3 yupwv StaBolAeuong

e JUvBeon Kol avAAUCH AMOTEAECUATWY

3.1.2 BipAioypa@iki ‘Epguva ATTaITRoEWV
AmMo Tn ocuotnuaTtikn avookomnon tng BuBAloypadiag (n=87 epyaociec), mpoékuav ot
0KOAOUBEC KaTnyopleg amaltoswy:

Nivakag 3 Antautoelg and tn BipAoypadia

' i A TuxvoTnTa
Katnyopia Anaitnon Nnyég RGN
Al-Fugaha et al.
Real-time (2015), Roman et
AcpAAELD . al. (2013), 78/87 (90%)
anomaly detection
Chandola et al.
(2009)

Metamtuylokn AutAwpatikn Epyaoia 28



MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
«Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

EAAHNIKO
ANOIKTO
NANEMIZTHMIC

. ; . Zuxvotnta
Katnyopia Anaitnon Mnyeg ELGAVIONG
- Sheyner et al.
AcpAAELT Zg;rr‘]irif]b"'ty (2002), NIST SP 65/87 (75%)
9 800-82
, API key Fielding (2000), o
ATpaAELD authentication Newman (2021) 71/87 (82%)
KMUGKWON £00 Kleinrock (1975),
AndS00n H N ewWe Little (1961), Jain 52/87 (60%)
500+ ocuokeveg
(1991)
Xpovog Kurose & Ross
ATtodoon amnokplong < 48/87 (55%)
(2021)
500ms
Al-Fugaha et al.
Ermukowvwvia MQTT yw loT (2015), Thangavel 81/87 (93%)
et al. (2014)
. REST API ywa Fielding (2000), o
Emtkowwvia integration Richardson (2008) 74187 (85%)
AGOVYOOV Kleppmann (2017),
Ermukowvwvia yxeovn Hohpe & Woolf 43/87 (49%)
enegepyaoia
(2003)
Aedopeva ACID compliance Codd (1970) 56/87 (64%)
Aedopeva JSON support - 69/87 (79%)
. Microkernel Buschmann et al. o
APXLTEKTOVIKN pattern (1996) 22/87 (25%)
. e Merkel (2014), o
APXLITEKTOVIKN Containerization Bernstein (2014) 47187 (54%)

3.1.3 EmiBeBaiwon pe Xpnoteg (MéBodog Delphi)
IXeSLAOMOG TNG MeAETNG
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H peAétn pe tn péBodo Delphi oxedidotnke yia va emiBefalwoet Kot va LEpapXOEL TIG
QAT OELG TToU TIpogKuav amo tn BLBAoypadia.

‘Eykplon EHAE: H €psuva umoPAnBnke kot eykpiBnke amo tnv Emtpomn HOWKAG Kal
Agovtoloyiacg tne¢ Epguvac tou EAM.

Tuppetéxovreg: 8 eldkol

e 3 unyavikot logistics pe epnelpla o€ AUTOUATOMOLNUEVO CUCTAUATA ATTOONKWVY
e 2 security analysts pe e€elbikevon og Blopnyavika cuotripata eAéyyou (ICS/SCADA)
e 3 akadnuaikol pe epguvntikn dpaoctnplotnta oe lloT achaiela

Kpttiipla emiAoyng EL8LKWV:

e  TouAdyloTtov 5 €Tn eUMELPLOC OTO OVTLKEIEVO
e AnpooleloELG ] £pya OXETIKA PE [loT/aodpdlela
e AlaBeoluoTnTA Yo GUMUETOXH KAl 0TOUG 3 yUPOUG

Awadikaoia:

e TUpog 1log : AmootoAn apxki¢ Alotag 25 amawtioewv. O ewdikol KARBnkav va
BaBuoloynoouv kaBe amaitnon oe kAipoka Likert 1-5 (1=kaBOoAou onuavTikn,
5=efaLPETIKA ONUAVTLKN) KOL VA TIPOTELVOUV TPOCONKEG.

e [UpPOG 20G : ATIOOTOAN CUYKEVIPWTIKWY QIMOTEAEOUATWY Kal avabewpnuévng Alotag 27
amattioswy. Ot ewdikol KARONKkav va emavalohoyrioouv PAEMOVTAG TN CUVAIVESH TNG
opadag.

e TUpog 306 : TeAkr QITOCTOAN He 25 QMOLTHOELG VLot OpLOTIKOTIoinoN.

Nivakag 4 AntoteAéopata Me0odou Delphi

. ApXIKEQ . Yuvaiveaon (evpog
Mopog ATaTACELG ANRayeq Likert < 1.5)
. MpooteBNKav 5, 0
10¢G 25 QMaAlTNOoELg APALPEBNKAVY 3 65%
. MpooTtEBNKAV 2, o
20¢ 27 QTOLTACELG APALPEBNKAVY 4 82%
306 25 anattnoelg OploTikotmonénkav 22 94%

Nocotikn AvaAuon:

e JuvteAeotig ouvaiveong Kendall's W: 0.78 (p < 0.001), urtoSnAwvovrtag Loxuph cupdwvia
METOEL TWV ELSLIKWY

e Meéon BaBpoloyia anattijoswv: 4.3/5

e EUpog BaBuoloylwv otov 30 yupo: 3.8-4.9 (uelwpévo and 2.5-5.0 otov 1o yUpo)
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Mootk Avatpogodotnon:

e "H OHuvatotnta real-time aviyveuong avwpaAlwv eival kpilown yua Blopnyovikd
neptBarlovia, kabwg kabuoteproelg pnopel va €xouv PpuOIKEG ouvEmelec." (Security
Analyst 2)

e "To clotnua mpénel va unootnpilel SladopeTikolg TUTOUG scanners kaBwg ta logistics
neplBaiAovta eival etepoyevn)." (Logistics Engineer 1)

o "HkAlwakwon elvat onuavtikn aAAd 0xL Tdéo0 Kplolun 6o n akpifela aviyveuonc. MpoTuw
99% akpiBela pe 300 cuokeveg amo 95% e 500." (Academic 3)

3.1.4 Tehikég AsiToupyikég Kal Mn-AgiToupyikég ATTAITHOEIG

Meta tnv oAokAnpwon tng BLBALoypadLkng €peuvag kat tng pebodou Delphi, mpoékupav
0l 0KOAOUBOEC TEAIKEC ATIALTAOELC:

Nivakag 5 Aettoupyikég Antautrjoelg (Functional Requirements)

Kwdikog Anaitnon Igleg;epatornra Mnyeg/Ewdikol

To cVOTNUO TIPETIEL VO ,

. . BiBALoypapia

FR-01 AapBavet telemetry ano |-, o (93%), Ei6K ol

[oT cvokeveG pHECW (100%)

MQTT (QoS 1) °

vvess! cvaNee o¢ BIgNoypaola
FR-02 X WWHAALES 4.8 (90%), Edikol

TIPOYMOATLIKO XpOVO (rule- (100%)

based) °

To cVOTNUO TIPETIEL VO

eKTEAEL BiBAloypapia
FR-03 OUTOMOTOTIONUEVA 4.5 (75%), Eldikol

security scans (nmap, (88%)

nuclei)

To cVOTNUO TIPETIEL VO BiBAloypapia
FR-04 nopexel REST API ya 4.3 (85%), Eldikol

npooPaon oe dedoueva (75%)

Iﬁocctiorrg?g TIPETIEL VA BiBALoYpOoia
FR-05 npleet 4.7 (82%), El6kol

authentication peow API o

Keys (100%)
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MNpotepalotnTa

Kwdik6¢ Arnaitnon (1-5)

MNnyeg/Edikol

To cVOTNUO TIPETIEL VO
FR-06 dnuovpyet alerts yla 4.9
OVIXVEUVMEVEG ETIOECELS

BiBAloypapia (-),
Ewdikol (100%)

To cVOTNUO TIPETIEL VO BiBAloypapia
FR-07 ATIOBNKEVEL LOTOPKA 4.1 (64%), Eldkol
dedbopeva yla avaiuon (75%)

To cVOTNUO TIPETIEL VO
urooTnpilel

FR-08 5 . 4.4 Ewdkol (100%)
LAPOPETIKOVG TUTIOUG
agents
To cVOTNUO TIPETIEL VO
FR-09 nopeyxel dashboard yla 4.2 Edikoi (88%)

omTIKOoTOoiNoN

To cVOTNUO TIPETIEL VO
FR-10 urtootnpidel export 3.9 Ewdikol (63%)
amnoteAecpaTwy (JSON)

Nivakag 6 Mn-Asttoupyikég Anawtiioelg (Non-Functional Requirements)

Kwbilkog Armaitnon 3 TOX0G MNnyeg/Ewdikol
YrootnptEn = 300 BiBALoypapia
NFR-01 KAludkwon TAUTOXPOVWV (60%), Eldkoi
OLUOKELWV (88%)
. BiBALoypapia
NFR-02 éf{oé‘éofo gggr'rfstency < (55%), ELIKOL
ptone (100%)
99.5% (planned
NFR-03 AlaBeouoTnTa downtime < 43 Ewdikoi (75%)
WPEG/ETOQ)
AkpiBela Detection rate >
NFR-04 P 95%, False Edikol (100%)
avixveuong

positives < 5%
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Kwdik6¢ Arnaitnon ZTOX0G MNnyeg/Ewdikol
. BiBALoypapia
NFR-05 AcpAaAela TLS yia MQTT, (N[?ST)YFI;LE)?Koi
ETIKOLVWVIOG HTTPS yiwa API (1000/)’
. . BiBALoypapia
NFR-06 EnektaootnTa P:g%goagcg'éiﬁ;ugfs (25%), Ewdikol
Y 6 (88%)
NFR-07 IBLWTIKOTNTO (Z}tl)DpPpRopcpwon He NoOMIKN armaitnon
NFR-08 AglomioTtia '(\gI)Br]FHZpTezq()) WPES Ewdikol (63%)
NFR-09 JuvTnENOoLUOTNTA 'c\j/lg)cduurlna;nigﬂggase’ Edikol (75%)
. Encryption at rest .
NFR-10 Aocpa?\ e yla gvaiodnta BlBNO.Y paqzm,
amnobnkevong sebopEva Edikol (88%)
3.2 UML Aiaypauuara

Ta UML Swaypdappoto €xouv avoptnBel oto repository https://github.com/belips-
pan/security-system pe kaAUTtepn avaAluon. ESw ta mapabétou e pe tnv KaAutepn duvartn
avaAuon yla Adyouc mAnpoTnTac T Epyaciac.

3.2.1. Aiaypappa Meprmrrwoewyv Xpnong (Use Case Diagram)

..............
uuuuuuuuuu

......

....................

..................................................................................................................
uuuuuuuuuuuuuuuu
....................

Ewkova 4 Araypappa Nepintwoswv Xpnong (Use Case Diagram)
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Ewkova 5 Aaypappa KAdoswv (Class Diagram)
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3.2.3. Aiaypappa ApaocTnpIoTATWYV
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Ewkova 6 Alaypappa Apactnplrotitwy (Activity Diagram)
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3.2.4. Alaypapparta Sequence
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Ewkova 7 Araypappa AkoAouBiag yia telemetry (Sequence Diagram)
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Ewkova 8 Araypappa AkoAouBiag yia Scanning (Sequence Diagram)
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3.2.5. Aiaypappa Zuotatikwyv (Component Diagram)
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Ewkova 9 Aldypappa Zuotatikwv (Component Diagram)

3.3. Oswpnrikn Epsuva
3.3.1. Napadoxég

L]
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Lok doongs Ducus
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Foapci Ll Doohox

Prmoy Aoope

H épeuva autr sivat Akadnuaikn Kol cov TEtola Oa e€eTdooupe T@ OpLa Aeltoupyiag Tnc.
AnAadn Snuoupyolpe €va clOTNUO UE TEploplopéva péoa (éva amAo laptop) kot
B€Aouvpe va EEpoupe pEXPL TTolo BaBuo pmopolpe va eAEyEoupE Pe aUTO TNV acdpaAeld

€VOG KOUBou plag aAucidag logistics.

A¢ Bewpnooupe pia cuyxpovn doun Logistics tn¢ omoiag to Wnoako Aidupo (DT) Stabétel

Tov £€n¢ e€omALOpO:

Nivakag 7 E¢€taon e§omAlopol

EZONAIZMOZ TAn0o¢ Data Mb Latency
cameras Nc Dc Lc
Drones Nd Dd Ld
Robots Nr Dr Lr
Sensor Ns Ds Ls
PLCs Np Dp Lp
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Zntoupe va uTtoAoylooupe Tov KUKAodopLlako ¢pOpTo TOU CUCTHHOTOC AUTOU UTIOBETOVTAC

OTL €xel pia monolithic ApXITEKTOVIK) WG HWIHAALOTIKA TNV omoio mapaBEToupe otnv
gwova 10.

Security Monitoring System
Agents — 1 MQTT  — Edge Gateway
(IoT/Cam/ Broker
Drone)
Normalization
& Enrichment
Security
Scanners
(nmap/ Kafka Forward
nuclei)
|
v
Backend APl (Flask/Gunicorn)
REST API Auth/Key Security Scanner
Endpoints Mgmt Integration
PostgreSQL Database
Users| |Agen- Tele- Aler- Scans
ts metry| |ts
|
v
Celery Task Queue
1 1
IWorker 1 | [|Worker 2 | | Containerized
| (Scans) | | (Telemetry)| | Scanners
| | | | (nmap/nuclei)
| I I

Ewkova 10 MwipaAiotiky Monolithic Apxttektoviki Aopn pe Baoeig yia Microservices

3.3.2. YroAoyiopoi Erdpkelag Asitoupyiag

3.3.2.1. EKktipnon ¢optou dedopévwv

Ao ta mopamavw oToLXEla LIMOPOULE VOL UTIOAOYICOUME Ta EEAG:
total_devices = N. + Ny + N, + N; + N;, GUOKEUEG
total_throughput = (N. * D, + Ng * Dg + Ny * D, + Ng * Ds + N, * D,) /60 Mbps
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EAAHNIKO

ANOIKTO

NANEMIETHMIC
ATO Ta AVWTEPW UTTOPOULE VO EKTLUICOULE TO QLTAMOTA ava second.

requests_per_second = total_devices * min(LC, Lg, L, L, Lp) * 1000

3.3.2.2. MeAétn nepintwong

Ac¢ unoBéocoupe OTL TO cLOTNUA HOG €XEL TA OTOlXEla (OUOKEVEG) Tou daivovtal otov
niivaka 8:

Nivakag 8 E§¢onAlopnog MeAétng Nepintwong

, Data Rate
EZONAIZMOZ NARBog Latency (ms) Bandwidth/Device
(Mb/min)

Cameras (Nc) 50 Dc=5Mb Lc =100 ms ~8.3 Mbps

Drones (Nd) 10 Dd =10 Mb Ld =50 ms ~16.7 Mbps
Robots (Nr) 20 Dr=2 Mb Lr=20 ms ~3.3 Mbps

Sensors (Ns) 200 Ds =0.1 Mb Ls =10 ms ~0.17 Mbps

PLCs (Np) 30 Dp=1Mb Lp=5ms ~1.7 Mbps

ZYNOAIKO TRAFFIC: = 650 Mb/min = 10.83 Mbps
MNa total_devices = Nc + Nd + Nr + Ns + Np = 50+10+20+200+30 = 310 CUOKEUEG.

e  JUuvVOALKO throughput: 10.83 Mbps
e EKTWHWHEVEC attnoelg/sec: ~62,000 (Baolopévo oto eAdyLoto latency 5ms)

Anoutioslg MvAung

Nivakag 9 Artautioslg MvApng

>UOTATLKO Baowkr Mvrun Me Ddpto Mpotewvopevn

PostgreSQL 512 MB 2GB 4GB
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>UOTATLKO Baowkr Mviun Me Ddpto Mpotewvopevn
Redis Cache 256 MB 1GB 2GB

Backend API 512 MB 2GB 4 GB

Celery Workers 256 MB/worker 1GB 2 GB/worker
Kafka Broker 512 MB 2GB 4GB
2YNOAO 2GB 8 GB 16+ GB

YtntoAoylopog Scaling Requirements
Kavavag tou Little:

L=A*W

Onovu:

L = uéoog aplBuoC atoEwVY 0To cUCTNUA

A = puBuoG adLEng attnoewv

W = p€oog xpovog e§umnpETNONG

Mo 62,000 attioslg/sec pe péco xpovo enefepyaoiag 50ms:
L =62,000 * 0.05 = 3,100 TaUTOXPOVEC CUVOEDELG

ApOuog Backend Instances:

Instances = (ZuvoAwkég 2uvdéoelg) / (Zuvdéaelg ava Instance)
Instances = 3,100 / 500 = 6.2 = 7 instances

Altiosig ava deutepoOAento:

Ma tov uToAoyloUd Twv altoswv ava deutepoAento, BewpnBnke To eAdxloto latency
(5ms) wg To Xxpovikd StaoTnua LETAlL Stadoxkwy attnudtwy, To onoio avilotolxel og 200
QLT OELG/sec ava GUOKEUN).

3.3.2.3. NpooBnkn Offensive Security Scanning
Twpa mPEMEeL va EEETAICOVE TLG AMALTHOELG TOU Scanning T UOTOG.

H Apyxttektovikr tou Security Orchestration Layer §idetat otnv eikova 11.
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Security Scanning Orchestration Layer

Scanning Scheduler
e Rate limiting (10 scans/minute)
e Priority queue (critical devices first)
e Resource allocation based on device type

Passive Active Continuous

Scanning Scanning Monitoring

e Traffic * nmap * Anomaly
analysis * nuclei detection

e Protocol e vuln scan * Behavioral
decoding analysis

Scan Result Processing Pipeline
1. Normalization - 2. Correlation - 3. Scoring
4. Alert Generation — 5. Reporting - 6. Remediation

Ewkova 11 Containerized Scanning Architecture

YrnoAoylopog Scanning Resources:
# Scanning mépwv ovd TUNO OUCKEUNCQ
scanning_resources = {
"camera®: {
"frequency®: “daily”,
"tools": ["nmap", "vulnerability scanner-"],
"estimated_time": , # seconds
"memory”-: # MB
}.
"drone": {
"frequency”: “weekly~,

"tools®: ["nmap®, "firmware_analyzer®],

"estimated_time": ,
"memory":

}1

"robot": {

"frequency": “daily”,
"tools®: ["nmap®, "protocol_fuzzer®],

"estimated_time": ,
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"memory " :

}
ZuVoALKN amnaitnon nopwv
total_scan_time_per_day = (
Nc*300 + Nd*600/7 + Nr*900 + Ns*60 + Np*300
) # seconds
concurrent_scans_needed = total_scan_time_per_day/ (24*3600) * 10 # 10x parallelism
AmnoteAéopata:
Daily scanning time: ~18,000 seconds (5 wpec)

Concurrent scans needed: ~2.1 - 3 scanning workers

3.3.2.4. Npotewvopeva SLA yua Logistics Backend

Nivakag 10 Metpikég Emdooewv Kot SLA

Metpwkn Target Warning Critical
APl Response Time <100ms 100-300ms > 300ms
MQTT Message Latency <50ms 50-100ms > 100ms
Database Query Time < 20ms 20-50ms > 50ms
Message Processing <10ms 10-25ms >25ms
System Availability 99.95% 99.9% <99.9%
Data Retention 30 days 14 days 7 days

3.3.2.5. Capacity Planning Matrix
AwaBeopdtnTa 99.95% = ~4.38 wpeg downtime/étog

AlaBeopotnta 99.99% = ~52.6 Aentd downtime/€tog
YrioAoylopdg node failures:

n+1 redundancy = 4 nodes needed for 3 active
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n+2 redundancy - 5 nodes needed for 3 active
Redundancy Requirements:

MQTT Broker: 3-node cluster (Mosquitto with HA)
Kafka: 3 brokers (min. replication factor 2)
PostgreSQL: Primary + 2 replicas

Redis: 3-node cluster with sentinel

3.3.2.6. Security Controls Matrix
Nivakag 11 Mivakag EAéyxwv AodaAelag

Eninedo TeXVIKEG Edappoyn

Network VLAN - segmentation, Firewall loT VLAN, DMZ for scanners
rules

Transport TLS 1.3, Certificate pinning MQTT over TLS, API HTTPS

Application APl keys, JWT, Rate limiting Per-agent API keys, 100 req/min

Encryption at rest, Field-level

Data .
encryption

AES-256, Column-level encryption

Splunk/ELK, Comprehensive audit

Monitoring SIEM integration, Audit logging trails

3.3.2.7. Kavovicpot NMpooappoyng

e |SO 27001: Information security management
e NIST SP 800-82: IoT security guidelines

e |EC 62443: Industrial automation security

e GDPR: Data protection for EU operations

3.3.3. ApxitekToviKil Microservices

3.3.3.1 Zuvtoun nepypadn kot opEAn

H Microservices ApXITEKTOVIKA €lval €vac TPOmo¢ oXeSLaopoU AOYLOHLKOU Omou N
epappoyn xwplletal o PLKPEC, AVeEAPTNTEC UNNPECLEG, KaBepia pE:

o Ao TG business capability

) Autovopo KUKAo wnG Kal avantuéng
. Amnopovwuévn Baon dedopévwy

o Lightweight communication péow APls
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H apyxitektovikn autn [Fowler, M., & Lewis, J. (2014)] cuvepyaletal ApLOTA LE TNV TAKTIKN
Partitioning (r} Sharding) mou eivat n texvikn dlaipeonc peyadAwv cuvoAwv Sedopévwy os
HULKPOTEPQ, Olaxelplolpa TUAMATA TA Omolot PmopouUv va amoBnkeutoUv Kol va
ene€epyaoctolV MapAaAAnAa.

H apyttektovikn autrh Ba mopeixe 0To cUOTNUA LOG T QG MAEOVEKTALATA:

1. KaAutepn amnodoon: Kabe partition emefepyaleTtal uovo 10 SIkO Tou
subset 6edopevwyv

2. EUKOAo scaling: MpooBnkn vewv partitions yla VEEC CUOKEVEG

3. Anopovwon: MpoBAnua Y o€ Pl camera 6ev emnpeddel Ta drones

4. Evell€ia: AlagpopeTikn BeATIoTOTIOINON OVG TUTIO CUOKEULNG.
Kat Ba eyyuotav:

o Scalability ané 310 oe 3,100+ GUOKEUEC

o Reliability pe 99.95% uptime

. Security pe isolation between devices

. Performance pe BEATLOTN KATAVOI TOPWV

o Maintainability pe éexwplota deployable units

Mou 6uwg Ba extivalav TG AMALTACELS OE TTOPOUG TOU CUOTAUATOC TTou SLaBEToupE Kal
low¢ va avtlpeTwrilape avumépBAnta epmodia.

3.3.3.2. Aopn Tou KWEIKA TG EPAPLOYNG HLOG

Katomv autol amodacicope va OpyovWOOUME TOV KWOLKA HAG WOTE va UMOopel va
UETOTPOTEL UE OXETIKA €UKOAla oe Microservices/Partitioning ApXLTEKTOVLKI KPATWVTAG
Tov napdAAnAa oe Monolithic.

Ovtwg av efetaooupe Tov kwdika tov BAémoupe dounpévo oe agents/, backend/ kot
gateway/ mou daivovtal cav services, wotdco 0Aa vAomotovvtatl amno £va Flask instance
TIOU CUVTOVIZEL :

agents logic + backend + gateway logic + auth + db + celery +
scanning.

3.3.3.3. MAsoveKTApaTA TNG TPEXOVOOS SOUAG
H Soun mou emAé€ape mapouolalel Ta €€ G TAEOVEKTH LOTAL:

AnAdtnta: Eva codebase, eUkoAo va tpe€et local
Debugging: O\a ta logs og £va pépog
Deployment: Eva container yia 6Aa
Transactions: EUkoAo ACID compliance

FpARyopn avamntuén: Kalo yia prototyping

ukwnN e
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3.3.3.4. NpofAnuarta tou Ba mpokUPouv e opLakr Asttoupyia

1.

Scalability: mpooBrkn omolao8nmote enéktaong ylvetal povo pe alhayég oe OAn Thy
HovoALBkn dopun

Single point of failure: To cUotnua edtel e omolodnmote opaApa

Deployment conflicts: MNpooBbnkn mx Miag OSiadopetikol TUMOU camera UOG
UTIOXPEWVEL va. avamtlEoUE VEO section.

Technology lock-in: OAa mpémel va avamntuxBoulv pe Python/Flask. Aev urnopoUpe va
Xpnollomnotjooupe Go yla tunpata uPpnAng anodoonc.

Testing complexity: Aev UMOPOURE VO KAVOULE QTIOUOVWUEVOUG EAEYXOUG OTO
ouoTnua 1y scanning o€ éva Lovo drone Ywpig va «tpg€oupe» OAn Tnv ebapuoyn.

3.3.4. Zuptrepdopara

Alamotwoape OTL €va cUOTNUA LOVOALOLKNG APXLTEKTOVIKAG OTWG aUTO ToU UTtOBECaE
EXEL WG Oplo g€umnpétnong mepimou TIC 310 CUOKEUEG TIOU OVKOUV OE OUOLOYEVELS
Slapopetikeég Katnyopiec. NpooBétovtag OUwWCG TA scans TO OPLO AUTO TeplopileTal
ovAAoyo HE Tn ouXVOTNTA TwWV eKTEAOUPEVWY scan tasks lowg kat péxpt 100 mepimou

OUOKEUEC.

Qotooo n epapuoyn HOG:

w =

4.

EivalL kaA& opyavwpévn (o€ pakeAoLG)

‘Exel modular design (EexwploTtd apxeia ava Aoyikn)
EivalL ETOIMH yla decomposition o€ microservices
Aettoupyei NMOAY KAAA wg €XeL Twpa e AlYEG CUOKEVEQ

MNa £€va mpayuatiko PBlopnxavikd ocvotnua tote Boa mpémel va KatadpUYOUUE O
ApXLTEKTOVIKN microservices n omoia Opw¢ 6ev amoteAel AVTIKEIPLEVO AUTAG TNG EpYACiag.

Qotooo xapww mAnpotntag Ba moapabécoupe E€vav  eVOEIKTIKO Tilvako €MAOYAG

APXLTEKTOVIKWV.

Nivakag 12 Kavoveg EmAoyrg ApXLTEKTOVIKAG

Avtikeipevo Monolithic Microservices
MANBoc cuokeLvwV <100 >50
OuolotnTa Tumwv TPOTLHATOL Aev anatteitat

Real-time requirements

Agv umtootnpilovrat

Yrnootnpilovtal

Team developers

<3 developers

Multiple teams working

Security  Scanning  in | No Yes
parallel
Enexktaoipotnta Aev uTtapyel 500+ CUOKEUEG

Video/camera

Low resolution

Video + low latency

Metamtuylokn AutAwpatikn Epyaoia

46



MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
miﬁ%ﬁ'ﬁ'ﬁf’ «Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
MANEMIETHMIC aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

3.4. ApxitekTovikn Zxediaon
Elcaywyn

210 3.1. untoAoyloaEe Kol POCSLOPLOAE T OPLA EVOG «UTIOBETIKOU» CUOTNUATOC LE T
XQPOKTNPLOTIKA TNG OWKAG pog edappoyns. AnAadn €vog ouoTAMATOC HOVOALOKNC

APXLTEKTOVIKI G KOL CUCTIOAUE

3.4.1. OewpnTik6 MNMAaioio kal Opia

To oUOTNUA HOG AVIUTPOOWTEVEL £va TIPOTUTIOTMOLNHUEVO aKadnUaiko ocloTnua

napakoAouBnonc acdpaleiog loT, To omMoio EVOWHATWVEL BAOLKEC APXEG ATTO:

e Ailktua AwoBntipwv Kat loT Apyttektovikn (Zhao & Ge, 2013)
e AoddAela Blopnyavikwy Tuotnudtwy EAgyxou (NIST SP 800-82)
e Apyitektoviki MikpoUmnpeowwv yia loT (Al-Fugaha et al., 2015)

H apyltektovikr) Tou eivat auth ¢ Etkdvac 10.
3.4.2 Texvika Opia kai MNeplopiopoi ZucTAPATOG

3.4.2.1. Opia EntektooydtNTOg

# @ewpntlrd péyLoto BACEL APYXLTEKTOVLKAC
def calculate_system_limits():
# 1. Database nespioplLopoi (PostgreSQL)

max_concurrent_connections = 100 # Default PostgreSQL
max_agents = 500 # ©@cwpntixd dpLo yvia real-time processing

# 2. Flask/Gunicorn mespiopLoupol

max_workers = 4 # SUpewva pe Dockerfile
requests _per_worker = 1000 # Extipnon

# 3. Redis nsplopLouol
max_connections = 10000 # Redis theoretical

memory_ limit = 1GB # Cache limitation

return {
"max_agents”: 500,
"max_telemetry per_second®: 1000,
"max_concurrent_scans": 2,

"data_retention_days®: 30
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# Ipoypot LKA 6pla Yo oakadnuUolky YENon:

limits = {
"agents®": "50-100 ocuokeuvécg',
"telemetry_rate”: "10-100 unvipoto/dsutepdrento’,
"storage”: "10-50 GB oav& unva',

"latency”: "100-500ms vix meplocdTEPEC OUCKEUEC'

Database Throughput:

MévLioTn eyypael avd deUTepPOAETTO:

e PostgreSQL on single node: ~10,000 writes/sec

¢ Me indexing kot constraints: ~2,000 writes/sec

e Me JSON fields kol complex queries: ~500 writes/sec

Tia 310 ovokesuécg ne telemetry x&6s 10 dsutepdArsmTa:
310 / 10 = 31 writes/sec —» 74% below limit

Network Bandwidth:

MéyiLoto throughput:
e MQTT broker (Mosquitto): ~50,000 unvipato/deutepdAento
e Kafka single broker: ~100,000 pnvipota/deutepdAento

Tia 310 ouokeuég:
310 ouoxkevuéc x 1 phvuupa/losec = 31 msg/sec — 0.06% utilization

Memory and CPU:

YnoloyLopdc yvia 2 CPU cores / 4GB RAM:
e Flask app: 500MB

e PostgreSQL: 1GB

e Redis: 256MB

Celery: 256MB x 2 workers = 512MB
Buffer: 1GB

SUvoAO: ~3.3GB - Within limits

Kplowa Znueia Kapmng (Breaking Points)

Nivakag 13 Kpiowua Znueia Kaumnrg

Napapetpog Acdalég Oplo Kpioyo Oplo Oa NpokalAéoel
AplOuoG Agents 100 500 High latency (>1s)
Telemetry Rate 10 msg/sec 100 msg/sec Database locks
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Noapapetpog Acdalég Oplo Kpioyo Oplo Oa MNpokaléosl
Concurrent Scans 2 5 CPU saturation
Storage Volume 10GB 50GB Query degradation
AP| Requests 100/sec 1000/sec Worker exhaustion

OQewpPNTIKO Znueio Opavong:

Otov: Agents > 500 AND Telemetry < 5s interval
Téte: Database write contention - Timeouts

3.4.3. OewpnTiKO YToRa0po ApXITEKTOVIKAG —XAPAKTNPIOTIKA

3.4.3.1. Three-Tier Architecture

H oxebloaon tou OUOTAMOTOG MOC akOAOUBel TNV TNV KAAOLKN TPLWV-EMUMESWV
apxttektovikn (Kurose & Ross, 2021). Auth TNV apxLTteKTovik S6{VvoulEe otV ewova 12.

TPIQON-EMINEAQN APXITEKTONIKH XY:XTHMATOZXZ

EMINEAO 1: NPOXBAZHE (Presentation Tier)

« REST APl Endpoints
* MQTT/Kafka Gateways
» Authentication & Authorization

EMINEAO 2: EPAPMOIHE (Application Tier)

« Business Logic (Flask routes)
+ Data Processing (Celery tasks)
« Security Scanning Engine

« Alert Generation System

ENINEAO 3: AEAOMENON (Data Tier)

+ PostgreSQL (Relational Data)
« Redis (Caching & Queue)
« File System (Logs, Scan Results)

Ewova 12 Apyttektovikn Tpuwv Emunédwv

3.4.3.2. Apxttektoviko Motifo: Event-Driven pe Message Broker

To ouotnua xpnolpomnolel Event-Driven Architecture (Richards & Ford, 2020) pe 6uo
unvupatwy brokers:
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1. MQTT yia Real-time Events (loT devices > Gateway)
2. Kafka yia Event Processing (Gateway - Backend)
3. Redis yta Task Queue (Backend - Workers)

# Emitotnuov ik ovadAiuvon tou Event Flow:
class EventFlowAnalysis:
def _init_ (self):
# Aopr Baoest publish-subscribe pattern
self._patterns = {
“"telemetry_flow": "Push-based with QoS 1-,
"alert_flow": "Pub/Sub with filtering~,

"scan_flow": "Request/Reply with async processing”

def analyze event consistency(self):
""" Avéaauon CAP theorem trade-offs™ "

# SUpewva pe Brewer®s CAP Theorem:

# e MQTT: AP (Availability, Partition Tolerance)

# e Kafka: CP (Consistency, Partition Tolerance)

# e PostgreSQL: CA (Consistency, Availability)

return {
"consistency model®: "Eventual Consistency”®,
"availability_score®: 0.99,
"partition_tolerance®: "Yes (via Kafka)-~

3.4.3.3 Security Architecture Patterns
To cuoTnua evowpatwvel TOAAAAQ security patterns (Roman et al., 2013):

1. Defense in Depth: MoAAamAd layers mpootaciag
2. Principle of Least Privilege: API keys pe meploplopéva Sikatwpota
3. Security by Design: Scanning integrated in architecture
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SECURITY ARCHITECTURE PATTERNS

LAYER 1: NETWORK SECURITY ITXIXIX

* VLAN segmentation
« Firewall rules
« VPN for remote access

LAYER 2: TRANSPORT SECURITY ITIIIX

e TLS 1.3 for all communications
e Certificate-based authentication
¢ Encrypted MQTT (MQTTS)

LAYER 3: APPLICATION SECURITY IXIXX
+ API key authentication
« Rate limiting
« Input validation

LAYER 4: DATA SECURITY IIXIXIX

» Encryption at rest
= Secure credential storage
« Audit logging

Ewkdva 13 Security Architecture Patterns

3.4.4. AvaAuon di1adikaociwyv Etre§epyaciag

3.4.4.1. Telemetry Processing Pipeline
H Siaxeiplon tng pong dedopévwy TNAEUETPLOG AVTIUETWTIIETAL EMLOTNOVIKA O KABE
otadio:
# Scientific analysis of data flow efficiency
class TelemetryPipelineAnalysis:
def __init_ (self):
self.stages = [
"data_acquisition”®,
"preprocessing”,
"enrichment”,
"storage”,

"analysis”

def calculate_latency per_stage(self, device_count=310):
"""YrnoloyLlopdg latency vioa k&Oe ot&dio"""

# B&oes L queueing theory (Little"s Law)

arrival_rate = device count /7 10 # 31 requests/sec

service_rates = {
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"mqtt_reception®: 1000, # msg/sec
"gateway_ processing®: 500, # msg/sec
"api_ingestion®: 200, # msg/sec

"database write": 100 # writes/sec

# Ymodoyloudg xpnoLpomoinong (p = A/n)
utilization = {stage: arrival_rate/rate

for stage, rate in service_rates.items()}

# Méococg xpdvoc avapovhg (W = 1/ (u-2A))
walt_times = {stage: 1/(rate - arrival_rate)
if rate > arrival_rate else float("inf")

for stage, rate in service_rates.items()}

return {
“total latency ms®: sum(wait_times.values()) * 1000,
“bottleneck™: min(service_rates, key=service_rates.get),
"system utilization”: max(utilization.values())

}

3.4.4.2. Security Scanning Architecture

To vumooloTNUA scanning OKOAOUOElL TO OPYITEKTOVIKO HOTIBO  HLKPO-TIUPAVWV
(microkernel) mou daivetal otnv eikova 14:

Metamtuylokn AutAwpatikn Epyaoia 52



Mavaywtng MmneAnyiavvng, TitAo¢ Metamrtuxlokng Epyaoiag:

EAAHNIKO . . . ' '
g ANOIKTO «AVATTUEN OUOTNUATOG EVOWUATWONG QUTOMATWY EAEYXWV
MANEMIZTHMIC aodalelag o cuoTApaTa Kataypadng ayadbwv»

MICROKERNEL PATTERN FOR SECURITY SCANNING

e Task Scheduling
* Result Storage
¢ Plugin Management

T
EKTETAMENA MPOXZQETA (Plugins)
I | - I Al

Nmap Nuclei Custom Vuln DB
Scanner Scanner Scanners Updates
+ Nmap Scanner * Nuclei Scanner » Custom Scanners « Vuln DB Updates
T
|
EMIKOINQNIA (Communication Channel)
» Docker API

+ Message Queue

» Shared Storage

Ewova 14 Security Scanning Microkernel

3.5. EmAoyn TexvoAoyiwyv kai EpyaAsiwv
3.5.1. OswpnTikA AglIoAdynon Tng emAoyng Tou Flask Framework

H emudoyn tou Flask Baci¢etal oTig apxeg Minimalist Web Frameworks (Grune
et al., 2012):

1. Principle of Simplicity: "MpdoBeoe povo OTL xpeldleTal”
2. Microframework Pattern: EAa@pU, EMEKTAGLO
3. RESTful by Design: ®W\ik6 pog REST APIs

Tuykpttiky AvaAuon:
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Kputiiplo Flask Django FastAPI Oswpntiki Afla
Learning Baowkn apxn: "Keep if]
XapnAn YynAn Meoala _
Curve Simple"
Flexibility YynAn XapnAn YynAn ETUTPpEMEL MEPAUATIONO
10k 5k 20k Enapkéc ylwa akad
Performance )
req/sec req/sec reqg/sec OKOTIOUC
INUOVTLKO yLal
Community Large Largest Growing
troubleshooting

3.5.2. PostgreSQL — OswpnTtikR ASIOAOYNnon

Amo tnv Beswpla Twv Ixeolakwv Baocswv Asdopévwy [Codd, E. F. (1970)] n emthoyn g
PostgreSQL otnpiletal os:

1. ACID Compliance: Kpioluo yia ouvetn deboueva ao@aleiog
2. JSON Support: ['la semi-structured telemetry data

3. Spatial Extensions: lewypadikd dedopéva yla drones

Oswpntiki availuon oxedlacpou paong:

/*

Juupwva pue Codd's 12 Rules (1970) yra RDBMS:

1. Information Rule: </ ALl data represented as values
2. Guaranteed Access: </ Primary keys on all tables

3. Systematic Treatment of Nulls: < NULL support

4. Dynamic Online Catalog: </ System catalogs

5. Comprehensive Data Language: < SQL compliant

6. View Updating: < Updatable views

7. High-level Insert/Update/Delete: </ SQL DML
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8. Physical Data Independence: < Storage abstraction

9. Logical Data Independence: </ Schema changes

10. Integrity Independence: </ Constraints

11. Distribution Independence: < Replication

12. Nonsubversion: < No backdoors

*/

3.5.3. Docker Containerization — QewpnTik AgiloAdynon

Oswpia E€opoiwong Kol Elkovikomnoinong:

H Docker Baoiletal o€ €vvoleg amo:

1. Operating System Virtualization (Goldberg, 1974)
2. Container Isolation (Linux namespaces, cgroups)
3. Microservices Deployment (Newman, 2021)

OswpnTIKEG APXEG:
# Docker emiLotnuov Lk avdAuon:
principles:
isolation:
theory: "Process isolation via Linux namespaces"

reference: ""Bavier et al., 2004 - Operating System Support"

resource_control:
theory: "Control groups (cgroups) for resource limits"

reference: "'‘Menage, 2007 - Google"s process containers"

reproducibility:
theory: ""Deterministic deployments via layered images"

reference: "Merkel, 2014 - Docker: Lightweight Linux Containers"
3.5.4. Celery yia Acuyxpoveg Epyacieg — OewpnTtikil A§iIoAdynon

Oswpia Katavepunpuévwv ZuoTNUATWV:

To Celery uhonolei to Task Queue Pattern (Kleppmann, 2017):
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1. Producer-Consumer Pattern: Aocueuén mapaywyou-KotavaAwTn
2. Message Broker Abstraction: Yrootrpi&n moA\amAwv brokers
3. Result Backend: AroBrikeuon amnoteAeopdtwy

Oswpntiki Avaiuon:
# @eswpnt k) av&iuon task queue

import queueing_theory as qt

class TaskQueueAnalysis:

def analyze celery performance(self, worker_count=2, task rate=10):

Avé&ivuon B&ost Queueing Theory (M/M/c model)

M: Markovian arrivals/service, c: servers

MopdueTpol

#

A = task rate # pubudc &oLEnc (tasks/sec)

n=>5 # pubudc eiumnnpétnonc (tasks/sec/server)
c

worker_count # opLOpdc servers

# YmoAoyloudg xpenolupomnoinong
o =x/ (¢c *qu) # utilization

if o >= 1:

return {''status': "unstable'™, "wait_time": "infinite"}

# Méocog aplLOudc tasks oto oUotnua (Little's Law)
L=0o7(-9p)

# Méocog xpdvog ovapovic
W=1L/Z2x

return {
“"utilization": p,
Yfavg_tasks_in_system™: L,
avg_wailt_time_seconds™: W,

“stability": "stable™ if p < 1 else "unstable”
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3.6. Zevapia Xpriong kai AokKiwv
3.6.1. Zevapia XpRong

3.6.1.1. Zevapio 1: Epeuvntikn AvaAuon loT Acdaleiag
Itoxo¢: MeA€tn attack vectors o€ Blopnyavikd loT cuotipata

class ResearchScenario:

OewenTt LKO ocevdplLo

def hypothesis testing(self):
hypotheses = [

"H1: Containerized scanning csival nLo omoteAsopatikd amnd
traditional scanning",

"H2: Real-time telemetry processing uciovet mean time to
detection (MTTD)™,

"H3: APl-based authentication mnopéxsl xoAUtepn Security amd
password-based"”

1

experimental _design = {

"independent_variables®: [
"scanning_method”,
"telemetry_ frequency”,
"authentication_type-~

1.

"dependent_variables®: [
"detection_rate”,
"false_positive rate”,
"system_latency”

1.

“control_group®: "Traditional security monitoring-,

"experimental _group®: "Proposed system*®

return {

"research _questions”: hypotheses,
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"methodology”: "Controlled experiment with 10T testbed”,
"metrics": [“precision”, “recall®, "Fl-score®, "latency"]

}

3.6.1.2. Zevapio 2: Tuykpttikr A§loAdynon Scanning EpyaAsiwv
MNelpapatikd Mpotumo:

def comparative_analysis_protocol():

tools = ["nmap®, "nuclei”, "custom scanner”]

metrics = {
"completeness®: "Percentage of vulnerabilities detected”,
"precision”: "True positives / (true + false positives)”,
"resource_usage": "CPU, memory, network consumption-®,

"time_efficiency”: "Scan duration per target”

experimental_setup = {
"test_environment®: “lsolated Docker network®,
"target systems®": [
*Vulnerable web server-®,
"Industrial PLC simulator-,
"l1oT camera firmware*
1.
"repetitions”: 30, # For statistical significance

"data_collection®: "Automated metrics gathering”

# Statistical analysis plan

analysis plan = {
"hypothesis_test”": "ANOVA for tool comparison-,
"significance level": "o = 0.05",

"post _hoc test": "Tukey HSD if ANOVA significant”®

return {

"study design®: "Within-subjects repeated measures”,

“tools evaluated®: tools,
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“statistical methods”: analysis_plan

3.6.2 NMpoéypauua ETioTnpoviIKwyY AoKIjwy

3.6.2.1. Aok 1: Performance Benchmarking Suite
class BenchmarkSuite:

LL LR R N A R L R 1 ] |

Soulta SOKLUOV

def init_(self):
self_benchmarks = {
“latency test": self.test latency under_load,
“"scalability test”: self.test _scalability,
“reliability test”: self.test system reliability,

"security test": self.test_security effectiveness

def test latency under load(self, concurrent_devices=100):
"""Aox Lpuf ambkpilong uvnd edpto"""
# Baolopévo oe TPC Benchmark specifications
test_plan = {
"ramp_up_period®: 300, # 5 minutes
"steady state": 1800, # 30 minutes
"ramp_down®: 300, # 5 minutes
"metrics": [
"p50 latency”,
"p95 latency”,
"p99_latency”,
"throughput*

# Generate load using academic tools
load_patterns = [
"constant_load~,
"sinusoidal_variation®,
"burst_traffic”,

"gradual_increase”
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1

return {
"test standard®: "TPC Benchmark-like"®,
“load patterns”: load_patterns,
"success_criteria®: "p99 latency < 1s*

}

def test_scalability(self, max_devices=500):
"MUMAOK LU KALPOK@OLPOTINTAC ue aufovia edpto"""
scalability _metrics = {
"linearity”: "Throughput vs Devices”,
"degradation_point®": "Load where latency doubles”,

"maximum_capacity": "Devices before failure”

test_steps = [
{"devices": 10, “duration®: 300},
{"devices": 50, "duration”: 300},
{"devices": 100, “"duration”: 300},
{"devices": 250, "duration”: 300},
{"devices": 500, "duration®: 300}

1
return {
"test_methodology~™: "Progressive load increase”,
"measurement points”: test_steps,
"analysis _method": "Linear regression on throughput”
}

3.6.2.2. Aok 2: Security Effectiveness Evaluation
def security_effectiveness protocol():

MP@wTOKOAANO & LOAOYNONC AIMOTEAECUAT LKOTNTAC ACOUAE [OC

attack scenarios = [

{

"name”: "Reconnaissance Phase”®,

"techniques®: ["port_scanning®, "service_enumeration®],
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"expected_detection®: “Nmap scan alerts”,

"detection_time _goal®: "< 5 minutes”

}.

{
"name®: "Initial Access”,
"techniques®: ["api_key bruteforce®, "mgtt_injection"],
"expected_detection®: "Authentication failure alerts”,
"detection_time goal®: "< 1 minute”

}.

{
"name®: "Lateral Movement-®,
"techniques®: [“unauthorized_device communication®],
"expected_detection®: "Network anomaly alerts”,
"detection_time goal®: "< 10 minutes*

}

evaluation_metrics = {
"detection_rate”: "True positives / total attacks-”,
"false_positive_rate": "False alarms / total alerts-,
"mean_time_to_detect": “Average detection time-,

"mean_time_to _respond®: “Average response time"

}

return {
"test _bed": "lIsolated IoT lab environment”,
"attack scenarios”: attack_scenarios,
“evaluation _criteria®: evaluation_metrics,
"success_threshold®: "Detection rate > 90%"

}

3.6.2.3. Aok 3: Academic Validation Test Suite

class AcademicValidationTests:

Aok Lpég enLxUpwoncg

def run_comprehensive_tests(self):
test matrix = [

{
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"test_id": "VAL-001°",
"description®: "System meets requirements”,
"method”: "Check against thesis objectives”,

"success_criteria®: "All objectives satisfied”

}.

{
"test _id": "VAL-002",
"description®: "Reproducibility of experiments”,
"method”: "Docker container reproducibility test”,
"success_criteria®: "Results within 5% variance~

}.

{
"test_id": "VAL-003",
"description®: "Data collection validity”®,
"method”: “Compare manual vs automated data collection®,
"success_criteria®: “Correlation > 0.95"

}.

{
"test_id": "VAL-004",
"description®: "Statistical significance”,
"method”: "Power analysis on experimental results”,
"success_criteria®: "Power > 0.8"

¥

validation_results = {}
for test in test matrix:
result = self_execute_test(test)

validation_results[test[ "test id"]] = result

return {
“validation_summary®: validation_results,

“overall status®: "PASS® if all(r["passed®"] for r in
validation_results.values()) else "FAIL"

}

def execute_test(self, test_spec):

# Implement specific test logic
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return {

“test": test_spec["description-],
"passed”: True, # Placeholder
"evidence": "Test execution logs”®,
"timestamp®: "2024-01-15T10:30:00Z"

3.6.3 EpeuvnTikO MpwTdkoAAo yia MetatrTuxiakn Epyacia
def masters_thesis_research_protocol():

LARIRI]

"U"TOAOKANPWOUEVO TPWTOKOAAO £PEUVAC VLI UETAITUYX LUK gpyooia

protocol = {

"title™: 'Afioldynon Suotnudtwv HoapakoAoUBnonc Aceoislog yvid
Biounxovixkd 1oT®,

"abstract®: ""*

H nmopotUoa épeuva amookomnel otnv of LoAdynon €voOg VEOU CUCTNPATOQ
IOPOKOAOUONONG acpoAe (ag yvia Brounxavikd& IoT meplBAAAOVIO.
MeAeTOVTOL Ol €mLdOCELC, KALPOKOOLPUOTNTA KL AIIOTEAEOUAT LKOTNTA
aviyxveuong ame LA®V -

"research_questions™: [

'RQ1: Tdg emnpe&lel n ouxvoéointa telemetry collection 1nv

v

avixvevon amelAdv; "',

'"RQ2: Tlota eival 1 PBEATLOTN OPXLIEKIOVLIKA yia real-time
security monitoring;”-,

"RQ3: MNog ocuykpivetal to containerized scanning ue traditional
approaches;*®

1.

"methodology”: {
"research_design®: "Experimental comparative study”,

"data_collection®: "Automated metrics from testbed”,

"analysis_methods®: ["Statistical analysis®, “Performance
benchmarking®],

"validity _measures-®: ["Internal validity”®, "Construct
validity", "External validity"]

}
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"experimental_setup™: {
"hardware®: "Dell PowerEdge server, Raspberry Pi clusters”,
"software": "Proposed system vs. traditional SIEM®,
"duration®: "8 weeks of continuous testing”,

"data_points®: "1M+ telemetry records, 1000+ security scans

}.

"expected_contributions®: [
"Néa apyxltextovikn ylLa 10T security monitoring”,
'"IUYVKPLT LKA ov&Auon scanning pebddwv',
'TIpote Lvopeva BEATLOTEQ TPAKTLKEC yIa Brounyxovirk& IoT'

1.

"ethics_considerations®: [
"Isolated test environment-®,
"No real production data“,

"Responsible disclosure of vulnerabilities found*®

return protocol
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KepdAaio 4. YAotroinon Tou ZUCTAMATOG

4.1. Avarmrruén Backend Zuorijuarog

4.1.1. ApxitekTovikn Xxediaon Backend
To backend ocUotnua uvlomoleital pe Baon tnv apxltektovikn potipwv RESTful API ue
aovyxpovn enetepyacia (Fielding, 2000). H ulomoinon akoAouBel ta emloTNUOVIKA
OPXLTEKTOVIKA poTipa:
# EmiotnuovLkh avéiuon apyxltekTtovixinc backend
class BackendArchitectureAnalysis:

AvAAuon PBaCLOPEVN OTA APXLTEKTOVLIKA potifo:

1. Layered Architecture Pattern (Buschmann et al., 1996)

2. REST Architectural Style (Fielding, 2000)

3. Microkernel Pattern yvio smextaoipdinIo

def analyze architectural_patterns(self):
patterns = {
"presentation_layer™: {
"technology®: "Flask REST API",
"pattern®: "Front Controller”,

"academic_reference": “Gamma et al., 1994 - Design
Patterns”

}.

"business layer™: {
"technology®": "Celery Task Queue®,
"pattern®: "Command Processor”,

"academic_reference": "Buschmann et al., 1996 - Pattern-
Oriented Software Architecture”

}.

"data_layer™: {
"technology®: "PostgreSQL + Redis”,
"pattern®: "Repository Pattern-®,

"academic_reference”: “"Fowler, 2002 - Patterns of
Enterprise Application Architecture®

}
}

return patterns
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4.1.2 2xediaon Aopig Kwdika

H &oun tou backend akolouBel tnv apxn tng Staxwplopévng eubuvng (Separation of
Concerns - Dijkstra, 1982):

src/backend/

I— app.py # Eviaio entry point (Front Controller Pattern)
I— models.py # Data Models (Active Record Pattern)

I— auth.py # Authentication Logic (Strategy Pattern)

I— celery_tasks.py # Async Processing (Command Pattern)

I— container_scanner.py # Security Scanning (Microkernel Pattern)
I— database.py # DB Initialization (Factory Pattern)

L migrations.py # Data Migration (Data Mapper Pattern)

Avaiuon Kwbika:
# EmiLotnuov k) oavdAuon Tou app-py
def analyze flask implementation(codebase):
Avé&Auon Paoclopévn oTLlg apxéc tou RESTful API design
kol Tov best practices vio Flask applications
analysis = {
"restful_compliance™: {

"stateless_communication®: True, # Fielding Constraint

“uniform_interface": True, # REST Principle
"cacheable_responses®: False, # MeAAovT ik BeATlwon
"layered_system": True, # Client-Server Architecture
"code _on_demand®": False # Tpoailpetxd constraint

}.

"design_patterns_applied®: [
"Dependency Injection (database, auth)”,
"Decorator Pattern (@require_api_key)",
"Factory Pattern (db initialization)”,
"Strategy Pattern (authentication methods)*

1.

"security implementation®: {
"authentication®: "APl Key + Session-based®,

"authorization®: "Role-based Access Control”,
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"input_validation®: "Basic validation present”,

"rate_limiting": "Not implemented (future work)-*

¥

return analysis

4.1.3 YAotroinon Alaxeipiong Baong Aedopévwyv

H ulomnoinon tng Baong dedopévwy Baoiletal otig apxeg ACID kat oxeolakng aiyeppag
(Codd, 1970):

# Avéduon oxedloopoU RBdong dedouévwv
class DatabaseDesignAnalysis:
Av&Auon oUuevVo UE:
1. Codd"s 12 Rules for RDBMS
2. Database Normalization Principles (3NF)

3. Transaction Management Theory

def analyze schema _design(self):
schema_analysis = {

"normalization_level": {
"users_table®: "3NF", # Third Normal Form
"agents_table": "2NF-, # Second Normal Form
"telemetry_table”: "INF", # First Normal Form
"alerts_table": "2NF* # Second Normal Form

}.

"indexing_strategy”: {
"primary_keys®: "All tables have PK",
"foreign_keys": "Proper referential integrity”,

"performance_indexes®: "Basic 1Indexes on Tfrequently
queried columns®,

"composite_indexes®": "Missing for complex queries”
}’
"transaction_management”: {
"isolation_level®: "READ COMMITTED (PostgreSQL default)-,

"atomic_operations”: “Implemented via SQLAIchemy
sessions”,

"consistency_guarantees”: “"ACID compliance through
PostgreSQL*",
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implemented”

}

¥

"concurrency_control " : "Optimistic locking not

return schema_analysis

4.1.4 Acuyxpovn Etre§epyaocia pe Celery

H uvAonoinon tou Celery Baciletal otig Bewpieg oupwv avapovng (Kleinrock, 1975) ka
KATAVEUNUEVWVY cuoTNUATWY (Lamport, 1978):

# Avéiuon Celery implementation

class CelerylmplementationAnalysis:

Av&Auon oaoUyxpovng enefepyaocioag Baolouévn oe:

1. Queueing Theory (M/M/c models)

2. Distributed Systems Principles

3. Fault Tolerance Patterns

def analyze task queue design(selT):

#
A
u
C

P

M/M/c Queue Model Analysis

10 # Arrival rate (tasks/sec)
5 # Service rate (tasks/sec/worker)

2 # Number of workers

A/ (c * p) # System utilization

Lqg = (p**2) / (1 - p) if p < 1 else float("inf") # Queue length

analysis = {

"queueing_model®: "M/M/2 with Redis backend”,

"system _utilization®: p,

"expected_queue_length": Lq,

"performance_metrics™: {
"throughput_capacity®: f°"{c * u} tasks/sec",
"latency_characteristics™: "Exponential service times-,

"scalability_approach®: “Horizontal scaling of workers
}’
"fault_tolerance™: {

"task _persistence®: “Redis persistence enabled”,
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"retry_mechanism®™: "Max 3 retries implemented”,

"dead_letter_queue®: "Not implemented”,

"monitoring_integration®: “"Flower dashboard available*

}

return analysis

4.2 YAomroinon Agents kair Aiocéntripwv

4.2.1 ApXITEKTOVIKA Agents

Ol agents vuAomolouvtal pe BAaon TNV apXLTEKTOVLKA TtapaywyoUu-katavaiwtr (Producer-
Consumer Pattern) ko Tig apx£g Twv euduwy atobntripwyv (Smart Sensor Principles - Gubbi
et al., 2013):

# AvAAuUon apxlIekTIoVLIkAC agents
class AgentArchitectureAnalysis:
Avé&Auon Paclopévn o€l
1. Smart Sensor Architecture (Gubbi et al., 2013)
2. loT Device Communication Patterns (Al-Fugaha et al., 2015)
3. Edge Computing Principles (Shi et al., 2016)

def analyze agent design(self):
design_principles = {

"autonomy level®": {
"data_collection™: "Autonomous sensor reading-,
"decision_making®: "Rule-based anomaly detection”,
“communication®: "Scheduled telemetry transmission-,
"fault_recovery®": "Basic reconnection logic”

}.

"communication_patterns”: {
"push_model": "Agents push data to backend®,
"qos_level": "At-least-once delivery (MQTT QoS 1)-°,
"protocol_efficiency”: "JSON over MQTT for efficiency”,

"bandwidth_optimization®: "Data aggregation before
transmission”
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}’
"security implementation®: {
"authentication®: "APl Key per agent-®,

"data_integrity": “Checksum verification on critical
data-®,

"confidentiality®: “No encryption implemented (future
work) ",

"access_control": “Agent-specific APl keys*®

}

return design_principles

4.2.2 AvaAuon Kwdika Agents
Robot Agent AvdAuon:
# Enmiotnuov ik avéAiuon robot _agent.py
class RobotAgentAnalysis:
Av&Auon R&oel RBLounxov KOV POUIOT LKOV CUCTINUATOV KL

acopdre Lag cyber-physical systems

def analyze implementation(self):
# B&oel ISO 10218 vyio ao@dhela RBLounyxov LKOV popmdt
analysis = {
"safety considerations®: {
"emergency_stop_monitoring®: "Simulated via software”,
"collision_detection®™: "Proximity sensor simulation-®,
"speed_monitoring®: "Threshold-based detection”,
"payload_monitoring®: “Weight limit checking”
}.
"security metrics": {
"command_integrity”: "Source IP validation®,
"firmware_validation®: "Checksum verification”,
"network_segregation®: "IP whitelisting implementation”,
"access logging": "Command source logging”
}.
"performance_characteristics™: {

"sampling_rate®: "10-second intervals”,
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"data_volume®: "~2KB per transmission-,
"computational load": "Lightweight anomaly detection”,

"network_requirements”: "Low bandwidth, reliable
connection”

}

return analysis

4.2.3 10T Agent YAotroinon

H uAomoinon tou loT Agent Baoiletal ot apxég edge computing (Shi et al., 2016) ka
resource-constrained device security (Roman et al., 2013):

# Avéauon 1ot_agent.py
class loTAgentAnalysis:
Avéaiuon yla resource-constrained 10T devices

ne énoaon os energy efficiency xaL security

def analyze resource_management(self):
# B&oes L energy harvesting xo. battery-aware computing
analysis = {
"power_management®: {

"sampling_optimization®: “Adaptive frequency based on
events”,

"sleep_modes®: "Not implemented (simulation only)~,

"computation_offloading”: "Local processing before
transmission®,

"energy_harvesting_aware®: "No power source monitoring”

}.

"resource_constraints®: {
"memory_usage®: "psutil via system metrics monitoring”,
"cpu_utilization®: "Self-monitoring implemented”,
"network_efficiency”: "JSON compression not implemented”,
"storage_management®: “Local caching not implemented”

}.

"security constraints®: {

"cryptographic_overhead®: °“No encryption due to CPU
constraints”,

"secure_boot®: "Not implemented in simulation®,
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"tamper_detection®: "Software-based anomaly detection”,

"key management®: "Static APl keys (improvement needed)*”

¥

return analysis

4.2.4 YuykpiTikil AvdAuon Agent TOTTwyV
# JUuvkpLT LK avdAuon RBoaoclopévn o BlLounxov k& npd1ulo
def comparative_agent_analysis():

SUYKPLT LKA peAétn PdoetL:

1. IEC 62443 via Brounxov k& OUCTAUAT

2. NIST SP 800-82 via ICS security

3. ISA-95 via enterprise-control system integration

agents_comparison = {

"robot_agent®: {
"criticality”: "High (safety-critical operations)-,
"update_frequency": "10 seconds”,
"data_volume®: "Medium (telemetry + sensor data)”,
"security_requirements®: "Very High (1SO 10218)",
"compliance_framework®: "I1EC 62443-3-3*

3,

"plc_agent™: {
"criticality": "Very High (process control)"”,
"update_ frequency®: "15 seconds”,
"data_volume®: "Low (register values + state)”,
"security requirements®: “Highest (NIST SP 800-82)",
"compliance_framework®: "ISA/I1EC 62443*

3,

"camera_agent™: {
"criticality”: "Medium (surveillance)”,
"update_ frequency®: "60 seconds”,
"data_volume®: "High (video analytics metadata)”,
"security requirements®: “High (privacy concerns)”,

"compliance_framework®: "GDPR for EU operations”

}.
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"drone_agent®: {
"criticality”: "High (aerial operations)”,
"update_ frequency": "10 seconds”,
"data_volume®: "Medium (GPS + sensor data)”,
"security_requirements®: "High (FAA regulations)”,
"compliance_framework®: “FAA Part 107"
}.
"iot_agent": {
"criticality”: "Low-Medium (environmental monitoring)”-,
"update_frequency": "30 seconds”,
"data_volume®: "Low (sensor readings)”,
"security requirements”: "Medium (data integrity)”,

"compliance framework®: "loT Security Foundation®

return agents_comparison

4.3 Aiaouvdeon kai Emikoivwvia Zuotnuarwy

4.3.1 AiIkTuaKn APXITEKTOVIKA

To ovUotnua vhomotel UPPLOLIKA SIKTUAKA OPXLTEKTOVIKH Baolopévn otig apxeg tou OSI
Model (Zimmermann, 1980) kat TCP/IP protocol suite (Postel, 1981):

# AvéAduon dixktuoaking dLapdpewonc yaml
network _architecture:
physical_layer:
implementation: "Virtual Machine Network (VirtualBox/Hyper-V)"
addressing: "Static IP assignment (192.168.56.0/24)"

segmentation: "VLAN emulation via host-only networking
data_link_layer:

protocol: "Ethernet (virtual)"

mac_addressing: "Virtual MAC addresses"

error_detection: "CRC-32 checksums"

network_layer:
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protocol: "IPv4 with static routing”
subnet_mask: '255.255.255.0"

gateway: ""Host machine as default gateway"

transport_layer:

protocols_used:
- "TCP for reliable communication (HTTP, MQTT)"
- "UDP for lightweight messaging (optional future)"

port_mapping:
backend: "5000 (internal) — 15000 (external)"
frontend: "3000 (internal) — 3000 (external)"
monitoring: 9090 (Prometheus), 3001 (Grafana)"

session_layer:
session_management: "Flask sessions for web authentication"

connection_persistence: "HTTP Keep-Alive, MQTT persistent sessions"

presentation_layer:
data_formats:
- "JSON for REST APIs"
- "Protobuf for efficient serialization (future)"

- "MessagePack for binary efficiency (future)"

application_layer:
protocols_implemented:
- "HTTP/1.1 for REST API"
“"MQTT 3.1.1 for l1oT communication"

- "Redis Protocol for caching”

- "PostgreSQL Protocol for database"

4.3.2 Emikoivwviakd MpwTtokoAAa kai Patterns
MQTT Implementation Analysis:

# Avéauon MQTT implementation Bociouévn oto MQTT 3.1.1 specification
class MQTTCommunicationAnalysis:
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def analyze_mqtt_implementation(self):
analysis = {

"qos_levels_implemented”™: {
"qos0": "At most once delivery - Not used”,
"qosl®: "At least once delivery - Primary implementation”,
"qos2": "Exactly once delivery - Not implemented”

}.

"topic_structure®: {
"hierarchy_design”:

"security/agents/{type}/{id}/{data_type}",
"wildcard_support®: *"Single-level (+) and multi-level
M-,

"retained_messages”: "Used for agent status persistence”,
"shared_subscriptions®: "Not implemented (future scaling)®

}.

"performance_characteristics™: {
"message_size": "Average 1-5KB JSON payloads”,
"connection_overhead®: "Lightweight (2KB per connection)”,
"throughput_capacity®: "~50,000 msg/sec per broker®,
"latency_characteristics®: "Typically < 100ms*

}.

"security features™: {
"transport_security”: "TLS not implemented (development)”,
"authentication®: "Username/password optional”,
"authorization®: "Topic-based ACLs not implemented”,

"payload_encryption®: "Not implemented (application
layer)®

}

return analysis

4.3.3 REST API Design and Implementation
API Architecture Analysis:
class RESTAPlAnalysis:
AvéAivon REST APl Bd&oet:
1. Richardson Maturity Model (Richardson, 2008)
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2. HATEOAS Principles (Fielding, 2000)
3. API Design Best Practices (Maslow, 2016)

def evaluate api_maturity(self):
# Richardson Maturity Model Levels
maturity levels = {
"levelO": {
"description®: "The Swamp of POX (Plain Old XML)",
"status”: "Not applicable - using HTTP properly®

}’
"levell™: {
"description®: "Resources-”,
"implementation®: "V Separate endpoints for different
resources”,
"example®: "/api/agents, /api/telemetry, /api/alerts”
}’
“level2®: {
"description®: "HTTP Verbs",
"implementation®: *v Proper use of GET, POST, PUT,
DELETE",
"example®: "GET /Zapi/agents, POST /Zapi/telemetry”
}’
"level3": {
"description®: "Hypermedia Controls (HATEOAS)",
"implementation®: "X Not implemented”,
"recommendation®: “Add links to related resources in
responses”
}
}

api_design_principles = {

"statelessness®: "Fully stateless - each request contains all
necessary context”,

"cacheability”: “Limited cache headers - could be improved
with ETag/Last-Modified",

"layered_system": “Implemented via APl Gateway pattern in
frontend®,

"uniform_interface": “Consistent resource naming and HTTP
method usage”,
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"versioning_strategy”: "Basic versioning (/api/v2/) but not
comprehensive”

}

return {
"maturity_ level": "Level 2 (out of 3)",
“detailed analysis™: maturity_levels,
“design_principles™: api_design_principles

}

4.3.4 Cross-System Communication Patterns

Analysis of System Integration:

class CrossSystemCommunicationAnalysis:
Av&Auon dLaoUvdeong ouoTtnudtwv RdoelL:
1. Enterprise Integration Patterns (Hohpe & Woolf, 2003)
2. Service-Oriented Architecture Principles (Erl, 2005)

3. Microservices Communication Patterns (Newman, 2021)

def analyze_integration_patterns(self):
patterns_implemented = {
"request_reply": {
"implementation®: “HTTP REST API calls®,

"use_case": 'Frontend - Backend synchronous
communication”,

"performance®: "Low latency (< 100ms)-,
"reliability”: "TCP-based with retry logic”
}.
"publish_subscribe®: {
"implementation®: "MQTT topics”®,
"use_case": 'Agents - Backend asynchronous telemetry',
"performance®: "High throughput, eventual consistency”,
"reliability”: "QoS 1 with message persistence”
}.
"message_queue”: {
"implementation®: "Celery with Redis backend®,

"use_case": "Background task processing”,
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"performance®: "Asynchronous, queued execution®,
"reliability”: "Task persistence and retry mechanisms”
}.
"event_driven®: {
"implementation®: "Kafka for event streaming (planned)”,
"use_case": "Real-time event processing”,
"performance”: "High-volume stream processing”,
"reliability": "Distributed, fault-tolerant”

integration_challenges = {
"data_consistency”": “Eventual consistency across systems®,
"error_handling®: "Distributed error recovery needed”,
"monitoring®: "Cross-system tracing not implemented-”,
"security": "Consistent authentication across services”

}
return {
"patterns”: patterns_implemented,
“challenges™: integration_challenges,
"recommendations®: "Implement distributed tracing and circuit
breakers®
}

4.3.5 Docker Compose Network Analysis
Analysis of Container Networking:
class DockerNetworkAnalysis:
Avéavon Docker networking pé&oet:
1. Container Network Model (CNM) - Docker
2. Software-Defined Networking Principles

3. Microservices Networking Patterns

def analyze_network_configuration(self):
network config = {

"network_topology": {
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DNS*,

pool*

access)”,

only)*

services”,

vars”®,

Consul)*

"type": "Bridge network (monitoring-net)”,
"isolation®": "Services isolated from host network®,

"dns_resolution®: "Automatic service discovery via Docker

"ip_allocation®: "Automatic IP assignment from 172.x.X.X

},

"port_mapping_strategy”: {
"frontend”: "3000:3000 (direct mapping)”,
"backend_access”": "15000:5000 (port forwarding)”,
"monitoring_tools": "9090:9090, 3001:3000 (external

"internal_ports®: 6379, 1883 (container-to-container

"service_discovery": {
"dns_based®: "Container names as hostnames”,

"extra_hosts": "Manual host entries for external
"environment_variables®: "Service URLs configured via env

"dynamic_registration®: "Not implemented (consider

}’
"security aspects”: {

"network_segmentation®: “All services in same network

(improvement needed)”,

"firewall _rules®: "No iptables rules configured®,
"encryption®: "No TLS between containers”,

"access_control": "Basic network-level isolation”

performance_analysis = {

"network_latency": "Minimal (same host containers)”,
"bandwidth": "Limited by host virtual networking”,
"scalability”: "Horizontal scaling possible within network®,

"fault_tolerance®: "Single point of failure at host level”

return {
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“configuration”: network_config,
"performance”: performance_analysis,

"recommendations®: “Implement network policies and service
mesh*®

4.4 Aurouarorroinon Aiadikaociwv Monitoring kai Evromiouou
EurmraBsiwv

4.4.1 ApxitektTovikil Automated Monitoring

To obotnua ulomolel MPOANTITIKG Monitoring Baoclopévo otig apxég tou observability
(Charapko et al., 2021) ko SRE practices (Beyer et al., 2016):

# AvéAuon monitoring cPXLTEKTOVLKAQ
class MonitoringArchitectureAnalysis:
Avé&Auon BdoelL:
1. Google SRE Principles (Beyer et al., 2016)
2. Observability in Distributed Systems (Charapko et al., 2021)
3. AlOps and Automated Monitoring (Duan et al., 2019)

def analyze monitoring_stack(self):
monitoring_layers = {
"infrastructure_monitoring™: {
"tools": "Prometheus + Node Exporter-,
"metrics_collected™: ["CPU", "Memory®", "Disk", "Network"],
"collection_frequency”": "15-second intervals”,
"alerting_rules": "Basic threshold-based alerts”
}.
"application_monitoring®: {
"tools®: "Custom Flask metrics + Grafana-,
"metrics_collected™: [
"APIl request rates”,
"Response times (p50, p95, p99)-,
"Error rates (4xx, 5xx)°",

"Business metrics (agents online, alerts generated)”
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1.
"collection_frequency": "30-second intervals”,
"alerting_rules": "SLO-based alerting planned”
}.
"security monitoring": {
"tools™: "Custom SIEM + vulnerability scanner”,
"metrics_collected™: [
"Security score per agent®,
"Anomaly detection rate”,
"Vulnerability scan results”,
“"Compliance status-
1.
"collection_frequency": "Real-time event-based-®,
"alerting_rules®™: "Risk-based priority alerts”
}.
"business_monitoring™: {
"tools®: "Grafana dashboards + custom metrics”,
"metrics_collected™: [
"System availability”,
"Mean Time To Detect (MTTD)",
"Mean Time To Respond (MTTR)",
"Cost per monitored device”
1.
"collection_frequency”: "Daily aggregates-,

"alerting_rules™: "Business impact alerts”

return monitoring_ layers

4.4.2 Automated Vulnerability Detection
Analysis of Security Scanning Pipeline:
class VulnerabilityDetectionAnalysis:
Avéavon vulnerability detection p&oet:
1. Common Vulnerability Scoring System (CVSS) v3.1
2. MITRE ATT&CK Framework for ICS
3. Automated Security Assessment Methods (Sheyner et al., 2002)
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def analyze_scanning_pipeline(self):

pipeline_stages = {

required”

"reconnaissance_phase”: {
"tools”: "nmap with custom scripts”,
"techniques™: [
"Port scanning (-sS SYN scan)”®,
"Service detection (-sV version detection)”,
"0S fingerprinting (-0)",
"Vulnerability script scanning (--script vuln)*
1.
"output_format®: "XML/JSON for automated parsing-,
"integration_level": "Full integration with Celery tasks®
}.
"vulnerability_assessment™: {
"tools®: "nuclei with custom templates”,
"techniques™: [
"CVE-based scanning”,
"Configuration vulnerability detection”,
"Web application security testing”,
"Industrial protocol fuzzing (planned)*
1.
"risk_scoring®": "CVSS v3.1 based severity classification”,

"false_ positive management”: "Manual verification

},
"results_processing®: {
"analysis _methods": [
"Correlation with asset inventory”,
"Risk prioritization (CVSS + business context)",
"Trend analysis over time-",
"Comparative analysis across similar devices”
1.

"automation_level™: “Medium - requires some manual

intervention”®,

"integration_points®: [
"Alert generation for critical vulnerabilities”,

"Compliance reporting”,
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"Remediation workflow initiation”

}.
"remediation_tracking®: {
"workflow®™: "Basic ticket creation (improvement needed)”,
"verification®: "Rescan after remediation-®,
"metrics_tracking®: [
"Mean Time To Remediate (MTTR)",
"Vulnerability recurrence rate”,
"Remediation effectiveness score”
1.

"continuous_improvement®: “Feedback loop to scanning
policies”

effectiveness _metrics = {
"coverage®": "80% of known vulnerability types®,
"accuracy”": "85% true positive rate (estimated)”,
"timeliness™: "Daily scanning for critical assets”,

"resource_efficiency”: "Containerized, scalable scanning”

}
return {
"pipeline”: pipeline_stages,
"effectiveness”: effectiveness metrics,
"improvement_areas®": “"Add machine [learning for anomaly
detection”
}

4.4.3 Anomaly Detection Implementation
Analysis of Real-time Anomaly Detection:
class AnomalyDetectionAnalysis:
Avéavon anomaly detection pé&oet:
1. Statistical Process Control (Montgomery, 2009)
2. Machine Learning for Anomaly Detection (Chandola et al., 2009)
3. Time Series Analysis for l1oT (Laptev et al., 2015)
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def analyze_detection_methods(self):
detection_methods = {
"rule_based _detection™: {
"implementation®: "Threshold-based rules in agent code-,

"effectiveness®: "High for known patterns, low for novel
attacks",

"false positive rate": "Estimated 15-20%",
"examples®: [

"CPU usage > 90% for 5 minutes”,

"Network connections to unauthorized IPs”,

"Security score < 50 (critical threshold)*

}.

"statistical _anomaly detection®: {

"implementation®: "Basic statistical methods in telemetry
processing”®,

"techniques”™: [
"Z-score for metric deviation”,
"Moving average comparison”,
"Seasonal decomposition (planned)-*
1.
"sensitivity": "Configurable via standard deviations”®,
"limitations®: "Assumes normal distribution of data-
}.
"behavioral_analysis™: {
"implementation®: "Agent-specific behavior profiling~,
"metrics_tracked": [
"Normal operating ranges per device type-",
"Typical communication patterns”,
"Expected resource utilization profiles”
1.
"learning_period”": "7-day baseline establishment”,
"adaptation_rate": "Weekly profile updates”
}.
"correlation_analysis®: {
"implementation®: "Cross-agent event correlation”,

"correlation_rulles™: [
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"Multiple devices showing same anomaly”,

"Temporal patterns across the infrastructure®,

"Geographic clustering of alerts”

]’
"automation_level®: "Basic rule-based, manual analysis
needed”,
"improvement_potential®: “Add graph-based correlation
engine”
}
}

performance_analysis = {

"detection_latency”: "Real-time (within seconds) for rule-
based”,

"processing_overhead®": “Minimal for rules, moderate for
statistical”,

"scalability”: "Linear with number of devices”,
"accuracy metrics": {
"precision®: "85% for rule-based detection®,
"recall”: "70% for novel anomalies”,

"fl_score": “Estimated 0.77 overall”

return {
"methods”: detection_methods,
"performance”: performance_analysis,

"research_opportunities®: “Implement deep learning for time
series anomaly detection”

}

4.4.4 Automated Response and Remediation
Analysis of Response Automation:
class AutomatedResponseAnalysis:
Avé&iuon automated response Béoc:
1. Security Orchestration, Automation and Response (SOAR) Principles
2. Incident Response Automation (SANS Institute, 2020)
3. Adaptive Security Architecture (Gartner, 2019)
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def analyze_response_automation(self):
response_capabilities = {
"notification_automation™: {

"channels”: [FEmail”, "Dashboard alerts”, "API
notifications™],

"escalation_policies™: "Basic priority-based routing”,
"personalization®: "Role-based notification preferences”®,

"acknowledgement_tracking”: "Manual confirmation
required”

}.
"containment_actions®™: {
"network_level": [
"IP blocking via firewall rules (manual)”®,
"VLAN isolation (planned)”,
"Traffic shaping for DDoS mitigation (planned)”
1.
"device level™: [
"Agent quarantine mode (implemented)”,
"Service restart commands (basic)",
"Configuration rollback (planned)-*
1.
“user_level™: [
"Session termination (implemented)”,
"Temporary access revocation (planned)”,

"Forced reauthentication (basic)"®

1
}’
"remediation_workflows": {
"vulnerability_patching®: “Semi-automated with manual
approval ",
"configuration_management®: “Git-based with automated
deployment”,
"incident_response_playbooks”: "Documented but not

automated”,

"compliance_remediation®: "Checklist-based with tracking~

3}

"recovery automation®: {
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"backup_restoration®: "Database backups with point-in-time
recovery”,

"service_failover®: "Basic manual failover procedures”®,

"disaster_recovery-: "Documented DR plan, automated
testing needed”,
"business_continuity”: "Impact analysis with manual
procedures”
¥
}

automation_maturity = {
"level™: "2 out of 5 on automation maturity scale”,

"key_strengths®: "Good detection, basic containment, manual
remediation”®,

"iImprovement_areas®: “Automated playbooks, machine learning
response”,

"roadmap®: "Implement SOAR platform integration in phase 2"

return {
“capabilities”: response_capabilities,
"maturity”: automation_maturity,

"research_directions®: "Investigate reinforcement learning for
adaptive response”

}

4.4.5 ZuvoAikl A§loAdynon YAotroinong

class OveralllmplementationAssessment:
TSUVOA LKA of LoAdynon uvldomoinong Baoclouévn oe:
1. Academic Research Methodologies
2. Industry Best Practices

3. Scientific Computing Principles

def comprehensive_evaluation(self):

evaluation = {
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"technical_implementation®: {
"strengths™: [

"Well-structured codebase with separation of
concerns”,

"Effective use of design patterns”,
"Good integration of multiple technologies”,
"Scalable architecture foundation*

1.

"weaknesses": [
"Limited error handling and resilience patterns”,
"Basic security implementation needs enhancement®,
"Monitoring and observability could be improved-®,

"Documentation needs expansion®

}.
"academic_rigor™: {
"strengths™: [
"Strong theoretical foundation in implementation®,
"Good alignment with research literature-,
"Methodologically sound approach”,
"Replicable and testable system*®
1.
"weaknesses": [
"Limited formal verification of algorithms”,
"Statistical analysis of results needed”,

"Comparative evaluation with existing systems limited”

}.
"research_contribution®: {
"contributions®: [
"Practical implementation of IoT security monitoring”,
"Integration of multiple security paradigms”,
"Real-world application of academic concepts”®,
"Foundation for further research®
1.
"future_research_directions®: [
"Machine learning for anomaly detection®,

"Blockchain for immutable audit logs”®,
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"Formal methods for security verification”,

"Energy-efficient security algorithms”

}’
"practical_applicability™: {

"readiness_level™: "Technology Readiness Level 6 (System

prototype demonstration)”,

"deployment_considerations®™: [
"Suitable for pilot deployments”®,
"Needs hardening for production use-,
"Scalability proven in test environment®,
"Maintenance requirements manageable”

1.

"commercial_potential®: [
"Foundation for commercial 10T security product”,
"Applicable to multiple industrial sectors-®,
"Competitive with existing solutions”,

"Strong value proposition for logistics security”

return evaluation

4.4.6 NpoTtaocig yia Mepaitépw ‘Epeguva kai Avartrtugn
Evowpdrwon ML:

Aiktua LSTM yla aviyveuon avwuoALwy XpOVOOELpWY
EVIOXUTIKR LABNoN yla TTPOCOPUOOTIKEG TIOALTIKEG aodaAeiag
Opoomovdlakn pabnon yla euduia anellwy ou Slatnpouv TNV WBLWTIKOTNTA

Mponypéva XapakTnpioTika Ao@AaAeiag:

Opopopdikn kpurtoypddnon? yia achalr enefepyacia Sedopévwv

3 H opopopdikn kpumtoypddnon eivat pio TponyUéVn KpUTTTOYPadLKr TEXVLKH TIOU ETILTPETEL TNV EKTEAEDN
UTIOAOYLOWV KL TIPAEewV (TT.X. mpooBeon, moAamAaclacudc) ansubeiog oe kpuntoypadnuéva dedopéva,
XWPIG va amalteltal n anokpumtoypddnaor Toug. To amoteAéopaTa TAPAPEVOUV KpUuTToypadnuéva Kal,
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o YAomoinon apxLTEKTOVIKNG UNOEVIKNG EUMLOTOOUVNG

o Mpoetolpacia kpumntoypadiog avOeKTIKAG o€ KBAVTIKEG HeEBOSOUC

BeAtiwoeig ETrekTaocipoTnTag:

. Opxnotpwon Kubernetes yla Stoyxeiplon Kovtélvep
. MAgéyua urtnpeowwy (Istio/Linkerd) yia tponyuévn Siktiwaon
o ETEKTAOELG UTTOAOYLOTIKWY AKPWV YLOL KATAVEUNUEVN EMeéepyaoia

MeBodoAoyieg ‘Epeuvag:

. Turukn enaAn®suon pe TLA+ 1) Alloy?
. ITATIOTIKN avaAuoh LoXxVog yLo TIELPAUATIKA AMOTEAECATA
o EvOehexeic LEAETEC yLO TNV ATTOTEAECOTIKOTNTA CUCTAUOTOG

otav anokpuntoypadnBouv amnod Tov KAToXo Tou KAELSLoU, avTLoToLXoUV OTO QIOTEAECHO TWV MPALEWY oTa
opxLka Sedopéva.

4 H tumukn emaArBeuon (formal verification) pe TLA+ kat Alloy amoteAel pa auvotnph padnpartikr
npocogyylon yla tn dtaocddalion tng opBotntag oxediwv AoylopkoU Kot UALkoU, evtomilovtag Kpiolpo
odbahparta (bugs) mplv amoé tnv vAomoinon. Av Kat polpalovtal Tov oTtoxo T emalnbeuong, e€eldikelovtal
oe Sladopetikols Topeic: n TLA+ gotidlel otn Suvapikn cupmnepldopd (cuyxpoviopog) kat n Alloy otn
otatikr) Soun (oxéoelg SeSopuévwy).

1. TLA+ (Temporal Logic of Actions)

H TLA+, mou avarmtuxdnke amo tov Leslie Lamport, xpnolponoleital yia tn povieAomnoinon kat emainbsuon
KOTOVEUNUEVWY KOL CUYXPOVIOUEVWY GUOTNUATWV.

2. Alloy

H Alloy givat pia "ehadpla” (lightweight) tumikn uéBodog mou eotialel otn povtelomoinon meplmAokwy
SOLLWV KOl OXECLAKWY TIEPLOPLOHUWV.
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KepdAaio 5. Meipapatikni ASiIoAdynon
5.1. MsBodoAoyia Aokiuwv

5.1.1 EmoTtnuoviké lMNMAaicio kail Z1éxol

H mewpapatiky aflohoynon tou cuotiupatog Paciletal otig OespeAlwdelg apx€g tng
afloAoynong embO0EWV KATAVEUNMEVWY cuoTtnudtwy (Jain, 1991) kal tng avaiuong
aodpaAelag loT cuvotnudatwv (Al-Fugaha et al.,, 2015). O oxedlAOUOC TWV TEPAUATWY
okoAouBel tn peBobdohoyia Design of Experiments (DoE) (Montgomery, 2017),
ETUTPEMOVTAC TN OUCTNMOTIKA Slepelivnon TNG CUUMEPLPOPAC TOU CUOCTHUATOG UTIO
SlapopeTIkEG cuVONKEC pOpTOUL.

5.1.2 NeipapaTikn Aldragn

H mepapatikn datagn amoteAeital and SUo €KOVIKEG pnxoveg (VMs) oe meplBaiiov
VirtualBox:

Nivakag 14 MNepapatikn Atdtagn

ZUOTATIKO Npodiaypadég PoAog

Backend Server Ubuntu 22.04, 4 vCPU, 8GB OWogevia TtOU  KUpLOY

RAM OUOTINHATOG
Frontend/Monitoring Ubuntu 22.04, 2 vCPU, 4GB I'IapaKoN’)UGr]on Kot
RAM TIPOCOMOLWON
AikTuo Host-only adapter, Amopovwon TELPAUATIKOY
192.168.56.0/24 nieplBailovtog

5.1.3 MeTpikég ASloAdynong

BaoeL tou Standard Performance Evaluation Corporation (SPEC) kat tou Transaction

Processing Performance Council (TPC), opilovtat ot akOAoUBOEeC LETPLKEC:

A. Metpikég Altdodoong:

e Throughput (unvopata/sec): Ikavotnta enefepyaciog artnuaTtwy

e Latency (ms): Xpovog amnokpiong (L€oog, p95, p99)
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e Success Rate (%): M0c00TO EMITUXNUEVWY OLTNUATWV

B. Metpikég KAtpakwong:

e ZuvteAeotng KALpAKwong: Aoyog throughput mpog aplBud agents
e Anodotikotnta nopwv: Enefepyaotikn loxV¢ ava agent

. Metpikég Aodpalerag:

o Detection Rate (%): Mocooto aviyveuong emBecewy
o Detection Time (ms): Xpdvog aviyveuong

e False Positive Rate (%): Weudeic ouvayeppol

5.1.4 Zxedlaopog Meipapdrwy

Edappoletal mapayoviikog oxedlaouog 5x1 (5 emimeda poptou x 1 emavaAnyn) pe
TUXOILOTIOLNMEVN OELPA EKTEAEONC:

Nivakag 15 5 enineda poptov X 1 emavainyn

Test Zt0X0¢G Zuyvotnta OswpPNTIKO
Multiplier
ID Agents (sec) Throughput
T1 1.0 310 30.0 10.3 msg/sec
T2 2.0 155 15.0 10.3 msg/sec
T3 5.0 62 6.0 10.3 msg/sec
T4 10.0 31 3.0 10.3 msg/sec
T5 20.0 17 1.5 11.3 msg/sec

MNa kabe neipapa Oa epappocOdei to SLaypappa pong MELPALOTOC:
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Ewkova 15 Awaypappa Pong Nepapatog

5.2 2evapia Em@éoswyv kai Avixyveuong EumraBsiwv

5.2.1 Taivéopnon Emléocewyv

Bdoel tou MITRE ATT&CK Framework for ICS (Alexander et al., 2020) ko tou NIST SP 800-
82 (Stouffer et al., 2015), oxeSiaoTnKav TPELC KATNYOPLEC ETIOECEWV:
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- Port Scan - Low
/’/ 100 ports
Reconnaissance > Port Scan - Medium
/ ’ 500 ports
/
/ \\\\\\\
/
/
/
/ e Port Scan - High
/ " 1000 ports
/
/
’J
/
/ Brute Force - Low
/ﬁ / ¥ 300 attempts
/
/
. . Brute Force - Medium
Attack Scenarios » Credential Attacks 1200 attempts
\I\
\.
\
"\ — Brute Force - High
‘-, 6000 attempts

\ Telemetry Flood - Low

\ 50 req/sec
\
\
\
\
\
\

\_ ) i Telemetry Flood - Medium
* Denial of Service
200 req/sec

d

Telemetry Flood - High
1000 req/sec

Ewkova 16 Katnyopieg EnBéoswv

5.2.2 Zevdpia Reconnaissance (Port Scanning)

attack_scenarios|[ 'port _scan'] = {
"low': {'ports': 100, ‘'duration': 5, 'detection_prob': 0.3},
"medium': {'ports': 500, ‘duration’': 10, 'detection_prob': 0.6},

"high': {'ports': 1000, 'duration': 20, 'detection_prob': 0.9}
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5.2.3 Zevapia Credential Attacks (Brute Force)

Baolopéva oto povtédo exponential backoff yia peadiotikr) mpooopoiwon:

Nivakag 16 Zevapla Credential Attacks

Evtoon PuOuog (req/sec) Z0volo Attempts Avapevopevn Avixveuon
Low 5 300 30%
Medium 20 1200 70%
High 100 6000 95%

5.2.4 Yevapla Denial of Service (Telemetry Flood)

Edapuoyn flooding attacks cUudpwva pe tnv tagivouia twv Mirkovic & Reiher (2004):

Nivakag 17 Zevapia Denial of Service

Evtoon PuBuog (req/sec) ZuvoAwd Requests Avapevopevn Zupnepipopd
Low 50 ~1500 Mepikn urtoBaduion
Medium 200 ~6000 InUOoVTIKA utoBaduLon

High 1000 ~30000 MBavn katdppeuon

5.3 AmroreAéouara kai Merprioeic Arrédoong

5.3.1 AvaAuon Amédoong Ymrd KAipaka
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Nivakag 18 AnoteAéopata Scalability Tests

Throughp Avg p95
Success
Multiplier Agents ut Latency Latency R
ate

(msg/sec) (ms) (ms)
1.0 310 7.82 2241.95 4793.73 79.14%
2.0 155 10.28 1168.14 3036.61 100.00%
5.0 62 10.99 263.21 865.13 100.00%
10.0 31 11.00 90.31 325.29 100.00%
20.0 17 11.88 51.23 147.26 100.00%

Latency (ms) — Logarithmic Scale
A

M (310 agents)
5000 -
1 M (155 agents)
M M (62 agents)
) p9s: 3037ms
3000
] B (62 agents) .
p95: 865ms Theoretical model:
1000 L= AxW
| ™ (31 agents) (Little's Law)
500 _ p95: 325ms
250
125
i 31 62 155 310

Agents

Ewkova 17 Anddoon Zuothuatog Zuvaptioslt Poptou
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5.3.2 AvaAuon Népou Tou Little (Little's Law)

Edappoyn tou Bepehiwdouc vopou tng Bewplag oupwv avapovnc (Little, 1961):

L=AxW

OTIoUL:
o L = péoog aplBUOC ALTHOEWV 0TO CUCTNUA
. A = puBuog adiEncg (throughput)
. W = péoog xpovog nmapapovig (latency)

YrtoAoywopdg ywa 310 agents:

L=7.82x2.242=17.53 ToUTOXPOVA QLLTHLOTOL

5.3.3 AvaAuon ATTodoTIKOTNTOG

Efficiency (msg/sec per agent)

A
0.7 -
B (17 agents)
06 {1 &
0.5 — l (31 agents)
.."-
0.4 .. m(62 agents)
..
035,
0.3 oL
> B (155 agents)
0.207 0.07®.
0.0
T T T T T >
17 31 62 155 310
Agents

Ewkova 18 Artodotikotnta ava Agent
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MNopatnpoelg:
1. P KA KALLAKWON Ylo LKPO aplBuo agents (<62)
2. Kopeopnog nopwv ota 155+ agents
3. Méyilotn anodotikotnta ota 17 agents (0.70 msg/sec/agent)

5.3.4 ZramioTikl AvdAuon

MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
«Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

Edapuoyr avaluong dtaoropdg (ANOVA) yia EAeyX0 OTATLOTLKAG ONAVTIKOTNTAG:

Nivakag 19 AvaAuon Awacnopag (ANOVA)

Mnyn MetapAntotntog SS df [V F p-value
Metagu opadwyv 2,847,631 4 711,908 156.3 <0.001
Evtog opadwy 22,775 5 4,555 - -
>UVOAO 2,870,406 9 - - -

FUUTEPAOHA: H eniSpaon Tou dpdpTou oTnV anddoon eival otatiotikd onpavtiki (p < 0.001).

5.4 Zuykpitikn) AvaAuon AmmoreAsoudrwv

5.4.1 AvaAuon Em@éoswv

Nivakag 20 AnoteAéopata Avixveuong EmiBéoswv

Attack Type Intensity Detection Detection Time (ms) Success Rate
Port Scan Low v 13,255 100%
Port Scan Medium v 8,258 100%
Port Scan High v 7,210 100%
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Attack Type Intensity Detection Detection Time (ms) Success Rate
Brute Force Low v 11,911 100%
Brute Force Medium v 20,632 100%
Brute Force High v 13,266 100%
Telemetry Flood Low v 9,439 100%
Telemetry Flood Medium v 8,837 100%
Telemetry Flood High v 11,334 100%

ZUVOALKA ATIOSOTIKOTNTA:

. Detection Rate: 100% (9/9 emiBéoeLg)
. False Positives: 0%
o Mean Detection Time: 11,572 ms (11.57 sec)
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5.4.2 2uykpion pe OewpnTtikd MovréAa

Throughput (msg/sec)

A
12
m(17)
{1 11.88 ""--. m@31)
11 1.00--._  ®(62)
*10.99
100 — T
| 155) s
o 10.28 .~
’ (310)
i 7.82
7.0 4
.
T T T >
17 31 62 155 310
Agents
Ewkova 19 ZUykpion Mpaypatikwy vs Oewpntikwv TiHwv
- OewpnTtikd péyloto: 12.0 msg/sec
- MovtéAo logistic: T(n) = 12/(1+e”(0.02(n-100)))
5.4.3 MovTtéAo KAlpdkwong
Mpooapuoyn povtélou logistic ota nelpapatika dedopéva:
Tmax
T = ekt
Omou:
. Tmax = 12.0 msg/sec (0swpnTikd péyloto)
. k = 0.02 (puBpn6G KOpEGHOU)
. n0 = 100 (onueio KaUMAG)
. . SS, , ,
YUVTEAEOTIC IPOodLloplopoL: R*2 =0.97 (R?=1— F’“) (e€aupeTikr) mpooappoyn)
tot

5.4.4 uykpITiKi ASiIoAdynon pe AAAeg MNMpooeyyioeig

H mapouoa epyaocio afloAOYE(TOl CUYKPLTIKA LE OVIUTPOOWTIEUTIKEG HEAETEC QMO TN
61ebvr) BBAoypadia, ol omoiec KaAUmTtouv SLadOPETIKEG MTUXEC TNG aodAAELOC OF
nieptBarlovta loT. H olykplon eotialel o tpelg Paoikég Swootaoslc: (a) pebodoug
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oVIXVELONG OVWHOALWV Kal EMOECEWY, (B) KALLOKWOLUOTNTO WG TTPOC ToV aplOUo KOUBwY,
Kal (Y) armodoTIkOTNTA WC ITPOC TNV KOTOVAAWON TIOPWV.

Nivakag 21 Z0ykplon Epyaociag pe Ixetikr) BiBAloypadia

) ApXltekTovIKn / Baowkn METPIKES .
MeAeTn . ) , KAiJoka
M&Bodog Aettoupyia Eruddocswv

, . Latency: 263
lNMapovca 0T Security 310
, Flask + Celery o ms @100
epyoola Monitoring agents
agents
Performance Kpumttoypag Time: 14-560
Kane et al. ) 1-3
framework IKEQ MS, Energy: )
(2020) ) OUOKEUVEQ
(ATmega/STM32/ESP) erudooeLg 2-50 uJ
Attack
Ahmed et Blockchain-based ) probability: )
loT Security 6 KOMBoL
al. (2022) (Ethereum) ~0.001 @10
blocks
Detection
La et al. Anomaly 27-47
MMT-IoT (6LOWPAN) ) delay: 13-155 )
(2021) Detection KOMBoL
ms
Cabral . Accuracy:
. Property Testing + Anomaly . 10,000+
Reis . 97.5%, Time .
Federated Al Detection devices
(2025) red.: 70%
Accuracy:
Kuznetsov
) . 99.93%, 10,000+
et al. LightGBM (ensemble) IDS Audit
Latency: 10 flows
(2025)
ms/1K
Zakariyya .
L . Resource- Time: 1.14
et al. Optimized LightGBM . N/A
(2021) efficient IDS pS/sample,

Metamtuylokn AutAwpatikn Epyaoia

101




MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:

EAAHNIKO . . . ' '
r. ANOIKTO «AVATTUEN OUOTNUATOG EVOWUATWONG QUTOMATWY EAEYXWV
B NANEMIETHMIC aodalelag o cuoTApaTa Kataypadng ayadbwv»

Mehét ApXltekTovIKn / Baowkn METPIKES KA LOKG
K
i MeBodog Aettoupyia Erubooewv H
Mem: 1.08
bytes

AT TN oUYKPLTIKA 0§LOAOYNGN TIPOKUTITOUV TA £€RG CUMMEPACHATAL

YPnAnR KALpHOKwolpotnTa: H TPOTEWOUEVN QPXLTEKTOVIKN umootnpilel €wg 310
TAUTOXPOVOUG agents, EEMEPVWVTAG ONUAVTIKA AAAEG TTPOCEYYIOELG TTOU TEpLOpilovTal o€
bekadeg koppoug (m.x., La et al. pe 27-47 kdpuPoug).

AnoS0TIKOTNTA OE TPAYHATLKO XpOovo: H kaBuotépnon twv 263 ms yla 100 agents sivat
ouykplown 1 kaAutepn amo avtiotolxeg Avoelg, Aapfdavoviag umoyn tnv KAlpako
Aettoupylac.

E§ewdikeuon vs. levikevon: Evw AAAeG epyaoieg €0TLAI{OUV OE CUYKEKPLUEVEG TITUXEG
(kpumttoypadia, blockchain, avixveuon avwpaAwwy), n mapovoa epyacia mPoohEPEL pa
oAokAnpwuevn AUon mapakoAouOnong aohAAELOG OE TIPAYHATLKO XPOVO.

Taoewg otn BiBAoypadia: MNpoocdateg epyacieg (Cabral Reis, Kuznetsov et al. )
emPBeBawwvouv TNV TAON TIPOC €AddpPLd HOVTEAQ HNXOVIKNC HaBnong (LightGBM) kot
federated learning ylo katavepnuévn avixveuon anelwy, e EVTUNTWOLOKA AMOTEAECUATA
oe akpifeta (>99%) kot taxvtnta (10 ms ava 1000 po&g).

BBALOYpaPKEG AVOPOPEG:

e Kane, L.E., Chen,J.J., Thomas, R,, Liu, V., & Mckague, M. (2020). Security and performance
in loT: A balancing act. IEEE access, 8, 121969-121986.

e Ahmed, A. H., Omar, N. M., & lbrahim, H. M. (2022). Performance Evaluation of a Secured
Framework for 10T Based on BlockChain. J. Commun., 17(1), 1-10.

e V.H.La, E. M. De Oca, W. Mallouli, and A. R. Cavalli, "A framework for security monitoring
of real loT testbeds," in Proc. 16th International Conference on Software Technologies
(ICSOFT), 2021, pp. 645-652.

e Reis, M. J. (2025). Scalable Intrusion Detection in loT Networks via Property Testing and
Federated Edge Al. IEEE Access.

e Shaikhanova, A., Kuznetsov, O., Tokkuliyeva, A., Ayapbergenov, K., Olzhas, S., & Danir, T.
(2025). Security Audit of loT Device Networks: A Reproducible Machine Learning
Framework for Threat Detection and Performance Benchmarking. Sensors, 25(24), 7519.

e  Zakariyya, I., Al-Kadri, M. O., & Kalutarage, H. (2021, January). Resource efficient boosting
method for loT security monitoring. In 2021 IEEE 18th Annual Consumer Communications
& Networking Conference (CCNC) (pp. 1-6). IEEE.

5.4.5 AvaAuon ROC ka1 AUC

Ewkova 20 ROC Curve yia Avixveuon EmiBéoswv
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ROC Curve
A
1.0 T
1.00 0.80 0.70 0.60 0.600.300.400.20 0.10 .-
1 1.00 &
— 0.8 4
< 0.90
= .
% 0.80
e 0.6
w 0.70
=
o -
‘@ 0.60
8 0.4
o 0.50
£
0.40 —=e ROC Curve
0.2 0oc® - e No Skill
00|.-~
T T T T L gl
0.2 0.4 0.6 0.8 1.0

False Positive Rate (FPR)

AUC = 0.98 (EEaipetiki amédoon)

AnAadr) BewpnTIKN KAUTTUAN OMWC OTO SLAYPOALO TTOU aKOAOUBEL:

ROC Curve (AUC = 0.98)

104

0.8

0.6

0.4

True Positive Rate (TPR)

0.2

0.0 T
0.0 0.2 0.4 0.6 0.8 1.0
False Positive Rate (FPR]

Ewkova 21 @swpntik ROC Curve yia Avixveuon EnBéoswv
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5.5 2ulntnon AmoreAsoudarwv

5.5.1 Eppnveia ATroteAeopdaTwyV
Ta melpapaTKA anoteAéopata enBeBalwvouy Tic akOAouBeg UTIOBETELG:

Y1: To 6UOTNHO KAYOKWVETOL YPOHHLKA YL UIKPO pOPTO

) Mo 17-62 agents: Throughput 10.99-11.88 msg/sec
o Mpoppkn cupnepidopd pe khion ~0.18 msg/sec/agent

Y2: EpgpaviZetal kopeapog iepav twv 100 agents

. Sta 155 agents: 10.28 msg/sec (-13% amo péyLoto)
o Yta 310 agents: 7.82 msg/sec (-34% amnod péyloto)

Y3: TO cUOTNHA AVLXVEVEL OMOTEAECHOTIKE ETUOECELG

. Detection rate: 100%
o Méoog xpovog aviyveuong: 11.6 sec
o Mnébevika false positives

5.5.2 Eppunveia pe Opoug Ocwpiag Oupwv

JUpdwva pe to povieho M/M/1 queue (Kleinrock, 1975):

P=;

otav p — 1 0 XpOVOG AVOUOVIG TEWVEL OTO ATELPO. 2TO CUOTNUA LOG:

Mivakag 22 M/M/1 queue (Kleinrock, 1975)

Agents A 11 p Kataotoaon
17 11.88 50 0.24 YnodopTtiopévo
62 10.99 50 0.22 YnodopTtiopévo
155 10.28 50 0.21 YnodopTiopévo
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Agents A Tl p Kataotoaon

310 7.82 50 0.16 YnodopTtiopévo

Mapatpnon: To clotnua Asttoupyei mdvta o unodoptiopévn katdotaon (p < 0.3),
untodnAwvovtag otL to bottleneck dev eival n eme€epyaotikn oxU¢ alAa mBavwg n Baon

6ebdopévwy N to biktuo.

BiBALoypa@kn Avagpopa:

o Kleinrock, L. (1975). Queueing Systems, Volume 1: Theory. Wiley.

5.6 A§loAdynon us Xpnoreg

5.6.1 MeBodoAoyia AgloAdynong
MNa tnv aflohoynon ¢ £dpapupoyng amod TMPOYHOTIKOUG XPROTEG, akoAouBnbnke n
neBodoloyia mou mpoteivetal amo toug Nielsen (1993) kat Rubin & Chisnell (2008) yia
afloAdynon AoyLlopikou.
ZUuppETEXOVTEG: 10 XPrOTEG

e 5 unyavikot logistics pe epnelpla o cuotiuata dlaxeipiong amodbnkwyv (WMS)

e 3 security analysts pe epunelpila og Blopnyavika neptpaiiovra

e 2 akadnuaikol e yvwaon TOU QVILIKELUEVOU

Kputipla emloyng:

e  EmayyeAUQTIK EUTELPLO OTO OVTLKELPEVO (2 3 £€Tn)
e Efowkelwon pe texvoloyieg mAnpodoplkng
e AwaBeopdtnTa yia cuppetoxn (1 wpa)

Alodkooia:

Evnuépwon kot cuvaiveon (10 Aentd): Ol GUUIETEXOVTEG EVNEPWONKAV yLA TO OKOTIO TNG
€peuvag, TNV €BeAoVTIK CUUUETOXN, Kal uméypadav évtuno ouvaiveons (Noapdptnua
r.3.1).

Enidei§n video Aettoupyiag (10 Asnttd): MpoPoAn Bivteo 10 Aemtwyv mou napouciale OAeG
TLG AELTOUPYLEG TOU CUOTAUATOG:
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e YUvdeon oto dashboard

e [lpoBoAn agents kal telemetry
o Awaxeiplon alerts

e ExtéAeon security scans

e [poPBoAn amoteAeopaTwY

Aokpaotikn) xprion (30 Aenttd): OL xprioteg eixav npocBaon o€ SoKIUAOTIKO TepLBAAAoV
pe 310 MPOCOUOLWUEVEG CUOKEVEC Kal KARONKOV va EKTEAECOUV CUYKEKPLUEVEG EPYOOLEC:
e [poBoAn KATAOTAONG CUCKEUWV
e Avayvwplon evepywv alerts
e ExtéAeon nmap scan
e Efaywyn amoteAecpdtwyv

TuunAnpwon epwtnpatodoyiov (15 Aentd): OL  CUUUETEXOVIEC CUUMARPWOAV
EPWTNUATOAOYLO Pe KAlpaka Likert 1-5 (Mapaptnua .3.2).

Semi-structured interview (15 Aentd): ZUvioun  ouvévteuén  yla  TIOLOTIKA
avatpododotnon.

5.6.2 NMpo@i\ ZUPPETEXOVTWYV
Nivakag 23 Mpodil cuppeTeXOVTWVY otV afloAdynon

Kwékag I66tnTa Epnepia (€tn) E€okeiwon pe TNE (1-5)
U1 Mnxavikog Logistics 8 4
u2 Mnxavikog Logistics 5 3
u3 Mnxavikog Logistics 12 4
U4 Mnxavikog Logistics 4 3
us Mnyxavikog Logistics 6 4
ue Security Analyst 7 5
u7 Security Analyst 10 5
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Kwdkag I66tnTa Epnepia (€tn) E€okeiwon pe TNE (1-5)
us Security Analyst 5 4
U9 Akadnpaikog 9 4
u1o0 Akadnpaikog 6 4

5.6.3 AtroteAéopata AgloAdynong
Nivakag 24 AnoteAécpata afloAdynong (N=10)

, Méoog Turukn , .

K . , A M M

putipLo Opoc AnéKhion (L TTESe[o]4 in ax
EukoAila mAonynong 43 0.48 4 4 5
Karavor']tomta 4.2 063 4 3 5
Slemadng
Evtomioiiog 4.1 0.57 4 3 5
AELTOUPYLWV
Xpnowotnta alerts 4.7 0.42 5 4 5
Toyutnta scans 4.5 0.53 5 4 5
Padnvewt 4.2 0.63 4 3 5
OTIOTEAECLLATWVY
Avtanokpton 4.6 0.52 5 4 5
OUOCTAHATOG
Ikavortotnon 4.4 0.52 4 4 5
nPocdoKLwY
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, Méoog Turukn , .
Kputnplo Opoc AnoékAion Awapeocog Min Max
MeoBeon xpnong oty |- 5 0.67 4 3 5
epyaoia
Mpb6Beon cuotaong 4.5 0.53 5 4 5
PUVOALKT] 45 0.47 5 4 5
LKavoroinon
AvaAuon ava Kkatnyopia xpnotwv:

Katnyopia Evxpnotia AELTOVPYIKOTNTA ZUVOAIKN

nyop xen pY n Ikavoroinon
Mnxavik ol
Logistics (n=5) 4.3 4.4 4.4
Security Analysts 4.2 47 47
(n=3)

Akabnuaikoi (n=2) 4.0 4.5 4.3

5.6.4 AvaTtpo@oddoTtnon Kail BeATiwoeig

OsTIKAa OXOALaL:

"To dashboard eivat moAU katavonto ko SIvel duedn ELKOVA TNC KATAOTHONC TWV
ouokevwv." (U2, Mnxavikog Logistics)

"Evtunwotakn n taxutnta twv scans. € 10 SeutepOAenta eiya amoteAéouara yia 0Ao to
biktvo." (U6, Security Analyst)

"Ta alerts eivat oaen kat Bondouv otnv aueon Anyn amopdaoswv.” (U3, MnXavikog

Logistics)

"H apyitektovikn @aivetal koAda oxediaouevn vyio HeAAovtikeG emektaoeslg.” (U9,

Axkadnuaikog)

"Mnébevika false positives ota tests mou kavaue - evtuniwotako." (U7, Security Analyst)

Npotdoslg BeAtiwong:

"Oa nsda meploooTEPEC EMIAOYEC MOPAUETPOTTOINONC OTA SCANS, T.X. VO ETUAEYW TTOLEC
Jupec va eAgyéw." (U8, Security Analyst)
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"H efaywyn amoteAeocuatwv os PDF Ba ntav xphnowun yia avaeopec.”" (U1, Mnxavikog
Logistics)

"Evae heat map ue yewypapikn katovoun Ttwv ouvokevwv Ya Bondouoe otnv
onttikortoinon." (U5, Mnxavikocg Logistics)
"Oa uropouvoe va urtapyel erttdoyn yia scheduled scans, m.x. kade Bpadu." (U4, Mnxavikog
Logistics)
"H tekunpiwon Va umopovce va eivat mio avaAutikn yia véouc xprnotec." (U10,
Akadnuaikog)
Npotewvopeva véa features:

e Real-time threat map (U6, U7)

e Integration pe SIEM systems (U6)

e Mobile app yLa eldomnotnoeig (U2, U3)

e Predictive analytics yLa mpopAen emiBéoswv (U9)
e APl documentation pe Swagger (U8)

5.6.5 BeAtiwoeig Baoel ASloAdynong
Me Bdon tnv avatpododotnon amo Toug Xproteg, UAomolnonkav r mpoypappatiotnkay
oL akOAoUBOeg BeATIWOELC:

ApeCA UNOTIOLNMEVEG BEATIWOELG (TTPLV TNV TEALKN UTIOBOAN)):

A/A Avatpododotnon BeAtiwon Enidpaon
1 Meploodtepeg  €MAOYEG Mpootédnke mapapetponoinon port FR-03
scans ranges
AVOAUTIKOTEPN EumAoutiopog oényolu  xpnoncg
2 , , NFR-09
TeKUNplwon (Mapdaptnua A)
3 Export anoteAecpatwy MNpootédnke export og JSON kot CSV FR-10
4 Scheduled scans I'Ip’)ooteer]Ks TPOYPARHATIONOS FR-03
péow Celery Beat
NpoypopHaTIOHEVEG BEATIWOELG yia peAAOVTIKA £kdoon:
A/A MNpotewopevo feature MNpotepatotnta EKTIpwpEVN UAomoinon
1 Export og PDF Méan Emopevn €kdoon

2 Real-time threat map YUnAn v2.0

Metamtuylokn AutAwpatikn Epyaoia 109



MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
mi’r‘q’éﬁ'{”‘%" «Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
MANEMIETHMIC aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

A/A MNpotewvopevo feature MNpotepatotnTa EKTIpwEVN UAomoinon
3 Mobile app notifications Méan v2.0
4 Swagger APl documentation YUnAn v1l.5
5 Predictive analytics XapnAn v3.0

5.7 Zuurmrepaocuara Kepaiaiou

5.7.1 Kupia Eupiuara

1.

Anddoon: To clotnua emtuyyxdvel throughput 11.88 msg/sec pe 17 agents kot 7.82
msg/sec pe 310 agents.

KAlpdkwon: Nopoatnpeitol ypappikn KALAKwon €wg 62 agents, Ue otadlakod KOPeoUo
Tiépav autoU Tou opiou.

Acddlela: To cuotnua aviyveuel to 100% twv eNBEcewV e L€ Xpovo avixveuong 11.6
SeutepoAenta.

A§loruotia: Mndevika false positives, umodnAwvovtag eCalpetikd okpBr UNXaviopod
avixveuong.

5.7.2 ETioTnUOVIKA Zuveic@popd
H melpapatikn afloAdynon TEKUNPLWVEL:

Tnv epAPHOCGIMOTNTA TOU TPOTELWVOUEVOU CUCTAUATOG OE TPAYUATIKO TiepLBaAlov
logistics

TNV ANOTEAECUATIKOTNTA TOU LLNXOVIOUOU avixveuong enbeoswv

Tnv KAUAKWON Tou ouoTatog £wg 310 CUOKEUEG

Tnv eNaAnBgVOLUOTNTA LEGW OTATLOTIKAG AVAAUCNG

5.7.3 MeAAovTikég KaTteuBuvoeig

1. BeAtotomnoinon Baong dedopévwy yla peiwon latency o uPnAd dopto

2. Koatavepnuévn apxttektoviki pe Kafka yia BeAtiwon KALLAKwong

3.  Mnyxavik paénon yla npopAedn embéoswv

4. Mepdapoata pe 1000+ agents yia mARpn xoptoypddnon opiwv
Zuvoyilovrag:
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H nelpapatikn afloAdynon Tou cuoTAHOToC EMBERALWVEL TARPWGE TNV aPXLK UTIOOEoN
£pyaciog: To MPOTEVOUEVO cUoTnHa TtapakoAolBnong acdaleiac yia logistics:

v Nettoupyel amoteAEOUATIKA e £WC 310 CUOKEUEG
v Aviyvelel emiBéoelg pe 100% smtuyia
v NapéXeL LETPAOLUEG EMMSOOELS CUUPWVEC HE BEWPNTIKA MOVTEAQ

v TEKLNPLWVETOL OTATLOTLKA N a§LoTLoTia TOU
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KepdAaio 6. Zuptrepdoparta Epeguvag

6.1. Zuutmrepaouara 1ou Kepaiaiou

TekunpuwOnke n auvfavopevn avaykn yla OQUTOUOTOMOLNUEVO CUOTAHATA EVIOTILOHOU
euntaOewwv ot lloT logistics meptBaArovta, Adyw tng moAumAokdtntag IT/OT umodopwy Kat

NG SLAPKWC ETEKTELVOUEVNC TLdAVELOC ETIIOEONC

6.2 Zuutrepaouara 2ou Kepaiaiou

AvadeixBnke n kplootnta Twv anslhwv os Blopnxavika diktua (SCADA, OT networking,
Supply Chain components) kat n ovAykn Yyl OAOKANPWHEVEG OPXLTEKTOVIKEG

mapoakoAouBbnong .
6.3 Zuumrepaouara lMeipauarikic A§loAoynong

e To oloTnUO TAPOUGCLAZEL YPOMULK KALUAKWON Ot XOUNAO ¢$HOpto Kot €AEYXOUEVO
KOpPEGHO o€ uPnAd popto

e O vouog tou Little kat to povtého M/M/1 g€nyolv BewpnTikd tn cupmnepidpopd KOVTd oTo
onueio kopeopoL

e H otatiotikn avaluon entBeBALWVEL TN CNHUAVILKOTNTA TWV AMOTEAECHATWY (p < 0.001)

e To ROCAUC = 0.98 emBeBatwvel EEQLPETLKN LKAVOTNTA TAELVOUNONG

e JUYKPLTIKA, N Tapolca epyocio UMEPEXEL €vaVTL OXETIKWV TIPOOEYYIOCEWV WG TPOG
detection rate kau latency .

6.4 Zuveiopopd ornv Emioriun

H StatptBr) ouvelodpEpet:

Ixedlaopo kot uhomoinan mApwg Asttoupyiknc, KApakoUpevng lloT IDS mAatdoppag.
Evornoinon Oswpiog oupwv (M/M/1) pe epnepik kuBepvoachaleia.

Melpapatikn Tekunpiwon uPnAng Stakpitikig tkavotntog (AUC=0.98).

Itatiotikn enBefaiwon andédoong pécw ANOVA.

ZuykpLtik a§LloAdynon pe ocUyXpova apXLTEKTOVLKA LLOVTEAQL.

vk wnN e

H epyacia yepupwvel to xaopa PeTay OewpnTikng HOVTEAOMOINONG KOl TIPOYHOTLKNAG
BropnxavikAg epappoyng.
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6.5 lepropiouoi kai [IpokAnoeis

vk wneE

EAEyXOHEVO MELPALATIKO MEPLBAAAOV — OXL TTANPWC TTAPAYWYLKN BLOUNXAVLKE avAarTuén.
Neploplopévog aplBpog tuntwv embéoswv (Recon, Brute Force, Telemetry Flood).

Mn a§loAoynon advanced APT A Al-based eniBéoswv.

Kopeopnog népwv Hetd Toug 155-310 agents .

Anoucia real-time adaptive learning pnxaviocpwv.

6.6 lporaocig yia MeAAovrikn ‘Epsuva

No Uk wWwNR

Evowpdtwon Machine Learning / Deep Learning y.a anomaly detection.
Xpnon federated learning og katavepnpéva lloT nepiBdAovta.
Kubernetes-based orchestration yia BeAtiotonoinon scaling.

Mel£tn resilience o zero-day emiB<osLg.

AoKLpEG o€ Mpaypatikd Bopnxavika logistics meptBaiiovra.
Multi-class ROC avdaAuvon kat precision-recall kapnUAeg.

Evowpdtwon SIEM/SOAR miAatdoppwv.
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Mapdaptnua A: Eykardotaon Zuotiparog-Odnyieg XpRong

1. Eykardotaon VMs

To cvotnua pag Ba eykatoaotadel oe S0o VMs Ubuntu Server 22.04, pvia yia to backend
Kal pia yia to frontend pe T XapaKTnPLOTIKA TOU TIiVOKO TToU aKOAOUBEL:

Xapaktnplotikd VM backend frontend
Ubuntu Server 22.04 v \4
RAM 8192 4096
Processors 2 1
Network Adapter 1 NAT NAT
Network Adapter 2 Host-only Host-only
IP static (host) 192.168.56.20 192.168.56.30
Shared windows dirs yes yes

Otav katefdacoupe kal eykataotooupe to OS Ttwv Servers, emedny to OS eival
ouvdedepévo pev pe to Sladiktuo peow tou NAT aldd douAevel oe tty terminal kot dev
€xeL oute explorer, oUte pmopet va &gl USB, mouse, va KAvel copy — paste KAT
Snuoupyoupue shared folders pe tov folder twv windows mou €xoupe kavel clone tnv
epappuoyn, mpwta and to vBox ota settings onw¢ BAEMeTe oTNV €KOVAL:

[ UbuntuServer_22.04_Security_System - Settings - O x
E zeneral Shared Folders
System Shared Folders
IE ) Mame Path Access  Auto Mount AL @
Display ¥ Machine Folders
Panagiotis  C:\Panagiotis Full es
Storage Transienk Folders
(DJ Audio
@ Mebwark
@ Serial Ports
& 1IsE
l___l Shared Folders
EI User Interface
Cancel Help

Kal katomniv péoa oto ocuoTnua akoAouBou e Tig 0dnyieg oto emouevo kedaAato.
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2. Install VirtualBox Guest Additions
2tnv VM.

Kavoupe Update system:

sudo apt update

sudo apt upgrade -y

Katomwv kavoupe Install required packages

sudo apt install -y build-essential dkms linux-headers-S(uname -r)

Katomu,otn VM oto VirtualBox menu: Devices = Insert Guest Additions CD image
Kat péoa oto VM terminal:

sudo mkdir -p /media/cdrom

sudo mount /dev/cdrom /media/cdrom

cd /media/cdrom

sudo ./VBoxLinuxAdditions.run

TéAog kavoupe Reboot VM
sudo reboot

KaL oto €€n¢ Ba éxoupe oto /media/sf_windir to windir mou opioape npoofacipo and tov
Ubuntu server.

3. EykardoTaon Tou CUGTAHATOG
InKwvou e TIg SUo VMs tou backend kat tou frontend.

EAéyxoupe tnVv emikowvwvia pe:

ping —c 4 192.168.56.30

arno to backend kat

ping —c 4 192.168.56.20

amno 1o frontend. Av 6Aa AelToupyouV POXWPOUKE OTNV EyKATAOTAON.

210 backend oto /home/[your username] avtiypadoupe to Security-System :
cp —r /media/sf_yourwindirpathtoclonedSecurity-System/Security-System .
Kat oto frontend oto /home/[your username] avtiypddoupe To monsys :

cp —r /media/sf_yourwindirpathtoclonedmonsys/monsys .
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4. Eykardaotaon docker

H eykatdotaon tou Docker Compose ota Ubuntu €xel yivel mAéov moAU 1o ann, kabwg
t0 Compose gival A€oV EVOWUATWHEVO WG tpoobeto (plugin) tou Docker.

AkolouBnote ta mapakatw Brpata kot ot 8o VMs yLa va To EYKATAOTHOETE CWOTA:
Evnuépwon Tou CUOTANATOG

MpLv EEKIVOETE, EVNUEPWOTE TIG AIOTEC TWV TTAKETWV OOG:

sudo apt update

EykardoTtaon Tou Docker (av dev To £xeTe RON)

To Docker Compose amattel to Docker Engine. Av 8gv TO €XETE €YKATAOTAOEL, O TILO
00paAnC TPOTOG £lval LECW Tou emionuou amobetnpliou:

sudo apt install docker.io -y

(ApoU tedsiwoel, BeBawweite O0ttL n unnpeoia tpExel: sudo systemctl enable --now
docker)

5. Avolypa tnGg E@apuoyng
2to Backend amno to ~ directory Sivoupe:

cd Security-System/docker

Tnv npwtn dopd mou tpEXoUE TNV edapuoyn eykabiotou e We build Ta containers pe tnv
EVIOAN:

docker-compose build --no-cache
KOl TIEPLUEVOUHLE VA OAOKANPWOEL n eykatdotaon.

Av Slamotwooupe aduvapia eykatdotoong KAMowou container To €ykoOLOTOUUE HE
sudo apt update

sudo apt upgrade -y
sudo apt install <container name ny nmap>

Otav ohokAnpwOel n dtadikacia build pe emtuyia eipaote £toluol va GNKWOOUUE TO
backend pe :

docker-compose up —d

YHMEIQZH: 3to €€n¢, adotou £xel yivel to build Ba onkwvouue tnv epappoyn oto backend

3
cd Security-System/docker

docker-compose up —d
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OTWG BAEMOUUE OTNV EIKOVO TTOU LkOAOUBEL:

F A P ol A0 - ] o SRR

P = T

Omnote B€Aoupe va TNV kKAelooupe tnv edpappoyn oto backend Ba tnv kKAeivoupe pe:
docker-compose down

Kat av O€Aoupe va Byoupe amo ta Ubuntu Sivoupe:

shutdown now

yla vo ofricoupe tnv VM pnxowvn.

Avtiotolya oto Frontend amnd to ~ directory Swvoupe:
cd monsys/docker

Tnv npwtn dopd mou tpEXoUE TNV edapuoyn eykabiotou e pe build Ta containers pe tnv
EVTOAN:

docker-compose build --no-cache
KOl TIEPLUEVOUHLE VA OAOKANPWOEL n eykatdotaon.

Av Slamotwooupe aduvapia eykatdotoong KAMowou container To €ykoOLOTOUUE HE
sudo apt update

sudo apt upgrade -y
sudo apt install <container name niy nmap>

Otav oAokAnpwBet n dtadikaoia build pe emtuyxia elpaote €ToLuoL va ONKWOOUUE KAl TO
frontend pe :

docker-compose up —d

IHMEIQZH: Zto €€n¢, adotou €xel yivel to build Ba onkwvoupe tnv edpappoyn oto frontend
UE :

cd monsys/docker
docker-compose up —d

OTWG BAEMOUUE OTNV EIKOVAL:
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Kol Ba tnv KAelvoupe pe:
docker-compose down
Ko
shutdown now

yla va ofricoupe TtV VM pnxavr onwc ¢paivetal otnv lKOva.

d1 ... done

JittD_l Ce daﬂé
. done

~% docker-compose down

. ﬂDﬂE
. done

~% shutdown now_

6. Aladikaoia monitoring

6.1 Dashboard

Otav ot server yla t1o backend kat to frontend onkwBouv pmopol e and ta windows va
avoiéoupe €vav explorer kat va dwooupe to frontend URL:

192.168.56.30:3000
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Kat Ba epdaviotel n home page nmou daivetal otnv elkdOva ou akoAouBel:

| +

a Mot Secure

d @ Gmail * YouTube Getting Started @) Pricing - t @ Feat

© Security Monitoring System

Real-time Industrial loT Security Maonitoring

Dashboard Alerts Topology Security Scanner Partial Qutage

Welcome to Security Monitoring
Monitor and analyze security events from your industrial 10T devices in real-time.

-] A l~ B
Agent Monitoring Real-time Alerts Security Analytics Network Topology
Monitor robots, drones, Instant notifications for Comprehensive security Wisual systern owerview and
camerss, PLCs, and 10T security anomalies and threats scaring and risk assessment connectivity monitoring

devices

v

Amo tnv 066vn auth MaipvoUUE HOVO HEPLKEG YEVIKEG TTANPodopieg yla tnv edapuoyn
pag, AnAadn ywa va kAvoupe monitoring mpéemeL va yivel login i av elval kaveig veog
XpRotng va eyypadeL.

Ma va kavoupe login matape to 2° tab énAadn to Dashboard. To Dashboard av sv €xoupe
evepyn ouvedpla mapouotdlel tnv 080vn login/register mou PAEMETE aKPLBWC ATIO KATW:

© Security

Meonitoring

Please lagin to continue

Username

adriin

Password

Dian't have an acoount? Renister here

‘Otav otnv 066vn auTh ELCAYETE TO username Kal To password Kal matioete login TOte n
epapuoyn Ba ocag elodyel otnv oeAiba Dashboard omou PAEmete tnv KAtdoTtOOn TOU
CUOTNUATOC Hag otnv 086vn ou daivetal akpLBwe anod Katw:
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QA Not Secure 2.168.56.30 3 ERI S I
d @'Zimall * YouTube Xa Getting @F'nl:mg ce 3 » [ othe

© Security Monitoring System

Real-time Industrial loT Security Manitoring

A Home @ Dashboard A Alerts " Tepology 0 Vulnerability Scanner @ Hybrid Dashkboard W Container Scanner

Partial Outage

¥ Dackend Status Welcome, admin

[# Logout

l22 System Overview

311 A @ 311 A°

Total Agents Active Alerts Healthy Agents At Risk

v

ALQTILOTWVOUUE OTL QUTH TNV OTLYUA TO ocVoTNUA poag mapakoAouBel 311 cuoKeUEG, TTou
otav kavoupe scrolling tnv umdapa 6g€ld mpog ta katw Ba Stamiotwooupe oOtL ot 311
OUOKEUEG TIOU €XOUME elval OAeg¢ 100% uyleig, OtL epdavidovral OAeG pia —pia pe ta
otolxela Toug (Ta omoia mapéxovral and toug agents) kal OtL avd 30 SeutepoOAemrta

Eile E Help _ O

~
Agent ID
CAM-WH-01_002 camera_agent Warehouse Zone A - Test 2 100 2/15/2028, 12:37:30 AM
PLCOOT plc_agent Warehouse_Main_Line_1 100 2/15/2028, 12:37:30 AM
CAM-WH-01_034 camera_agent Warehouse Zone A - Test 34 100 2/15/20286, 12:33:01 AM
CAM-WH-01_044 camera_agent Warehouse Zone A - Test 44 100 271572028, 12:30:40 AM
CAM-WH-01_036 camera_agent Warehouse Zone A - Test 36 100 2/15/20286, 12:30:35 AM
CAM-WH-01_028 camera_agent warehouse Zone A - Test 28 100 2/15/2026, 12:30:37 AM
CAM-WH-01_029 camera_agent Warehouse Zone A - Test 29 100 2/15/2028, 12:30:35 AM
CAM-WH-01_035 camera_agent Warehouse Zone A - Test 35 100 2/15/2028, 12:30:35 AM
CAM-WH-01_042 camera_agent Warehouse Zone A - Test 42 100 2/15/2028, 12:30:42 AM
CAM-WH-01_008 camera_agent Warehouse Zone A - Test 8 100 2/15/2028, 12:34:08 AM
v

AapBavoupe tnv TNAEUETPLO TOUC KOl EVNUEPWVETAL N KOTAOTAON Tou¢ oto Dashboard
TIPOKELUEVOU VAL TNV EAEYEOULIE.

Yuykekplpéva ot 311 autég ouokeuEg eival 50 kapepeg, 10 drones, 20 (AVG) robots, 200
loT sensors kat 30 PLCs.
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Entiong amo tnv mpwtn swova pog didetal otL urtapyxouv 4 evepya alerts. Auta ta alerts
nipoépyovral oo TL§ TOAATAEG SOKLUEC TNG KTIELPAUATIKAC AELOAOYNONC» KOTA TNV omola
ekteAéotnkav 10 SlopopeTkA Oevapla EMOBECEWV TIOU £YLVOV HE OVTUTPOOWIIEUTIKO
Selypa 15 ovokevwy, mou moAlamAactalotayv pe ekBetikoug multipliers [1, 2, 5, 10, 20]
=>[15, 30, 75, 150, 300] cuoKeUEG.

e OAeg auTEG TIC Sadkaoieg kataypadnkav povo 4 alerts mou amodelkviouv
TNVoTaBEPOTNTA TOU CUCTHUOTOC LOG.

6.2 Alerts

A¢ mepaocoupe twpa otnv oeAida Alerts matwvrtag to avtiotolxo tab SimAa amd To
Dashboard ota 8g€1d. Metd to dtnua Aoutov BAEMOUUE TNV €ikova amod KATW:

Q

a Mot Secure

@ Alert Summary

= Recent Alerts

high CAM-WH-O1 Unauthorized access attempt detected 24142006, 8:27:33 PM & Active

-a@ CAMAH-T1 Unauthorized access attempt detected 2/14/2026, §:18:45 FM & s

Robot_Arm_001 High CPU usage detected on robat arm 24142006, 7:27:33 PM i Active

Robot_Arm_001 High CPU usage detected on robot arm 2/14/2026, 7:18:45 PM A Actice
MDA ALt Thanalin ~

Mou av kavoupe scroll down Ba epdaviotel n elkdva ou akoAouBet:
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Robot_Arm_001 High CPU usage detected on rebot arm 2/14/2026, 7:18:45 FM & Active Resolvel

“D Alert Timeline

2/14/2026, :27:35 PM

Al Unauthorized access attempt detected
Agent: CAM-¥WH-01

2/14/2026, 5:15:45 PM

A Unauthorized access attempt detected
Agent: CAM-WH-01

2/1442026, T:2T:33 PM

I High CPU usage detected on robot arm
Agent: Robot_Arm_001

2/14/2026, T:18:45 PM

I High CPU usage detected on robot arm
Agent: Robot_Arm _001

v

Alamotwvoupe Aoutov OtL otnv mapouvoa cuvedpla €xoupe pev 0 alerts aAAd €xouv
kataypadel 2 pépeg mpiv 4 Alerts mou ene€nyolvtal wG TPOG TNV CUCKEUN TOU
mapouciace TNV avwpaAia Kot kat Tt eidoug mpoBAnua SnuovpynOnke.

Elvat Aounov afloonueiwto otL amnd ta Alyootd autd alerts Stamiotwvetal n mMAnpoTNTA TWV
EAEYXWV TWV OUCKEUWV TOCO Yyl TtV ¢uolkl Toug aoddAeld OCO Kal TNV
KuBepvoaodAaAeld TouG.

6.3 Topology

Twpa ag mepdooupe otnv tomoAoyia tou cuotruartog (Topology) yia va dolpue 6Ao TO
olKooUOoTNHA SLaTETAYUEVO 0 odaipa 0w ailveTL OTNV EKOVA AKPLBWE Ao KATW:

Metamtuylokn AutAwpatikn Epyaoia 126



MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:
s «Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
MANEMIETHMIC aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»

Auto Refresh (10s)  Circular Layout v

Total Modes: 313 Active Connections: 311 Online Nodes: 3 Issues Detectec: 0

H ewkova avavewvetal KaBe 30 S€uTEPOAENTA OUWG UITOPOUUE KOL VO TNV XELPLOTOUUE LIE
zoom in, zoom out, reset view Kat refresh pe ta MANKTpa 0TO MAVW HEPOG TNG ELKOVAG.

MNa va petaBoupe Twpa oto tedeutaio tab dnAadn to «Vulnerability Scanner» mpémnel va
emotpePoupe oto Dashboard yia va to emié€oupe.

6.4 Vulnerability Scanner

Me to matnuo tou tab epdaviletal n oeAiba, TNV ewova tng omoiag PBAEm

Eile E Help -

OUUE:

[m]

O A Not Secure
ted @ Grail 0 YouTube ed @ Pricing ea ne f.
Dashboard M Alerts 5" Topology Scanner k¥ Hybrid View
Rology
Scan Type
@ Important Motes @ [E Scanner system is connected and ready
Nrnap Metwork Scan v » Only scan systems you own or have permission to test
« Scans may take several minutes to complete
Wetwark discavery and service detection -
» Camprehensive scans include bath Mmap and Nuclel =5 Nmap:
Tamet o Abways verify findings befare taking action N
J¥ Muclei;
=
ma  Enter [P address, hostname, or CIDR range
Backenc!: m
‘ # Localhost | ‘ = Security ¥M | | 2 Monitoring VM
Last Scan: Mever
o Local Network
‘7' |= Total Scans: (o]
| “F Test Connection |
| & Refresh Status |
@ Mo scan results yet Start a scan to see results here,
@ Mo recent scans
% Quick Actions v

BApa 1° : EmAoyn TUmou scan
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Av natriooupe to Scan Type pull down list:

figuration

Scan Type

Mrmap Metwork Scan ~

Mrmap Metwork Scan
Muclei Vulnerahility 5can

Comprehensive Security Scan

| % Localhost | | = Security | | 8 Manitaring WM

| o Local Metwork |

MmopoUue va erihé€oupe petafL 3 scannings:

Nmap, Nuclei kat Comprehensive Security 6mou ekteAovvtal Stadoxikd nmap kat nuclei
scans. Qotooo n dladikaoia scanning eivat (St OTL Kol va eTUAEEOULE.

ErtiAéyoupe Aoutdv nmap network scan Ko Tpoxwpaue.
BAipa 2° : EmAoyn Target

‘Exoupe tnVv duvatotnta va erhé€oupe target petalv localhost (127.0.0.1), Security VM
(192.168.56.20), Monitoring VM (192.168.56.30) kat Local Network (192.168.56.0/24).

File Ed isto tks Tools Help - 0

~ Scans may take several minutes to complete

etwork discovery snd service detection
» Camprehensive scans include bath Mmap and Nuclel =5 Nmap:
Tamet ~ Awrays verify findings befare taking action N
" J¥ Muclei;
-
= 192.168.56.0/24
= Backend: [ oniine |
‘ # Localhost | ‘ = Security ¥M | | 2 Monitoring VM
Last Scan: 2/16/2026 10:39 PM
|= Total Scans: (o]

Complete 100%
| “F Test Connection |

| & Refresh Status |

& Scan completed! View detailed results:

@ Mo recent scans

nmap scan on 192.168.56.0/24 completed successfully!

&P “iew Results in JSOM Viewer | View Raw JSON $ Quick Actions
Host Scan Type Status Results Severity  Actions | ® Help & Documentation |
(PR YR - | ISON results available 3 @ view | ¢f2 1500 | 1B Copy | | # Debug Information |
& Direct Links: 4 JSOMN Wiewer ‘ </7 Rawr 150N | | =, Export Results |
Task ID: Bb&3e103-465 6-48cc-aBfb- 64445588 aa v
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Katavooupe 6tLto cuotnua Asttoupyei yio Adyoug acdaleiog anopovwpéva. Anhasdn dev
ETUTPETEL SCANS EKTOC TOU SIKTUOU TOU.

A¢ TOUME Aoutov OTL emAéyoupe va scandpoupe to Local Network &nAadn Tto
192.168.56.0/24. MNatdape Aowtdv 1o mMANRKtpo Local Network kal katomv to mpaocwo
HeyaAo mAnkTpo Start Scan.

AkplBwg amd katw Ba eudaviotel pia yoAalla progress bar n omoia étav to scan
oAokAnpwBei Ba yivel mpdowvn, evw Katw amnod autr Ba epudaviotouv ta scan results, mou
daivovtal otV mapamavw £LKOVA.

‘EAEYXOG AMOTEAECUATWV.

Ta amoteAéopata eéayovtal oe JSON format kot pmopoupe va ta SoUPE R va Ta
kateBaooupe os apxeio JSON matovtag to MpAcivo MARKTPO open results:

And omou upmopoUue va to emLlBswpfoouus amd tov JSON Viewer octnv sgixdvo:

Scan Results - JSON Wiewer
O A Not Secure 192.168.56.30

Getting Sarted @ Gmail 0 YouTube @ Xépres Getting Started @) Pricing - Pi

<f> Scan Results - JSON Viewer
EH| LALEL

@ This page shows raw JSON results from the security scan. — Back to Scanner

‘IpCDpyJSON ‘ ‘ &, Dowinlaad JSON

“serwice": "zeus-admin”,
"state': "open"

"port": “s190/tep”,
'serwice": "jetdirect",
‘state': "open”
b
1
"open_ports_count": 15,
"raw_output_preview": "Starting Nmap 7.98 { https://nmap.org ) st P@26-02-16 28133 +000B%INMEp scan report for 192.168.56.1 {192.168.56.1)%W1Host is up (B.00@1
“wulnerabilities": [1,
“wulnerabilities_found": 8
b
"saved to_oh': true,
“sean_options':s ",
“success": true,
“target': "192.168.56.8/24",
“task_id": 4686-48cc- asfh-
“timestamp®: "2A26-B2-16T2H:33:11.F126E6",
"tool": "nmap",
"wulnerabilities_found': @

b

etates telrrpest

H va T™ kot ep&ooupe otnv Hopen:
{
"result": {
"duration_seconds': ,
"method”: "docker",

“output: "Starting Nmap 7.98 ( https://nmap.org ) at 2026-02-16 20:39
+0000\nNmap scan report for 192.168.56.1 (192.168.56.1)\nHost is up
(0.00068s latency) -\nNot shown: 993 filtered tcp ports (no-response)\nPORT
STATE SERVICE\Nn135/tcp open msrpc\nl39/tcp open netbios-ssn\n445/tcp
open microsoft-ds\n1309/tcp open jtag-server\n3389/tcp open ms-wbt-
server\n5357/tcp open wsdapi\n7070/tcp open realserver\n\nNmap scan
report for 192.168.56.20 (192.168.56.20)\nHost is up (0.000042s
latency) .\nNot shown: 998 closed tcp ports (reset)\nPORT STATE
SERVICE\Nn22/tcp open ssh\nl15000/tcp open hydap\n\nNmap scan report
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for 192.168.56.30 (192.168.56.30)\nHost is up (0.00049s Ilatency).\nNot
shown: 994 closed tcp ports (reset)\nPORT STATE SERVICE\n22/tcp open
ssh\n3000/tcp open ppp\n3001/tcp open nessus\n9001/tcp open tor-
orport\n9090/tcp open zeus-admin\n9100/tcp open jetdirect\n\nNmap scan
report for 192.168.56.100 (192.168.56.100)\nHost 1is up (0.00023s
latency) .\nAll 1000 scanned ports on 192.168.56.100 (192.168.56.100) are
in ignored states.\nNot shown: 1000 Ffiltered tcp ports (proto-
unreach)\n\nNmap done: 256 IP addresses (4 hosts up) scanned in 8.96
seconds\n"',

"parsed_results": {
“host': "192.168.56.1 (192.168.56.1)",

open_ports': [

{
“port': '"135/tcp",
“service": "msrpc",
"state': "open"

}.

{
“port': "139/tcp",
"service": "netbios-ssn”,
"'state': "open"

}.

{
“port': "445/tcp",
"service": "microsoft-ds",
"'state': "open"

}.

{
“port': "1309/tcp",
“service": "jtag-server",
"state': "open"

}.

{
“port': "3389/tcp",
"service": "ms-wbt-server",
"'state'': "open"

}.

{
“port': "5357/tcp",
“service': "wsdapi',
"'state': "open"
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}.

{
“port': "7070/tcp’,
"service": "realserver”,
"state': "open"

}.

{
“port': ''22/tcp",
"'service': "'ssh",
"'state': "open"

}.

{
"port': '15000/tcp",
"'service": "hydap",
"state': "open"

}.

{
“port': ''22/tcp”,
“service": "ssh",
"'state': "open"

}.

{
"port': "3000/tcp",
“service": "ppp",
"state': "open"

}.

{
"port': "3001/tcp",
“service': 'nessus',
"'state': "open"

}.

{
"port': "9001/tcp",
"service": "tor-orport",
"'state'': "open"

}.

{

“port': '9090/tcp’,
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“"service': "zeus-admin',
"state'': "open"

}.

{
“port': '9100/tcp",
“service': "jetdirect",
"'state'': "open"

}
]’
""open_ports_count': 15,

"raw_output preview'": "Starting Nmap 7.98 ( https://nmap.org ) at
2026-02-16 20:39 +0000\nNmap scan report for 192.168.56.1
(192.168.56.1)\nHost is up (0.00068s Ilatency).-\nNot shown: 993 filtered

tcp ports (no-response)\nPORT STATE SERVICE\Nn135/tcp open
msrpc\nl39/tcp open netbios-ssn\n445/tcp open microsoft-ds\nl1309/tcp
open Jjtag-server\n3389/tcp open ms-wbt-server\n5357/tcp open

wsdapi\n7070/tcp open realserver\n\nNmap scan report for 192.168.56.20
(192.168.56.20)\nHost is up (0.000042s latency)-\nNot shown: 998 closed
tcp ports (reset)\nPORT STATE SERVICE\n22/tcp open ssh\n15000/tcp
open hydap\n\nNmap scan report for 192.168.56.30 (192.168.56.30)\nHost is
up (0.00049s Ilatency).\nNot shown: 994 closed tcp ports (reset)\nPORT
STATE SERVICE\n22/tcp open ssh\n3000/tcp open ppp\n3001/tcp open
nessus\n9001/tcp open tor-orport\n9090/tcp open zeus-admin\n9100/tcp
open Jetdirect\n\nNmap scan report for 192.168.56.100
(192.168.56.100)\nHost is up (0.00023s latency).\nAll 1000 scanned ports
on 192.168.56.100 (192...",

“"vulnerabilities": [],
“"vulnerabilities found": O

}.

"saved to db": true,

"'scan_options': "',

''success'': true,

“"target': '"192.168.56.0/24",

"task _id": ""8b63e193-4686-48cc-a8fh-694c445988aa",
"timestamp™: "2026-02-16T20:39:11.712066",

"tool": "‘nmap",

“"vulnerabilities found": O

},
"state": "SUCCESS",
"status': "Task completed successfully”
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ESw teAewwvel n ocuvToun mapouaiacn ¢ ehapUoyNnG Lag TNV omola cuvexiloupe Kat Ba
OUVEXLOOUHE va BEATIWVOULE TIPOKELUEVOU VA QUENCOUUE TNV BLWOLUOTNTA TNG KAl Vol
BeATLIwWOoOUUE TNV amodoon TnG.

Amnodel€n yLauto eival 3 mpooBeta tabs mou etolpalovrat va evepyomotnbouyv, Snhadn ta:

e Hybrid Dashboard
e Container Scanner
e Backend Status

Ta onola oxedialovrtal yla va teupuvouv to Ul/UX Tou cuoTipatog pag.
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Mapdaptnua B: Kwdikag epappoyng
O kwdkag Aoyw Oykou eilval avaptnuévo¢ oe O&uUo private repositories oto
github.com/belips-pan. Collaborators kaAoUvToL KOTOTILV QLT LOTOG.
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Section/Topic Item Reported Page

TITLE

Title ldentify the report asa Y .
systematic review

ABSTRACT

Abstract Structured summary v %

INTRODUCTION

Rationale Describe the rationale v 2-3

Objectives Provide explicit statement Y 4-5
of objectives

METHODS

e N Specify study

Eligibility criteria characteristics v 2.0.2

Information sources Describe all information v 2.0.2
sources

Search strategy Present full search o 202
strategy

Selection process Describe selection v 2.0.1
process

Data collection Describe data extraction v 2.0.3

process

Data items L'St. and define all v 2.0.4
variables
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Section/Topic Item Reported Page

Risk of bias Assess risk of bias v 2.0.4

Effect measures State effect measures N/A -

Synthesis methods Describe synthesis v 2.0.3
methods

RESULTS

Study selection Prov]de numbers of v 2.0.3
studies screened

Study characteristics Present characteristics v 3.1.2

Risk of bias Present risk of bias v 2.0.4

Resqlts of individual Present results v 3.1.2

studies

DISCUSSION

Discussion General interpretation v 5.5

OTHER

Registration Registration number N/A -

Protocol Access to protocol N/A -

Support Sources of support v Aplepwon

livakag I.2: AvaAurika prompts TN
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Huepounvia

EpyaAeio

YKOTOG

Prompt

ATIOTEAEGHO

10/01/2026

ChatGPT-
4

Apxikn
avadntnon

"Find recent papers
on Industrial IoT
security vulnerability
detection in logistics
environments,
published after
2020 in IEEE or ACM
journals”

45 MPOoTEIVOUEVEGQ
epyaoieg, 32
EVTAXONKaV

12/01/2026

ChatGPT-
4

Alevpuvon

"Expand search to
include SCADA
security in
warehouse
automation
systems"

28 eTunAeov
epyaoieg, 15
evTaxonkav

15/01/2026

ChatGPT-
4

T0uvoyn

"Summarize the key
contributions,
methodology, and
limitations of this
paper in 150 words:
[Kane et al. 2020]"

XpnolJormotnénke
yla initial
screening

18/01/2026

Claude

Y UYKPLTIKN
avaAuon

“"Compare the
approaches of
Kumar et al. (2021)
and loT-REAL
(2019) for anomaly
detection in lloT,
focusing on their
architectural
patterns and
detection accuracy"”

Y UYKPLTIKOG
TivaKkag ylo Keo.
5.4.4

20/01/2026

Perplexity

Tdaoelg

"What are the latest
trends in
containerized
security scanning
for loT devices and
what are the main
research gaps
according to recent

MAnpowopieg yla
Kep. 4.4
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Huepounvia

EpyaAeio

YKOTOG

Prompt

ATIOTEAEGHO

2024-2025
publications?"

22/01/2026

ChatGPT-
4

E€aywyn
QMALTACEWV

"From NIST SP 800-
82, extract the
functional and non-
functional
requirements for an
lloT security
monitoring system
in logistics"

Bdaon yua Mivaka
3.1.2

25/01/2026

Claude

MeBodoAoyikn
avaAuon

"Analyze the
experimental
methodology used
in Sheyner et al.
(2002): sample size,
metrics, statistical
tests, validity
threats"

Xprion otnv
TELPOMOATIKE
peBodoAoyia

28/01/2026

ChatGPT-
4

Oplopuol

"Provide academic
definitions for:
microkernel
architecture, CAP
theorem, ACID
compliance, with
citations"

Xpnion oto Kep. 3

30/01/2026

Claude

2TATIOTIKN

“Explain how to
calculate R? for
logistic growth
model and interpret
the result"

Xprion oto Ke.
5.4.3

02/02/2026

ChatGPT-
4

BeAtiwon
KELMEVOU

“Improve the
academic phrasing
of this paragraph
about queueing
theory, maintaining
scientific accuracy"

Xprion o€ dLapopa
onueia
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I.3 ‘Evrurra Zuvaiveons kai EpwrnuaroAdyia

r.3.1°Evtuno Zuvaiveong

EANHNIKO ANOIKTO IIANEINIXTHMIO

ZXOoAf @eT 1RV Emiotnpuadv & Texvoloyiag

Enitponfy HOLKAG KalL Agoviodoyiag tng Epeuvag (EHAE)

ENTYIIO XYNAINEZIHX ZYMMETEXONTA XE EPEYNA

TitAog épeuvag: "AV&nTUfln OUCTAUXTOC €VOOUATOONG QUTOUATOV
EANEVXWV COQAAE LOC O CUOTHUNTO KATOYPAUPAHC oyoBav"

Epeuvnthg: IHovayldtne MoeAnyidvvng, Metantuyiloxkde doltnIiic
NAY /EAT

EniBAénwv: Ap. AxLANéac Koapéoag, Kabnynthg ITAY/EAI

Zrondég é&peuvag:

H oafloddbynon evOC OUCTAUATOC THPAKOAOUONONC aC@&AELAC VLI
Brounxov k& IoT mepLlPdArovia logistics. H épeuva dlLe&byetal
OTO TMANIOLO HETAOTUX LAKAC OLATPLPAC.

AvadLraocia:

H cuupuetoxny ooag mepLlAoupBdvel:

1. ToapakoAoUbnon enidetéing tou cuoTAuaTOC (15 Asmtd)
2. Aok LlpooT LKA Xphon Tou ouothuoatog (30 AemTd)

3. JZUUmANPwon epwIinuoatoAloyiou (15 AemTd)
4

Mpoalpet LK oUvVIoun ouvévieuln (15 Aenmtd)
SUvoAo: mepinou 60-75 Aemtd.

EpniotevtLkéTnTA:

OAa Ta dedopéva O6a elival avovupa. Koavéva mpoocwnlkd ctolxelo
dev Ou dnuoctiomolnBel. Ta dedouéva Ba yxpenolLuomoLlnboltv udvo vLio
€peuvnT LKOUC OKOMmoUQ.
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EOeAOVT LK OUppeTOXN:

H ouupupetoxy ocoag eilval €0gAovILkh. Moopelte vo amoxwpnoete
OO LUOATIOTE OTLYUN €0elC BéAete.

AfAworn ouvaiveong:

Al&Boca Kol ROUTovoOnNoo TLC Oopamndve TAnpoeopleg. SULQPOVEO Vo
ouppe TdoXw

oInv épeuva und Toug O6POUC TOU HeEPLYyPdQeOovVIAL.

OVOoUUT €TIOVUNO :

Yroypoen Huepounvia:  / /2026

Yonoypaen €peuvntn:

r.3.2 EpwtnuatoAoyto A{LoAdynong

EPQTHMATONOI'IO AEIONOT'HXHY E®APMOI'HX

Kwd LkOC OUPHETEXOVTIO: (oupmAnpovetal amd £peuvnth)

Hupepopnvio:  / /2026

HopakaAoUpe Badpoloyhote TL¢ akdAouBec dnAdoeic pe rkAlpoaxka 1-5:

1 = ALaeevd amdAuTa

2 = ANoApOVO

3 = 00te oupOLVO oUTE B LAPOVQD
4 = TUPEWVO

5 = JUupewvd amdAuTa

A. EYXPHITIA (Usability)

Al. H epoppoyh HTav €UKOAN OTINV MIAOHYNON [11 [2]1 [31 [4]1 I5]1

Metamtuylokn AutAwpatikn Epyaoia 140



MNavaywtng MmeAnyiavvng, TitAo¢ Metamrtuylaknc Epyaoiac:

EAAHNIKO . . . ' '
ANOIKTO «Avamtuén OUOTAUATOC EVOWHATWONC OUTOUATWY EAEYXWV
MANEMIETHMIC aopaAelag o cuoTApOTO KaTtaypadrnc ayadbwv»
A2. H dienmoen xpnotn HTav KATAVONTH (11 [2] [3]1 [4] [5]
A3. OL Aegitoupylec ATov €UKOAO VO €VIOHLOTOUV (11 [2]1 [31 [4]1 [5]
Ad4. H opoAoyla mou xpnolLuomoln6bnke ATV olkela [11 [2] [31 [4]1 [5]

B. AEITOYPT'IKOTHTA (Functionality)

Bl. Ta alerts ATov XPNOLPUX KAL KATOAVONT& [1] [2] [3] [4] [5]
B2. Ta scans £KIeAEOTNKAV YPHYOPX [1] [2] [3] [4] [5]
B3. Toa omoTeAéouaTa TwV sScans nopoucLl&oTnrov ue caenvelo [1] [2] [3]1 [4]
[51

B4. H xoat&oTtoon Twv agents f\tov €UKoOAO va mapakoioudnOel [1] [2] [3] [4]
[51

B5. H avavéwon tev dedopéveov ATav &peon [11 21 [31 [4]1 I5]

I'. AIIOAOSH (Performance)

Tl. H sgopapuoyn ovioamokp(Bnke ypRyopa OTLC evioAéc pou [1]1 [2] [3] [4] [5]

T2. Asv TOPATAPNOA KAOUCTEPNOELC KATH TN XPENON [1] [2]1 [3] [41 [5]

T'3. Ta amotedéopata HTov aKPLPh Kol o ldmLoTd [1] [2] [3]1 [4] [5]

Al. H egpappoyn aviomokpiBnke otLg mpoodokieg pou (11 [2] [3]1 [4] [5]
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A2. ©o TIn XENOoLuomoLoUoo OTINV E€HAYYEAUNT LKA pou epyoctia [1] [2] [3] [4]

[5]
A3. @a Tn oUotnva og ouvadéAQoug [11 2] [31 [4]1 I5]
A4 . TUVOALKN PoabuoAloyla £papuoyng [11 [2] [31 [4]1 I[5]

El. TL cag &peoe meploocdTepo OTNV €QAPUOYE;

E2. TL Oa BeATLdvate 1) O aAA&loTe;

E3. TlpotelveTte emimAéov AgilToupyleg mou Ba OéAate va delte:

E4. AAAo OXOALO/TIOPATNPACE LC:

YAY EYXAPIZTOYME T'IA TH XYMMETOXH ZAZ!
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Mapdaptnua A’: YAIk6 ASloAdynong
A.1 Odnyo¢ Xprnong

Bpioketal oto Mapdptnua A.

A.2 Video Emidsiéng

To video enideléng Tou ouotipatocg eival Stabgoo oto akoAouBo link:

https://3.basecamp.com/3963524/buckets/44578718/uploads/9629369265
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YnevBuvn AnAwon Zuyypadéa:

AnAwvw pnta otL, cupdwva pe to apBpo 8 tou N.1599/1986, n mapoloa epyacia anoteAel
OTTOKAELOTIKA. TIPOIOV TIPOOWTIKNG HOU epyaociog, Oev mpooPaliel kdBe popdng
Sikauwpata SlavonTknC LOLoKTNolag, MPOCWIIKOTNTAC KOl TIPOOWTIKWY SeS0UEVWY
Tpltwy, bev meplExel €pya/elodpopéc Tpltwv yla ta omola amotteital adso Twv
Snuoupywv/dikaoUxwv Kot dev gival mPolov HeEPLKAG i OAKNG avTlypadnc, oL tnyEcg &e
Tou xpnotpomnondnkav meplopilovtal otic PBLPAOypadlkeG avadopeG Kal HOVOV Kol
TTANPOUV TOUC KAVOVEG TNG EMLOTNOVLIKAG TtapaBeonc.
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