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The prudent person considers what is appropriate to the particular circumstances.

Aristotle, Nicomachean Ethics (paraphrased)
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Abstract

Trust constitutes a fundamental mechanism for decision making in open and
dynamic Multi-Agent Systems, where autonomous agents must identify reliable partners
under conditions of uncertainty, incomplete information, and continuously changing
environments. Although computational trust and reputation models have been extensively
studied and successfully applied in numerous domains, important challenges remain
unresolved, including the cold-start problem, agent mobility, behavioral volatility,
communication overhead, vulnerability to disinformation attacks, and privacy concerns,
and resource constraints in terms of computational, communication, and decision-making
costs.

This dissertation investigates alternative approaches to trust management in
dynamic Multi-Agent Systems and introduces a trustee-centric perspective on
computational trust. Inspired by the biological mechanisms of synaptic plasticity and
neural assembly formation, a novel trust model, named Create Assemblies (CA), is
proposed. Unlike conventional trust-management approaches, where trustors evaluate and
select trustees, the proposed model enables trustees to actively participate in the trust-
formation process by assessing their own suitability for performing requested tasks.

The proposed approach is evaluated through a series of simulation experiments and
compared against FIRE, a well-known trust and reputation model for open Multi-Agent
Systems. The results demonstrate that the trustee-centric approach exhibits distinct
advantages under specific environmental conditions, particularly in scenarios
characterized by changes in trustor populations, while conventional trustor-centric
approaches remain advantageous in other situations. These findings indicate that no single
trust-management mechanism consistently outperforms all alternatives across all operating
conditions.

To address this limitation, the dissertation further investigates adaptive trust
management. First, a self-assessment mechanism is incorporated into the CA model,
enabling trustees to detect changes in their own performance and adjust their behavior
accordingly. Second, the problem of trust model selection is formulated as a reinforcement
learning task. A Deep Q-Learning-based adaptable trustor is developed, capable of

dynamically selecting between alternative trust mechanisms according to observed
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environmental conditions. Experimental results demonstrate that adaptive trust model
selection can achieve robust performance across a wide range of dynamic environments
and often achieves or exceeds the performance of the best individual trust model.

Beyond performance evaluation, the dissertation examines the broader properties
of the proposed trustee-centric paradigm, including privacy preservation, resistance to
reputation manipulation attacks, communication efficiency, explainability, and scalability.
Furthermore, the applicability of the approach beyond traditional trust-management
problems is explored through the development of a simulation framework for emergency
department operations, where trust-informed self-assessment and task allocation
mechanisms are employed as decision-support tools.

The findings of this dissertation suggest that trust management should not be
viewed as a competition between alternative trust models seeking a universally superior
solution. Instead, different trust mechanisms exhibit complementary strengths under
different environmental conditions. The proposed trustee-centric approach provides a
complementary perspective to conventional trustor-centric models, while reinforcement
learning offers a mechanism for dynamically selecting the most appropriate trust strategy
according to prevailing circumstances. Together, these findings contribute towards the
development of adaptive, robust, and intelligent trust-management frameworks capable of
operating effectively in complex, open, and continuously evolving environments under
resource-constrained conditions where decision quality must be balanced against

computational and communication cost.

Keywords

Computational Trust, Open Multi-Agent Systems, Trustee-Centric Trust
Management, Biologically Inspired Algorithms, Adaptive Trust Management,
Reinforcement Learning, Deep Q-Learning, Decision Support Systems, Simulation-Based

Decision Support, Healthcare Management, Emergency Department (ED)
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YvAroyucr Texyynt Nonpoosvvn kot Mnyoavikn Mdadnon

TPOCOVATOAGUEVT GE cLVONKES EAMAELYNC TOP WOV

Zo" AvyiCov

Hepiinyn

H epmotoovvn amotedel OepeMdon unyavicd AMYng amopacemy GE OVOIKTA Kot
SLVOUIKA TOALTPOKTOPIKE GULGTAUOTO, OTOL OLTOVOUOL TPAKTOPES KOAOLVTOL V.
EVTOTIGOLV 0EIOTMIGTOVG GLVEPYATES VIO cLVONKES afefardTTag, EAAMITOVE TANPOPOPNONG
Kot ovveyds petaforidpevov mepiBarloviov. Tlapd ™ onuaviikn mpdéodo mov &xel
onuewwbel otov TOUED TV VTOAOYIOTIK®OV HOVIEA®V EUNIOTOGUVNG KOL  QNUNG,
eEaxorlovBohv vao vEIoTOVTAL OMUAVTIKEG TPOKANGES O TO TPOPANUA TS YuxpNg
exkivnong (cold-start problem), 1 kKvnTIKOTNTO TOV TPAKTOP®V, N UETAPANTOTNTA TNG
CULUTEPLPOPAS TOVE, TO  EMKOWVOVIOKO KOl VTOAOYIOTIKO KOGTOG, Ol  emBEcELg
TOPOTANPOPOPNONG Kol Ol avnovyieg mov oyxetilovtor pe v wpootocion G
01O TIKOTN TG,

H mopovca dwatpiPny diepevvd eVOALOKTIKEG TPOGEYYIOELS OTN OlayEiplon NG
EUTIGTOCVVNG GE OLVOLUKA TOAVTPAKTOPIKG CLGTIHLOTO KO ELGAYEL U0l VEQ OTTTIKT] YOVid,
TpocavatoAouévn otov trustee. Epmvevopévo amd tovg PloAoytkovg punyaviopovs g
GUVOMTIKNG TAQCTIKOTNTAG KOl TOU GYNUOTIGHOV GLVOOPOICE®MV VELPIKOV KLTTAP®V,
npoteivetal éva vEO VTOAOYIGTIKO HOVTEAO eumiotocOvng pe tnv ovopaocia Create
Assemblies (CA). Xe avtifeon pe ta ovpPatikd poviéda, 6mov o trustor a&loloyel kot
EMAEYEL TOV trustee, TO TPOTEWVOUEVO HOVTEAD EMITPEMEL GTOVG trustees Vo GUUUETEXOVV
gvepyd ot  O0IKAGI0L  GYNUATIGHOV  EUTIGTOCLVNG, OEWAOYOVTOG Ol 1010t TV
KATOAANAOTNTA TOVG Yo TNV EKTEAEST LG CNTOVIEVNG EPYOCLNG.

H mpotewvdpevn mpocéyyion oallohoyeitor HECEH EKTETOAUEVOV  TEPAUATIKOV
npocopotwcemv kat cvykpiveral pe o FIRE, éva kabiepopévo poviélo gumotoohivng kot

QUG YO AVOIKTA TTOAVTPOUKTOPIKA cvotnpato. Ta aroteAéopata ogiyvouy 0T 1 trustee-
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centric  wPOGEYYIoN  TOPOLGIALEL  ONUAVIIKO TAEOVEKTNLOTO GE  GUYKEKPLUEVEG
neptParlovtikég cuvOnkeg, Wwitepa Otav peTafdAreton 0 TANOBLGUAOC TV trustors, EVd ot
ovuPatikég trustor-centric TPOGEYYICES TAPOUEVOLV TIO OTOTEAECUATIKEG O OAAEG
nepmtdocels. Ta evpuato avtd KATadEKVOOLY OTL dgV VIAPYEL EVOL LOVOOIKO HOVTELOD
EUTIGTOCVVNG TOL VO VIEPEYEL GLOTNUATIKO o€ OAo Ta. mepiPdAiovta Asttovpyiag.
Emumdéov, 10 mpoPAnua e€etdletonr vmd cuVONKEG TEPLOPIGUEVOV TOP®V, OTOL 1 ANYM
AmTOQACE®MY  TPOUYUOTOTOLEITOL  UE  TEPLOPICUEVN  OBECIUOTNTO  VTOAOYIGTIKAV,
EMKOIVOVINKOV KO ETLYELPNCLOKDOV TOPOV.

2 ovvéyela, n owTpPn e€etdlel PNYOVIGHOVS TPOCAPUOGTIKNG dtoyeipiong g
EUMGTOGUVNG.  ApyiKd, evoopotoverolr oto  poviého CA  évag  unyaviopdg
avTOo0ElOAdYNONG, O OTOI0C EMTPEMEL OTOVG trustees vo aviyvevovv HETOPOAEG oTnV
amOd0C] TOVG Kol Vo Tpocapuolovv ovdioyo tn ocvumepipopd Tovg. EmimAéov, to
TPOPANUA TG ETAOYNG LOVTEAOL EUTICTOGVUVIG OLOTVTTAVETAL O TPOPANUA EVICYVTIKNG
péonong. ' to oxomd avtd avanticseTal £vag TPOcapLooTiKOg trustor Baciopuévog og
Deep Q-Learning, o omoioc eivor oe Béon va emidéyel duvapkd HETAE) SoPOPETIKMOV
UNYOVIGL®OV EUMGTOGUVIG avdAoya Le TG cuvinkes tov mepiPdalovtog. Ta mepapoticd
amoteléopata  Ogiyvouv OTL 1 TPOCOPUOCTIKY EMAOYN HOVIEAOV EUTIGTOGVUVIG
emruyyavel otabepd vYNAN amddoom o€ Eva vph PACUO SVVOUIKOV TEPIPUALOVTOV Kol
ovyva tpooceyyilel | vrepPaivel TNV ATOI0CT| TOV KOADTEPOV EXUEPOVS LOVTELOV.

[T€pa amd v agloAdynon g anddoong, 1 datpPn e€etdlel evpiTEPES 1O10TNTEG
TOV TPOTEWOUEVOV trustee-centric ToPadElyHOTOS, OTTMOC 1 TPOCTAGIN TG WIOTIKOTNTAG, 1
avOekTIKOTNTO € €MOECELS YEPOAYDOYNONG ONUNG, 1 OTOSOTIKOTNTO EMKOWMOVIONG, M
eneENyNooTTa Ko 1 duvatdTa Yo KAMpdakoon. Téhog, diepevvdtol 1 EQaproyn TG
TPOGEYYIoNG TEPA OO TO TOPAGOCIOKE TPOoPANHaTA dlayelplong EUMIGTOGHVNG, LECH TNG
avanTuéng €vog TAOLGIOL TPOGOUOIMONG Yoo TN Agrtovpyio. TUNUATOV EMEYOVIOV
TEPLOTATIK®OV, OOV UNYOVIGHOTL aVTOOEI0AOYN oG Kol aviBeons epyactodv aglomolovvton
®G epYOAEiD VTTOGTNPIENG OTOPACEMV.

Ta amoteAéopata ™G OTpIPrg LIOSEKVHOLY OTL 1 dlaYEIPION TG EUTIOTOGVVIG
dgv Ba mpémer va aviyetoniletor og avaltnorn evog kabBoikd PBEATIGTOV HOVTEAOUL.
Avtifeta,  OwpopeTikol  pnyovicpol  gumotocvVING  epeoavifouv  SlPOPETIKA
TAEOVEKTNATA OvOAOYO, HE TS ovvOnkeg Tov mepifdiiovtog. H  trustee-centric

TPOGEYYIoN AELITOVPYEL CLUTANPOUATIKE TPOG TIG GLUPATIKES trustor-centric TPOGEYYIGELS,

X1



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

m Zoi Lygizou, Collective Artificial Intelligence and
EVOD M EVICYLTIKN HLEONoM TopEYEL EVOL AMOTEAEGUATIKO UNYOVIGHO SVVOUIKNIG ETIAOYNG TNG
KATOAANAOTEPNG OTPOATNYIKNG EUMIGTOCVVNG. XULVOMKA, 1 dwTpiffn cvuPdAiier otnv
avAmTLEN TPOGOPUOCTIKMY, AVOEKTIKMOV KOl EDOLAOV TAUGIMV SLUYEIPIONG EUTIOTOGVVIG

v cOVOETA KOl GLVEXDG EEEMCOOUEVO VTOAOYIGTIKA TEPPAAAOVTOL.
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1. Introduction

1.1. Computational Trust in Open Multi-Agent Systems

1.1.1. Open Multi-Agent Systems and the Need for Trust

The increasing adoption of distributed and autonomous computational systems has
led to the emergence of large-scale, open, and highly dynamic environments in which
heterogeneous entities interact to achieve individual or collective goals. Examples include
Multi-Agent Systems (MAS), Internet of Things (IoT) ecosystems, service-oriented
architectures, cloud computing platforms, cyber-physical systems, microservice
architectures, and future-generation heterogeneous networks integrating IoT, cloud
services, and mobile infrastructures [1-6]. In such environments, autonomous agents
continuously cooperate, compete, exchange services, and make decisions under
uncertainty. Consequently, the ability to identify reliable interaction partners becomes a
fundamental requirement for successful system operation [7-9]. This requirement is even
more critical in Open Multi-Agent Systems (OMAS), where autonomous agents
dynamically join and leave the environment and frequently interact with previously
unknown entities. In these settings, weak or unreliable collaborative relationships may
lead to task failure, degraded system performance, or even coalition breakdown,
highlighting the importance of trust and reputation mechanisms for enabling robust
cooperation [10].

Recent research has further refined the notion of openness in multi-agent
environments. Open Multi-Agent Systems (MAS) are traditionally defined as
environments in which agents may continuously enter and leave the system [11].
However, several researchers have argued that openness extends beyond agent population
changes and also includes the ability of a system to accommodate new tasks and resources
[12—-14]. Under this broader perspective, openness can be viewed as the capability of a
system to cope with the addition, removal, and evolution of its constituent entities,
including agents, tasks, and resources [12—14]. Consistent with this view, Eck et al. [15]
distinguish three complementary forms of openness in Open Agent Systems (OASYS):
agent openness, where agents dynamically enter and leave the environment; task openness,
where the set of tasks evolves over time; and type openness, where agents may acquire,
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lose, or modify capabilities and behavioral characteristics during operation. These
dimensions introduce additional uncertainty in decision-making, as agents must reason not
only about the future behavior of others but also about the evolving availability of agents,
tasks, and capabilities. As uncertainty increases, mechanisms supporting decentralized
coordination, cooperation, and trust establishment become essential for maintaining
effective system operation.

To address these challenges, researchers have often drawn inspiration from
biological systems, where complex collective behavior emerges from the interactions
among relatively simple entities. Examples include swarm intelligence, social insect
colonies, and biologically inspired coordination mechanisms, which have been
successfully applied to task allocation, resource management, distributed decision making,
and trust management in large-scale distributed systems [16-25]. In particular,
biologically inspired trust-management approaches have been proposed for dynamic and
decentralized network environments, where local observations and neighborhood
interactions are used to support trust assessment without requiring global system
knowledge [26,27]. The appeal of these approaches lies in their scalability, adaptability,
and ability to operate without centralized control. In trust management, this perspective is
especially relevant, as it enables trust assessments to emerge from local interactions and
distributed information processing. These characteristics align closely with the objectives
of this dissertation and constitute an important source of inspiration for the trust-
management framework developed in the following chapters.

Traditional security mechanisms, such as cryptography, authentication, and access
control, provide protection against external threats and unauthorized access. However,
they do not address scenarios in which legitimate entities behave unreliably,
incompetently, or maliciously after authentication. For this reason, trust has been widely
proposed as a complementary security mechanism in distributed and mobile-agent
environments [28]. Rather than relying solely on identity verification, trust-management
mechanisms aim to assess whether an authenticated entity is sufficiently reliable to
participate in future interactions, thereby extending security considerations beyond
authentication and authorization [29,30]. Consequently, the problem extends beyond
secure communication to include the selection of appropriate interaction partners and the

assessment of interaction reliability. In task-oriented multi-agent systems, where agents
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frequently delegate tasks to others to improve utility, partner selection becomes a central
coordination challenge.

Trust and reputation mechanisms have therefore been widely adopted as decision-
support tools that help agents estimate the expected behavior of potential counterparts
before engaging in interactions [9,31-33], thereby facilitating effective cooperation within
agent societies and other collective environments [34]. This raises a fundamental question:

how should trust be conceptualized and represented in computational environments?

1.1.2. Conceptual Foundations of Computational Trust

Trust remains a difficult concept to define precisely. The literature contains
numerous definitions originating from disciplines such as sociology, psychology,
economics, and computer science, reflecting diverse perspectives on expectations of
behavior, reliability, risk, and the willingness to depend on others despite the possibility of
adverse outcomes [35,36]. Several authors have emphasized that trust remains inherently
ambiguous, as its interpretation varies across disciplines and application domains [37].
This lack of consensus has motivated efforts to develop more formal and domain-
independent definitions of computational trust. For instance, Saputra [38] defines trust as a
trustor’s level of confidence in the ability of a trustee to produce the expected outcome of
an interaction. Such definitions highlight the relational nature of trust and explicitly
connect trust assessments to expectations of future behavior under uncertainty.

Nevertheless, trust is commonly characterized as a complex, abstract, subjective,
context-dependent, multidimensional, and dynamic concept that evolves through
experience and interaction [39—43]. A key property of trust is its subjectivity: different
agents may form different evaluations of the same trustee even when exposed to similar
evidence, as trust judgments are shaped by individual experiences, preferences, evaluation
criteria, and contextual knowledge [2].

A widely adopted perspective models trust as a relationship between two entities:
the trustor, who places trust, and the trustee, who is evaluated. From this viewpoint, trust
is not an intrinsic property of an agent but a relational construct shaped by interaction
context, prior experiences, expectations about future behavior, and the objectives of the
trusting entity [39,44,45].

Trust assessments are often complemented by reputation, which incorporates social

information obtained from other members of a community. Early reputation models such
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as REGRET [46] distinguish between an individual dimension, derived from direct
experience, and a social dimension, reflecting the influence of community structure and
social relationships on trust formation. These models suggest that trustworthiness is
influenced by multiple contextual and behavioral factors that contribute differently to an
agent’s overall evaluation.

While many computational trust models focus primarily on observed behavior and
interaction outcomes, other researchers argue that trust assessments should also
incorporate broader social and normative dimensions. Carter and Ghorbani [47] propose a
value-centric trust model in which trust emerges from the interaction between reputation,
self-esteem, familiarity, and the fulfillment of social values such as honesty, responsibility,
helpfulness, capability, and cost-efficiency. From this perspective, trust is not only an
estimate of expected future behavior but also a multidimensional social construct shaped
by the extent to which agents conform the norms and expectations of the societies in

which they operate.

1.1.3. Trust Representation and Trust Formation

Given the conceptual complexity of trust, a central challenge in computational trust
research is determining how trust can be represented and quantified in a form suitable for
autonomous decision making. Trust is commonly modeled as a numerical estimate of the
confidence that a trustor places in a trustee. To capture the multifaceted nature of
cooperative behavior, many computational trust models adopt multidimensional
representations in which trustworthiness is evaluated across multiple attributes rather than
being reduced to a single scalar value [48,49]. For example, an agent may be considered
highly trustworthy with respect to task quality while being less reliable regarding
execution time or cost [50]. Similar approaches have been applied in service-oriented
environments, where trust is derived from multiple Quality of Service (QoS) attributes,
such as reliability, availability, response time, and cost, allowing trust evaluations to
reflect the preferences and priorities of service consumers [51].

Although multidimensional representations are widely adopted, they often assume
that trust dimensions are independent and can be aggregated into a trust vector or a single
trust score. Recently, Messina et al. [52] challenged this assumption by arguing that trust
dimensions may exhibit dependency relationships. For example, an agent may infer
honesty from reliability or competence from expertise, even when direct evidence
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regarding these dimensions is unavailable. To capture such interdependencies, they
proposed representing trust as a graph of interrelated trust aspects rather than as a simple
vector of attributes, enabling agents to infer unknown dimensions from known ones
through explicitly modeled dependency relationships.

Trust values are typically updated over time based on interaction outcomes,
increasing after successful interactions and decreasing following failures or undesirable
behavior. Most computational trust models rely on multiple sources of evidence, including
direct trust, derived from the trustor’s own interaction history, and indirect trust or
reputation, obtained from recommendations and opinions provided by other agents [53].
By combining these sources, trustors estimate the trustworthiness of potential partners and
select those expected to maximize utility or minimize risk [31,32,54].

The manner in which trust evidence is combined varies considerably across
computational trust models. For example, Beltzer et al. [55] proposed new aggregation
operators for a bi-lattice-based trust model, extending a traditionally local trust
representation to support global reputation computation. Their approach integrates both
trust and distrust information and propagates evidence through trust-network relationships,
enabling reputation estimation even when only partial knowledge of the network is
available. Similar principles have been applied in Social Internet of Things (SIoT)
environments, where trust assessments often combine direct experiences, indirect
recommendations, and social relationships among devices. Sagar et al. [56], for instance,
proposed a trust quantification model that integrates direct trust, indirect trust, and social
similarities such as friendship, community-of-interest, and co-work relationships into a
unified trust score. Their results suggest that combining behavioral and social evidence
can improve the identification of trustworthy and untrustworthy entities in highly
decentralized environments.

Beyond evidence aggregation and reputation-based approaches, alternative trust-
formation mechanisms rely on continuous behavioral analysis. Arazzi et al. [57] proposed
a fully distributed trust model for [oT environments that evaluates device trustworthiness
through behavioral fingerprinting. In their approach, devices are characterized by
behavioral profiles describing their expected communication and interaction patterns.
Trust assessments are generated by comparing observed behavior against these profiles,

while distributed consensus and blockchain mechanisms are employed to maintain a
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decentralized view of device reliability. This work illustrates how trust can emerge from
behavioral monitoring and anomaly detection rather than from explicit reputation
exchanges alone.

The diversity of these approaches demonstrates that computational trust can be
established through multiple forms of evidence, including direct experience, reputation,
social relationships, and behavioral observations. Similar principles have also been
explored in other decentralized environments, including UAV networks, where trust and
reputation systems are increasingly recognized as important mechanisms for enhancing
network security communication reliability, and the trustworthiness of autonomous
entities operating under dynamic conditions [58,59]. Collectively, these studies highlight
the central role of trust representation, evidence integration, and trust formation

mechanisms in supporting reliable decision making in open and distributed systems.

1.1.4. Computational Trust Models and Research Challenges

Numerous computational trust and reputation models have been proposed for open
Multi-Agent Systems [60]. Early approaches, such as SPORAS, HISTOS, REGRET, and
FIRE, focused on aggregating direct experiences and reputation information to estimate
the trustworthiness of potential interaction partners. Later probabilistic and Bayesian
models introduced more sophisticated mechanisms for handling uncertainty and
incomplete information. Beyond partner selection, trust models have also been applied to
resource allocation, task scheduling, and access-control mechanisms in distributed and [oT
environments, where trust estimates are used to improve reliability, security, and
execution success rates [61,62]. Surveys of the field have shown that existing approaches
differ substantially in their underlying assumptions, trust representations, uncertainty-
handling mechanisms, reputation-management strategies, and support for decision making
in open environments [6,63—65]. This growing diversity has motivated the development of
conceptual frameworks that facilitate the systematic analysis, classification, and
comparison of heterogeneous trust models across different applications domains [66—68].

Despite their methodological differences, most computational trust models share a
common underlying assumption: trustors evaluate available trustees and select those
considered most trustworthy according to the information currently available. This view is
consistent with the widely adopted distinction between trust evaluation, during which

agents estimate the trustworthiness of potential partners, and trust-aware decision making,
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during which these estimates are used to guide future actions and partner-selection
decisions [69—71]. Consequently, computational trust research has traditionally focused on
supporting trustor-side decision making, while comparatively less attention has been
devoted to mechanisms that help trustees understand, establish, maintain, or improve their
trustworthiness over time [72,73]. Similar observations were made by Sen [74], who
argued that trust establishment, trust maintenance, and the strategic use of trust
relationships remain underexplored compared with trustworthiness assessment. As a
result, the trustor-centric perspective has emerged as the dominant paradigm in
computational trust research.

At the same time, the increasing openness, scale, and decentralization of modern
computational environments continue to expose important limitations of existing trust
approaches. Agents may join or leave the system at any time, exhibit heterogeneous and
evolving behaviors, and provide information that is incomplete, unavailable, or misleading
[7,9,11,75-77]. These characteristics make the prediction of future behavior inherently
difficult and contribute to significant variations in trust-model performance across
different environments. Consequently, the literature consistently emphasizes that no single
trust model performs equally well under all conditions, since different approaches rely on
different assumptions regarding information availability, communication patterns, social
structures, and agent behavior [63].

These observations suggest that future research should not focus solely on
improving the accuracy of trust assessment, but also on understanding how trust
relationships are established, maintained, adapted, and strategically utilized under
changing environmental conditions. The research presented in this dissertation is situated
at the intersection of computational trust, Multi-Agent Systems, and machine learning, and
investigates alternative approaches to trust formation and trust-based decision making in
open and dynamic environments. Particular emphasis is placed on resource-constrained
settings, where conventional trust mechanisms may become inefficient or ineffective.
More specifically, this dissertation challenges the traditional trustor-centric perspective
that dominates the computational trust literature and explores how trustees themselves can
actively contribute to the development and maintenance of trust relationships. By
investigating trustee-centric trust models, adaptive trust mechanisms, and reinforcement-

learning approaches for trust-model selection, this work seeks to contribute to the
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development of more robust, flexible, and scalable trust frameworks capable of operating
effectively under uncertainty, limited information availability, and continuously evolving

environmental conditions.

1.2. Limitations of Existing Trust Management Approaches

Despite significant advances in computational trust research and the large number
of trust and reputation models proposed in the literature, existing approaches continue to
have important limitations when deployed in open and dynamic environments. Many of
these limitations stem from a common assumption underlying conventional trust models:
trust is calculated by the trustor, who evaluates available trustees and selects the one

considered most trustworthy for a particular interaction [74].

1.2.1. The Cold Start Problem

One of the most persistent challenges in computational trust research is the cold-
start problem. Trust and reputation models typically perform poorly when evaluating
newcomer service providers because service requesters have limited means of assessing
agents with whom they have no prior interactions and for whom little or no reputation
information is available. Newly arrived agents often lack interaction history and
community feedback, preventing conventional trust models from producing reliable trust
estimates. Under such conditions, trustors may be unable to accumulate sufficient
evidence before interaction opportunities disappear, leading either to suboptimal partner-
selection decisions or to overly conservative behavior that restricts cooperation [78].

To mitigate these limitations, a variety of approaches have been proposed.
Stereotyping, originally introduced by Meyerson et al. [79], is based on the assumption
that agents sharing similar observable characteristics are likely to exhibit similar behavior.
This approach facilitates the assessment of newcomers and other agents with limited
interaction histories and is closely related to more recent techniques that exploit profile
similarity and auxiliary contextual information to bootstrap initial trust estimates [80].
More recently, machine-learning methods have been employed to predict the likely
behavior or reliability of newcomer agents using contextual information and historical
patterns derived from similar entities [81]. In addition, organizational roles and social
relationships within virtual communities can serve as alternative sources of trust
information [82], particularly when direct or indirect trust evidence is unavailable.
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Another common strategy is to assign an initial trust value until sufficient direct
experience has been accumulated. Such values may reflect the average level of
performance observed within the environment or may be inferred from interactions
involving related agents [83]. Although these approaches partially alleviate the cold-start
problem, the challenge remains significant in highly dynamic environments characterized
by scarce information, short-lived interactions, and substantial uncertainty. Consequently,
addressing the cold-start problem remains an important objective of computational trust
research and constitutes one of the key motivations underlying the work presented in this

dissertation.

1.2.2. Highly dynamic environments and Agent Mobility

Another major limitation of existing trust-management approaches is their
difficulty in coping with highly dynamic environments. In open Multi-Agent Systems,
agents continuously enter and leave the system, while their capabilities, roles, and
behavioral characteristics may evolve over time. Conventional trust models often rely on
repeated interactions to construct reliable trust estimates. Consequently, trust information
may become outdated before sufficient evidence has been accumulated, reducing the
effectiveness of trust-based decision making and limiting the predictive value of
previously observed behavior [7,11,75].

Beyond the challenge of maintaining up-to-date trust assessments, dynamic
environments also introduce issues related to agent mobility. A longstanding concern in
trust and reputation research is the limited interoperability of trust-management systems
across different applications and administrative domains. When entities move between
environments, their trust and reputation information often remains confined to the original
application, forcing them to rebuild their reputation from scratch in each new setting.
Enabling the portability of trust information across heterogeneous systems therefore
remains an important open challenge.

To address this issue, Jelenc [82] proposed a general mechanism for exchanging
trust and reputation information between independent systems. The proposed approach
defines a communication protocol that enables trust-management systems to request
ratings, provide responses, and communicate error conditions. To facilitate
interoperability, the framework also includes a grammar for constructing trust-related

queries and procedures for parsing exchanged messages.
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A related approach was proposed by Jabeen et al. [84], who developed a hybrid
trust-management architecture that combines centralized and distributed trust-evaluation
mechanisms to support agent mobility. In their framework, the network is partitioned into
multiple sub-networks, each managed by a resource-rich fog node responsible for
maintaining and sharing reputation information. Reputation scores are aggregated and
stored in the cloud, allowing service providers that migrate between sub-networks to
preserve their previously established reputation. As a result, trust information can follow
agents as they move across the system, reducing the need to rebuild trust from the
beginning after each migration.

Although these approaches improve the portability and availability of trust
information, maintaining accurate trust assessments in highly dynamic environments
remains a significant challenge. Frequent behavioral changes, limited interaction
opportunities, and the continuous movement of agents across environments can still
reduce the reliability of trust estimates and complicate trust-based decision making under

uncertainty.

1.2.3. Behavioral volatility

A further challenge for trust management in open Multi-Agent Systems is
behavioral volatility, namely the tendency of agents to alter their behavior over time. Such
changes may arise from malicious intent, resource limitations, environmental conditions,
device malfunctions, network congestion, seasonal effects, or evolving social relationships
among agents [83,84]. Some behavioral variations occur unpredictably, whereas others
follow recurring or cyclical patterns. As a result, trust assessments derived from historical
observations may quickly become outdated and fail to accurately reflect an agent’s current
trustworthiness.

Traditional trust and reputation models typically address this problem through
temporal weighting mechanisms such as sliding windows and forgetting factors [83]. A
sliding window preserves only the most recent interactions under the assumption that they
best represent current behavior, while older observations are discarded. In contrast,
forgetting-factor approaches retain all historical interactions but gradually reduce the
influence of older evidence over time. Both mechanisms aim to improve responsiveness to

behavioral change by emphasizing recent observations.
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An example of the forgetting-factor approach is the trust model for pervasive
computing environments proposed by kolomvatsos et al. [85]. The model combines direct
experience and reputation information using fuzzy-logic techniques and incorporates
referral age and referrer reputation into the calculation of social trust. More recent referrals
exert greater influence on trust assessments, while older information gradually loses
significance and is eventually discarded. Although this approach improves adaptability to
changing conditions, it relies on a central authority for storing and managing referrals,
introducing a potential single point of failure.

Despite their widespread use, traditional temporal weighting mechanisms often
struggle to cope with agents whose behavior changes abruptly or at irregular intervals.
Similar concerns have been highlighted in earlier studies showing that many trust models
react slowly to sudden behavioral shifts and may be exploited by agents exhibiting
oscillatory or strategically changing behavior [86]. To address this limitation, Player and
Griffiths [83] propose RaPTaR, a framework that operates alongside existing trust models
and dynamically identifies behavioral changes within agent groups. Using the
Kolmogorov-Smirnov statistical test, RaPTaR detects shifts in behavioral patterns and
supplies trust algorithms with experience data that better reflect current behavior. The
framework also records recurring behavioral transitions, enabling the recognition of
repetitive patterns that can support future predictions. Experimental results indicate that
although RaPTaR improves responsiveness to behavioral change, its detection accuracy
remains limited.

A related line of research focuses on trust prediction. Reputation-based trust
models often suffer from two interconnected problems: reputation information may no
longer reflect an entity’s current behavior, and excessive reliance on reputation increases
vulnerability to collusion and other forms of manipulation. Trust-prediction techniques
attempt to overcome these limitations by estimating current trustworthiness from historical
interactions and behavioral trends. Traditional approaches include arithmetic averaging,
mean-shift methods, and exponential smoothing. However, exponential smoothing alone
often performs poorly when abrupt behavioral transitions occur, such as when a previously
trustworthy entity becomes compromised. To improve prediction accuracy under such
conditions, Wang et al. [87] proposed a dynamic trust model that combines direct and

indirect trust computation with trust prediction. Their approach integrates exponential
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smoothing with Markov-chain modeling to capture both long-term trends and sudden
fluctuations in behavior.

Behavioral volatility is particularly evident in emerging networked environments
such as Fifth-Generation (5G) communication networks. In these systems, forwarding
entities may alternate between legitimate and malicious behavior, for example by
selectively dropping packets while attempting to avoid detection [88]. Such environments
are especially challenging because both legitimate and malicious entities may employ
reinforcement-learning techniques to adapt their behavior over time. Ahmad et al. [88]
addressed this problem through a hybrid trust model that combines Q-learning-based trust
assessment with network-wide trust information to support secure routing decisions.
Nevertheless, the effectiveness of the proposed approach has not yet been
comprehensively validated experimentally.

Overall, behavioral volatility remains one of the most challenging problems in
computational trust research. Although mechanisms such as temporal weighting,
behavioral-change detection, and trust prediction can improve adaptability, accurately
assessing trustworthiness in environments characterized by rapidly changing and

strategically adaptive behavior remains an open research challenge.

1.2.4. Communication and computational overhead

Conventional trust-management approaches often introduce significant
communication and computational overhead [89]. To assess the trustworthiness of
potential interaction partners, agents frequently need to collect information from multiple
sources, exchange recommendations, maintain historical records of interactions, and
continuously update trust estimates. In large-scale distributed environments, these
activities can generate considerable messaging costs and increase the processing
requirements imposed on participating agents [90].

The problem becomes even more pronounced in resource-constrained
environments, such as IoT ecosystems, mobile computing platforms, and wireless sensor
networks, where processing power, memory capacity, energy resources, and
communication bandwidth are inherently limited [91]. In such settings, trust-management
mechanisms that rely on extensive information exchange or computationally intensive
trust calculations may become inefficient, reduce system scalability, and negatively affect

overall performance.
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Consequently, minimizing communication and computational overhead remains
an important challenge in the design of practical trust-management solutions for open and
dynamic environments. Effective trust models must therefore balance the need for
accurate trust assessment with the communication and computational costs associated with

the collection, dissemination, and evaluation of trust-related information.

1.2.5. Disinformation attacks

The use of indirect trust and reputation information introduces additional
vulnerabilities into trust-management systems. Reputation-based mechanisms rely on
recommendations provided by other agents, creating opportunities for disinformation
attacks. Malicious entities may intentionally provide misleading recommendations to
manipulate trust assessments, either by unfairly reducing the reputation of trustworthy
agents (bad-mouthing attacks) or by artificially increasing the reputation of malicious
agents (ballot-stuffing attacks). Defending against such attacks remains a persistent
challenge in computational trust research.

A particularly difficult form of disinformation is collusion, in which groups of
malicious agents cooperate by exchanging mutually supportive recommendations to
artificially enhance their own reputation or damage that of competitors. Qureshi et al. [92]
demonstrated that even sophisticated reputation-based trust models such as FIRE remain
vulnerable to coordinated witness manipulation and consequently proposed the FIRE+
framework to detect and mitigate collusive recommendation behavior.

To improve the robustness of reputation systems, several researchers have focused
on assessing the reliability of the information sources themselves. For example, the
Comprehensive Reputation Model (CRM) proposed by Khosravifar et al. [93] incorporates
an ex-post evaluation mechanism in which the actual outcome of an interaction is
compared with previously received recommendations. This enables the credibility of
recommendation providers to be continuously updated and reduces the influence of
inaccurate or deceptive information on future trust assessments.

Related work by Khalid et al. [94] proposed a blockchain-based trust management
framework for Multi-Agent Systems in which trust evaluators are assessed using trust-
distortion, consistency, and reliability measures. By identifying dishonest or unreliable
evaluators, the framework seeks to limit the impact of manipulated recommendations

while promoting cooperative behavior through blockchain-supported trust-management
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mechanisms. These studies highlight the importance of evaluating not only the target of a
trust assessment but also the agents that provide trust-related information.

Beyond the credibility of recommendation providers, the quality of the reputation
information itself also affects the reliability of trust assessments. Reputation scores often
aggregate multiple aspects of an interaction into a single evaluation, making it difficult to
distinguish between different sources of dissatisfaction. Furthermore, reputation systems
remain vulnerable to intentionally manipulated reviews. To address these limitations, Oh
et al. [95] proposed a reputation framework that separates seller performance from item
quality and introduces an integrity-weighting mechanism that estimates the credibility of
individual reviews before incorporating them into reputation calculations. Their results
demonstrate that accurate reputation estimation depends not only on robust aggregation
mechanisms but also on the ability to assess the informational quality of the evidence
being aggregated.

Importantly, distortions in reputation information do not necessarily originate from
malicious behavior. Indirect trust assessments may also be affected by implicit biases and
collective stereotypes embedded in user feedback, leading to unfair or inaccurate
reputation estimates even when recommendations are provided honestly. To address this
issue, Bangui et al. [96] proposed a deep-learning-based reputation model that employs
synthetic data generation to mitigate bias in indirect trust information. Their work
demonstrates that reliable trust assessment depends not only on detecting malicious
recommendations but also on identifying and mitigating systematic sources of bias within
reputation systems.

Consequently, the design of mechanisms capable of filtering deceptive
recommendations, identifying collusive behavior, mitigating recommendation bias, and
improving the reliability of indirect trust information remains an important research
challenge in open agent societies [97,98]. In response, a variety of incentive-based and
trust-management mechanisms have been proposed to encourage honest reporting and

discourage malicious participation, as discussed in the following subsection.

1.2.5.1. Mechanisms for Promoting Honest Behavior
Several studies [99-107] have proposed mechanisms that encourage honest
behavior and discourage malicious actions in decentralized environments. Although these

approaches differ in their implementation, most rely on a combination of incentives,

PhD Thesis 14



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

! Zoi Lygizou, Collective Artificial Intelligence and
reputation management, punishment mechanisms, recommendation filtering, and adaptive
trust assessment. These mechanisms provide useful insights for extending the CA
framework to operate in environments where dishonest behavior is prevalent.

A fundamental challenge in large-scale and dynamic IoT environments is
motivating nodes to provide accurate trust information during authentication procedures.
To address this issue, Fragos et al. [100] propose a contract-theoretic incentive mechanism
that encourages nodes to participate honestly in trust establishment. Each node maintains
and advertises its trust score, while neighboring nodes assist in the authentication process.
The mechanism associates rewards with both the node’s trustworthiness and its
contribution to authentication activities. As a result, nodes maximize their expected benefit
by accurately reporting trust information and actively participating in the protocol. Unlike
many blockchain-based approaches, the mechanism relies on localized trust formation and
incentive alignment rather than global consensus.

Pan et al. [101] introduce TrustCoin, a trust management framework that promotes
honest behavior through a blockchain-supported credit and reputation mechanism. Each
participant is assigned a number of credit coins that simultaneously represent its reputation
and determine its eligibility to participate in content dissemination activities. Before
publishing content, a user must possess a sufficient number of credit coins, thereby
preventing low-reputation entities from freely distributing information. The credibility of
published content is subsequently evaluated using a Deep Reinforcement Learning model,
and the participants’ credit balances are updated accordingly. Publishers who provide
highly credible content receive additional credit coins, strengthening both their reputation
and their future participation opportunities. Conversely, publishers that disseminate low-
credibility content are penalized through credit reduction. The mechanism also
incentivizes subscribers to actively monitor content quality: users who correctly identify
and report malicious or misleading content are awarded, while inaccurate assessments may
result in penalties. By continuously adjusting credit balances according to observed
behavior and content quality, TrustCoin creates a self-reinforcing ecosystem in which both
content producers and consumers are encouraged to act honestly and contribute to the
overall trustworthiness of the network.

In many IoT networks, nodes may behave selfishly by refusing to forward packets

in order to conserve resources such as energy, bandwidth, and memory. To address this
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challenge Muhammad et al. [102] propose the Honesty-Based Social Trust (HBST)
framework, which promotes cooperation through community formation, behavioral
monitoring, and controlled rehabilitation of selfish nodes. The mechanism operates in two
phases. First, nodes are evaluated according to their honesty level, which is derived from
factors such as interaction frequency, credibility, and participation within the community.
Nodes whose reputation exceeds a predefined threshold are admitted to a “credible
community” consisting exclusively of trustworthy participants. In the second phase, the
members of this community elect two leaders: a Selected Community Head (SCH) and a
Selected Monitoring Head (SMH). The SCH is responsible for managing the community
and enforcing penalties against selfish nodes, while the SMH continuously monitors node
behavior and reports selfish activities. Nodes identified as selfish are isolated in a separate
domain and are prevented from interacting with the credible community. However, unlike
traditional approaches that permanently exclude misbehaving nodes, HBST allows
isolated nodes to regain membership if they improve their honesty level and satisfy the
required reputation threshold. Persistent offenders face progressively stronger penalties,
including warning notifications distributed to neighboring communities and eventual
expulsion from the network. By combining continuous monitoring, social accountability,
temporary isolation, and conditional reintegration, the framework creates strong incentives
for nodes to behave cooperatively while still allowing behavioral recovery.

In Internet of Medical Things (IoMT) environments, establishing trustworthy
communication among a large number of interconnected medical devices is critical for
reliable healthcare monitoring and decision-making. To address this challenge, Ali et al.
[103] propose BFT-IoMT, a blockchain-enabled trust management framework that
combines clustering, fuzzy logic, and distributed trust evaluation to detect and isolate
malicious devices. The mechanism begins by organizing IoMT devices into clusters and
assigning Cluster Heads (CHs), which coordinate trust evaluation within their respective
groups. Trust-related behavioral parameters are continuously collected from participating
devices and processed by a trust calculator that employs fuzzy logic to handle uncertainty
and imprecision in the observed data. Based on this analysis, each device is assigned a
trust score that reflects its overall trustworthiness. The calculated scores are recorded on
the blockchain, providing a tamper-resistant history of trust evaluations that can be shared

across the network. Devices whose trust scores fall below a predefined threshold are
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identified as potentially malicious, particularly in the case of Sybil attacks, and are
subsequently isolated from further communication. The final trust decision is then
disseminated throughout the network, ensuring that other devices can avoid interacting
with the identified malicious nodes. By continuously monitoring node behavior,
maintaining transparent trust records, and excluding devices that exhibit suspicious
activity, the framework encourages participants to maintain trustworthy behavior in order
to remain active members of the network.

Kouicem et al. [104] propose a decentralized trust management protocol that
enables IoT devices to assess the trustworthiness of service providers without relying on
pre-trusted entities. The mechanism combines blockchain-based trust storage with a fine-
grained recommendation model. Rather than assigning a single trust value to a service
provider, the protocol evaluates trust with respect to specific service requirements,
allowing IoT devices to obtain recommendations that are tailored to their particular needs.
To support trustworthy trust assessments, recommendations and trust evidence are
permanently recorded on the blockchain, providing an immutable history that can be
accessed by fog nodes during trust computation. The protocol further incorporates an
online countermeasure against cooperative recommendation attacks. Whenever trust
recommendations are aggregated, the fog node analyzes the distribution of
recommendation values stored on the blockchain. Large discrepancies between
recommendations indicate the possibility of coordinated attacks, such as self-promotion,
bad-mouthing, or ballot stuffing. In such cases, suspicious recommendations are discarded
before the final trust value is calculated. By combining fine-grained trust assessment,
transparent recommendation histories, and real-time detection of manipulated
recommendations, the protocol reduces the influence of dishonest participants and
improves the reliability of trust decisions in decentralized IoE environments.

Liu et al. [107] propose BtRal (Blockchain and trusted Reputation assessment-
based Incentive mechanism), a trust management framework designed to promote honest
participation in Healthcare [oT environments. The mechanism begins with a
multidimensional reputation assessment process, in which each participant is evaluated
using multiple behavioral and service-related factors. The resulting reputation values are
securely recorded on a consortium blockchain, providing a transparent and tamper-

resistant history of participant behavior. Based on these reputation scores, BtRal employs
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a token-based reward and punishment mechanism. Participants that consistently provide
reliable services receive rewards, while nodes exhibiting dishonest or malicious behavior
incur penalties that reduce their reputation and associated benefits. Beyond economic
incentives, the framework further links reputation to the consensus process through an
enhanced PBFT algorithm. Nodes with higher reputation scores are granted a greater role
in consensus operations, whereas low-reputation nodes have reduced influence on network
decisions. Consequently, honest behavior yields both financial rewards and increased
participation privileges, while dishonest behavior results in economic losses and
diminished authority within the system. By simultaneously combining reputation
assessment, incentive allocation, and reputation-aware consensus participation, the
framework creates multiple incentives for maintaining trustworthy behavior.

Ouechtati et al. [105] propose a fuzzy logic-based mechanism for filtering
dishonest recommendations in the Social Internet of Things (SIoT). Rather than accepting
all recommendations equally, the model evaluates their reliability using multiple
contextual and social factors, including recommendation values, submission time,
geographic location, and the social relationships between objects. The first stage focuses
on detecting Sybil attacks. Recommendations that exhibit high similarity in content, are
submitted within a short time interval, and originate from nearby locations are considered
likely to have been generated by the same malicious entity. Such recommendations are
identified through fuzzy classification and removed from the subsequent trust calculations.
The remaining recommendations are then evaluated using two complementary metrics:
Internal Similarity (IS) and Degree of Social Relationship (DSR). IS measures the extent
to which a recommendation agrees with the opinions of trusted members within the same
community, while DSR quantifies the strength of the social connection between the
recommender and the recommended object based on their previous interactions and
relationship type (e.g., ownership, co-location, co-work, or social relationship).
Recommendations that exhibit both low agreement with trusted community members and
weak social connections are considered unreliable and may indicate good-mouthing or
bad-mouthing attacks. By reducing the influence of recommendations that appear
inconsistent, socially unsupported, or potentially coordinated, the mechanism limits the
ability of malicious agents to manipulate trust values and therefore promotes more reliable

and honest trust assessments.
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In Vehicular Edge Computing (VEC) environments, Autonomous Vehicles (AVs)
can trade data with edge servers in exchange for rewards, creating an economic incentive
for data sharing. However, the success of such transactions depends on the ability of edge
servers to identify trustworthy data providers. To address this challenge, Mianji et al.
[106] propose the Dynamic Selection of Trusted Sellers using Deep Deterministic Policy
Gradient (DSTSDPG), a reputation management mechanism that combines trust
assessment with deep reinforcement learning. Instead of relying on a fixed trust threshold,
the mechanism dynamically adjusts the minimum credibility level required for an AV to
participate in data trading. Each vehicle is assigned a credibility score based on three
factors: historical reputation, familiarity, and freshness of previous interactions. Historical
reputation reflects past behavior, familiarity captures the extent of previous interactions
between an edge server and a vehicle, and freshness assigns greater importance to recent
observations. Using these factors, the edge server continuously evaluates candidate sellers
and selects the most trustworthy vehicles for data transactions. Since only highly credible
vehicles are eligible to participate in profitable trading opportunities, AVs are incentivized
to maintain a positive reputation by consistently providing reliable data. Furthermore,
credibility information is shared across clusters through the cloud infrastructure, allowing
trustworthy behavior to be recognized even when vehicles move between different
network regions.

Existing trustworthiness models can only detect a subset of known attacks, but
none can defend against all types [108]. This is because attack patterns are highly diverse,
with malicious nodes strategically exploiting weaknesses in trust algorithms to evade
detection. To address this challenge, Marche and Nitti examine in [108] all trust-related
attacks documented in the literature that can impact [oT systems. They propose a
decentralized trust management model that leverages a machine learning algorithm and
introduces three novel parameters: goodness, usefulness, and perseverance scores. These
scores enable the model to continuously learn, adapt, and effectively identify and
counteract a wide range of malicious attacks.

Overall, the literature suggests that honest behavior can be promoted through
several complementary mechanisms, including reward-and-punishment schemes,
reputation-based incentives, temporary exclusion and rehabilitation policies,

recommendation filtering, transparency through blockchain technologies, and adaptive
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machine learning techniques. Since each mechanism addresses different aspects of
dishonest behavior, combining multiple approaches appears to be a promising direction for
developing robust trust management systems. These observations motivate the discussion
in Chapter 6, where several of these mechanisms are considered for integration into the

proposed CA framework.

1.2.6. Privacy concerns

The exchange of trust and reputation information introduces important privacy
challenges. Trust assessments often reveal information about an agent’s preferences,
experiences, interaction histories, and relationships with other agents potentially exposing
sensitive aspects of its behavior and decision-making processes. As a result, agents may be
reluctant to share recommendations, reducing both the availability and reliability of
reputation information [109,110].

Beyond the disclosure of interaction information, a related challenge arises from
the strong coupling between reputation and identity in many trust-management systems.
Reputation scores are frequently associated with persistent identities, making it possible to
track behavior over time and potentially exposing participants to profiling or retaliation.
Conversely, allowing agents to change identities may facilitate whitewashing and Sybil
attacks, enabling malicious entities to evade the consequences of poor reputation. To
address this trade-off between accountability and privacy, Bouchiha et al. [111] proposed
DARS, a decentralized anonymous reputation system that combines blockchain
technology with cryptographic techniques to support anonymous participation while
preserving reputation continuity across multiple pseudonyms. Their work demonstrates
that privacy preservation and reputation management need not be mutually exclusive and
highlights the growing importance of privacy-aware trust mechanisms in decentralized

environments.

1.2.7. Summary of Limitations and Research Motivation

These limitations discussed throughout this chapter illustrate the challenges faced
by existing trust-management approaches when operating in environments characterized
by uncertainty, mobility, limited resources, malicious behavior, and rapidly changing
conditions. Despite significant advances in computational trust research, there remains a

need for alternative solutions that reduce communication overhead, improve resilience to
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deceptive behavior, adapt more effectively to behavioral change, and support trust
formation under limited information availability.

These challenges provide a strong motivation for the research presented in this
dissertation. In particular, they motivate the investigation of trustee-centric trust
management mechanisms as a possible alternative to conventional trustor-centric
approaches, with the goal of developing more adaptive, scalable, and robust trust-

management solutions for open and dynamic environments.

1.3. Trustee-Centric Perspective on Trust Management

Most computational trust models adopt a trustor-centric perspective, in which the
responsibility for trust formation lies entirely with the trustor. In these approaches, trustors
collect information about potential trustees, estimate their trustworthiness, and select those
expected to provide the highest utility. As discussed in the previous sections, this
paradigm has dominated computational trust research for more than two decades and
forms the basis of most existing trust and reputation mechanisms [74].

Despite its widespread adoption, the trustor-centric paradigm implicitly assumes
that trustors possess sufficient information and resources to identify suitable interaction
partners. In practice, however, this assumption is often unrealistic. In open and dynamic
environments, trustors frequently operate under conditions of incomplete information,
limited computational resources, uncertain behavioral patterns, and rapidly changing agent
populations. Consequently, trust decisions may need to be made using sparse, outdated, or
unreliable information. At the same time, comparatively little attention has been devoted
to mechanisms that assist trustees in actively establishing, maintaining, or improving their
trustworthiness.

Several researchers have therefore argued that trust should also be examined from
the trustee’s perspective. Castelfranchi et al. [73,112] view being trusted as a form of

relational® capital that increases an agent’s opportunities for cooperation and interaction.

! Here, relational capital refers to the value derived from being trusted within a network of
interacting agents, representing the set of potential interactions, cooperation opportunities, and delegation

choices that become available to an agent as a result of its perceived trustworthiness.
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Similarly,  Aref and Tran [72] distinguish between trust evaluation and trust
establishment, arguing that most existing approaches focus on helping trustors assess
potential partners rather than guiding trustees toward behaviors that increase the
confidence of future interaction partners. More recently, trust-establishment mechanisms
have been proposed for Internet of Agents environments, where trustees adapt their
behavior based on implicit feedback from trustors in order to increase future trust levels
and improve their chances of being selected as interaction partners [113].

These observations motivate the investigation of an alternative perspective on trust
management in which trustees actively participate in the trust-formation process. Rather
than requiring trustors to identify the most trustworthy service provider, the approach
proposed in this dissertation, introduced in Chapter 2, shifts part of the decision-making
responsibility to the trustees themselves. Under this view, trustees evaluate their own
ability to successfully perform a requested task and decide whether they should undertake
it. Consequently, the trustee becomes an active participant in the trust-management
process rather than a passive entity being evaluated by others.

This perspective is consistent with the notion of trust establishment introduced by
Tran et al [114], who argued that trust management should not only help trustors identify
reliable partners but should also provide mechanisms through which trustees can actively
develop and maintain trust relationships. While the approach of Tran et al. focuses
primarily on behavioral adaptation aimed at increasing future trust levels, the Create
Assemblies (CA) model approaches the problem from a different perspective by allowing
trustees to assess their own capability and willingness to perform tasks before accepting
interaction requests.

The idea of transferring part of the decision-making responsibility to service
providers has also appeared in other decentralized multi-agent domains. Studies in swarm
robotics and multi-agent task allocation have shown that agents can autonomously decide
which tasks to undertake based solely on local information, without centralized control or
global system knowledge [18,19]. Similarly, research on collaborative team formation in
open Multi-Agent Systems has proposed self-evaluation mechanisms through which
agents assess their own capabilities, resource constraints, and degree of self-interest before
deciding whether to participate in collaborative activities [115]. Such approaches

emphasize decentralized decision making and autonomous participation, reinforcing the
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view that agents can actively determine their suitability for a task rather than relying
exclusively on external evaluation.

Related ideas have also emerged within the trust-management literature. For
example, ConTrust, proposed by Latif [116], is a context-aware trust model for the Social
Internet of Things (SIoT) in which service providers evaluate their capability and
willingness to satisfy a requested task before responding to a service requester. Although
the final provider selection remains the responsibility of the requester, the model
incorporates a form of provider-side self-assessment that shares important similarities with
the trustee-centric philosophy adopted in the CA model. Trustworthiness in ConTrust is
evaluated using a combination of provider capability, commitment, and job-satisfaction
feedback, while task requirements and contextual information are explicitly considered
during service provision.

A related direction was explored by Alam et al. [99], who proposed a blockchain-
based two-way reputation framework for the SIoT that evaluates both service providers
and service requesters. The framework combines local trust, global trust, reputation, social
trust, and Quality of Service (QoS) attributes, while introducing incentive and penalty
mechanisms to discourage dishonest behavior. Unlike conventional trust models, service
providers are allowed to accept or reject service requests, thereby assuming a more active
role in the interaction process. The model also incorporates mechanisms for detecting
dishonest requesters through comparisons between local and global trust assessments and
employs reputation-based classifications and penalties to encourage honest participation.
Experimental results demonstrated resilience against several trust-related attacks,
including on-off, discriminatory, opportunistic-service, selective-behavior, bad-mouthing,
and ballot-stuffing attacks, although the framework does not address whitewashing
attacks.

Taken together, these studies suggest that trust management need not rely
exclusively on trustor-side evaluation and that trustees can play a more active role in trust
formation and service provision. The trustee-centric paradigm therefore offers several
potential advantages, which are explored in the following chapters. Nevertheless,
introducing a trustee-centric perspective also raises important research questions. Can
trustees accurately assess their own capabilities? Under what environmental conditions

does trustee-centric trust outperform conventional trustor-centric approaches? How can
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trustee self-assessment adapt when agent behavior changes over time? And can trustee-
centric and trustor-centric paradigms be combined within a unified adaptive framework?

The remainder of this dissertation seeks to answer these questions through the
development, evaluation, and extension of the Create Assemblies trust model. In
particular, the following chapters investigate the strengths and limitations of trustee-
centric trust management, explore mechanisms for adaptive self-assessment, and examine
how reinforcement learning can be used to dynamically select between trustee-centric and

conventional trust-management approaches according to environmental conditions.

1.4. Adaptive Trust Management

A fundamental assumption underlying most trust-management approaches is that a
single trust model is selected and remains fixed throughout system operation. In practice,
however, no trust mechanism can be expected to perform optimally under all
environmental conditions. The effectiveness of a trust model depends on numerous
factors, including agent mobility, population dynamics, behavioral volatility, interaction
frequency, information availability, and communication constraints.

Taken together, these factors suggest that trust management should not be viewed
as a search for a universally superior trust model. Instead, different trust mechanisms
should be regarded as complementary tools whose effectiveness depends on the
circumstances under which they are applied. This perspective is consistent with the
broader principle that decision-making strategies should adapt to environmental conditions
rather than remain fixed regardless of context.

The need for adaptability becomes particularly pronounced in open Multi-Agent
Systems. Agents typically operate with only partial knowledge of their environment and
cannot observe all factors influencing system dynamics. Population changes, behavioral
shifts, resource availability, and communication patterns may evolve continuously and
unpredictably. Consequently, determining which trust mechanism is most appropriate
becomes a dynamic decision problem rather than a one-time design choice.

The experimental evaluation presented in this dissertation supports this view. As
will be shown in subsequent chapters, different trust mechanisms exhibit distinct strengths
and weaknesses depending on the characteristics of the environment. For example, the

original CA model demonstrates superior performance in situations involving significant
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changes in consumer populations, whereas conventional trustor-centric approaches such as
FIRE may perform better when provider populations change frequently. Similarly,
mechanisms designed to rapidly detect behavioral changes may outperform more stable
approaches in volatile environments while introducing unnecessary complexity in
environments where agent behavior remains relatively constant.

Recent advances in machine learning provide opportunities for addressing this
challenge [117,118]. Reinforcement Learning (RL), in particular, enables agents to learn
adaptive decision-making policies through interaction with their environment. Rather than
relying on predefined rules, RL agents learn from experience by observing the
consequences of their actions and gradually improving their behavior in order to maximize
long-term rewards [118]. This ability makes RL particularly suitable for environments
characterized by uncertainty, partial observability, and continuous change.

Building on these ideas, this dissertation investigates whether trust-model selection
itself can be formulated as a learning problem. Instead of assuming that a single trust
mechanism should be employed permanently, we explore the possibility that agents can
dynamically select among alternative trust models according to current environmental
conditions. More specifically, we examine whether a trustor can learn when it is
advantageous to rely on a conventional trustor-centric approach and when a trustee-centric
approach such as CA is expected to yield better outcomes.

The adaptive perspective adopted in this dissertation reflects a broader view of
trust management. Rather than treating alternative trust mechanisms as competing
solutions, they are viewed as complementary approaches that can be combined to exploit
their respective strengths. This perspective motivates one of the central research directions
of this work: the development of self-aware and adaptive trust-management frameworks
capable of selecting the most appropriate trust strategy according to the evolving

characteristics of their environment.

1.5. Beyond Trust Management: Decision Support and Healthcare
Applications

Although computational trust originated as a mechanism for supporting partner
selection and cooperation in Multi-Agent Systems, its underlying principles extend beyond

traditional trust-management problems. The broader significance of computational trust
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lies in its ability to support decision making under uncertainty, particularly in situations
where complete information about future outcomes is unavailable. Consequently, trust-
related concepts can be applied to a wide range of domains involving risk assessment,
resource allocation, coordination, and adaptive decision making.

In recent years, the increasing complexity of socio-technical systems has created a
growing demand for intelligent decision-support mechanisms capable of operating in
dynamic environments. Such systems are encountered in diverse domains, including
autonomous vehicles, the Internet of Things, collaborative robotics, smart cities,
healthcare management, and human-machine teaming. In these settings, decision makers
must often operate with incomplete information while balancing multiple and sometimes
conflicting objectives.

Healthcare represents one of the most challenging examples of such environments.
Modern healthcare systems must cope with fluctuating patient demand, limited resources,
heterogeneous staff capabilities, and time-critical operational requirements. In particular,
hospital Emergency Departments (EDs) constitute highly dynamic environments where
delays, resource shortages, and inappropriate task allocation can directly affect patient
outcomes and quality of care.

To address these challenges, researchers have increasingly employed simulation
models, decision-support systems, optimization techniques, and artificial intelligence
methods to improve resource allocation and operational efficiency. Simulation-based
approaches, including Discrete Event Simulation, Agent-Based Simulation, and System
Dynamics, have been widely used to analyze patient flow, staffing policies, and
operational bottlenecks within Emergency Departments. Similarly, Al-driven decision-
support systems have been proposed for staff scheduling, workload balancing, and patient-
flow optimization.

Despite these advances, most existing approaches focus primarily on operational
performance metrics such as waiting times, throughput, and resource utilization.
Comparatively less attention has been devoted to the role of staff competence, self-
assessment, and adaptive task allocation based on individual capabilities. Furthermore,
computational trust concepts have only rarely been explored in healthcare environments,

and existing studies typically focus on trust relationships between organizations or
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healthcare stakeholders rather than on trust-informed coordination within healthcare
teams.

The trustee-centric perspective introduced in this dissertation provides a natural
way to address this limitation. The fundamental principle underlying the Create
Assemblies (CA) approach—that agents evaluate their own suitability before undertaking
tasks—can be interpreted as a form of competence-aware decision support. Rather than
relying exclusively on external assignment mechanisms, individual agents can contribute
to task-allocation decisions through self-assessment of their capabilities, availability, and
expected performance. From this perspective, the healthcare application presented in this
dissertation should not be viewed as a departure from the trust-management problem, but
rather as an extension of the same trustee-centric principles to a different decision-making
domain.

This observation motivates the extension of the CA paradigm beyond traditional
trust management and into the domain of healthcare decision support. In Chapter 7, a
simulation framework representing a hospital Emergency Department is developed to
investigate how self-assessment and trust-informed task allocation can influence
operational outcomes. The proposed framework serves as a decision-support tool that
enables hospital managers and researchers to evaluate alternative operational strategies

before their deployment in real-world environments.

1.5.1. Simulation of Emergency Departments

Simulation is a widely used tool for analyzing Emergency Department (ED)
operations, including patient flow, resource allocation, and bottleneck identification. The
three most common simulation paradigms are Discrete-Event Simulation (DES), Agent-
Based Simulation (ABS), and System Dynamics (SD), each offering different levels of
abstraction and analytical capabilities.

DES models patient arrivals, service times, resource utilization, and operational
constraints, making it particularly effective for evaluating interventions aimed at reducing
waiting times and overcrowding. For example, Hamza et al. [119] proposed SIM-PFED, a
hybrid DES-ABS framework integrated with the TOPSIS multi-criteria decision-making
method to optimize patient flow and reduce throughput time in EDs. Kim [120] combined
DES with machine-learning techniques for dynamic physician allocation, while

Castanheira-Pinto et al. [121] integrated DES with lean healthcare principles to identify
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operational bottlenecks. Other studies have focused on DES calibration [122] and on
combining DES with design-thinking methodologies to support organizational change
[123]. Collectively, these studies demonstrate that DES provides a robust and flexible
framework for modeling ED operations. However, its process-oriented nature often limits
its ability to represent individual staff behaviors, autonomous decision making, and
complex interpersonal interactions.

ABS extends simulation capabilities by representing patients, physicians, nurses,
and other stakeholders as autonomous agents with individual attributes, goals, and
decision-making rules. This approach enables the study of heterogeneous behaviors and
interactions that are difficult to capture using purely process-based models. Recent
applications include Digital Twin frameworks [124], modular and reusable simulation
environments [125], and stakeholder-oriented modeling approaches [126]. ABS has also
been employed to investigate the effects of spatial layouts on nursing efficiency [127,128]
and to model team cognition and collaboration processes [129]. These studies demonstrate
the suitability of ABS for capturing human-centered and context-dependent behaviors.
Nevertheless, the potential of agent-based approaches to model competence assessment,
self-evaluation, trust-related decision making, and adaptive task allocation remains largely
unexplored in Emergency Department simulation research.

SD approaches provide a higher-level perspective by focusing on feedback loops,
accumulations, and long-term system dynamics. SD models have been applied to study
patient inflow—outflow dynamics [130], interventions targeting older patient populations
[131], workplace violence and staff burnout [132], and resource-management strategies in
resource-constrained healthcare settings [133]. Although SD is valuable for identifying
structural factors that influence overall system performance, it generally lacks the
granularity required to represent individual-level behavior, heterogeneous capabilities, and
personalized decision-making processes.

Overall, the literature demonstrates that simulation is a well-established and
valuable tool for improving Emergency Department performance. However, most existing
approaches focus primarily on operational efficiency, patient flow, and resource
utilization. Comparatively less attention has been devoted to modeling how individual
staff members assess their own capabilities, make task-related decisions, and adapt their

behavior to changing operational conditions. The simulation framework developed in this
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dissertation addresses this gap by incorporating agent-specific self-assessment
mechanisms inspired by computational trust research. By integrating competence-aware
decision making into an Emergency Department simulation environment, the framework
supports the evaluation of adaptive staffing and task-allocation strategies while providing

a bridge between computational trust concepts and healthcare decision-support systems.

1.5.2. Decision Support Systems in Healthcare

Hospital managers increasingly rely on Decision Support Systems (DSS) to
support resource planning, staff scheduling, patient-flow management, and operational
decision making. Existing approaches range from analytical methods based on queuing
theory and mathematical optimization to simulation-based and artificial-intelligence-
driven frameworks capable of supporting complex decisions in dynamic healthcare
environments.

A substantial body of research has focused on improving staffing and scheduling
decisions in Emergency Departments. For example, Yousefi and Yousefi [134] proposed a
metamodel-based simulation optimization framework that combines machine-learning
techniques—including ANFIS, Feed Forward Neural Networks (FNN), Recurrent Neural
Networks (RNN), and AdaBoost—with a discrete Imperialist Competitive Algorithm
(ICA) to optimize staffing allocation, achieving significant reductions in door-to-doctor
time. Similarly, Kim [120] integrated Discrete Event Simulation (DES) with machine
learning to dynamically allocate physicians, while Ortiz-Barrios et al. [135] combined
Extreme Gradient Boosting (XGBoost) with DES to predict treatment probabilities and
adapt nurse staffing levels according to anticipated demand.

Other studies have addressed broader resource-allocation and capacity-planning
problems. Wang et al. [136] proposed a simulation-based optimization framework
incorporating part-time shifts and nonlinear stochastic programming, demonstrating that
adaptive scheduling during peak demand periods can reduce waiting times and resource
strain. Redondo et al. [137] investigated long-term staffing decisions under demand
uncertainty using Sample Average Approximation techniques to support robust workforce
planning. In addition, Castanheira-Pinto et al. [121], De Santis et al. [122], and Dosi et al.
[123] demonstrated how simulation, optimization, and organizational-design
methodologies can be combined to improve operational efficiency, process design, and

decision-making quality in Emergency Departments.
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Taken together, these studies demonstrate the considerable potential of simulation-
and Al-based DSS frameworks to improve operational performance, optimize resource
utilization, and support data-driven healthcare management. However, most existing
approaches focus primarily on system-level performance metrics such as waiting times,
throughput, staffing levels, and resource utilization. Comparatively less attention has been
devoted to modeling variability in staff competence, individual decision-making behavior,
and task suitability when allocating responsibilities within healthcare teams.

Recent developments in artificial intelligence have also encouraged the emergence
of more personalized decision-support approaches, where predictive models adapt
decisions according to patient-specific risks, acuity levels, and anticipated resource
demands. Nevertheless, these approaches typically remain reactive, adjusting decisions in
response to observed outcomes or changing conditions. Far less attention has been given
to proactive decision-support mechanisms capable of anticipating performance variability
before tasks are assigned.

The framework proposed in this dissertation addresses this limitation by using
continuously updated trust and competence profiles to predict task success likelihoods in

advance, enabling anticipatory and personalized allocation of staff resources.

1.5.3. Computational Trust Models

Computational trust models originated in computer science and Multi-Agent
Systems research and have been widely applied in domains such as e-commerce,
collaborative robotics, distributed networks, and autonomous decision-making systems.
Their primary objective is to support coordination and cooperation under uncertainty by
enabling agents to assess the reliability, competence, and expected behavior of potential
interaction partners. As discussed in previous sections, computational trust mechanisms
provide a structured framework for making decisions when complete information is
unavailable and future outcomes cannot be predicted with certainty.

Many of the challenges addressed by computational trust research are also present
in healthcare environments. Healthcare systems involve multiple autonomous actors,
heterogeneous capabilities, limited resources, and decisions that must often be made under
conditions of uncertainty. Consequently, trust-related concepts have the potential to

support coordination, collaboration, and task-allocation decisions in complex healthcare
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settings. Despite this conceptual alignment, applications of computational trust within
healthcare remain relatively limited.

One of the few examples is the work of Anjana and Singhal [138], who
investigated trust dynamics in healthcare networks using a multi-agent, game-theoretic
simulation framework. Their study modeled interactions among hospitals, physicians,
researchers, insurance providers, and patients within an Electronic Medical Record
(EMR)-sharing environment. By simulating repeated cooperation and defection strategies,
the authors demonstrated how trust relationships evolve over time and eventually converge
toward equilibrium states. Their results illustrate the potential value of computational trust
for supporting policy design and coordination in healthcare ecosystems.

However, existing studies have primarily focused on trust relationships between
organizations and stakeholders operating at the healthcare-system level. Comparatively
little attention has been devoted to the use of computational trust for supporting
coordination within healthcare teams, particularly in highly dynamic environments such as
Emergency Departments. As a result, the potential role of trust-inspired mechanisms in
staff collaboration, competence-aware task allocation, and adaptive operational decision
making remains largely unexplored.

This gap provides an important motivation for the research presented in this
dissertation. By integrating computational trust concepts with simulation-based decision
support, the proposed framework explores how trust-inspired self-assessment and
competence-aware task allocation can contribute to more adaptive and personalized
healthcare operations. In doing so, it establishes a bridge between computational trust

research and emerging Al-driven approaches to healthcare management.

1.5.4. Personalized Medicine and Adaptive Staffing

Personalized medicine has traditionally focused on tailoring diagnosis and
treatment to the characteristics of individual patients. With the emergence of artificial
intelligence and data-driven healthcare, this concept has gradually expanded beyond
clinical decision making toward operational personalization, where resource allocation and
workflow management are adapted to the specific needs and circumstances of each
patient. Savchenko and Bunimovich-Mendrazitsky [139] investigate the economic
feasibility of personalized medicine for healthcare service providers using bladder cancer

as a case study and propose a framework for identifying patient cohorts that balances
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clinical effectiveness with operational efficiency. Building on this idea, Gummadi [140]
presents a multimodal Al framework that integrates Electronic Health Records, patient-
reported outcomes, genomic information, and real-time physiological data from wearable
sensors to construct comprehensive patient profiles. Beyond supporting personalized
treatment decisions, this approach can also inform workflow optimization and staffing
policies, leading to improvements in clinical outcomes, patient satisfaction, and provider
efficiency.

The growing emphasis on personalization has also influenced research on
emergency care operations. Hodgson et al. [141] applied Al and machine-learning
techniques to optimize Emergency Department (ED) patient flow through a personalized
vertical processing pathway, demonstrating how individualized risk scores can support
flexible patient-specific care protocols that improve throughput without compromising
safety. At the operational level, Chan et al. [142] investigated dynamic server assignment
in multiclass queuing systems with shift-based reassignment constraints, motivated by
nurse staffing in EDs. Their results show that partial flexibility—where reassignment is
possible only at shift boundaries—can substantially reduce waiting costs compared with
static staffing policies while remaining operationally feasible. Collectively, these studies
demonstrate that personalized approaches can influence not only clinical interventions but
also operational planning, resource allocation, and workforce management in complex
healthcare environments.

In practice, however, staffing adaptation is not limited to strategic scheduling
decisions. Effective ED operation often requires continuous coordination within shifts,
where tasks must be redistributed in response to changing workloads, evolving patient
needs, or variations in staff performance. The framework proposed in this dissertation
focuses on this form of intra-shift adaptability by investigating how trust-informed task
allocation and self-assessment mechanisms can support dynamic task redistribution while
maintaining both efficiency and safety.

Despite recent advances, most existing approaches remain primarily predictive or
reactive, adapting decisions after changes in patient conditions or system performance
have already occurred. Comparatively little attention has been devoted to simulation-based
frameworks that combine personalized patient information, computational trust, and

adaptive staffing mechanisms to proactively support decision making in real time. To
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address this gap, this dissertation introduces a Unity-based simulation framework that
incorporates computational trust models into Emergency Department operations. The
proposed framework is used to investigate how trust-informed and competence-aware task
allocation can affect operational efficiency, staff development, and patient-centered
outcomes, thereby contributing to the broader vision of Al-supported personalized

healthcare operations.

1.6. Research Objectives and Research Questions

The central objective of this dissertation is to investigate whether trust
management in open and dynamic Multi-Agent Systems can be improved by shifting part
of the trust formation process from the trustor to the trustee and by introducing adaptive
mechanisms capable of selecting the most appropriate trust strategy according to
environmental conditions.

Existing trust-management approaches predominantly follow a trustor-centric
paradigm, where service requesters estimate the trustworthiness of potential service
providers and select interaction partners accordingly. While this approach has produced
numerous successful trust models, it continues to face important challenges related to
agent mobility, behavioral volatility, information scarcity, communication overhead, and
resistance to malicious behavior.

To address these limitations, this dissertation explores an alternative trustee-centric
paradigm, implemented through the Create Assemblies (CA) trust model. Rather than
relying exclusively on trustor evaluations, the proposed approach allows trustees to
actively participate in the trust-management process through self-assessment of their own
capabilities and suitability for task execution.

These objectives give rise to the following primary research question:

RQ1: Can a trustee-centric trust-management approach provide an effective alternative to
conventional trustor-centric trust models in open and dynamic Multi-Agent Systems?

To answer this question, several more specific research questions are investigated.

The first group of questions examines the behavior and performance of the trustee-
centric approach:

RQ2: What advantages and limitations emerge when trust formation is partially delegated

to trustees through self-assessment mechanisms?
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RQ3: Under which environmental conditions does the trustee-centric CA approach
outperform conventional trustor-centric trust models, and under which conditions does it
perform less effectively?

The second group of questions focuses on adaptation and behavioral change:

RQ4: Can trustee self-assessment mechanisms improve the ability of the system to detect
and respond to changes in agent performance profiles?

RQS: How can trust-management mechanisms remain effective when agent capabilities
evolve dynamically during system operation?

The third group of questions addresses adaptive trust management and learning-
based trust-model selection:

RQ6: Can trust model selection itself be formulated as a learning problem?

RQ7: Can reinforcement learning enable agents to dynamically select between alternative
trust-management mechanisms according to environmental conditions and thereby
improve decision-making performance?

Finally, this dissertation investigates whether the principles underlying the trustee-
centric perspective can be applied beyond traditional trust-management problems:

RQ8: Can trustee self-assessment and trust-informed coordination be utilized as decision-
support mechanisms in complex real-world domains such as healthcare operations?

The answers to these research questions are developed progressively throughout
the dissertation. Chapters 2 and 3 introduce and evaluate the trustee-centric paradigm and
its extensions. Chapter 4 investigates adaptive trust-model selection through Deep
Reinforcement Learning. Chapters 5 and 6 provide a broader evaluation of the proposed
approach against trust-management requirements and security-related challenges. Chapter
7 explores the application of trustee-centric principles to healthcare decision support
through an emergency department simulation framework.

Collectively, these investigations seek to advance both the theoretical
understanding of computational trust and the practical development of trustee-centric and
adaptive trust-management mechanisms. More broadly, they contribute to the design of
intelligent decision-support frameworks capable of operating effectively in complex,

uncertain, and continuously evolving environments.
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1.7. Dissertation Structure

This dissertation is organized into eight chapters that progressively introduce,
develop, evaluate, and extend the proposed trustee-centric trust-management paradigm.

Chapter 1 introduces the research area and examines the role of computational trust
in open and dynamic Multi-Agent Systems. It discusses the limitations of existing trust-
management approaches, motivates the trustee-centric perspective adopted in this work,
reviews the relevant literature, and formulates the research objectives and questions that
guide the dissertation.

Chapter 2 introduces the Create Assemblies (CA) trust model. Drawing inspiration
from biological mechanisms of synaptic plasticity, the chapter explains how these
principles are translated into a trustee-centric trust framework. It formally defines the
model and its components and discusses the main advantages of the proposed approach.

Building on this foundation, Chapter 3 provides a comparative evaluation of
trustee-centric and conventional trust approaches. The performance of CA is compared
with that of the FIRE trust and reputation model under a variety of dynamic environmental
conditions, including changes in consumer populations, provider populations, and provider
behavior profiles. The results highlight the strengths and limitations of both approaches
and motivate the need for adaptive trust-management mechanisms.

Chapter 4 addresses this challenge by investigating adaptive trust-model selection
through reinforcement learning. The trust-model selection problem is formulated as a
Deep Reinforcement Learning task, and a Deep Q-Network is employed to dynamically
select between alternative trust mechanisms according to environmental conditions. The
effectiveness of the resulting adaptive trustor is evaluated across a wide range of dynamic
scenarios.

Chapter 5 further extends the CA paradigm by introducing a self-assessment
mechanism that enables trustees to detect and respond to changes in their own
performance. An enhanced version of the CA algorithm is proposed and experimentally
evaluated in environments characterized by dynamic trustee behavior. The chapter
identifies the conditions under which the original and extended versions of CA are most
effective.

Chapter 6 presents a broader assessment of the Create Assemblies paradigm. The

model is evaluated against a comprehensive set of trust-management requirements,
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including decentralization, scalability, privacy preservation, explainability, and robustness.
The chapter also examines the resilience of CA against common trust-related attacks and
discusses potential mechanisms for strengthening its resistance to malicious behavior.

Moving beyond traditional trust-management applications, Chapter 7 explores the
applicability of trustee-centric principles to healthcare decision support. A simulation
framework representing a hospital Emergency Department is developed to investigate how
trust-informed task allocation and self-assessment mechanisms can support operational
decision making. The chapter evaluates alternative staffing and training policies and
demonstrates the potential of CA as a decision-support mechanism in complex socio-
technical environments.

Finally, Chapter 8 summarizes the main research contributions of the dissertation,
discusses the limitations of the proposed approaches, and outlines several directions for
future work.

The appendices provide supplementary material on the biological foundations of
the proposed model, background information on reinforcement learning, and additional
technical details concerning the implementation and computational complexity of the

proposed algorithms.

PhD Thesis 36



HELLENIC

OPEN

Zoi Lygizou, Collective Artificial Intelligence and
UNIVERSITY Machine Learning with resource constraints

2. The Create Assemblies (CA) Trust Model

Most computational trust and reputation models adopt a trustor-centric perspective,
according to which trustors are responsible for evaluating available trustees and selecting
those considered most trustworthy for a given task. Although this approach has been
extensively studied and successfully applied in a wide range of distributed systems, it also
introduces several challenges, particularly in highly dynamic and open Multi-Agent
Systems (MAS), where agents continuously enter and leave the environment and where
the capabilities and behavior of service providers may change over time.

To address these challenges, this dissertation investigates an alternative perspective
on computational trust, namely the trustee-centric approach. Instead of requiring trustors
to estimate and compare the trustworthiness of potential service providers, the proposed
model allows trustees to evaluate their own capability to successfully perform a task and
to decide whether they should undertake it. This shift in perspective is inspired by
biological mechanisms of adaptation observed in synaptic plasticity and leads to a
fundamentally different interpretation of trust formation and trust management in MAS.

This chapter presents the Create Assemblies (CA) trust model, a biologically
inspired trustee-centric computational trust framework. The chapter first introduces the
biological principles that motivated the model and establishes the correspondence between
synaptic plasticity and trust relationships among agents. It then formalizes the trust
representation and the trust adaptation mechanism, describes the incorporation of trustor
feedback through a reward-punishment process, and presents the Create Assemblies
algorithm governing agent interactions. Finally, the main advantages of the proposed
trustee-centric approach are discussed, highlighting its suitability for open and highly

dynamic environments.

2.1. Biological Inspiration

The inspiration for the proposed trust model originates from synaptic plasticity, a
fundamental biological mechanism of the human brain through which the connections
between neurons are strengthened or weakened over time according to their interaction

patterns.
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One of the first researchers to formulate the idea of the plastic nature of the brain

was the Canadian psychologist Donald Hebb [143]. Hebb proposed that when two neurons
repeatedly fire together in a coordinated manner, the connection between them becomes
stronger, increasing the probability that they will activate together again in the future. This
principle later became widely known through the phrase “cell that fire together wire

together”.

2.2. From Synaptic Plasticity to Trustee-Centric Trust Modeling

Applying Hebb’s principle to a Multi-Agent System (MAS) leads to a natural
analogy: neurons are replaced by agents, while the coordinated activation of neurons is
replaced by successful cooperation among agents during task execution.

To better understand this analogy, it is important to briefly examine the biological
process of synaptic plasticity and how it is translated into the proposed computational trust
framework. In the human brain, neurons communicate through electrical and chemical
signals. When an electrical signal reaches the terminal of a presynaptic neuron,
neurotransmitters, primarily glutamate, are released into the synaptic cleft. These
neurotransmitters bind to specialized proteins, known as glutamate receptors, located on
the membrane of the postsynaptic neuron. This interaction initiates a cascade of
intracellular processes, increasing the flow of ions through the membrane and causing a
change in the membrane potential of the postsynaptic neuron, which may eventually lead

to its activation (Figure 1).

Neurons and synaptic plasticity
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Figure 1. Synaptic plasticity. An action potential in a presynaptic neuron leads to neurotransmitter release
and receptor activation in a postsynaptic neuron. Coordinated firing of the two neurons strengthens the
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synapse by increasing the number of postsynaptic receptors. As a result, stronger synaptic connections are
more likely to produce coordinated activation in the future.

If the postsynaptic neuron fires within a critical temporal window of approximately
20 milliseconds after the presynaptic neuron, the two neurons are considered to have
activated in a coordinated manner. This successful coordination leads to the strengthening
of the synaptic connection, a process carried out by the postsynaptic neuron itself through
an increase in the number of available glutamate receptors on its membrane. The greater
the number of receptors available, the more sensitive the postsynaptic neuron becomes to
future activations by the same presynaptic neuron. Conversely, if the presynaptic neuron
fires after the post synaptic neuron, again within a similar temporal window, the synaptic
connection is weakened through a reduction in the number of available receptors on the
postsynaptic membrane. Consequently, the strength of a synaptic connection depends
largely on the adaptive behavior of the postsynaptic neuron.

Since a neuron may form synaptic connections with many other neurons
simultaneously, signals arriving from neurons associated with stronger synaptic
connections are more likely to trigger future activations. A more detailed description of
synaptic plasticity as a biological process is provided in Appendix A.

This biological mechanism naturally incorporates the idea that when two units
repeatedly cooperate successfully, the connection between them becomes stronger,
increasing the likelihood of future collaboration. Inspired by this principle, the proposed
computational trust model establishes a correspondence between biological neurons and
interacting agents in a MAS.

More specifically, the presynaptic neuron is associated with the Trustor, while the
postsynaptic neuron corresponds to the Trustee. An important observation is that the
strengthening or weakening of the biological connection is performed by the postsynaptic
neuron itself. In other words, all adaptive changes that increase or decrease the probability
of future interactions are controlled by the receiving neuron. This observation naturally
leads to a trustee-centric trust model, in which the Trustee evaluates its own
trustworthiness based on the success or failure of previous interactions and adaptively

updates the strength of its trust relationships over time.
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2.3. Mathematical Formulation

Building on the biological analogy presented in the previous section, we now
formalize the proposed computational trust model. Trust is represented from the
perspective of the trustee, with each trustee continuously assessing its own ability to
successfully execute tasks and adaptively updating its trust relationships over time.

Consider a Multi-Agent System (MAS) composed of autonomous agents that
interact to accomplish tasks within a shared environment. The environment is modeled as
a weighted directed graph:

G= (V,E)
where V = {uy,uy, -, u,} is the set of agents and E is the set of directed trust
relationships between them. Each directed edge represents a connection from a trustor to a
trustee and is associated with a trust value:

w;; € [0,1]

where w;; denotes the strength of the trust relationship between trustor u; and trustee u;,

with w;; = 0 representing complete lack of trust and w;; = 1 representing maximum trust.

2.3.1. Task and Task Categories

The environment contains different categories of tasks. Let C = {cy, ¢, *, ¢;n} be the set
of all task categories.

A task is defined as the pair task = (c,7)

where:

e ( € (C denotes the task category,

o 1r = {r,nr, 1} is a set of requirements specified by the trustor.

The requirements describe the conditions under which the task is considered
successfully completed. Examples may include execution deadlines, quality constraints,
resource limitations, or other domain-specific criteria.

The set of all possible tasks is denoted by T.

When an agent identifies a task that must be performed it assumes the role of
trustor. The trustor specifies the task requirements and broadcasts a request for task
execution to the environment. Any agent receiving the request may act as a trustee. Unlike
conventional trust models, the trustee is not selected by the trustor. Instead, each trustee
autonomously evaluates whether it possesses the necessary capabilities to perform the
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requested task. Following task execution, the trustee updates its own estimate of

trustworthiness based on the outcome.

2.3.2. Trust Connections

Each trustee maintains locally a collection of such connections (Figure 2).
Conceptually, this structure resembles the set of synaptic connections maintained by a
biological neuron. Each connection stores three essential pieces of information: the

identity of the trustor, the trust value, and the task specification.

Connection Representation in Trustee

Each Trustee u; stores connections of the form (Trustor, w, task = (c, ))
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Figure 2. The Trustee stores, for each Trustor and for each requested task, a connection with a weight
representing the trust value

Formally, a connection is defined as:
Co = (u;,w, task)
where:
e y; is the trustor,
e w € [0,1] is the trust value associated with the interaction,
e task €T is the specific task to which the connection refers.
This formulation reflects two key properties of trust: context-dependence and

subjectivity. Trust is context-dependent because it is associated with a specific task.
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Therefore, a trustee that is highly trustworthy for one type of task may be considerably
less trustworthy for another. Trust is also subjective because trust values are maintained
separately for different trustors. Since each trustee stores an independent connection for
every trustor-task pair, the trustworthiness associated with the same task may vary across
trustors depending on the outcomes of their past interactions. Consequently, trust emerges
as a localized and personalized assessment rather than as a universal property of an agent.

Through repeated interactions, these connections become progressively
strengthened or weakened, allowing the trustee to accumulate experience regarding which

tasks it can successfully perform and for which trustors.

2.3.3. Decision Threshold
To avoid repeatedly attempting tasks for which it has demonstrated poor performance,
each trustee uses a trust threshold

0 €[0,1]
A trustee considers executing a task only if the trust value of the corresponding connection
exceeds this threshold:

w=0

This mechanism is analogous to biological neurons requiring sufficient synaptic strength
before reliably participating in coordinated activation patterns. In the proposed model, the
threshold serves as a self-regulation mechanism that prevents the unnecessary expenditure
of computational resources on tasks for which the trustee has accumulated evidence of low
competence.
Overall, the model provides a decentralized and self-organizing representation of trust in
which trust values emerge from the trustee’s own experience. Repeated successful
executions strengthen the corresponding trust connections, while repeated failures weaken
them, closely mirroring the strengthening and weakening of biological synapses observed

in synaptic plasticity.

2.3.4. Trust Update Mechanism

The strength of each trust connection is updated by the trustee after every task execution
(event-driven update). Consistent with the biological inspiration of synaptic plasticity,
successful interactions strengthen the corresponding connection, whereas unsuccessful
interactions weaken it.

Following a successful task execution, the trustee updates the trust value according to:
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w =Min(1,w+a(1—w)) (1)

where @ > 0 is a parameter controlling the rate of the increase.
Conversely, if the task execution fails, the trustee decreases the trust value according to:

w = Max(0,w — B(1 —w)) ()

where f > 0 is a parameter controlling the rate of the decrease.
As a result, repeated successful interactions progressively strengthen a connection, while

repeated failures gradually weaken it.

2.4. Reward-Punishment Mechanism

A fundamental property of the proposed trust model is its preservation of
subjectivity, one of the most important characteristics of trust. Trust is inherently
dependent on the perspective, expectations, and objectives of the evaluating entity. In the
proposed framework, subjectivity is maintained in two complementary ways. First, the
trustor explicitly defines the requirements associated with a task, thereby determining the
conditions under which the task will be considered successfully completed. Second, the
evaluation of the provided service is performed according to the trustor’s own needs,
expectations, and contextual constraints through a reward-punishment mechanism that
expresses the trustor’s satisfaction.

After a task has been executed, the trustor assesses the quality of the received
service with respect to the specified task requirements. If the delivered service satisfies the
trustor’s expectations and fulfills the agreed requirements, the trustor provides a reward to
the trustee (service provider). Such a reward may take different forms depending on the
application domain and may, for example, correspond to a monetary payment, access to
resources, additional privileges, or any other benefit agreed upon by the participating
entities prior to task execution.

Conversely, if the trustor is not satisfied with the quality of the provided service or
determines that the task requirements have not been adequately fulfilled, the trustee does
not receive the agreed reward. In some environments, dissatisfaction may also lead to an
explicit punishment. Punishments may include utility loss, financial penalties, temporary
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restrictions on participation, or even temporary or permanent exclusion from the system.
Such mechanisms provide incentives for trustees to maintain high-quality service
provision while discouraging selfish, unreliable, or malicious behavior.

The trustee subsequently uses this feedback to adapt the strength of the
corresponding trust connection. A received reward is interpreted as evidence that the
trustee successfully satisfied the trustor’s requirements, leading to an increase in the
connection weight. In contrast, the absence of a reward or the application of a punishment
is interpreted as evidence of an unsuccessful interaction, resulting in a decrease in the
connection weight. The magnitude of these adjustments is determined by the trust update
equations presented in the previous section.

By incorporating the trustor’s subjective evaluation into the trust update process,
the model preserves the personalized nature of trust relationships. Different trustors may
define different requirements for the same task category and may evaluate identical
service outcomes differently according to their individual objectives and contextual
constraints. Consequently, the same trustee may maintain different trust values for the
same type of task when interacting with different trustors, naturally capturing the

subjective nature of trust in multi-agent environments.

2.5. The Create Assemblies Algorithm
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Algorithm 1: Create Assemblies (CA)

1: while True do

# —--- Task perception and broadcast (Trustor role) ---
2 when a new task task = (¢, r) 1is perceived do
3: broadcast message m = (request, 1, task)
4: end when

# --—- Request reception and connection initialization (Trustee role) ---
5: when message m = (request, j, task) is received do
6: add m to message list M
7 if no connection Co = (j, w, task) exists then
8: create Co = (j, 0.5, task)
9: end if
10: end when

# —--- Task selection ---
11: select m = (request, j, task) from M such that

Co = (j, w, task) has the highest trust value w among all stored

connections

# —--- Execution decision ---
12: if task not completed and w 2 6 then
13: outcome « performTask (task)
14: feedback « rewardPunishmentEvaluation (outcome, task)
15: if feedback = reward then
16: W« min(l, w + o(l - w))
17: else
18: W« max(0, w — B(l - w))
19: end if
20: end if

# --—- Remove processed request ---
21: delete m from M

22: end while

After defining the trust representation and the trust update mechanism, we now
describe the operational procedure through which agents interact and adapt their trust
relationships over time. The complete pseudocode of the proposed algorithm is presented
in Algorithm 1.

In the Create Assemblies (CA) algorithm, every agent can act both as a trustor and
a trustee. When an agent perceives a new task (line 2), it acts as a trustor and broadcasts a
request message containing the task specification to all agents in the environment,
including itself (line 3). The message contains the identity of the requesting agent (the
trustor), together with the task specification, including its category and the associated

requirements that define the conditions for successful task completion.
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When a candidate trustee receives a request message (line 5), it stores the message
in its local list of pending requests M (line 6). If no trust connection already exists between
the trustee and the trustor for the specific task (line 7), a new connection is created and
initialized with a neutral trust value of 0.5 (line 8). This initial value reflects the absence of
a previously established trust relationship between the trustee and the specific trustor for
the requested task.

Upon processing a request, the trustee selects from its pending requests the task
associated with the strongest trust connection (line 11). This mechanism is inspired by
synaptic plasticity, where stronger biological connections are more likely to participate in
future activations. Because task requests are broadcast to multiple agents, several trustees
may independently consider undertaking the same task. Therefore, before attempting
execution, the trustee first verifies whether the task has already been completed by another
agent (line 12). This check prevents redundant task execution and unnecessary resource
consumption in the decentralized environment. The trustee then determines whether the
corresponding trust value exceeds the predefined decision threshold 6 (line 12). The
threshold acts as self-regulation mechanism, preventing trustees from repeatedly allocating
resources to tasks for which they have accumulated evidence of poor performance. If both
conditions hold, the trustee attempts to perform the task by invoking the performTask
procedure (line 13).

Following task execution, the trustor evaluates the delivered service according to
the reward-punishment mechanism described in Section 2.4. The resulting feedback
reflects whether the task requirements and the trustor’s expectations have been
satisfactorily fulfilled. The trustee then uses this feedback to update the corresponding
trust connection. If the trustee receives a reward (line 14), the interaction is interpreted as
successful and the connection is strengthened according to the reinforcement rule
presented in Section 2.3.4 (lines 15-16). Otherwise, the interaction is treated as
unsuccessful and the connection is weakened using the corresponding penalty rule (lines
17-19). In this way, trust values gradually adapt to the trustee’s observed performance
over time as evaluated by the trustor. Finally, the processed request is removed from the
pending-request list (line 21). Through repeated interactions, trust connections become

progressively strengthened or weakened, allowing trustees to accumulate experience
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regarding the tasks they can successfully perform and thereby self-organize their future

participation decisions.

2.6. Key Advantages of Trustee-Centric Trust Management

The Create Assemblies (CA) model departs from conventional trust management
approaches in two fundamental ways. First, trust is represented and maintained locally by
the trustee rather than by the trustor. Second, the trustor does not select a trustee; instead,
candidate trustees autonomously decide whether they are capable of performing the
requested task. These design choices provide several important advantages, particularly in

open and highly dynamic multi-agent environments.

2.6.1. Mobility and Reusability of Trust Information

Since trust information is stored locally by the trustee, each agent carries with it the
knowledge accumulated through its past interactions. Consequently, trust values are not
tied to a particular platform, application, or organizational context. A trustee can reuse the
experience acquired in one environment when participating in another, making the model
particularly suitable for highly dynamic systems characterized by frequent agent mobility.
This property addresses one of the longstanding challenges in distributed and open multi-
agent systems, namely the preservation of trust knowledge when agents move across

different environments.

2.6.2. Reduced Communication Overhead

Traditional trust models often require trustors to collect trust information from
multiple sources before selecting a trustee. Such approaches rely on the exchange of
recommendations, reputation scores, or historical evaluations, resulting in additional
communication costs and increased decision-making latency. In contrast, the CA model
does not require agents to exchange trust information. Trustees make decisions based
solely on their locally maintained trust connections and accumulated experience. As a
result, the communication overhead is significantly reduced, improving the scalability of

the system.

2.6.3. Resistance to Disinformation Attacks
Beyond reducing communication costs, the absence of recommendation exchange

also provides an important security advantage. In many reputation-based systems,
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malicious agents can manipulate trust assessments by disseminating false evaluations
about service providers. Examples include bad-mouthing attacks, in which attackers
deliberately submit negative evaluations to damage the reputation of an honest provider,
and ballot-stuffing attacks, in which colluding agents submit artificially positive
evaluations to promote a malicious or low-quality provider.

Since the CA model does not rely on recommendations or reputation
dissemination, such attacks cannot directly influence trust formation. Trust relationships
are established exclusively through direct interactions and personal experience, making the

model inherently resilient to a broad class of disinformation attacks.

2.6.4. Enhanced Privacy Preservation

Finally, the lack of trust information exchange contributes to stronger privacy
protection. In conventional trust and reputation systems, agents are often required to reveal
their evaluations, preferences, or interaction histories to other participants. Such
information may expose sensitive details regarding an agent’s behavior, decision-making
criteria, or service consumption patterns. In the CA model, trust assessments remain local
to the trustee and are never disseminated throughout the network. Consequently, agents
are not required to disclose private judgments about other agents, reducing the risk of
privacy leakage while preserving the autonomy of individual participants.

Overall, the CA approach combines decentralized trust management, low
communication requirements, improved privacy preservation, and inherent resistance to
disinformation attacks, making it particularly suitable for open, dynamic, and large-scale

Multi-Agent Systems.
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3. Comparative Evaluation of Trustor-Centric and
Trustee-Centric Trust Models

The conventional trustor-centric paradigm has dominated computational trust
research for several decades, with most trust and reputation models assuming that trustors
are responsible for evaluating and selecting trustees. In contrast, the Create Assemblies
(CA) model introduced in the previous chapter proposes a fundamentally different
perspective: a trustee-centric approach in which trustees assess their own trustworthiness
and decide whether they are capable of successfully undertaking a requested task. This
shift in perspective raises important questions regarding the relative advantages,
limitations, and applicability of the two approaches, particularly in dynamic and open
Multi-Agent Systems (MAS).

This chapter presents a comparative study between the trustee-centric CA approach
and the conventional trustor-centric paradigms. To this end, the proposed CA model is
experimentally compared with FIRE, a well-established trust and reputation model for
open MAS that follows the traditional trustor-centric approach. Through a series of
simulation experiments, we investigate how the two models respond to key challenges
associated with open and dynamic environments, including agent population turnover and
changes in trustees’ performance profiles. The objective is not only to evaluate the
effectiveness of the proposed trustee-centric approach but also to identify the conditions

under which each paradigm offers distinct advantages.

3.1. The FIRE Trust and Reputation model

To evaluate the proposed trustee-centric approach, we compare the CA model with
FIRE [8], a well-established trust and reputation model for open Multi-Agent Systems
(MAS). FIRE was selected as a reference model because it follows a decentralized and
distributed architecture, similarly to CA, while representing the conventional trustor-
centric paradigm, in which trustors evaluate and select trustees for task delegation.

FIRE estimates the trustworthiness of a target agent by combining information

from four distinct trust sources:
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e Interaction Trust (IT), which is derived from the evaluator’s direct experiences
and previous interactions with the target agent.
e Witness Reputation (WR), which is based on the opinions and evaluations
provided by other agents who have previously interacted with the target agent.
e Role-Based Trust (RT), which assesses trustworthiness using role relationships
and domain knowledge, such as norms, rules, and organizational structures.
e Certified Reputation (CR), which relies on third-party references and
certificates maintained by the target agent and made available upon request.
The FIRE model combines these four sources of trust information to produce an
overall trust estimate, which is then used by the trustor to select an appropriate trustee for
task execution. Direct interaction experience is generally considered the most reliable
source of trust information, while the remaining components provide complementary
evidence when limited or no direct interaction history is available.
The incorporation of multiple trust sources allows FIRE to operate effectively in
open and decentralized environments and has contributed to its widespread adoption as a
benchmark model in computational trust research. For this reason, FIRE constitutes an
appropriate reference point for evaluating the properties and performance of the proposed
CA model. Moreover, FIRE provides a useful comparison baseline because it embodies
the traditional trustor-centric view of trust management, thereby allowing the fundamental
differences between trustor-centric and trustee-centric approaches to be systematically

evaluated.

3.2. Extending CA for Dynamic Trustee Profiles

The CA algorithm presented in the previous chapter was designed under the
assumption that a trustee’s capabilities remain relatively stable over time and that trust
values gradually converge through repeated task execution. However, one of the
objectives of the present study is to evaluate trustee-centric trust mechanisms in dynamic
environments, where trustees may improve, deteriorate, or even change their performance
profiles over time. To support this investigation, an extended version of the CA algorithm
was developed, capable of adapting to dynamic trustee profiles.

The first extension introduces a mechanism that allows trustees to revise their
previous assessments of their own capabilities. In the original CA algorithm, when the
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trust value associated with a task falls below a predefined threshold, the trustee interprets
this as evidence that it is unable to perform the task successfully and consequently stops
attempting it. While this behavior is appropriate in static environments, it becomes
problematic when a trustee’s capabilities can evolve over time.

To address this limitation, the extended algorithm exploits information obtained
from the execution of simpler tasks belonging to the same task category. If a trustee
demonstrates satisfactory performance on an easier task, this is interpreted as evidence that
its capabilities may have improved. Consequently, the trust values associated with more
demanding tasks of the same category, which had previously fallen below the threshold,
are restored to the threshold level. This mechanism allows the trustee to reconsider tasks it
had previously abandoned and enables learning and capability improvement to be reflected
in its future behavior. This dynamic profile adaptation mechanism is implemented in lines
25-31 of Algorithm 2.

A second extension addresses the cold-start problem that arises when a trustee
receives a task request from a trustor with whom it has no previous interaction history. In
the original CA algorithm, a newly created trust connection is initialized with a predefined
value. In the updated version, the trustee first examines whether it has previously
performed the same task for other trustors. If such experience exists, the new connection is
initialized using the average trust value of the corresponding existing connections.
Otherwise, the predefined initial value is used. This modification allows trustees to exploit
previously acquired knowledge when interacting with new trustors. The corresponding
connection-initialization procedure is implemented in lines 6-13 of Algorithm 2.

Algorithm 2 presents the pseudocode of the extended CA algorithm employed
throughout the experimental study reported in this chapter.
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Algorithm 2: Create Assemblies (CA) for Dynamic Trustee Profiles

1: while True do

# —--- Task perception and request broadcasting ---
2 when a new task task = (¢, r) 1is perceived do
3: broadcast message m = (request, 1, task)

# --- Request reception and connection initialization ---
4 when message m = (request, j, task) is received do
5: add m to message list M
6: if no existing connection Co = (j, w, task) exists then
7 if 3 similar connections Co' = (k, w', task) for other trustors
k then
8: avg w « average weight of all Co' for task
9: create Co = (j, avg w, task)
10: else
11: create Co = (j, 0.5, task)
12: end if
13: end if

# —--- Task selection ---
14: select m = (request, j, task) from M such that

Co = (j, w, task) has the highest trust value w among all stored

connections

# --- Execution decision ---
15: if task not completed and w 2 6 then
16: outcome ~ performTask (task)
17: feedback « rewardPunishmentEvaluation (outcome, task)
18: if feedback = reward then
19: W« min(l, w + oa(l — w))
20: else
21: W — max(0, w — B(1l — w))
22 end if
23: end 1if

# —--- Remove processed request ---
24 delete m from M

# —--- Dynamic trustee profile adaptation ---
25: for all connections Co' = (j, w', task') where w' < 6 do
26: if task' = (¢, r') and r' > r then
27 if performance 2 minSuccessfulPerformance (task') then
28: w' « 6 # re-enable previously rejected tasks
29: end 1if
30: end if
31: end for

32: end while

3.3. Experimental Environment

To evaluate and compare the behavior of the proposed Create Assemblies (CA)
model against the FIRE trust and reputation model, a simulation testbed was implemented

based on the experimental environment originally proposed for FIRE. The testbed was
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designed to emulate an open and highly dynamic Multi-Agent System (MAS), allowing
the systematic investigation of how different trust paradigms respond to population
changes, agent mobility, and evolving trustee behavior.

In this study, openness is considered only with respect to agents. Specifically,
agent addition and removal are represented through continuous population turnover, while
agent evolution is represented through changes in providers’ performance over time,
allowing agents to improve, deteriorate, or alter their performance profiles. These forms of
environmental dynamics provide the basis for the experimental scenarios examined in this
chapter. Openness related to tasks and resources is not considered in the present study and
is left for future investigation.

The simulated environment consists of two categories of agents: providers, which
offer services and act as trustees, and consumers, which request and use services acting as
trustors. For simplicity, all providers offer the same type of service. Agents are randomly
distributed within a spherical world of radius 1.0. Each agent is characterized by a radius
of operation 1y, which represents its ability to interact with other agents. Agents located
within this radius are considered acquaintances and can potentially participate in service
interactions.

The quality of the service delivered by a provider determines the utility gained by
the consumer from an interaction. This utility gain (UG) constitutes the outcome used by
the trust models to assess trustee performance. Providers are assigned one of four
performance profiles: good, ordinary, bad, and intermittent. For good, ordinary, and bad
providers, service performance follows a normal distribution around a profile-specific
mean performance level w,, with standard deviation o,. Intermittent providers exhibit
unpredictable behavior, producing performance values randomly within the interval
[PL BAD, PL GOOD]. The performance characteristics of the provider profiles are
presented in Table 1, while the corresponding performance-level constants are

summarized in Table 2.

Table 1. Profiles of provider agents (performance constants defined in Table 2)

Profile Performance range Op
Good [PL_GOOD, PL_PERFECT] 1.0
Ordinary [PL OK, PL GOOD] 2.0
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Bad [PL_WORST, PL_OK] 2.0

Table 2. Performance level constants

Performance level Utility gained
PL PERFECT 10
PL_GOOD 5

PL OK 0

PL BAD -5

PL WORST -10

In addition to defining communication capabilities, the operational radius of a
provider also represents its normal service range. Within this range, the provider can
deliver its service at full quality. When a consumer is located outside the provider’s
operational range, service quality degrades linearly as a function of the distance between
the two agents. The resulting performance value is bounded within the interval [-10, +10]
and corresponds directly to the utility gain obtained by the consumer.

Simulations are executed in discrete rounds. As in real world environments,
consumers do not require services continuously. When a consumer agent is created, it is
assigned an activity level a, representing the probability that it will require a service
during a given round. If a service is required, the consumer always initiates a service
request during that round. The round number serves as a temporal reference for all events
occurring within the simulation.

Consumers belong to one of three categories:

e Consumers without a trust model

e Consumers using the FIRE trust model

e Consumers using the CA trust model

When a consumer requires a service, it first identifies all nearby providers within
its interaction range. Consumers without a trust model select a provider randomly.
Consumers using FIRE evaluate available providers according to FIRE’s trust assessment
mechanism and select a provider based on the resulting trust estimates. After service

execution, the consumer receives a utility gain and records an evaluation equal to the
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obtained utility. This evaluation is subsequently used for future trust assessments. The
provider is also informed of the evaluation and may retain it as evidence of its past
performance for future interactions.

The interaction process differs substantially for consumers employing the CA
model. Rather than selecting a provider, a CA consumer broadcasts a request message to
all nearby providers. The message specifies the required service quality, which constitutes
the task requirement. The possible quality levels correspond to the performance levels
shown in Table 2. Initially, the consumer requests service at the highest quality level
(PL_PERFECT). If no provider successfully fulfills the request within a predefined
waiting period WT, the consumer broadcastas a new request with a lower quality
requirement (PL_GOOD). This process continues progressively through lower
performance levels until either the service is delivered or the minimum acceptable quality
level is reached. Upon receiving a request message, providers store it locally and execute
the CA algorithm described in the previous chapter. The parameter WT represents the
maximum time allowed for all service requests generated during a simulation round to be
processed.

To reproduce the characteristics of open MAS, the testbed incorporates continuous
population changes. After each round, randomly selected agents may leave the system and
be replaced by new agents. The number of additions and removals is bounded by
predefined population-change limits. The parameters pqpc and pppc denote the maximum
rates of consumer and provider population replacement, respectively. Newly introduced
agents receive randomly assigned characteristics, while preserving the overall proportions
of provider profiles and consumer categories.

Agent mobility is also explicitly modeled. Changing an agent’s location changes
its relationships with others, as well as its individual situation. Specifically, polar
coordinates (r,¢,8) are used for agents’ location in the spherical world. In order to
change an agent’s location, amounts of angular changes A¢ and A8 are added to ¢ and 6,
respectively. In this case, Ap and 46 are selected randomly in [—A¢, +A4¢]. Thus,
maximum angular distance A¢ limits the variability of agents’ locations. Not every agent
changes its location every round and in particular, p.;c and pp;c are used to denote the

probabilities that a given consumer or provider, respectively, changes its location in a
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round. Mobility continuously alters agents’ neighborhoods and interaction opportunities,
contributing to the dynamic nature of the environment.

Finally, the testbed models changes in trustee behavior over time. The average
performance of a provider may vary by an amount 4,,, randomly selected from the interval
[-M, +M], with probability p,. at each round. Furthermore, providers may completely
switch to a different performance profile with probability pprofieswiccn. These
mechanisms allow the simulation of both gradual performance fluctuations and abrupt
behavioral changes, creating challenging conditions for trust assessment and adaptation.

Collectively, population replacement, agent mobility, and evolving provider
performance create a highly dynamic experimental environment, enabling a systematic
comparison of the robustness and adaptability of trustor-centric and trustee-centric trust

models under realistic open-system conditions.

3.4. Experimental Methodology

The objective of the experimental study is to compare the effectiveness and
robustness of the proposed trustee-centric CA model against a representative trustor-
centric trust model under a variety of dynamic environmental conditions. To provide a
baseline for comparison, a third group of agents that does not employ any trust mechanism
is also included.

Specifically, the experiments compare the performance of the following three
consumer groups:

e NoTrustModel: consumer agents do not use any trust mechanism and select a

nearby provider randomly.

e FIRE: consumer agents use the FIRE trust and reputation model to evaluate

and select providers.

e CA: consumer agents use the proposed Create Assemblies trust model.

The inclusion of the NoTrustModel group allows the assessment of the overall
benefits provided by trust-based decision-making, while the comparison between FIRE
and CA enables the evaluation of the trustee-centric and trustor-centric paradigms under

identical environmental conditions.

PhD Thesis 56



OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

!HELLENIC Zoi Lygizou, Collective Artificial Intelligence and
3.4.1. Performance Measure

The primary performance metric used throughout the experiments is the Ultility
Gain (UG) obtained by consumers after each service interaction. As discussed in the
previous section, the utility gain reflects the quality of the service received and takes
values in the interval [—10,+10].

A trust model that successfully identifies trustworthy providers is expected to
guide consumers towards interactions that yield higher utility gains. Consequently, higher
average utility gain indicates better trust assessment performance.

During each simulation run, the testbed records:

e The utility gain produced by every interaction,

e The trust model used by the consumer, and

e The corresponding simulation round.

After the completion of all simulation runs, the average utility gain is calculated

for each consumer group at every interaction.

3.4.2. Statistical Analysis

To reduce the influence of stochastic effects and random fluctuations, each
experiment is repeated multiple times through a Number of Independent Simulation
Runs (NISR). The number of simulation runs varies depending on the experiment, as

shown in Table 3, and is selected so as to achieve statistically reliable results.

Table 3. Number of Independent Simulation Runs (NISR)

Experiment NISR
1,2,6,8,10, 11 30
3,4,5,7 10
9 12

Following the methodology adopted in the original FIRE experimental framework,
the performance of the consumer groups is compared using a two-sample t-test for means
comparison [ 144] with a confidence level of 95%.

The comparison produces performance rankings among the evaluated groups.

When two groups exhibit statistically indistinguishable performance, they are assigned the
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same rank. Otherwise, the group with the higher average utility gain receives the higher

ranking.

3.4.3. Presentation of Results

The results of each experiment are presented using two-axis graphs. The left
vertical axis depicts the average utility gain achieved by each consumer group over time,
while the right vertical axis shows the corresponding performance rankings obtained from
the statistical comparison. We use the group’s name prefixed by ‘R’ to denote the plot for
the performance ranking of a group. Higher ranking values indicate superior performance,
whereas equal ranking values indicate that the observed differences are not statistically

significant at the selected confidence level.

3.4.4. Experimental Parameters

Unless otherwise stated, all experiments use the same baseline configuration as the
original FIRE testbed. The provider population corresponds to a typical provider
population, consisting of approximately equal proportions of beneficial and harmful
providers. Beneficial providers generate positive utility gains, whereas harmful providers
generate negative utility gains, including intermittent providers whose behavior fluctuates
over time.

The main simulation parameters are summarized in Table 4.

Table 4. General Simulation Parameters

Simulation variable Symbol Value
Number of simulation rounds (Default) N 500
Number of simulation rounds (Experiments 7, 9) N 1000
Total providers Np 100
Good providers Ngp 10
Ordinary providers Npo 40
Intermittent providers Np; 5

Bad providers Npp 45
Total consumers N¢ 500
Consumer activity level a [0.25,1.00]
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Waiting time WT 1000 ms

The default parameter values used for FIRE are shown in Table 5, while the default

parameters of the proposed CA model are presented in Table 6.

Table 5. Default FIRE parameters

Parameters Symbol Value
Local rating history size H 10

IT recency scaling factor A —(5/1In(0.5))
Branching factor Ngr 2
Referral length threshold NgL 5
Component coefficients

e Interaction trust 4} 2.0

e Role-based trust Wk 2.0

e Witness reputation Wy, 1.0

e Certified reputation W, 0.5

Reliability function parameters

e Interaction trust Vi —1In(0.5)
e Role-based trust VR —1n(0.5)
e Witness reputation Yw —1In(0.5)
e Certified reputation Yc —1In(0.5)

Table 6. Default CA parameters

Parameters Symbol Value
Trust threshold Threshold 0.5
Strengthening factor a 0.1
Weakening factor B 0.1
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The corresponding FIRE parameters are reported for completeness and to ensure
the reproducibility of the experimental results. The values used are identical to those

employed in the original FIRE evaluation study.

3.5. Experimental Scenarios and Results

3.5.1. Baseline Comparison in a Static Environment

The first experiment serves as a baseline comparison between the proposed CA
model, the FIRE trust model, and the NoTrustModel consumer group under static
environmental conditions. No dynamic factors are active during this experiment; therefore,
agent populations, locations, and provider performance profiles remain unchanged
throughout the simulation.

The objective of this experiment is to investigate whether CA enables consumers
to achieve higher utility gains than both FIRE and random provider selection. The results
are presented in Figure 3. As expected, the NoTrustModel group performs the worst in all
interactions. CA and FIRE, on the other hand, both help consumers in gaining far greater
utility gain (UG), demonstrating that both models are capable of learning how to pick
profitable provider agents.

The chart, as well as the t-test ranking, show that FIRE can learn about the
providers faster than CA in the first 38 interactions, since it achieves a greater UG than
CA. Yet, after interaction 38, CA consistently outperforms FIRE with a rather stable
performance. On the contrary, FIRE’s performance is steadily improving, tending to
surpass CA’s performance after interaction 480. Nevertheless, additional experiments with
a larger number of simulation rounds would be required to determine whether FIRE

eventually surpasses CA.
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Figure 3. Experiment 1: CA versus FIRE performance in a static environment.

3.5.2. CA’s vs. FIRE’s Performance under Provider Population Changes
The second set of experiments examines the impact of provider population change
on the performance of the CA and FIRE trust models. In an open Multi-Agent System,
provider agents may continuously enter and leave the environment, requiring trust models
to adapt to the presence of previously unknown service providers. To investigate this
effect, three experiments were conducted:
e Experiment 2: The provider population changes at maximum 2% in every
round (pppc = 0.02).
e Experiment 3: The provider population changes at maximum 5% in every
round (pppc = 0.05).
e Experiment 4: The provider population changes at maximum 10% in every
round (pppc = 0.10).
The results of Experiments 2-4 are presented in figures 4-6. In all cases, both
models continue to help the consumers in obtaining positive utility gain (UG), whereas the

NoTrustModel group consistently exhibits the lowest performance. However, provider
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population changes negatively affect both trust models compared to the static setting
presented in Experiment 1 (Figure 3).

More specifically, in Experiment 2 (Figure 4), both the chart and the t-test ranking
show that FIRE is superior in the first 41 interactions, while CA outperforms FIRE with a
stable performance after interaction 41. FIRE, on the other hand, is constantly improving
to reach CA’s performance.

Experiment 3 (Figure 5) and Experiment 4 (Figure 6) show that when the provider
population changes more dramatically, CA performs worse than FIRE. Figures 7 and 8
show more clearly that FIRE is more resilient to this type of environmental change. As the
provider population change rate increases from 2% to 10%, FIRE’s performance drops by

only one UG unit, while CA’s performance drops by four.

PPC 2% In Effect

uG
RANK

1,5

INTERACTION

FIRE == CA NoTrustModel — «eseee RFIRE = = RCA = « R.NoTrustModel

Figure 4, Experiment 2. Provider population change (pppc = 2%)
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Figure 5. Experiment 3. Provider population change (pm,c = 5%)
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Figure 6. Experiment 4. Provider population change (pm,c = 10%)
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3.5.3. CA’s vs. FIRE’s Performance under Consumer Population Changes
The third set of experiments investigates the effect of consumer population change
on the performance of the CA and FIRE trust models. In open Multi-Agent Systems,
consumer agents may continuously enter and leave the environment, affecting the
availability of trust-related information and the ability of trust models to identify
trustworthy providers. To evaluate the impact of this type of environmental change, three
experiments were conducted:
e Experiment 5: The consumer population changes at maximum 2% in every
round (pcpe = 0.02).

e Experiment 6: The consumer population changes at maximum 5% in every
round (pcpe = 0.05).

e Experiment 7: The consumer population changes at maximum 10% in every
round (pcpe = 0.10).

The results of Experiments 5-7 are presented in Figures 9-11. In all experiments,
both CA and FIRE continue to achieve positive utility gain (UG), while the NoTrustModel
group consistently exhibits the lowest performance.

More specifically, in Experiment 5 (Figure 9), CA outperforms FIRE from the first
interaction with a rather steady performance at the levels of its performance in the static
environment. FIRE on the other hand performs worse than in the static setting. As the
consumer population change rate increases gradually from 2% to 10%, CA consistently
outperforms FIRE. Figure 12 shows that CA is not only resilient to this kind of change,
but also that its performance improves with the increase of consumer population change

rate.
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Figure 12. CA performance under increasing consumer population change rates
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3.5.4. The Effect of Concurrent Consumer and Provider Population Changes
The fourth set of experiments examines the performance of the CA and FIRE trust
models when both consumer and provider populations change simultaneously. This
scenario combines the two forms of population dynamics examined in the previous
experiments and represents a more challenging environment. Two experiments were
conducted:
e Experiment 8: The provider population changes at maximum 2% in every
round (pppc = 0.02) and the consumer population changes at maximum 5% in
every round (pgcpc = 0.05).

e Experiment 9: The provider population changes at maximum 10% in every
round (pppc = 0.10) and the consumer population changes at maximum 10%
in every round (pgpc = 0.10).

Experiment 9 (Figure 14) shows that while CA is better in the first few
interactions, FIRE eventually prevails. This is in contrast to the results of Experiment 8
(Figure 13), in which CA outperforms FIRE throughout all interactions. As the population
change becomes more severe, FIRE’s performance is slightly affected, whereas CA’s

performance drops significantly, by three UG units.
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Figure 13. Experiment 8. Concurrent population changes (pppc = 2%, Pcpc = 5%)
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Figure 14. Experiment 9. Concurrent population changes (pppc = 10%, pcpc = 10%)

3.5.5. CA’s vs. FIRE’s performance in dynamic trustee profiles
The final set of experiments investigates the performance of the CA and FIRE trust
models when providers continuously modify their service capabilities over time. Two
experiments were conducted:
e Experiment 10: A provider may alter its average level of performance at
maximum 1.0 UG unit with a probability of 10% in every round (pﬂc = 0.10,
M =1.0).

e Experiment 11: A provider may switch into a different (performance) profile
with a probability of 2% in every round (ppm FileSwitch = 0.02).

In Experiment 10 (Figure 15), providers continuously modify their performance
levels. CA starts with an average utility gain close to zero and rapidly improves until
approximately interaction 60, after which its performance stabilizes at an average utility
gain of about 6.6. In contrast, FIRE begins with a higher utility gain and gradually
improves over time, eventually surpassing CA after approximately interaction 285.

Experiment 11 (Figure 16) has the strongest negative impact on the performance of
both trust models. In this setting, providers may switch to entirely different performance
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profiles during the simulation. FIRE outperforms CA through all interactions, achieving an

average utility gain of 3.15, whereas CA achieves an average utility gain of 2.64.
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Figure 15. Experiment 10. Providers change their performance (puc =10%,M = 1. 0)
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Figure 16. Experiment 11. Providers switch performance profiles (ppmﬁ,es,,,,itch = 2%)
3.6. Explaining the Performance Differences Between CA and FIRE

The experimental results presented in the previous section reveal that the relative
performance of CA and FIRE depends on the type of environmental dynamics affecting
the Multi-Agent System. While both models consistently outperform the NoTrustModel
group and are capable of identifying profitable providers, they exhibit different strengths
under different conditions.

The results indicate that CA has a clear advantage in environments characterized
by changes in the consumer population. FIRE relies on multiple sources of trust
information, including Witness Reputation, which estimates a provider’s trustworthiness
based on the opinions of other consumers that have previously interacted with it. When
consumers leave the system, the information they possess becomes unavailable, reducing
the effectiveness of this trust source. In contrast, CA does not depend on recommendations
or evaluations provided by other consumers. Consequently, its performance remains
largely unaffected by consumer population change, even when the rate of change is high.

On the other hand, FIRE demonstrates greater resilience to changes in the provider

population. The CA model is based on trustees’ knowledge of their own capabilities,
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represented though the trust connections they maintain and update over time. As providers
accumulate interaction experience, these trust values become increasingly representative
of their actual ability to perform tasks successfully. However, when providers are
frequently replaced, newly introduced trustees possess no prior knowledge regarding their
capabilities and must begin the learning process from scratch. As a result, the performance
of CA deteriorates as provider population change increases.

The experiments also show that changes in trustees’ performance characteristics
constitute a significant challenge for both trust models. In particular, the most demanding
scenario 1s when providers switch entirely to different performance profiles. Under these
conditions, both models experience a substantial reduction in performance, although FIRE
adapts more effectively than CA.

Overall, the findings suggest that the trustee-centric approach introduced by CA
offers important advantages in environments where the trustee population remains
relatively stable and consumer population change is high. Conversely, when the provider
population changes rapidly, the trustor-centric approach represented by FIRE appears to
be more robust. These observations indicate that neither approach dominates across all
environmental conditions, highlighting the importance of considering the characteristics of

the application domain when selecting an appropriate trust model.

3.7. Conclusions

This chapter presented a comparative evaluation of the proposed Create
Assemblies (CA) trust model and the FIRE trust and reputation model under a variety of
static and dynamic environmental conditions. The objective was to investigate the
strengths and limitations of the trustee-centric and trustor-centric trust paradigms in open
Multi-Agent Systems.

The experimental results showed that CA is capable of maintaining a stable
performance both in static environments and in environments affected by several forms of
dynamism. In all examined scenarios, CA successfully identified profitable providers and
maintained positive utility gains for the consumer population. The results further
demonstrated that the trustee-centric approach can constitute a viable alternative to

conventional trustor-centric trust models.
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The comparison with FIRE revealed that each model exhibits different strengths
under different environmental conditions. FIRE proved to be more resilient to provider
population changes, whereas CA showed remarkable resilience to consumer population
change. This behavior can be attributed to the fact that CA does not rely on witness
opinions and reputation information exchanged among consumers. Consequently, changes
in the consumer population have a limited impact on its operation.

The experiments also showed that dynamic changes in trustees’ capabilities
constitute a challenging condition for both trust models. In particular, provider profile
switching had the most significant negative effect on performance. Although both models
were affected, FIRE demonstrated greater resilience under this scenario.

Overall, the findings indicate that neither the trustee-centric nor the trustor-centric
approach dominates across all dynamic conditions. Instead, the effectiveness of each

approach depends on the specific characteristics of the environment in which it operates.

3.8. Research Directions

The findings of this study highlighted two important research directions. The first
concerns the enhancement of the CA algorithm to better cope with dynamic changes in
trustees’ capabilities. The experimental results showed that abrupt profile switching has a
significant impact on the model’s performance, indicating the need for mechanisms that
enable trustees to adapt more rapidly when their actual capabilities change.

The second direction concerns the adaptive selection of trust models according to
the characteristics of the environment. The experimental comparison demonstrated that
neither CA nor FIRE consistently outperforms the other under all dynamic conditions.
Instead, each model exhibits advantages in different situations. This observation raises an
important question regarding whether agents can identify the dynamic conditions present
in their environment and exploit this knowledge to select the trust model that is expected
to maximize utility gain.

Both research directions were subsequently investigated as part of this doctoral
research and are presented in the following chapters. The next chapter focuses on the
second direction, namely the development of mechanisms that enable agents to identify
environmental conditions and adaptively employ the trust model that is most appropriate

for the current context. The first research direction, concerning improvements to the CA
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algorithm for handling dynamic changes in trustees’ capabilities, is examined in Chapter

5.
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4. Adaptive Trust Model Selection in Dynamic Multi-
Agent Systems

The experimental results presented in the previous chapter demonstrated that the
effectiveness of a trust model depends strongly on the characteristics of the environment in
which it operates. While the trustee-centric CA model exhibited superior performance
under conditions of consumer population change, the trustor-centric FIRE model proved
more resilient under conditions of provider population change. Consequently, neither
model consistently outperformed the other across all dynamic conditions.

These findings raise an important question: rather than relying permanently on a
single trust mechanism, can agents identify the characteristics of their environment and
dynamically select the trust model that is most appropriate for the current conditions?

This chapter investigates this question by formulating trust model selection as a
machine learning problem in a dynamic and partially observable Multi-Agent System. In
such environments, agents do not possess global knowledge regarding the factors affecting
the system and must instead infer environmental conditions from information available
through their own interactions. The objective is therefore to enable agents to learn which
trust model is expected to maximize utility gain under varying environmental conditions.

To achieve this, we introduce an adaptive trustor capable of dynamically selecting
between the CA and FIRE trust models. The problem is formulated as a reinforcement
learning task, where the agent learns through experience which trust mechanism yields the
highest utility gain in each observed situation. More specifically, we employ Deep Q-
Learning (DQL) to approximate the optimal trust model selection policy based on a set of
measurable environmental features.

The chapter, first, presents the conceptualization of trust model selection as a
reinforcement learning problem and describes the architecture of the proposed adaptive
trustor. It then introduces the environmental features used to characterize the state of the
system, the Deep Q-Network configuration, and the simulation environment employed for
evaluation. Finally, a series of experiments compares the performance of the adaptive

trustor against agents that rely exclusively on either CA or FIRE, assessing whether
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dynamic trust model selection can improve performance in open and continuously

changing environments.

4.1. Adaptive Trust Model Selection as a Reinforcement Learning
Problem

The comparative evaluation presented in the previous chapter showed that neither
FIRE nor CA constitutes a universally optimal trust mechanism. Each model performs
better under specific environmental conditions, while its effectiveness may deteriorate
when those conditions change. Consequently, selecting the most suitable trust model
becomes a decision-making problem that depends on the current state of the environment.

In open MAS, however, agents typically operate under incomplete information.
Important environmental factors, such as population turnover, changes in agent behavior,
mobility, and performance fluctuations, are not directly observable. Instead, agents must
infer the state of the environment from locally available information obtained through
interactions with nearby agents and accumulated trust evidence. Therefore, trust model
selection can be viewed as a sequential decision-making problem under uncertainty in
partially observable environments.

To address this challenge, the adaptive trustor is modeled as a reinforcement
learning agent. At each decision point, the agent observes a representation of its local
environment and selects one of two possible actions:

e Pull strategy: use the FIRE trust model, where the trustor evaluates and selects

the most trustworthy provider.

e Push strategy: use the CA trust model, where providers self-assess their

capability and decide whether to undertake the requested task.

Following the interaction, the agent receives a utility gain reflecting the quality of
the obtained service. This utility serves as a reward signal, allowing the agent to evaluate
the effectiveness of its decision. Over time, the agent learns which trust mechanism tends
to maximize utility under different environmental conditions.

The problem can therefore be formulated within the Reinforcement Learning (RL)
framework. The adaptive trustor interacts with a dynamic environment, observes its

current state, selects an action corresponding to a trust model, and receives a reward based
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on the outcome of the interaction. The objective is to learn a policy that maximizes the
expected cumulative utility over time.

Since the environment is only partially observable and its underlying dynamics are
unknown, traditional rule-based approaches are difficult to design effectively.
Reinforcement Learning offers a suitable alternative because it enables the agent to learn
directly from experience without requiring an explicit model of environmental behavior.
In this work, Deep Q-Learning is employed to approximate the optimal policy for trust
model selection using a set of observable environmental features, which are described in
the following sections. A concise overview of Reinforcement Learning, Q-Learning, and
Deep Q-Learning is provided in Appendix B, while the remainder of this chapter focuses

on the formulation, implementation, and evaluation of the proposed adaptive trust model.

4.2. Deep Q-Network Architecture

To learn an effective trust model selection policy, the adaptive trustor employs a
Deep Q-Network (DQN), which approximates the action-value function of the
reinforcement learning problem. The purpose of the network is to estimate the expected
future utility associated with each available trust model and enable the agent to select the
most beneficial action under the current environmental conditions.

The DQN receives as input a representation of the agent’s local environment,
expressed through a set of observable features. Based on these inputs, the network
produces estimates of the expected cumulative reward for each available action. In the
context of trust model selection, the action space consists of two possible choices:

e Action 1: Select the FIRE trust model (pull strategy).

e Action 2: Select the CA trust model (push strategy).

The architecture of the neural network is intentionally simple to reduce
computational complexity while maintaining sufficient representational capability. The
network consists of three fully connected layers.

The input layer contains nine neurons, corresponding to the nine environmental
features used to characterize the current state of the system. These features provide
indirect information regarding environmental dynamics, such as population changes,

mobility, and variations in provider performance.
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The hidden layer consists of six neurons and uses a sigmoid activation function.
This layer enables the network to learn nonlinear relationships between environmental
conditions and the expected effectiveness of each trust mechanism.

The output layer contains two neurons, one for each available action. A linear
activation function is used at the output layer since the network is required to estimate Q-
values rather than probabilities. Each output neuron therefore represents the estimated
long-term utility associated with selecting one of the two trust models.

During operation, the adaptive trustor evaluates the current environmental state and
feeds the corresponding feature vector into the network. The DQN then produces two Q-
values, one for FIRE and one for CA. The agent selects the action associated with the
highest estimated value, while occasional exploratory actions are allowed through an &€ —
greedy exploration strategy. Following the interaction, the obtained utility gain is used as
a reward signal to update the network and improve future decision making.

The use of a Deep Q-Network allows the adaptive trustor to generalize across a
large number of possible environmental conditions. Instead of relying on predefined rules,
the agent gradually learns the relationship between observable environmental
characteristics and the trust mechanism that is most likely to maximize utility. This
capability is particularly important in open and dynamic Multi-Agent Systems, where

environmental conditions may continuously evolve over time.

4.3. State Representation and Environmental Features

A critical component of any reinforcement learning system is the representation of
the environment’s state. The quality of the information provided to the learning agent
directly affects its ability to identify patterns, distinguish between different situations, and
ultimately learn an effective decision-making policy.

In the trust model selection problem considered in this work, the adaptive trustor
operates in a partially observable environment. The agent does not have direct access to
the actual environmental factors that influence the performance of trust mechanisms, such
as provider population turnover, consumer population changes, agent mobility, or
fluctuations in provider behavior. Consequently, these factors cannot be used directly as
state variables. Instead, the adaptive trustor must rely on information that is locally

available through its interactions and observations. The objective is therefore to construct
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a set of measurable features that can serve as indirect indicators of the underlying
environmental conditions. Although these features do not reveal the true state of the
environment, they provide sufficient information to allow the learning agent to infer

important changes and adapt its trust model selection strategy accordingly.

4.3.1. Available Local Information in a Partially Observable Environment

In the proposed framework, trust model selection takes place in a partially
observable environment. The adaptive trustor does not possess direct knowledge of the
underlying environmental factors that influence trust model performance, such as
population changes, provider behavior modifications, or agent mobility. Instead, it must
infer the current state of the environment from information that is locally available through
its own observations and interactions.

More specifically, the adaptive trustor has access to the following sources of
information:

1. Local ratings database. After each interaction, the trustor evaluates the
received service and stores the resulting rating in its local ratings database.
These ratings constitute the agent’s personal interaction history and provide
the information required for calculating direct trust assessments.

2. Acquaintance agents. The trustor maintains knowledge of the consumer
agents located within its operational radius. These neighboring consumers
may provide ratings of referrals that contribute to reputation-based trust
evaluation.

3. Nearby providers. The trustor is aware of the provider agents currently
located within its operational range and can potentially interact with them.

4. Trustworthiness assessments of nearby providers. Using the FIRE trust
model, the trustor attempts to calculate trust values for all nearby providers.
Providers for which a trust value can be computed are placed in the set
HasTrustValue, whereas providers for which insufficient evidence exists
are placed in the set NoTrustValue.

5. Location information. The trustor has knowledge of its own position in
the spherical simulation world, represented by the polar coordinates
(r,,60). Changes in these coordinates can be used to estimate agent
mobility.
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6. Witness reputation information. When evaluating a provider through the
Witness Reputation (WR) mechanism, the trustor requests ratings from
selected acquaintances that are likely to possess relevant interaction
experience. Acquaintances that do not have matching ratings may instead
provide referrals to other agents.

7. Certified reputation information. Through the Certified Reputation (CR)
mechanism, providers maintain certified ratings obtained from previous
interactions. When a provider is evaluated, it can supply these certified
ratings to the trustor, allowing reputation estimates to be calculated even
when direct interaction history is unavailable.

Based on these locally observable data sources, the adaptive trustor derives a set of
environmental indicators that approximate the hidden conditions of the system. These
indicators constitute the state representation supplied to the Deep Q-Network and enable
the learning agent to adapt its trust model selection strategy to changing environmental

conditions.

4.3.2. Environmental Features
The selected feature set was designed to capture the six main categories of

environmental dynamics considered in the simulation environment:

1. Changes in the provider population.

2. Changes in the consumer population.

3. Variations in providers’ average performance levels.
4. Changes in providers’ performance profiles.

5. Provider mobility within the environment.

6. Consumer mobility within the environment.

Based on these environmental factors, a state representation consisting of nine
observable features was constructed. These features are calculated using information
available to the trustor, including its local ratings database, nearby providers, neighboring
consumers, trust assessments produced by the FIRE model, certified reputation
information, and the agent’s own location within the environment.

The complete state vector used as input to the Deep Q-Network 1s composed of the
following features:

e ProvidersPopulationDirectChangeEstimate
PhD Thesis 80



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

m Zoi Lygizou, Collective Artificial Intelligence and

e  MeanProvidersPopulationDirectChangeEstimate

e ProvidersPopulationindirectChangeEstimate

o  MeanProvidersPopulationindirectChangeEstimate

e  NewcomerEstimate

o ConsumersPopulationIndirectChangeEstimate

o  MeanConsumersPopulationlndirectChangeEstimate

e ProvidersPerformanceChangeEstimate

o ConsumersLocationChangeEstimate

Collectively, these features provide an approximation of the current environmental
conditions and enable the adaptive trustor to identify situations in which either FIRE or
CA is expected to produce higher utility. The following subsections describe each feature

in detail and explain how it is calculated from locally observable information.

4.3.3. Features Related to Provider Population Changes

One of the most influential factors affecting the effectiveness of trust mechanisms
in open Multi-Agent Systems is provider population turnover. The continuous arrival and
departure of service providers can significantly alter the availability and reliability of trust
information, thereby affecting the performance of trust-based decision-making processes.

In highly dynamic environments, newly introduced providers may not possess
sufficient interaction histories to support accurate trust assessments. As a result, trust
models that rely heavily on historical information may experience reduced effectiveness.
Since the adaptive trustor does not have direct knowledge of provider population changes,
it must estimate such changes using locally observable information.

To capture provider population dynamics, four complementary features are
employed: two direct estimates and two indirect estimates. Together, these features

provide indications of the rate at which providers enter or leave the system.

4.3.3.1. ProvidersPopulationDirectChangeEstimate

The first feature measures the proportion of nearby providers that appear to be new
within the trustor’s operational range. Let nearbyProviders, denote the set of providers
located within the trustor’s radius of operation during round t, and nearbyProviders;_,

the corresponding set from the previous round.
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The set of newly observed providers, denoted by newProviders;, consists of
providers that are present in nearbyProviders, but were not observed in

nearbyProviders;_,. The direct population change estimate is then calculated as:

|[newProviders,|

ProvidersPopulationDirectChangeEstimate, = InearbyProviders,|
t

This ratio expresses the fraction of nearby providers that have recently appeared in
the trustor’s neighborhood. Higher values suggest increased provider turnover and
potentially greater uncertainty regarding provider trustworthiness.

However, this measure is inherently noisy because providers may appear as new
not only due to entering the system but also as a result of mobility, either on the part of the

providers themselves or of the trustor.

4.3.3.2. MeanProvidersPopulationDirectChangeEstimate

To reduce the effects of temporary fluctuations and mobility-related noise, the
adaptive trustor computes an average direct population change estimate over a sliding
window of consecutive simulation rounds.

Given a window W = {t;, t,, - t,,}, the mean estimate is calculated as:

] ) ) ) Y1 ProvidersPopulationDirectChangeEstimate,
MeanProvidersPopulationDirectChangeEstimate =

n

By aggregating observations across multiple rounds, this feature provides a more

stable indication of long-term provider population changes.

4.3.3.3. ProvidersPopulationIndirectChangeEstimate

In addition to directly observing newly appearing providers, the adaptive trustor
can infer provider turnover from the availability of trust information.

Newly introduced providers often lack sufficient interaction histories.
Consequently, their trustworthiness may not be computable through Interaction Trust (IT)
or Witness Reputation (WR). Some providers may possess no trust evidence at all, while
others may only provide Certified Reputation (CR) information originating from previous
interactions in different systems.

Let NoTrustValue; denote the set of nearby providers for which no trust value
can be computed, and let A; represent the set of providers whose trustworthiness can only
be estimated through certified reputation. The indirect population change estimate is

defined as:
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|NoTrustValue,| + |A¢]
|nearbyProviders,|

ProvidersPopulationindirectChangeEstimate, =

This feature captures the proportion of providers that appear to be newcomers

based on the lack of locally available trust information.

4.3.3.4. MeanProvidersPopulationIndirectChangeEstimate
Similarly to the direct estimate, the indirect estimate may fluctuate from round to
round due to local environmental variations. Therefore, a moving average is also

computed:

) ) ) ) Xizq ProvidersPopulationIndirectChangeEstimate,
MeanProvidersPopulationIndirectChangeEstimate =

n

The resulting feature provides a smoother and more reliable estimate of provider
population turnover over time.

Taken together, these four features enable the adaptive trustor to detect both
explicit and implicit signs of provider population change. Since the experimental results
presented in Chapter 3 demonstrated that provider turnover significantly influences the
relative performance of FIRE and CA, accurately estimating this environmental factor is

essential for effective trust model selection.

4.3.4. Features Related to Consumer Population Changes

Consumer population turnover constitutes another important source of
environmental dynamics in open Multi-Agent Systems. Frequent arrivals and departures of
consumers affect the availability of trust information and may reduce the effectiveness of
trust mechanisms that rely on historical interactions and reputation exchange. In particular,
newly introduced consumers possess little or no interaction history, limiting their ability to
evaluate providers accurately through conventional trust assessment methods.

Since the adaptive trustor has no direct knowledge of the actual rate of consumer
population change, it must infer this information from observable indicators available
through its own interactions. To achieve this, three features are employed to estimate
consumer population turnover: the NewcomerEstimate, the
ConsumersPopulationIndirectChangeEstimate, and the

MeanConsumersPopulationIndirectChangeEstimate.
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4.3.4.1. NewcomerEstimate

The first feature attempts to determine whether the adaptive trustor itself is likely
to be a newcomer in the system. A newly introduced consumer has not yet accumulated
ratings regarding nearby providers and therefore lacks the interaction history required by
trust mechanisms such as FIRE.

The feature is calculated by examining the trustor’s local ratings database. If no
ratings are available for any of the providers located within the trustor’s operational range,
the agent assumes that it is a newcomer and assigns a value of 1 to the feature. Otherwise,
the feature is assigned a value of 0.

Formally:

NewcomerEstimate

_ {1, if Vprovider € nearbyProviders: Arating = (consumer, provider,_,_,_,_) € ratingDatabase ,,sumer
0, otherwise

This binary indicator provides useful information regarding the trustor’s familiarity

with its local environment and the amount of trust evidence available for decision making.

4.3.4.2. ConsumersPopulationIndirectChangeEstimate

The second feature estimates consumer population turnover indirectly through the
witness reputation process used by FIRE.

When a consumer evaluates a provider using witness reputation, it requests ratings
from neighboring consumers that may possess relevant interaction histories. If a
neighboring consumer has previously interacted with a provider, it can return
corresponding ratings. However, newcomer consumers typically possess no such
information and therefore return no ratings.

Let C; denote the set of consumer acquaintances queried during round ¢, and let B,
represent the subset of those acquaintances that return no ratings for any query. The

indirect estimate of consumer population change is then calculated as:

B
ConsumersPopulationindirectChangeEstimate, = %
t

Higher values indicate that a larger proportion of neighboring consumers appear
unable to provide trust information, suggesting increased consumer turnover within the

local environment.
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4.3.4.3. MeanConsumersPopulationIndirectChangeEstimate

Because local observations may vary significantly between rounds, a moving
average is computed over a window of consecutive simulation rounds to provide a more
stable estimate of consumer population change.

Given a window containing n rounds, the mean estimate is defined as:

Y=, ConsumersPopulationindirectChangeEstimate,,
n

MeanConsumersPopulationindirectChangeEstimate =

This feature reduces short-term fluctuations and captures longer-term trends in
consumer population dynamics.

Together, the three features described above provide indirect evidence regarding
the presence and magnitude of consumer population turnover. Such information is
particularly important because previous experimental findings demonstrated that changes
in consumer populations can significantly affect the relative performance of FIRE and CA.
By incorporating these indicators into the state representation, the adaptive trustor is better
equipped to identify situations in which one trust mechanism may be expected to

outperform the other.

4.3.5. Features Related to Performance and Mobility Changes

In addition to population turnover, the effectiveness of trust mechanisms may also
be influenced by changes in providers’ behavior and by the mobility of agents within the
environment. Providers may alter the quality of the services they deliver, switch to
different performance profiles, or change their location. Similarly, consumers may move
to new areas of the environment, thereby changing the set of providers and consumers
with which they can interact.

As in the case of population changes, these environmental dynamics are not
directly observable by the adaptive trustor. Consequently, indirect indicators must be
employed to estimate their occurrence. To capture such changes, the state representation
includes two additional features: the ProvidersPerformanceChangeEstimate and the

ConsumersLocationChangeEstimate.

4.3.5.1. ProvidersPerformanceChangeEstimate
One of the key challenges in dynamic environments is that a provider’s
performance may vary over time. A provider that was previously reliable may gradually

become less effective, while a low-performing provider may improve its behavior.
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Furthermore, providers may switch between predefined performance profiles, resulting in
significant changes in the quality of the services they offer.

To estimate these behavioral changes, the adaptive trustor compares the
performance predicted by the FIRE trust model with the actual utility gained after
interacting with a provider. If the provider behaves consistently, the predicted and
observed performance values should be relatively close. Large deviations, however, may
indicate changes in the provider’s behavior or performance profile.

The feature is calculated as the average absolute difference between the expected
performance and the actual performance observed during the last N interactions with a
provider:

YN|trustValue; x 10 — actualPer formance;|
N

where trustValue; denotes the trust value assigned by FIRE during interaction i,

ProvidersPerformanceChangeEstimate =

and actualPerformance; represents the utility gain obtained from that interaction.
Higher values of this feature indicate that the provider’s observed behavior

deviates significantly from previous expectations, suggesting either performance

fluctuations or transitions between different provider profiles. Consequently, this feature

serves as an indicator of behavioral instability within the provider population.

4.3.5.2. ConsumersLocationChangeEstimate

Agent mobility constitutes another important source of environmental change.
When a consumer moves within the environment, its set of nearby providers and
neighboring consumers may change substantially. As a result, previously accumulated
trust information may become less useful, while new trust relationships must be
established.

Unlike other environmental factors, a consumer has direct knowledge of its own
location. The simulation environment represents locations using spherical coordinates
(r, , 8). Therefore, the adaptive trustor can determine whether it has changed position by
comparing its current coordinates with those recorded during the previous simulation
round.

The ConsumersLocationChangeEstimate feature is defined as:

LifAr=|n,—1n_| #0VAp =@, —@,_| #0V A0 =16, —0,_,| # 0

ConsumersLocationChangeEstimate = { .
0, otherwise
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The feature takes the value 1 whenever the consumer detects a change in at least
one of its spatial coordinates and 0 otherwise.

Although providers’ movements cannot be directly observed, provider mobility
may indirectly affect other features, particularly those associated with provider population
changes. For example, a provider that moves into the consumer’s operational range may
appear indistinguishable from a newly introduced provider. Consequently, the provider

population change features partially capture the effects of provider mobility as well.

4.4. Hyperparameter Configuration and Training Setup

The effectiveness of a Deep Q-Network depends not only on the selected state
representation and network architecture but also on the configuration of the learning
process. The training procedure of the adaptive trustor therefore requires the specification
of a number of hyperparameters that control exploration, learning, experience replay, and
value estimation.

Due to the large combinatorial search space and the computational cost associated
with extensive experimentation, a systematic hyperparameter optimization process was not
performed. Instead, the selected values were obtained through an informal empirical
search aimed at identifying a configuration that produced stable learning behavior and
satisfactory performance across different environmental conditions.

Table 7 summarizes the hyperparameters used throughout all experiments.

Table 7: Hyperparameters and their values

Parameter Value
Sliding window size (n) 10
Exploration constant (&) 0.05
L2 regularization coefficient (1) 0.01
DQN learning rate 0.30
Backpropagation learning rate 0.15
Discount factor (y) 0.95
Replay memory size 50
Minibatch size 5
Target network update interval 5 steps
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The parameter n = 10 determines the size of the observation window used when
calculating moving-average environmental features. By aggregating observations over ten
consecutive rounds, the adaptive trustor obtains more stable estimates of environmental
changes while reducing the influence of temporary fluctuations.

Exploration during training is controlled through an € — greedy action-selection
policy with ¢ = 0.05. Under this strategy, the adaptive trustor selects the action with the
highest estimated Q-value with probability 1 — &, while a random action is chosen with
probability €. This mechanism balances exploitation of acquired knowledge with
continued exploration of alternative trust model selections.

The discount factor is set to y = 0.95, allowing the agent to consider the long-term
consequences of its decisions while still assigning greater importance to immediate utility
gains. Since trust model selection influences future interaction outcomes, incorporating
future rewards is essential for learning an effective policy.

To improve learning stability, experience replay is employed. Interaction
experiences are stored in a replay memory containing up to 50 transitions. During training,
network updates are performed using randomly sampled minibatches of size 5. This
approach reduces correlations between consecutive experiences and improves the
efficiency of the learning process.

The DQN is trained using a learning rate of 0.30, while a backpropagation learning
rate of 0.15 is used during weight updates. In addition, L2 regularization with coefficient
A = 0.01 is applied to reduce overfitting and encourage smoother parameter estimates.

Finally, a separate target network is maintained to stabilize Q-value estimation.
The target network parameters are synchronized with those of the main network every five
training steps. This mechanism mitigates oscillations during learning and is a standard
technique for improving the convergence properties of Deep Q-Network algorithms.

Overall, these hyperparameter settings provide a balance between learning speed,
exploration, and training stability, enabling the adaptive trustor to learn an effective trust

model selection policy under a wide range of dynamic environmental conditions.
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4.5. Experimental Methodology

The experimental evaluation presented in this chapter is evaluated using the same
simulation environment, performance measure, statistical analysis procedure, and provider
population configuration presented in the previous chapter. Consequently, all experimental
settings remain unchanged.

The purpose of the present evaluation is to examine whether an agent capable of
dynamically selecting between FIRE and CA can achieve superior performance compared
to agents that rely exclusively on a single trust model.

The experimental methodology therefore differs from that of the previous chapter
only in the introduction of a new consumer group, the specification of the Number of
Independent Simulation Runs (NISR) per experiment, and the number of simulation

rounds used in selected experiments.

4.5.1. Consumer Groups

The evaluation compares the performance of three distinct groups of consumer

agents:

e Adaptable: consumer agents capable of dynamically selecting either the FIRE
or the CA trust model based on their assessment of environmental conditions
using Deep Q-Learning.

¢ FIRE: consumer agents that use only the FIRE trust model.

e CA: consumer agents that use only the CA trust model.

The FIRE and CA groups serve as baseline approaches, while the Adaptable group

represents the proposed adaptive trust model selection mechanism.

4.5.2. Number of Independent Simulation Runs
To obtain statistically reliable results and reduce the effect of random fluctuations,
each experiment is executed multiple times. The Number of Independent Simulation Runs

(NISR) per experiment is shown in Table 8.

Table 8: Number of Independent Simulation Runs (NISR) per experiment

Experiment NISR
1,2,6,8-11, 17 30
3-5,7,12, 14-16, 18 10
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4.5.3. Simulation Rounds

Unless otherwise stated, simulations are executed for 500 rounds. To investigate
longer-term adaptation under highly dynamic conditions, Experiments 7 and 13 are

executed for 1000 rounds (Table 9).

Table 9: Number of simulation rounds

Experiment Rounds (N)
Default 500
Experiments 7 and 13 1000

All other experimental variables and trust model parameters are identical to those

presented in the previous chapter.

4.6. Experimental Scenarios and Results

The experimental scenarios are designed to investigate the adaptive trustor’s ability
to learn an effective trust model selection policy under a variety of environmental
conditions. More specifically, the experiments are organized into three categories:

¢ Single Environmental Change, where only one environmental factor is active

throughout the simulation.

e Combined Environmental Changes, where multiple environmental factors

occur simultaneously.

¢ Time-Varying Environmental Changes, where the environmental conditions

themselves change during the course of the simulation.

The first category evaluates whether the adaptive trustor can identify which trust
model performs better when a single source of environmental change is present. The
second category examines the agent’s behavior in more complex situations involving
multiple concurrent changes. Finally, the third category investigates whether the adaptive

trustor can continue adapting when the environmental conditions evolve over time.
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The following sections present the results obtained for each category of
experiments and analyze the effectiveness of adaptive trust model selection under

increasingly dynamic operating conditions.

4.6.1. Adaptable’s Performance under Single Environmental Changes
In this section, we compare the performance of three groups of consumers
(Adaptable, CA, and FIRE) when there is no environmental change (a static setting) and
when conducting single environmental factor changes while remaining constant
throughout the simulation, through the following experiments:
e Experiment 1: The setting is static, with no changes.
e Experiment 2: The provider population changes at maximum 2% in every
round (pppc = 0.02).
e Experiment 3: The provider population changes at maximum 5% in every
round (pppc = 0.05).
e Experiment 4: The provider population changes at maximum 10% in every
round (pppc = 0.10).
e Experiment 5: The consumer population changes at maximum 2% in every
round (pcpc = 0.02).
e Experiment 6: The consumer population changes at maximum 5% in every
round (pcpc = 0.05).
e Experiment 7: The consumer population changes at maximum 10% in every
round (pcpc = 0.10).
e Experiment 8: A provider may alter its average level of performance at
maximum 1.0 UG unit with a probability of 0.10 each round (p,¢c = 0.10,M =
1.0).
e Experiment 9: A provider may switch to a different (performance) profile with
a probability of 2% in every round (Pprofiteswitch = 0-02).
e Experiment 10: A consumer may move to a new location within the spherical
world by a maximum angular distance of /20 with a probability of 0.10 in

every round (pcrc = 0.10,A® = 1w/20).
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e Experiment 11: A provider may move to a new location within the spherical
world by a maximum angular distance of /20 with a probability of 0.10 in
every round (ppc = 0.10,A® = m/20).

The research question addressed by this set of experiments is whether the
Adaptable consumer can maintain its performance higher than that of the worst choice
(i.e., the trust model with the lowest performance), when only one environmental change
occurs.

The experiments’ results are presented in Figures 17-27.

Overall, the performance of the Adaptable consumer is satisfactory in all the
experiments and follows the performance of the best-choice model in each situation. This
conclusion is drawn more easily if we consider experiments 3—7 (Figures 19-23), where
the performance of the adaptable consumer is always between the performance of the
other two models. Specifically, when the provider population changes (Figures 19 and 20),
the Adaptable’s performance is always higher than CA, the worst choice in this case. On
the contrary, when the consumer population is volatile (Figures 21-23), the adaptable

maintains a performance higher than that of FIRE.

No Dynamic Factors In Effect
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Figure 17. Experiment 1: performance of the adaptable consumer in the static setting
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Figure 18. Experiment 2: provider population change; pppc = 2%
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Figure 19. Experiment 3: provider population change; pppc = 5%
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Figure 20. Experiment 4: provider population change; pppc = 10%
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Figure 21. Experiment 5: consumer population change; pcpc = 2%
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Figure 22. Experiment 6: consumer population change; pcpc = 5%
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Figure 23. Experiment 7: consumer population change; pcpc = 10%
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Figure 24. Experiment 8: providers change their performance; pcpc = 10%,M = 1.0
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Figure 25. Experiment 9: providers switch their profiles; Pprofiteswitecn = 2%
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Figure 26. Experiment 10: consumers change their locations; pcrec = 10%, AP = /20
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Figure 27. Experiment 11: providers change their locations; pp e = 10%, A® = /20
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4.6.2. Adaptable’s Performance under Combined Environmental Changes

The experiments of this section aim to demonstrate that the adaptable consumer
can find the optimal policy when there are multiple, concurrently acting environmental
changes and it is difficult to predict (using the previous section’s results) which of the two
models, FIRE or CA, is the best option. Note that all changes are maintained constant
throughout the simulation rounds of the experiment. The experiments conducted in this
section are described as follows:

e Experiment 12: The provider population changes at maximum 2% in every
round (pppc = 0.02) and the consumer population changes at maximum 5% in
every round (pcpc = 0.05).

e Experiment 13: The provider population changes at maximum 10% in every
round (pppc = 0.10) and the consumer population changes at maximum 10%
in every round (p¢pe = 0.10).

e Experiment 14: The provider population changes at maximum 2% in every
round (pppc = 0.02), the consumer population changes at maximum 5% in
every round (pcpc = 0.05), and consumers may move to a new location on the
spherical world at a maximum angular distance of /20 with a probability of
0.10 in every round (pcrc = 0.10,Ad = 1t/20).

e Experiment 15: The provider population changes at maximum 2% in every
round (pppc = 0.02), the consumer population changes at maximum 5% in
every round (pcpc = 0.05), and both consumers and providers may move to a
new location on the spherical world at a maximum angular distance of m/20
with a probability of 0.10 in every round (p¢rc = 0.10,pprc = 0.10,Ad =
m/20).

e Experiment 16: The provider population changes at maximum 2% in every
round (pppc = 0.02), the consumer population changes at maximum 5% in
every round (pcpc = 0.05), both consumers and providers may move to a new
location on the spherical world at a maximum angular distance of /20 with a
probability of 0.10 in every round (pcrc = 0.10,pprc = 0.10,Ad = 1w/20),
and providers may alter their average level of performance at maximum 1.0

UG unit with a probability of 0.10 each round (p,c = 0.10,M = 1.0).
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e Experiment 17: The provider population changes at maximum 2% in every

round (pppc = 0.02), the consumer population changes at maximum 5% in
every round (pcpc = 0.05), both consumers and providers may move to a new
location on the spherical world at a maximum angular distance of m/20 with a
probability of 0.10 in every round (pcrc = 0.10,pprc = 0.10,Ad = 1w/20),
providers may alter their average level of performance at maximum 1.0 UG
unit with a probability of 0.10 each round (p,. = 0.10,M = 1.0), and
providers may switch into a different (performance) profile with a probability
of 2% in every round (Pprofiteswitch = 0-02).

The research question we aim to answer in this set of experiments is whether the
adaptable consumer will be able to maintain its performance higher than that of the worst
choice (the model with the lowest performance), when multiple, concurrently acting
environmental changes occur.

The experiments’ results are presented in Figures 28-33.

Overall, in no experiment does the performance of the adaptable agent fall below
the performance of the model with the worst performance, which supports the conclusion
that the adaptable agent indeed succeeds in finding the optimal policy in all the
experiments.

An interesting result emerges, in Experiment 12 (Figure 28), where the
performance of the adaptable trustor not only maintains performance above the weaker
baseline model but actually outperforms both FIRE and CA. This finding suggests that,
under certain combinations of environmental conditions, dynamically switching between
trust mechanisms may provide advantages that neither static trust model can achieve

individually.
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Figure 28. Experiment 12: pppe = 2% and pcpec = 5%.
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Figure 31. Experiment 15: pppec = 2%, Pcpc = 5%, Pcrc = 10%, ppic = 10%, AP = 1/20.
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Figure 32. Experiment 16: Pppc = 2%, Pcpc = 5%, PcLc = 10%, PpLc = 10%, AP = 11'/20, Puc =
10%, M =1.0.
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Figure 33. Experiment 17: pppc = 2%, Pcpc = 5%, Pcrc = 10%, pprc = 10%, 4P = 1/20, pyc =
10%, M =1.0, Pprofileswitch = 2%.

PhD Thesis 102




HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

! Zoi Lygizou, Collective Artificial Intelligence and
4.6.3. Adaptable’s Performance under Time-Varying Environmental Changes

The final experiment investigates the performance of the adaptive trustor in an
environment where the environmental conditions themselves change during the course of
the simulation. This scenario is considerably more challenging than those examined in the
previous sections, since not only do multiple environmental changes occur, but the type
and intensity of these changes vary over time.

As a result, the trust model that is most appropriate at one stage of the simulation
may no longer be the optimal choice at a later stage. Consequently, the adaptable trustor
must continuously reassess environmental conditions and adjust its trust model selection
policy accordingly. The environmental changes applied during the simulation are shown in

Table 10.

Table 10. Environmental changes applied in each simulation round. PPC stands for provider population
change, and CPC stands for consumer population change.

Simulation Round Changes Applied
1-200 PPC 2%, CPC 5%
201-250 PPC 2%

251-300 PPC 5%

301-350 PPC 10%
351-400 CPC 2%

401-450 CPC 5%

451-500 CPC 10%

The research question addressed by this experiment is whether the adaptable
trustor can maintain a level of performance higher than that of the worst-performing trust
model when multiple environmental changes occur and these changes vary throughout the
simulation.

The results of the experiment are presented in Figure 34. Overall, the adaptable
trustor successfully learns an effective trust model selection policy and adapts its behavior
as the environmental conditions evolve over time.

During the initial phase of the simulation, where provider and consumer population
changes occur simultaneously, the adaptive trustor exhibits behavior similar to that of the
CA trust model, indicating that CA is identified as the most beneficial option under these
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conditions. As the environmental conditions change and the relative performance of CA
deteriorates, the adaptable trustor adjusts its strategy and maintains utility gains at levels
higher than those achieved by the weaker trust model. Finally, during the later stages of
the simulation, when consumer population changes again favor the CA approach, the
adaptable trustor adapts its behavior accordingly and once more follows the performance
of the CA model.

The results indicate that the adaptable agent is capable of continuously adapting its
trust model selection policy in response to changing environmental conditions. The ability
to adjust behavior as the environment evolves provides further evidence that the proposed
Deep Q-Learning approach can successfully identify and exploit the trust mechanism that

is expected to yield the highest utility under dynamic operating conditions.
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Figure 34. Experiment 18: Performance of Adaptable, FIRE, and CA consumer groups under time-varying
environmental changes.

4.7. Explaining the Performance of the Adaptable Trustor

The experimental results presented in the previous sections demonstrate that the
adaptable trustor is generally capable of selecting the most appropriate trust mechanism
under a wide range of environmental conditions. Across all experimental scenarios, its

performance remains consistently above that of the worst-performing trust model,
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indicating that the learning process successfully captures important relationships between
observable environmental characteristics and trust model effectiveness.

A particularly interesting observation is that, in most experiments, the performance
of the adaptable trustor lies between the performances of the FIRE and CA consumer
groups. This behavior is consistent with the nature of the learning problem. The adaptable
trustor attempts to identify which trust mechanism is more suitable under the current
environmental conditions, but it must simultaneously balance exploration and exploitation.
Consequently, although it often approaches the performance of the best-performing model,
it does not always fully match it.

However, the experimental results also reveal several cases in which the adaptable
trustor achieves performance that is superior to both non-adaptive alternatives. These
findings suggest that adaptive trust model selection can provide benefits beyond simply
avoiding poor decisions and may enable agents to exploit local environmental conditions
more effectively than agents permanently committed to a single trust mechanism.

The following subsections discuss these observations in greater detail.

4.7.1. Why the Adaptable Trustor Typically Performs Between FIRE and CA

In the majority of the experiments, the adaptable trustor maintains performance
levels that fall between those of the FIRE and CA consumer groups. This outcome is
expected, as the objective of the learning agent is to identify and apply the trust
mechanism that is most appropriate under the prevailing environmental conditions.

When one trust model consistently outperforms the other, the adaptable trustor
gradually learns to favor the superior model. Nevertheless, because learning occurs
through interaction with the environment and the agent continues to perform occasional
exploratory actions, some suboptimal decisions remain unavoidable. As a result, the
adaptable trustor generally approaches the performance of the best-performing model
without completely matching it.

This behavior can be observed particularly clearly in Experiments 3-7, where the
adaptable consistently achieves utility gains that remain above those of the worst-
performing trust model. When provider population changes dominate the environment,
FIRE exhibits superior performance and the adaptive trustor maintains performance above
that of CA. Conversely, when consumer population changes are present, CA becomes the

more effective trust mechanism and the adaptable trustor consistently outperforms FIRE.
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These results indicate that the learning process successfully captures the
relationship between environmental conditions and trust model effectiveness, allowing the

adaptable trustor to avoid persistently selecting the less appropriate trust mechanism.

4.7.2. Cases where the Adaptable Trustor Outperforms Both FIRE and CA

Although the adaptable trustor typically performs between the two baseline
models, Experiments 12 and 14 present a particularly noteworthy outcome. In both cases,
the adaptable trustor achieves higher utility gains than either FIRE or CA individually.

These experiments involve the simultaneous presence of provider population
changes (PPC = 2%) and consumer population changes (CPC = 5%). Previous
experimental results demonstrated that these two environmental factors favor different
trust mechanisms. Provider population changes tend to favor FIRE, whereas consumer
population changes favor CA.

From a global perspective, these conflicting environmental influences make it
difficult to determine which trust model should be preferred throughout the entire system.
However, environmental changes are not necessarily distributed uniformly across all
regions of the environment. Some consumers may experience a higher concentration of
newcomer providers, while others may operate in neighborhoods characterized by
substantial consumer turnover. Consequently, the optimal trust mechanism may vary
locally from one region of the environment to another.

Unlike the FIRE and CA consumer groups, which are permanently restricted to a
single trust mechanism, the adaptable trustor can evaluate local environmental conditions
and dynamically select the trust model that appears most appropriate at a particular time
and location. Furthermore, the agent can revise previous decisions and switch trust
mechanisms when environmental conditions change.

This ability to respond to local environmental variations provides additional
flexibility and allows the adaptable trustor to exploit opportunities that remain inaccessible
to non-adaptive agents. As a result, the adaptable trustor is able to achieve utility gains that
exceed those of both FIRE and CA in Experiments 12 and 14.

These findings suggest that adaptive trust model selection may provide benefits not
only through avoiding poor choices but also through exploiting heterogeneous

environmental conditions more effectively than static trust strategies.
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4.7.3. The Impact of Severe Environmental Dynamics

An interesting contrast can be observed between Experiments 12 and 13. While the
Adaptable trustor outperforms both FIRE and CA in Experiment 12, this advantage
disappears in Experiment 13 when the magnitude of environmental change becomes
substantially greater.

The primary difference between the two experiments is the increase in consumer
population change. In Experiment 13, the rate of consumer turnover rises to 10%, resulting
in a significantly more volatile environment. Under these conditions, newly introduced
consumer agents continuously enter the system and begin operating with no prior
experience.

Since adaptability is itself a learned capability, newly introduced adaptable
consumers must gradually acquire sufficient experience before they can accurately
identify the most suitable trust mechanism. When consumer turnover becomes excessively
high, many adaptive agents leave the system before they have accumulated enough
experience to fully benefit from the learning process. Similarly, newly arriving agents
repeatedly restart the learning process from scratch.

Consequently, the knowledge acquired by adaptable agents cannot be retained and
exploited for sufficiently long periods to produce the same advantages observed under
more moderate environmental dynamics. This effect reduces the relative benefit of
adaptive trust model selection and explains why the superiority observed in Experiment 12
does not persist when environmental volatility becomes more severe.

Overall, these results highlight an important characteristic of adaptive trust model
selection: its effectiveness depends not only on the quality of the learning algorithm but
also on the stability of the environment in which learning takes place. Moderate
environmental dynamics provide sufficient opportunities for learning and adaptation,
whereas extremely rapid changes may limit the ability of agents to accumulate and exploit

experience effectively.

4.8. Conclusions

This chapter investigated whether trust model selection can be learned dynamically
rather than being predefined. Building upon the findings of the previous chapter, which

demonstrated that neither FIRE nor CA consistently outperforms the other across all
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environmental conditions, the trust model selection problem was formulated as a
reinforcement learning task in a dynamic and partially observable Multi-Agent System.

To address this challenge, an adaptable trustor was introduced that is capable of
selecting between the FIRE and CA trust models based on its observations of the local
environment. Since the underlying environmental factors affecting trust model
performance are not directly observable, the adaptable trustor relies on a set of nine
environmental features derived from locally available information, including interaction
histories, reputation information, neighboring agents, trust assessments, and location data.

The adaptable trustor employs a Deep Q-Network to approximate the optimal trust
model selection policy. Through repeated interactions with the environment, the agent
learns to associate particular environmental conditions with the trust mechanism that is
expected to maximize utility. Unlike conventional trustors that rely permanently on a
single trust model, the adaptable trustor can modify its behavior as environmental
conditions evolve.

The experimental evaluation considered a broad range of scenarios involving
provider population changes, consumer population changes, performance fluctuations,
profile switching, mobility, combinations of concurrent environmental changes, and time-
varying environmental dynamics. Across all experiments, the adaptable trustor
consistently maintained performance above that of the worst-performing trust model,
demonstrating its ability to learn an effective trust model selection policy.

The results further showed that the adaptable trustor frequently achieved
performance levels close to those of the best-performing trust model and, in some
scenarios, exceeded the performance of both FIRE and CA. These findings indicate that
adaptive trust model selection enables agents to exploit local environmental conditions
more effectively than approaches based on a fixed trust mechanism.

Overall, the results of this chapter demonstrate that reinforcement learning
constitutes a viable approach for adaptive trust model selection in dynamic Multi-Agent
Systems. By learning from experience and adapting to environmental changes, the
proposed adaptable trustor improves robustness and decision-making effectiveness under a

wide variety of operating conditions.
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4.9. Research Directions

The results presented in this chapter demonstrate the potential of reinforcement
learning for adaptive trust model selection. Nevertheless, several opportunities remain for

further investigation and improvement.

4.9.1. Improved Exploration Strategies

The Adaptable trustor employs a fixed e-greedy exploration policy with ¢ = 0.05
throughout training and execution. While this approach provides a simple mechanism for
balancing exploration and exploitation, it may not be optimal throughout the learning
process.

During the early stages of learning, extensive exploration is beneficial because the
agent has limited knowledge regarding the consequences of its actions. As learning
progresses, however, excessive exploration may lead to unnecessary suboptimal decisions.
Future research could investigate adaptive exploration strategies, such as decaying e-
greedy policies or alternative exploration mechanisms, to determine whether improved

utility gains can be achieved.

4.9.2. Multi-Agent Reinforcement Learning

The proposed approach adopts a single-agent reinforcement learning formulation,
where each adaptable trustor learns independently based on its own observations and
experiences. While this assumption simplifies the learning problem, it may underestimate
the potential benefits of cooperation among agents.

An interesting direction for future work is the extension of the proposed
framework to a Multi-Agent Reinforcement Learning (MARL) setting. Through
information sharing and collaborative learning, adaptable trustors may be able to identify
environmental changes more rapidly and improve trust model selection performance.
Although such approaches introduce additional communication and scalability challenges,

they may provide significant performance improvements in large-scale systems.

4.9.3. Hyperparameter Optimization and Resource Constraints

The Deep Q-Network architecture and training parameters employed in this work
were selected through an informal tuning process. A more systematic hyperparameter
optimization procedure could potentially identify configurations that improve learning

performance and convergence behavior.
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Furthermore, the computational requirements of Deep Q-Learning may be
problematic in resource-constrained environments. Future work could investigate the
trade-off between learning performance and computational cost, with the goal of
identifying lightweight adaptable trust model selection mechanisms suitable for

deployment on devices with limited processing capabilities.

4.9.4. Trust Disinformation and Malicious Information Sources

Trust and reputation systems are frequently vulnerable to dishonest or manipulated
trust information. False rating, misleading recommendations, and malicious reputation
reports can significantly affect trust assessments and decision making.

Although the CA trust model is less dependent on shared trust information than
conventional trust models, the broader problem of trust disinformation remains largely
unexplored in the context of adaptable trust model selection. Future research could
investigate mechanisms that allow adaptable trustors to detect unreliable information

sources and learn when different trust models are more resilient to disinformation attacks.

4.9.5. Adaptive Selection Among Multiple Trust Models
The present study considers only two trust mechanisms, namely FIRE and CA.
However, the proposed learning framework is not inherently limited to these models.
Future work could investigate adaptive trustors capable of selecting among a larger
set of trust and reputation mechanisms. Such an extension would transform trust model
selection into a more general decision-making problem and could potentially improve

performance across a broader range of environmental conditions.

4.9.6. Real-World Validation and Application Domains

The evaluation presented in this chapter is based exclusively on simulation
experiments. While simulation provides a controlled environment for analyzing agent
behavior, real-world validation remains an important step toward practical deployment.

Potential application domains include distributed healthcare teams, unmanned
aerial vehicle (UAV) swarms, disaster response systems, mobile sensor networks, ad hoc
robotic teams, and large-scale service-oriented organizations. In such environments, trust-
based decision making often occurs under conditions of uncertainty, incomplete

information, and continuous environmental change.
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Investigating the applicability of adaptive trust model selection in real-world
settings therefore represents an important direction for future research and may provide
further insights into the practical benefits and limitations of reinforcement learning-based

trust management approaches.
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S. Improving CA for Dynamic Trustee Performance
Changes

In the previous chapters, two trust models were investigated in detail: FIRE, a
representative trustor-centric trust model, and CA, a biologically inspired trustee-centric
trust model designed to address several challenges associated with openness and
dynamicity.

The comparative evaluation presented in Chapter 3 demonstrated that CA offers
several advantages in highly dynamic environments. In particular, the model exhibits
strong resilience to changes in the consumer population, avoids the communication
overhead associated with recommendation exchange, preserves privacy, and mitigates
several forms of trust misinformation by storing trust information locally within service
providers. However, the same evaluation also revealed a number of limitations. Most
notably, CA was found to be less resilient than FIRE when providers frequently entered
and exited the system or when providers changed their performance characteristics over
time. Among all environmental changes examined, dynamic modifications of provider
behavior, especially profile switching, had the strongest negative impact on the
performance of CA.

These findings motivate the central research question addressed in this chapter:
Can the CA algorithm be modified in order to improve its ability to cope with dynamic
changes in provider performance while preserving its existing advantages?

To answer this question, this chapter begins with a semi-formal analysis of the
original CA algorithm. The objective of this analysis is to understand the mechanisms
responsible for the reduced performance observed under dynamic provider behavior and to

identify opportunities for improvement.

5.1. Semi-Formal Analysis of the Original CA Algorithm

The experimental results presented in Chapter 3 indicated that the CA algorithm
performs particularly well in environments characterized by frequent consumer population

changes. However, the same evaluation revealed a significant weakness when providers
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undergo continuous performance fluctuations or switch between different performance
profiles.

To understand the reasons behind this behavior, a semi-formal analysis of the
original CA algorithm was conducted. The objective of this analysis is not to provide a
mathematical proof of correctness, but rather to examine how the trust update mechanism
behaves under different task difficulties and provider performance levels. By analyzing the
evolution of connection weights over time, it becomes possible to identify situations in
which providers continue undertaking tasks despite exhibiting persistently poor
performance.

Recall that in the original CA algorithm, each provider maintains a trust weight for
every task-specific connection. Following task execution, the weight is updated according
to the observed outcome. Successful executions strengthen the connection, while
unsuccessful executions weaken it. A provider undertakes a task only if the corresponding
connection weight remains above a predefined threshold.

Consequently, a provider stops attempting a task only after a sufficient number of
unsuccessful executions causes the connection weight to fall below the threshold. This
mechanism implicitly assumes that poor performance will eventually be reflected in the
connection weight and therefore lead to the provider’s self-exclusion from future task
executions.

The critical question is how quickly this process occurs when a provider’s actual
performance deteriorates. If the connection weight remains above the threshold for a
prolonged period, the provider may continue accepting tasks despite being unable to
perform them satisfactorily. Such behavior can generate repeated negative outcomes for
consumers and reduce the overall effectiveness of the trust model.

To investigate this issue, the following analysis examines the evolution of
connection weights for providers with different performance capabilities under tasks of

varying difficulty levels.

5.1.1. Analysis under Different Task Difficulty Levels

While this analysis incorporates formal elements such as assumptions, definitions,
propositions, and a proof by induction, it does not constitute a strictly formal analysis in
the traditional mathematical or computer science sense. Instead, it represents a blend of

formal reasoning and empirical evaluation for the following reasons:
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1. Although induction is used to support Proposition 1, many conclusions rely more on
empirical observation than on rigorous formal logic,

2. The conclusions are drawn from specific experimental conditions (e.g., Threshold =
0.5, a = B = 0.1), whereas a purely formal analysis would typically strive to derive
results that hold regardless of particular parameter values,

3. Several conclusions are derived from example scenarios rather than universally valid
logical proofs.

In our testbed, each consumer requesting the service at a certain performance level
waits for a period equal to WT for the service to be provided by a provider in its
operational range (a nearby provider). If the requested task = (service ID,
performance_level), where performance_level €
{PERFECT,GOOD,OK,BAD,WORST} is not performed, either because there are no
nearby providers or none of the nearby providers are willing to perform the task, then the
consumer requests the service at the next lower performance level, assuming that any
consumer can manage with a lower-quality service.

Assumption 1. WT is large enough so that if there is a capable provider in the

operational range of the consumer, then the task will be successfully executed.

Assumption 2. The reason why a nearby provider may not be willing to perform a task is

only because the weight of the relevant connection is less than the threshold value. We

assume that there are no other reasons, i.e., the providers are not selfish or malicious. In
other words, we assume that the providers are always honest and comply with the
implemented protocols, having no intention to harm the trustors.

Since every rational consumer aims to maximize its profit, the sequence of tasks
that it may request until a provider is found to provide the service is as follows: task;,

task,, tasks, task,, and tasks. In Table 11, the requirements of each task are specified.

Table 11. Explanation of requirements.

Tasks Explanation of the Requirement

task, = (service_ID, performance_level
Performance must be equal to 10
= PERFECT)
task, = (service_ID,performance_level

= GOOD)

Performance must be >= 5
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task; = (service_ID,performance_level

= OK)

Performance must be >= 0

task, = (service_ID,performance_level

= BAD)

Performance must be >= -5

tasks = (service_ID,performance_level

= WORST)

Performance must be >= -10

Definition 1. Given that C; is a consumer requesting the successful execution of task;, i €
{1,---,5}, Py is a provider in the operational range of C; receiving a request from C; for
the execution of task;, and Py, does not yet have a connection for C; and task;, we define
P, as having learned its incapability to perform task; (meaning that it cannot always
perform task; successfully) when it initializes the weight of a new connection for Py and
task; to a value smaller than the threshold value, which will result in not executing task;
for C;.

Since only bad and intermittent providers have negative (causing damage to the
consumers) performances, we analyze how bad providers learn their own capabilities in
each of the five tasks, aiming to identify ways to reduce task executions with negative
performances and thus improve the performance of the CA algorithm.

We consider a system of four consumers, C;, C,, C3, and C,, and only one
provider: the bad provider BP;. Each consumer has in its operational range the provider
BP;. The provider has no knowledge of its capabilities in performing tasks, meaning that it

has not formed any connections yet.

5.1.1.1. Phase A: Provider BP, learns its incapability in performing task;.

Assume that C; requests the execution of task; broadcasting the message m; =
(request, C, task,). According to the CA algorithm, when BP; receives message m,, it
will create the connection co, = (BP;, Cy,0.5, task,), initializing its weight to the value
0.5. Since the condition w > Threshold is satisfied, BP;will perform task;, but it will
fail because its performance range is in [—10,0], and task; requires a performance equal
to 10. After it fails, BP;will decrease the weight of co;to the value w’ = 0.45, by using

equation w' = w — B(1 — w), where f = 0.1 in our experiments.
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Now, let C, require the execution of task, by sending the message m, =
(request, C,,task,). When BP; receives the message m, and because it already has the
connection coy, it will create the connection co, = (BP;, C5,0.45,task,), initializing its

weight to the average of the weights of the connections it has with other consumers for

Weoq

task,. In this case, average = = 0.45, where w,, denotes the weight of connection

co;. Because the weight of co, is less than the threshold value, BP; will decide not to
perform task, for consumer C,.

Assumption 3. For simplicity, we assume that BP,will not change its ability to provide
task, so that the weights of all connections will remain constant over time.

Now, we can prove by induction the following proposition.

Proposition 1. Given Assumption 3, every new connection that BPywill create for
task,will be initialized to the average of the weights of the connections it has already
created for task,, which will remain constant and equal to 0.45.

The proof is provided in Appendix C. By Proposition 1 and Definition 1, it follows
that BP,, in a single trial, has learned that it cannot successfully perform task;. We can
generalize every bad provider to the following conclusion.

Conclusion 1. Given our experimental conditions (i.e., Threshold = 0.5, a = =0.1),

every bad provider needs only one trial to learn that it cannot successfully perform task;.

5.1.1.2. Phase B: Provider BPlearns its incapability in performing task,.
Following the same analysis as the Phase A, we can conclude as follows.
Conclusion 2. Given our experimental conditions (i.e., Threshold = 0.5, a = [ = 0.1),

every bad provider needs only one trial to learn that it cannot successfully perform task,.

5.1.1.3. Phase C: Provider BP,learns its incapability in performing task;.

Assume that C; requests the execution of task; broadcasting the message m; =
(request, C;, tasks;). When BP; receives message m,, it will create the connection co; =
(BP,,C;,0.5,tasks), initializing its weight to the value 0.5. Since the condition w >
Threshold is satisfied, BP; will perform tasks. Due to its performance range in [—10,0]
and the task’s requirement that performance must be greater than or equal to 0 in order to
be successful, BP; has a small probability of having a performance equal to 0 and thus a

successful execution of tasks;.
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So, consider a scenario where the performance of BP; on tasks on its first trial is
0. After it succeeds, it will increase the weight of co;to the value w' =w + a - (1 —w),
where a = 0.1 in our experiments.

Now, let C, request the execution of task; broadcasting the message m, =
(request, C,,tasks). When BP; receives message m, and because it already has the
connection coq, it will calculate the average weight of existing connections as average =

Zeo1 — (0.55. Then, it will create the connection co, = (BPy,C,,0.55, task;), initializing

its weight to the average just calculated. Since the condition w = Threshold is satisfied,
BP; will execute tasks for C,. Suppose that BP; fails this time and decreases the weight
of co, to the value w' = 0.505. The scenario continues with two consecutive failed
executions of task; for consumers C; and C,. In Table 12, we can see the average weights

of the connections after each task execution.

Table 12. Evolution of average connection weights after each execution of tasks for consumer C; to Cy.

Final Weight of the .
Consumer Result . Average Weight
New Connection

C; success Weo, = 0.55 0.55

C, failure Weo, = 0.505 0.5275
Cs failure Weo, = 048025  0.51175
(A failure Weo, = 0462925  0.499544

In the scenario above, BP;needed three consecutive failed executions after the
successful first execution of task; to learn (according to Definition 1) that it is not
capable of always performing this task in a successful way, because the average weight of
its connections for tasks; is now less than the threshold value. This leads us to the
following more general conclusion.

Conclusion 3. The successful execution of tasks on the first trial of a bad provider
requires a number of consecutive failed executions to learn that it cannot always execute

this task successfully.
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5.1.1.4. Phase D: Provider BP, learns its incapability in performing task,.

Since BP; has a performance range in [—10,0] and task, requires a
performance = —5 to be successful, BP; has a good probability of being successful in
its first trial of task,. If we repeat the analysis of phase C, we will be led to the following
conclusion.

Conclusion 4. The successful execution of task, on the first trial of a bad provider
requires a number of consecutive failed executions to learn that it cannot always execute

this task successfully.

5.1.1.5. Phase E: Provider BP learns its capability in performing tasks.

Since BP; has a performance range in [—10, 0] and tasks is successfully executed
if performance = —10, BP; will always execute this task successfully.
Conclusion 5. 4 bad provider will always execute tasks.

Ideally, we would prefer that a bad provider not provide the service at all, because
its poor performance harms the consumer, but providing the service at least once is
required to assess the provider’s capabilities. However, the previous analysis demonstrates
that the CA algorithm allows the bad provider to provide the service multiple times.
Despite its negative performance on task,;, BP; performed poorly with a negative
performance in phase B as well. A more intelligent agent could consider its negative
performance from the first time and decide not to execute task,. Furthermore, in both
phase C and phase D, the successful first execution of the task requires a series of
consecutive failed executions, which we would like to avoid.

To this end, in the following section, we propose an improved CA algorithm
designed to detect bad providers early on and prevent them from damaging the consumers

with their negative performances.

5.2. The Proposed CA Algorithm for the Early Detection of Low-
Performance Providers

The semi-formal analysis presented in the previous section revealed an important
limitation of the original CA algorithm. Although connection weights are eventually
adjusted to reflect a provider’s capability, this adaptation may occur too slowly when
providers experience a deterioration in their performance. As a result, providers may

continue undertaking tasks for which they are no longer suitable, generating repeated
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unsuccessful executions before the corresponding connection weights fall below the
execution threshold.

To address this limitation, an enhanced version of the CA algorithm is proposed.
The main objective of the modification is to enable providers to detect harmful
performance degradation immediately after task execution rather than relying exclusively
on the gradual adaptation of connection weights. More specifically, the proposed approach
introduces a task-specific self-assessment mechanism that allows providers to
continuously monitor their own performance and incorporate this information into future
decision making.

Each provider maintains a task-specific self-assessment mechanism through the
i.bad _tasks data structure, which is initialized with a default value of false for each task
(line 1). This means that when a provider is created, it implicitly assumes that it is not bad
for any task it has not yet performed — there is no need to explicitly initialize entries for
unknown tasks. After performing a task, the provider re-evaluates its performance (lines
30-34). If the performance is less than or equal to zero, it considers itself a bad provider
for that specific task by setting i.bad_tasks[task] < true; otherwise, it maintains or
resets the value to false. This enables rapid, task-specific reassessment, allowing the
provider to dynamically adapt its trustworthiness profile based on its most recent
outcomes.

In lines 7-14, this self-assessment is used to initialize the trust weight of a new
connection. If the provider believes it is bad (i. bad_tasks[task] = true) and the task
requires a performance level of PERFECT, GOOD, or OK, the connection is initialized
with a trust weight of 0.45 (line 9). Otherwise, the algorithm falls back to the original
initialization logic (lines 10-15), which either averages existing weights from similar
connections or sets a default trust of 0.5.

In lines 16-20, if the connection already exists, the provider re-evaluates whether it
should adjust the weight based on its current self-assessment. If the provider considers
itself bad and the task requires a performance level (i.e., in {PERFECT, GOOD, OK}, it
lowers the weight of the existing connection to 0.45, reinforcing a cautious stance toward

engaging in the task.
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This modification enhances the context-awareness and reliability of the decision-
making process by ensuring that each provider is consistently informed by its own recent
experience when evaluating and responding to task requests.

Core functionalities from Algorithm 2, presented in Chapter 3 — such as
broadcasting task requests, handling incoming messages, task selection and execution,
connection weight updates, and dynamic profile adjustments — are preserved without
modification.

The complete pseudocode of the enhanced algorithm is presented in Algorithm 3.
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Algorithm 3 CA for the Early Detection of Bad Providers

# -—- Initialize task-specific self-assessment memory ---

1: define i.bad tasks as a map with default value false # assumes good unless
proven otherwise

2: while True do

# —--- Task perception and request broadcasting ---

3: when a new task task = (¢, r) is perceived do

4. broadcast message m = (request, i, task)

# —--- Request reception and connection initialization ---

5: when message m = (request, j, task) is received do

6: add m to message list M

7 if no existing connection Co = (j, w, task) exists then

8: if i.bad_tasks[msk] = true and task.performance level € {PERFECT,
GOOD, OK} then

9: create Co = (j, 0.45, task) # cautious trust level for
task-specific bad assessment

10: else if 3 similar connections Co’ = (k, w’, task) for other
trustors k then

11: avg w < average weight of all Co' for task

12: create Co = (j, avg w, task)

13: else

14: create Co = (j, 0.5, task) # initialize to default trust
15: end 1if

16: else #if connection Co = (j, w, task) exists

# -—- modify an existing connection if certain conditions hold---

17: if i.bad tasks[task] = true and task.performance level €
{PERFECT, GOOD, OK} then

18: modify Co = (j, 0.45, task)

19: end if

20: end if

# -—- Task selection ---

21: select m = (request, j, task) from M such that Co = (j, w, task) has the

highest trust value w among all stored connections

# --- Execution decision ---

22: if task not completed and w 2 6 then

23: performance « performTask (task)

24 feedback ~ rewardPunishmentEvaluation (performance, task)
# —--- Update connection weight based on performance ---

25: if feedback = reward then

26: W« min(l, w + oa(l — w))

27: else

28: w — max (0, w - B(1l - w))

29: end if

# —--- Re-evaluate task-specific self-assessment based on latest performance ---
30: if performance £ 0 then

31: i.bad tasks[task] « true

32: else

33: i.bad tasks[task] < false

34: end if

35: end 1if

# —--- Remove processed request ---

36: delete m from M
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# —--- Dynamic trustee profile adaptation ---

37: for all connections Co' = (j, w', task') where w' < 6 do

38: if task' = (¢, r') and r' > r then

39: if performance 2 minSuccessfulPerformance (task') then
40: w' « 6 # re-enable previously rejected tasks
41: end if

42 end if

43: end for

44: end while

5.3. Experimental Methodology

The experimental evaluation presented in this chapter is conducted using the same
simulation environment, provider population configuration, performance measure, and
statistical analysis procedure described in Chapter 3. Consequently, all simulation
parameters, trust model parameters, and testbed characteristics remain unchanged unless
otherwise stated.

The objective of the present evaluation is to investigate whether the proposed
modification to the CA algorithm improves its ability to cope with dynamic changes in
provider performance. More specifically, the experiments examine whether the
introduction of the self-assessment mechanism enables providers to detect harmful
performance degradation earlier and consequently improve the utility obtained by

consumers.

5.3.1. Consumer Groups
The evaluation compares the performance of three groups of consumer agents:
e FIRE: consumer agents that use the FIRE trust model.
e (CA OLD: consumer agents that use the original version of the CA algorithm
presented in Chapter 3.
e CA NEW: consumer agents that use the enhanced version of the CA algorithm
proposed in this chapter.
The comparison between CA_OLD and CA NEW enables a direct assessment of
the proposed modification, while the comparison with FIRE provides an additional

benchmark based on a well-established trust model for open multi-agent systems.

PhD Thesis 122



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

m Zoi Lygizou, Collective Artificial Intelligence and
5.3.2. Statistical Evaluation

As in the previous chapters, each experiment is executed multiple times using
independent simulation runs in order to reduce the influence of random fluctuations. The
exact Number of Independent Simulation Runs (NISR) varies between experiments and is
reported in the corresponding figures.

The effectiveness of each algorithm is measured using the average Utility Gain
(UG) achieved by consumer agents throughout the simulations. After all simulation runs
have been completed, the average UG values are compared using a two-sample t-test with
a 95% confidence level. Statistical comparisons are performed between:

e CA OLDand CA_ NEW,

e FIRE and CA_ NEW.

As in Chapter 3, the experimental results are presented using two-axis graphs. The
left y-axis shows the average Utility Gain achieved by each consumer group, while the
right y-axis presents the performance ranking derived from the statistical comparison.
Consumer groups assigned the same rank exhibit no statistically significant difference in

performance at the 95% confidence level.

5.4. Experimental Scenarios and Results

This section presents the results of fourteen experiments evaluating the
performance of the enhanced CA algorithm (CA_NEW) in comparison to both CA_OLD
and FIRE. Each subsection examines different environmental conditions.

The first two experiments (Section 5.4.1) investigate scenarios in which service
provider performance fluctuates over time. Experiment 3 (Section 5.4.2) is conducted in a
static environment. Experiments 4-8 (Section 5.4.3) investigate the impact of provider
population changes, with the proportion of newly introduced providers increasing
gradually up to 30%. Experiments 9-11 (Section 5.4.4) examine the effects of a consumer
population change of up to 10%. Experiments 12 and 13 (Section 5.4.5) explore changes
in the locations of consumers and providers. Experiment 14 (Section 5.4.6) evaluates
performance under conditions where all dynamic factors vary simultaneously. Section

5.4.7 summarizes the findings across all experiments.
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5.4.1. The Performance of the New CA Algorithm in Dynamic Trustee Profiles

This section presents the results of two experiments in which we compare the
performance of the enhanced CA algorithm (CA NEW) with the performance of the
original version (CA_OLD) and that of FIRE, when the service providers’ performance
varies over time.

Experiment 1. A provider may alter its average performance at a maximum of 1.0
UG unit with a probability of 10% in every round (Puc =0.10,M = 1.0). The results are
shown in Figure 35. Figure 35a shows that CA NEW generally outperforms CA_ OLD,
with the most significant improvement observed in the initial interactions. Figure 35b
shows that CA_NEW, with the exception of the first interaction, outperforms FIRE in the
initial interactions. However, FIRE adapts as the number of interactions increases and

eventually achieves slightly better performance.
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Figure 35. (a) A performance comparison of CA NEW and CA_OLD, when providers change performance
with 10% probability per round: CA_ NEW achieves better performance, especially in early interactions. (b)
A performance comparison of CA_NEW and FIRE, when providers change performance with 10%
probability per round: CA_NEW excels in early interactions (except for the first interaction), while FIRE
adapts and eventually achieves slightly better performance.

Experiment 2. A provider may switch to a different performance profile with a
probability of 2% in every round (pprofl-leSWitch = 0.02). The results are depicted in
Figure 36. Figure 36a demonstrates that CA_ NEW consistently outperforms CA_OLD

across all interactions, with an average difference of approximately 2 UG units. Figure 36b

shows that CA_NEW performs better than FIRE in all interactions except the first one.
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Figure 36. (a) A performance comparison of CA_ NEW and CA_OLD when providers switch performance
profiles with 2% probability per round: CA_NEW consistently outperforms CA_OLD by an average of
approximately 2UG units. (b) A performance comparison of CA_ NEW and FIRE when providers switch
performance profiles with 2% probability per round: CA_ NEW outperforms FIRE in all interactions except
for the first one.

5.4.2. The performance of the New CA Algorithm in the Static Setting

This section presents the results of Experiment 3, which evaluates the
performance of the enhanced CA algorithm (CA NEW) in a static environment without
any dynamic factors. The findings are depicted in Figure 37. Figure 37a demonstrates that
CA_NEW performs better than CA_OLD in the initial interactions. Figure 37b shows that
CA_NEW surpasses FIRE in all interactions, except for the first one.
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Figure 37. (a) A performance comparison of CA_NEW and CA_OLD in a static environment: CA NEW
achieves better performance in early interactions. (b) A performance comparison of CA NEW and FIRE in a
static environment: CA_ NEW outperforms FIRE in all interactions except for the first interaction.

5.4.3. The Performance of the New CA Algorithm in Provider Population Changes
This section evaluates the performance of the enhanced CA algorithm (CA_NEW)
under conditions where the provider population gradually fluctuates by up to 30%, through

a series of five experiments:
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Experiment 4. The provider population changes at a maximum of 2% in every

round (pppc = 0.02). The results are shown in Figure 38.

PPC2% (NSR=40) PPC2% (NSR =37)
» 7

s
W 2
.
™ x
—aon e : —m
b 2
—on —
Rea o o e
RaMw | haew
) 1
2

ue
i;
—
) RANI

A W

(a) (b)

Figure 38. (a) A performance comparison of CA_ NEW and CA_OLD when the provider population changes
with a 2% probability per round: CA_NEW outperforms CA_OLD in all interactions. (b) A performance
comparison of CA_NEW and FIRE when the provider population changes with a 2% probability per round.

Experiment 5. The provider population changes by a maximum of 5% in every

round (pppc = 0.05). The results are shown in Figure 39.
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Figure 39. (a) A performance comparison of CA_ NEW and CA_OLD when the provider population changes
with a 5% probability per round: CA_NEW outperforms CA_OLD in all interactions. (b) A performance
comparison of CA_NEW and FIRE when the provider population changes with 5% probability per round.

Experiment 6. The provider population changes by a maximum of 10% in every

round (pppc = 0.10). The results are shown in Figure 40.
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Figure 40. (a) A performance comparison of CA NEW and CA_OLD when the provider population changes

with a 10% probability per round: CA_NEW outperforms CA_OLD in all interactions. (b) A performance
comparison of CA_NEW and FIRE when the provider population changes with a 10% probability per round.

Experiment 7. The provider population changes by a maximum of 20% in every

round (pppc = 0.20). The results are shown in Figure 41.
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Figure 41. A performance comparison of CA_NEW and FIRE when the provider population changes with a
20% probability per round.

Experiment 8. The provider population changes by a maximum of 30% in every

round (pppc = 0.30). The results are shown in Figure 42.
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Figure 42. A performance comparison of CA_NEW and FIRE when the provider population changes with a
30% probability per round.

In Experiments 4-6, we compare the performance of CA_ NEW to both CA_ OLD
and FIRE. Figures 38a, 39a and 40a show that CA NEW significantly outperforms
CA_OLD, achieving higher UG across all interactions. Figures 38b, 39b and 40b reveal
that as the provider population change rate rises from 2% to 10%, CA_ NEW maintains
better performance than FIRE.

Figure 43a and 43b demonstrates that CA_NEW is more resilient than CA_OLD to
changes in the provider population. Specifically, when the provider population change rate
increases from 2% to 10%, CA_OLD’s performance drops by 4 UG units (Figure 43a),
whereas CA_ NEW’s performance drops by only 2 UG units (Figure 43b).

Figure 43b and 43c indicate that CA_NEW’s performance drops more sharply than
FIRE’s, suggesting that FIRE is more resilient to this environmental change. This trend
raises the expectation that FIRE will eventually surpass CA_NEW at a higher provider
population change rate. To verify this hypothesis, we conducted Experiments 7 and 8. The
results, shown in Figures 41 and 42, confirm that when the provider population change

rate reaches 30%, FIRE outperforms CA_ NEW.
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Figure 43. (a) Performance comparison of CA_OLD when the provider population changes with
probabilities of 2%, 5%, and 10%; performance drops by 4 UG units. (b) Performance comparison of
CA_NEW when provider population changes with probabilities of 2%, 5%, and 10%; performance drops by
2 UG units. (c) Performance comparison of FIRE when provider population changes with probabilities of
2%, 5%, and 10%; FIRE is more resilient than CA_NEW to this environmental change.

FIRE demonstrates greater resilience to changes in the provider population
compared to CA_ NEW. This is primarily due to FIRE’s continuous adaptation over time,
which enables it to maintain or even improve its performance. In these experiments,
consumers rely on witness reputation, which gradually increases as witnesses (other
consumers) remain in the system, contributing to FIRE’s stability. In contrast, CA heavily
depends on the provider’s knowledge of its own capabilities, and when the provider
population changes, newcomers must learn from scratch, leading to a more significant
decline in performance. While CA NEW shows an improvement over CA OLD in
scenarios involving provider population change, the fundamental differences in the

underlying mechanisms still allow FIRE to outperform CA NEW under these conditions.
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5.4.4. The Performance of the New CA Algorithm in Consumer Population Changes
This section evaluates the performance of the enhanced CA algorithm (CA_NEW)

in comparison to both CA OLD and FIRE under conditions where the consumer

population gradually fluctuates by up to 10%, through a series of three experiments.
Experiment 9. The consumer population changes at a maximum of 2% in every

round (pcpe = 0.02). The results are shown in Figure 44.
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Figure 44. (a) Performance comparison of CA_ NEW and CA_OLD when consumer population changes
with a probability of 2% per round. (b) Performance comparison of CA NEW and FIRE when consumer
population changes with a probability of 2% per round.

Experiment 10. The consumer population changes at a maximum of 5% in every

round (pcpc = 0.05). The results are shown in Figure 45.
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Figure 45. (a) Performance comparison of CA_NEW and CA_OLD when the consumer population changes
with a probability of 5% per round. (b) Performance comparison of CA NEW and FIRE when the consumer
population changes with a probability of 5% per round.

Experiment 11. The consumer population changes at a maximum of 10% in every

round (pcpc = 0.10). The results are shown in Figure 46.

PhD Thesis 130



HELLENIC
OPEN

Zoi Lygizou, Collective Artificial Intelligence and
EUNIVERSITY

Machine Learning with resource constraints

CPC 10% (NSR=40) CPC 10% (NSR=30)
> "

uG
NI
¥
s
e § 8
UG
RANK
|
3:5%
i7d

nnnnn

162126 31 36 41 16 51 56 61 66 71 76 B1 86 91 96 101106 111 116 121 126131 136 141 146

INTERACTION INTERACTION

(2) (b)

Figure 46. (a) Performance comparison of CA_ NEW and CA_OLD when the consumer population changes
with a probability of 10% per round. (b) Performance comparison of CA_ NEW and FIRE when the
consumer population changes with a probability of 10% per round.

Figures 44a, 45a, and 46a illustrate that CA NEW outperforms CA OLD,
generally achieving a higher UG in the initial interactions. Figures 44b, 45b and 46b
demonstrate that CA NEW consistently performs better than FIRE throughout all
interactions in this environmental change.

Figure 47a, b show that in the first interactions, both CA OLD and CA NEW
improve their performance as the consumer population change rate increases from 2% to
10%. Nevertheless, Figure 47a reveals that when CPC = 10%, CA_OLD slightly surpasses
CA_NEW in the first interaction. A possible explanation for this is that when CPC = 10%,
the average UG of the first interaction is influenced by a larger number of newcomer
agents who have their first interaction in later simulation rounds. During these rounds,
service providers have established more connections and can more accurately evaluate
their ability to provide the service using CA_ OLD, resulting in a higher UG for service
consumers. This observation led us to hypothesize that CA_OLD, compared to CA_ NEW,
is a more suitable choice for service providers that have remained in the system longer and
have gained more knowledge about their service-providing capabilities, assuming their

capabilities remain unchanged over time.
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Figure 47. (a) Performance comparison of CA_ NEW in consumer population changes of 2%, 5%, and 10%.
(b) Performance comparison of CA_OLD in consumer population changes of 2%, 5%, and 10%.

5.4.5. The Performance of the New CA Algorithm in Consumer and Provider
Location Changes

In this section, we evaluate the performance of the enhanced CA algorithm
(CA_NEW) in comparison to both CA_OLD and FIRE under conditions where consumers
and providers change locations, by conducting the following two experiments.

Experiment 12. A consumer may move to a new location on the spherical world at
a maximum angular distance of /20 with a probability of 0.10 in every round (pcc =

0.10,4® = 1/20). The results are shown in Figure 48.
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Figure 48. (a) A performance comparison of CA NEW and CA_OLD when consumers change locations

with a probability of 10% per round. (b) A performance comparison of CA_ NEW and FIRE when
consumers change locations with a probability of 10% per round.

Experiment 13. A provider may move to a new location on the spherical world at
a maximum angular distance of /20 with a probability of 0.10 in every round (pp,c =

0.10,4® = 1/20). The results are shown in Figure 49.
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Figure 49. (a) A performance comparison of CA_ NEW and CA_OLD when providers change locations with
a probability of 10% per round. (b) A performance comparison of CA_ NEW and FIRE when providers
change locations with a probability of 10% per round.

Figures 48a and 49a indicate that CA NEW demonstrates improved performance
in the initial interactions compared to CA OLD under both environmental changes.
Figures 48b and 49b show that CA_ NEW outperforms FIRE in both experiments, except
for the first interaction, where FIRE performs better.

5.4.6. The Performance of the New CA Algorithm Under the Effects of All Dynamic
Factors

In this section, we report the results of the final experiment, which evaluates the
performance of CA_ NEW under the combined influence of all dynamic factors.

Experiment 14. A provider may alter its average performance at a maximum of
1.0 UG unit with a probability of 10% in every round (pﬂc =0.10,M = 1.0). A provider
may switch into a different performance profile with a probability of 2% in every round

(pprofileSWitch = 0.02). The provider population changes at a maximum of 2% in every

round (pppc = 0.02). The consumer population changes at a maximum of 5% in every
round (pcpc = 0.05). A consumer may move to a new location on the spherical world at a
maximum angular distance of /20 with a probability of 0.10 in every round (pgc =
0.10,4® = m/20). A provider may move to a new location on the spherical world at a
maximum angular distance of m/20 with a probability of 0.10 in every round (pp,c =
0.10,4® = m/20).

The results, shown in Figure 50, demonstrate that CA NEW consistently
outperforms both CA_OLD and FIRE across all interactions.
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Figure 50. (a) Performance comparison of CA NEW and CA_OLD when all dynamic factors are in effect:
CA_NEW outperforms. (b) Performance comparison of CA_ NEW and FIRE when all dynamic factors are in
effect: CA_NEW outperforms.

5.4.7. An Overview of the Results

The simulation results reveal that the updated CA algorithm (CA NEW)
demonstrates superior performance over its predecessor (CA_OLD) and the FIRE model
under various environmental conditions:

1. Dynamic Trustee Profiles: CA NEW outperforms CA OLD across all
interactions and shows resilience in handling provider performance
fluctuations. While FIRE adapts more quickly in some cases, CA NEW
remains very competitive.

2. Static Environment: CA_NEW surpasses CA_OLD in the initial interactions
and consistently outperforms FIRE, except in the first interaction.

3. Provider Population Changes: CA_ NEW is more resilient than CA_OLD when
provider population fluctuations increase up to 10%, maintaining better
performance. However, as changes reach 30%, FIRE eventually outperforms
CA_NEW, indicating FIRE’s resilience in this environmental change.

4. Consumer Population Changes: CA_ NEW generally achieves a higher UG than
CA_OLD, though at high levels of consumer population changes, CA OLD
performs slightly better in the first interaction, suggesting that CA_ OLD may
be better for long-term service providers with stable capabilities. CA NEW
consistently outperforms FIRE under consumer population changes.

5. Consumer and Provider Location Changes: CA NEW shows improved
performance over CA_OLD in initial interactions and outperforms FIRE in all
interactions, except for the first one.
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6. Combined Dynamic Factors: When all dynamic factors are in effect, CA NEW

maintains superior performance over both CA OLD and FIRE across all
interactions, demonstrating its robustness in complex environments.

Overall, CA NEW is a significant improvement over CA OLD, with better
resilience and adaptability, although there are indications that CA_OLD may be a better
choice for long-term service providers with stable behavior. While FIRE exhibits some
advantages in extreme environmental changes, CA NEW remains highly competitive
across diverse scenarios. This leads to another direction for future work: to explore how
trustees can recognize environmental changes and assess their own self-awareness to
determine whether CA_ OLD or CA_NEW would yield the best performance. Adopting
this comprehensive RL approach could enhance adaptability and effectiveness across a

wide range of scenarios.

5.5. Conclusions

This chapter investigated how the Create Assemblies (CA) algorithm can be
improved to better cope with dynamic changes in trustee performance. The motivation for
this work originated from the comparative evaluation presented in Chapter 3, which
showed that although CA exhibits several desirable properties in open and dynamic multi-
agent systems, its performance deteriorates when providers experience continuous
performance changes or switch between different performance profiles. These
environmental changes were found to be particularly challenging because providers may
continue undertaking tasks even after their actual capability has declined, causing repeated
unsuccessful interactions before the corresponding trust weights adapt sufficiently.

To better understand this behavior, a semi-formal analysis of the original CA
algorithm was conducted. The analysis revealed that the adaptation mechanism based
solely on connection-weight updates may react too slowly when providers experience
performance degradation. In particular, providers may continue attempting tasks for which
they are no longer suitable, especially when previous successful interactions have
established high trust weights.

Based on these observations, an enhanced version of the CA algorithm was
proposed. The new approach introduces a task-specific self-assessment mechanism that

enables providers to continuously evaluate their own performance and rapidly identify
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situations in which they should refrain from undertaking particular tasks. By incorporating
self-assessment information into connection initialization and update decisions, providers
become capable of reacting immediately to harmful performance changes rather than
relying exclusively on the gradual adaptation of trust weights.

The experimental evaluation demonstrated that the proposed modification
significantly improves the behavior of the CA model under dynamic conditions. Across
the majority of the examined environmental changes, CA NEW consistently
outperformed the original CA_OLD algorithm. The improvement was particularly evident
in scenarios involving dynamic trustee profiles, where providers continuously changed
their performance characteristics or switched between different performance profiles.
These results support the conclusion that the proposed self-assessment mechanism
successfully improves the adaptability of the CA model while preserving its original
design principles.

The results also showed that no single trust mechanism is universally optimal.
Although CA NEW substantially improves the performance of CA, there remain
environmental conditions under which alternative approaches, such as FIRE or even the
original CA algorithm, may achieve comparable or superior performance. This
observation further reinforces the importance of adaptability in trust management systems

operating under dynamic and uncertain conditions.

5.6. Research Directions

The results presented in this chapter suggest several promising directions for future
research.

A natural extension of this work is the investigation of adaptive trustee behavior.
The proposed CA NEW algorithm introduces a self-assessment mechanism that allows
providers to react more effectively to changes in their own performance. However, the
choice between CA_OLD and CA NEW remains fixed. An interesting research direction
would be to develop providers capable of detecting environmental dynamics and
autonomously selecting the most appropriate behavioral strategy according to current
conditions, integrating machine learning techniques into the trustee side of the trust
management process. While Chapter 4 investigated adaptive trustors capable of learning

which trust model to employ, future research could explore whether providers can
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similarly learn when and how to modify their self-assessment policies in order to
maximize long-term utility.

The self-assessment mechanism introduced in this chapter relies on a predefined
performance threshold for identifying unsuitable task executions. Future work could
investigate more sophisticated approaches that allow providers to dynamically adjust these
thresholds according to their experience, environmental conditions, or task characteristics.

The present study focused on performance adaptation under the assumption of
willing and honest agents. Future work should investigate how the proposed mechanism
behaves in environments containing dishonest, malicious, or strategically deceptive
agents. Understanding the interaction between self-assessment mechanisms and
adversarial behavior remains an important challenge for trust management in open multi-
agent systems.

Finally, the experiments conducted in this chapter were performed in a simulation
environment. Although simulation provides a controlled and reproducible means of
evaluating trust mechanisms, applying the proposed approach to real-world distributed
systems would provide valuable insights into its practical effectiveness. Potential
application domains include Internet of Things environments, smart infrastructures,
autonomous robotic teams, mobile sensor networks, and other highly dynamic distributed

systems where trust assessment remains a fundamental requirement.
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6. Towards a Comprehensive Evaluation of the Create
Assemblies Trust Model

The previous chapters focused primarily on the design, improvement, and
empirical evaluation of the Create Assemblies (CA) trust model. Experimental results
demonstrated that the proposed approach exhibits several desirable properties in open and
dynamic multi-agent systems, including resilience to consumer population changes,
reduced communication requirements, and the ability to adapt to changing environmental
conditions through the improvements introduced in the previous chapter.

However, the performance of a trust model cannot be assessed solely on the basis
of utility gain or task allocation effectiveness. Trust management systems are expected to
satisfy a broader set of requirements concerning decentralization, scalability, robustness,
privacy preservation, explainability, and other quality characteristics that determine their
suitability for deployment in real-world environments.

For this reason, the present chapter provides a comprehensive evaluation of the CA
model using a set of thirteen trust management and Quality-of-Trust (QoT) criteria
frequently discussed in the literature. These criteria cover both technical and operational
aspects of trust systems and provide a broader perspective on the strengths and limitations
of the proposed approach.

The objective of this chapter is twofold. First, it seeks to assess the extent to which
the CA model satisfies established trust model requirements. Second, it aims to identify
limitations and open challenges that can motivate future research. Rather than focusing
exclusively on performance, the evaluation considers architectural properties,
communication requirements, adaptability, robustness against malicious behavior, privacy

implications, and practical deployment concerns.

6.1. Evaluation Criteria

The literature on computational trust and reputation systems proposes numerous
properties that can be used to evaluate the quality and suitability of a trust model. While
no universally accepted evaluation framework exists, several recurring criteria appear

consistently across studies.
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In [91], Wang et al. define Quality of Trust (QoT) as the quality of trust models
and propose several evaluation criteria including subjectivity, dynamicity, context
awareness, privacy preservation, scalability, robustness, overhead, explainability, and user
acceptance. However, they highlight the absence of a uniform standard. Indeed, Fotia et al.
in [145], focusing on edge-based IoT systems, provide a different set of evaluation criteria
(accuracy, security, availability, reliability, Heterogeneity, Lightweightness, flexibility,
and scalability), referring to them as trust management requirements, whereas in [146],
integrity, computability, and flexibility are identified as the key properties of trust models.

To evaluate the CA model comprehensively, we selected thirteen trust model
criteria synthesized from diverse but widely cited publications [91,145,146]. These criteria
capture both technical properties (e.g., robustness, scalability, overhead) and human-
centric qualities (e.g., explainability, user acceptance). Our selection reflects the recurring
themes across the literature and the requirements of open, dynamic Multi-Agent System
(MAS) environments. While all thirteen criteria are important, their relative priority may
vary based on application needs. For example, scalability and overhead are critical in IoT
settings with resource constraints, whereas explainability and user acceptance are more
relevant in human-agent collaboration scenarios.

This section outlines a comprehensive evaluation of the CA model based on the

thirteen evaluation criteria.

6.1.1. Decentralization

Centralized cloud-based trust assessment has significant drawbacks, including a
single point of failure, scalability issues, and susceptibility to data misuse and
manipulation by the companies that own cloud servers. As a response, decentralized-
distributed solutions are becoming the norm in trust management [147]. The CA model
follows the decentralized approach by allowing each trustee to compute trust

independently, eliminating reliance on a central authority.

6.1.2. Subjectivity

Trust is inherently subjective, as different service requesters may have different
service requirements in different contexts, affecting their perception of the trustworthiness
of the same service provider [146]. Therefore, trust models should take into account the
trustor’s subjective opinion [91]. CA satisfies the subjectivity requirement, because the

service requester defines and broadcasts the task and its requirements, and after the task’s
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execution, the service requester gives feedback to the service provider. Then the service
provider decides whether the task was successfully executed, modifying the weight of the

relevant connection, based on the feedback received.

6.1.3. Context Awareness

Since trust is context-dependent, a service provider may be trustworthy for one
task but unreliable for another. The context typically refers to the task type, but it can also
refer to an objective or execution environment with specific requirements [91]. CA
ensures context awareness by allowing trustees to maintain distinct trust connections for

different tasks requested by the same trustor.

6.1.4. Dynamicity

Trust is inherently dynamic, continuously evolving in response to events,
environmental changes, and resource fluctuations. Recent trust information is much more
important than historical information [91]. The CA model satisfies the dynamicity
requirement, since trust update is event-driven, taking place after each task execution,
making it well suited for dynamic environments, where agents may frequently join, leave,

or alter their behavior, as evidenced by the experiments in this study.

6.1.5. Availability

A trust model should ensure that all entities and services remain updated [148] and
fully available, even in the face of attacks or resource constraints [145]. In the CA
approach, the service requester does not assign a task to a specific service provider but
instead broadcasts the task to all nearby service providers. This ensures that even if a
particular service provider is unavailable due to resource limitations (e.g., battery
depletion), another service provider that receives the request can still complete the task.

Consequently, the proposed approach effectively satisfies the availability requirement.

6.1.6. Integrity and Transparency

All transaction data and interaction outcomes should be properly recorded,
efficiently stored, and easily retrievable [146]. Trust values should be accessible to all
authorized network nodes whenever they need to assess the trustworthiness of any device
in the system [147]. In the CA approach, trust information is stored locally by trustees in
the form of connections (trust relationships). This ensures that trust information remains
available even when entities cross application boundaries or transition between systems.
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Additionally, trustees can readily access their own trust information to evaluate their

reliability for a given task, thereby satisfying the integrity and transparency requirement.

6.1.7. Scalability

Since scalability is closely related to processing load and time, a trust model must
efficiently manage large-scale networks while maintaining stable performance, regardless
of network size, and operating correctly when devices are added or removed [91]. Large-
scale networks require increased communication and higher storage capacity, meaning that
trust models must adapt to the growing number of nodes and interactions [89,148,149].
However, many existing trust management algorithms struggle to scale effectively in
massively distributed systems [104].

The CA model is designed for highly dynamic environments, ensuring strong
performance despite continuous population changes. In Chapter 3 we have experimentally
demonstrated CA’s resilience to fluctuations in consumer populations. In Chapter 5, we
presented simulation experiments showing that the enhanced CA algorithm exhibits
significantly improved resilience, even when provider populations change. Additionally,
since agents in the CA approach do not exchange trust information, the model avoids
scalability issues related to agent communication. However, we have yet to evaluate how

CA scales with an increasing number of nodes.

6.1.8. Overhead

A trust model should be simple and lightweight, as calculating trust scores may be
impractical for IoT devices with limited computational resources [89]. It is essential to
ensure that a trust model does not excessively consume a device’s resources [103]. Both
computational and storage overhead must be considered [91], as devices typically have
constrained processing and storage capabilities and must prioritize their primary tasks over
trust evaluation. Additionally, excessive computational overhead can hinder real-time trust
assessment, negatively impacting time-sensitive applications. A trust model’s efficiency
can be analyzed using Big-O notation for time and space complexity. The CA model is
relatively lightweight because its algorithm avoids complex mathematical computations.
We provide a sketch of a computational complexity analysis of Algorithm 3 in Appendix
D, outlining the core reasoning behind the CA model’s efficiency using Big-O notation.
However, a detailed complexity analysis, including a formal derivation of its time and

space complexity, remains future work. Since all trust information is stored locally by
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trustees, further research is needed to evaluate the storage overhead of the CA model and

explore potential optimization techniques.

6.1.9. Accuracy

A trust model must effectively identify and prevent malicious entities by ensuring
precise classification [89]. It should achieve a high level of accuracy, meaning that the
computed trust value closely reflects the true value (i.e., the ground truth) [145]. Several
studies [150—153] assess proposed trust models using metrics such as Precision, Recall,
Fl-score, accuracy, False Positive Rate (FPR), and True Positive Rate (TPR). However,

the accuracy of the CA model has not yet been evaluated using these metrics.

6.1.10. Robustness

Trust models must withstand both anomalous behavior caused by sensor
malfunctions [149] and trust-related attacks from insider attackers who deliberately act
maliciously for personal gain or to disrupt system performance [89,154]. In heterogeneous
networks, constant device connectivity and weak interoperability between network
domains create numerous opportunities for malicious activities [91]. Traditional
cryptographic and authentication methods are insufficient against insider attacks, where
attackers possess valid cryptographic keys [149]. Existing trust models can only mitigate
certain types of attacks, but none can fully defend against all threats [108]. Therefore,
developing algorithms capable of detecting a broad range of malicious activity patterns is
crucial [89]. In the following section, we examine common trust-related attacks discussed

in the literature and evaluate the CA model’s effectiveness in countering them.

6.1.11. Privacy Preservation

Ensuring a high level of privacy through data encryption is essential during trust
assessment to prevent sensitive information leaks [147]. A trust model must safeguard
both identity privacy (IP) and data privacy (DP) [91]. Specifically, feedback and
interaction data must remain protected throughout all stages of data management,
including collection, transmission, storage, fusion, and analysis. Additionally, identity
details such as names and addresses should be shielded from unauthorized access, as
linking trust information to real identities can lead to serious risks, such as Distributed
Denial-of-Service (DDoS) Attacks [148]. In the CA approach, while entities generally do

not exchange trust information (e.g., recommendations) interaction feedback is transmitted
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from the trustor to the trustee, allowing the trustee to assess and locally store its own
trustworthiness in the form of connections. Therefore, protecting the trustor’s identity and
ensuring data privacy during transmission, storage, and analysis are critical considerations

in the CA approach.

6.1.12. Explainability

Trust models should be capable of providing clear and understandable explanations
for their results. The ability to analyze and justify decisions is essential for enhancing user
trust, compliance, and acceptance [155]. Additionally, it is important to clarify the
processing logic and how trust metrics influence trust evaluations [91]. In this study, we
made two key contributions to improve the explainability of our model. First, we
conducted a semi-formal analysis to identify potential modifications to the CA algorithm’s
processing logic that could enhance its performance. Second, we carried out a series of

simulation experiments to demonstrate the effectiveness of these improvements.

6.1.13. User Acceptance

The acceptance of a trust model depends on factors such as Quality of Service
(QoS), Quality of Experience (QoE), and individual user preferences [91]. It can be
assessed by gathering user feedback through questionnaires. However, the user acceptance
of the CA model has not yet been evaluated.

Overall, the CA model satisfies the requirements of decentralization, subjectivity,
context awareness, dynamicity, availability, integrity, and transparency, but several
aspects require further enhancement and evaluation. Future research should focus on
scalability, as the model’s performance in large-scale environments with a high number of
nodes remains untested. Additionally, while trust data are stored locally, their impact on
system overhead and storage efficiency needs further investigation. Accuracy assessment
using standard metrics such as Precision, Recall, and the Fl-score is also necessary to
validate the model’s reliability. In terms of robustness, although the model resists false
recommendations, its resilience against insider attacks requires deeper analysis. Privacy
preservation remains an open challenge, particularly with respect to safeguarding trustor
identity and feedback transmission. Finally, user acceptance has yet to be assessed,
making it essential to evaluate the model’s adoption based on Quality of Service (QoS)
and Quality of Experience (QoE). Addressing these challenges will strengthen the CA

model’s effectiveness and applicability in dynamic environments. To the best of our
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knowledge, comprehensive evaluations covering all thirteen criteria remain relatively

uncommon in the trust-management literature.

6.2. CA’s Resilience to Trust-Related Attacks

In this section, we examine the CA model’s resilience against the most common
trust-related attacks identified in various research studies [84,91,103—-105,108,116,147—
149,156,157]. A malevolent node is typically defined as a socially uncooperative entity
that consistently seeks to disrupt system operations [149]. Its primary objective is to
provide low-quality services to conserve its own resources while still benefiting from the
services offered by other nodes in the system. Malicious nodes can employ various trust-
related attack strategies, each designed to evade detection through different deceptive

tactics [108].

6.2.1. Malicious with Everyone (ME)

In this attack, a node consistently provides low-quality services or misleading
recommendations, regardless of the requester. This is one of the most fundamental types
of attacks. To counter the ME attack, the CA approach could incorporate a contract-
theoretic incentive mechanism. This mechanism would reward honest service providers
with utility gains while penalizing dishonest service providers with utility losses, similarly

to the approach in [101], by awarding or deducting credit coins.

6.2.2. Bad-mouthing Attack (BMA)

In this attack, one or more malicious nodes deliberately provide negative
recommendations to damage the reputation of a well-behaved node, reducing its chances
of being selected as a service provider. However, in the CA approach, agents do not
exchange trust information through recommendations. Since nodes cannot act as
recommenders, the CA model is inherently immune to the BMA.

Most studies assume that service requesters are honest, but as noted in [99], service
requesters can also be “ill-intentioned” or “dishonest”, deliberately giving low ratings to a
service provider despite receiving good service. Additionally, some service requesters may
be “amateurs” and incapable of accurately assessing service quality. This represents a
specific type of bad-mouthing attack, against which the CA approach is also resilient. In
the CA model, service providers have the autonomy to accept or reject service requests,

allowing them to maximize their utility while avoiding dishonest or amateur service
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requesters. If a service requester unfairly assigns a low rating to a high-quality service, the
service provider may interpret this as evidence of an unreliable interaction and respond by
decreasing the weight of its connection with that service requester, reducing the likelihood
of future interactions. This serves as a built-in mechanism to penalize dishonest service

requesters.

6.2.3. Ballot Stuffing (BSA) or Good-mouthing Attack

This attack occurs when one or more malicious recommenders (i.e., as a part of a
collusion attack) falsely provide positive feedback for a low-quality service provider to
boost its reputation and increase its chances of being selected, ultimately disadvantaging
legitimate, high-quality service providers.

Since the CA approach does not involve nodes exchanging recommendations, it is
inherently resistant to any BSA carried out by recommender nodes, which is common in
other trust models.

However, a specific variation of this attack can occur when an ill-intended or
amateur service requester assigns a service provider a higher rating than it actually
deserves [99]. In this scenario, while the service provider benefits from an inflated rating,
it also suffers by misjudging its actual service capability. Since the CA algorithm requires
the service provider to compute the average weight of its existing connections to assess its
performance, an inaccurate self-evaluation could lead to financial losses when dealing
with honest service requesters. Thus, service providers have a strong incentive to identify
and avoid dishonest or inexperienced service requesters.

To mitigate this risk, we could implement a mechanism similar to the comparison
of Tlocal and Tglobal values from [99] or the Internal Similarity concept from [105],
where the service provider would evaluate the consistency of a given rating by comparing
it to the average or median weights of connections with other service providers for the
same service.

Alternatively, a contract-theoretic incentive mechanism, as in [100], could deter
dishonest service requesters by requiring them to pay a disproportionately high amount for
low-quality services received. Additionally, integrating credit quotas (coins) as proposed
in [101] could further discourage good-mouthing attacks. The choice of mitigation
strategy would depend on the specific application environment in which the CA approach

is implemented.
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6.2.4. Self-promoting Attack

In this attack, a malicious node falsely provides positive recommendations about
itself to increase its chances of being chosen as a service provider. Once selected, it then
delivers poor services or exploits the network. This type of attack is especially effective
against nodes that have not previously interacted with the attacker.

In the CA approach, service providers do not provide recommendations about
themselves, and service requesters do not select service providers. As a result, traditional
self-promotion tactics are ineffective.

However, a dishonest service provider could still choose to provide a service
despite knowing that it would harm the service requester. To prevent such behavior, it is
crucial to incorporate a penalty mechanism that imposes a financial loss on dishonest
service providers.

Potential solutions include the fee charge concept from [99], the contract-theoretic
mechanism from [100], or an incentive mechanism using credit quotas, such as TrustCoin

[101]. The choice of mechanism would depend on the specific application scenario.

6.2.5. Opportunistic Service Attack (OSA)

This attack occurs when a node manipulates its behavior based on its reputation.
When its reputation declines, it offers high-quality services, but once its reputation
improves, it provides poor services. This strategy allows the node to sustain a sufficient
level of trust to continue being chosen as a service provider. However, in the CA
approach, OSA does not enhance a malicious node’s chances of being selected as a service
provider since trustors do not choose trustees. Consequently, our approach remains

resilient against opportunistic service attacks.

6.2.6. Sybil Attack (SA)

This attack occurs when a malicious node generates multiple fake identities to
manipulate the reputation of a target node unfairly by providing various ratings. In the CA
approach, a malicious service requester could use this tactic to hinder a target service
provider’s ability to accurately assess its service capability, deplete its resources, and
reduce its chances of being selected as a service provider. To counter this attack, we can
apply the same mechanisms proposed for addressing the good-mouthing attack.
Specifically, an approach based on the Internal Similarity concept [105] or a contract-

theoretic mechanism based on incentives [100] could either deter attackers from carrying
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out their attacks or assist the service provider in identifying and isolating malicious service

requesters.

6.2.7. Whitewashing Attack (WA)

Also known as a Re-entry Attack, this attack occurs when a malicious node
abandons the system after its reputation drops below a certain threshold and then re-enters
with a new identity to erase its negative history and reset its reputation to a default value.
In the CA approach, this attack is ineffective because changing a service provider’s
identity does not impact its likelihood of being selected as a service provider, as trustors

do not choose trustees.

6.2.8. On-Off Attack (OOA)

Also called a Random Attack, this is one of the most challenging attacks to detect.
In this attack, a malicious node alternates its behavior between good (ON) and bad (OFF)
in an unpredictable manner, restoring trust just before launching another attack. During the
ON phase, the node builds a positive reputation, which it later exploits for malicious
activities. The CA approach is resilient against the OOA since trustors do not select
trustees, meaning a high reputation does not increase a node’s chances of being chosen as

a service provider.

6.2.9. Discrimination or Selective Misbehavior Attack

This kind of attack occurs when an attacker selectively manipulates its behavior by
providing legitimate services for certain network tasks while acting maliciously against
others. To mitigate this attack in the CA approach, a penalty mechanism should be
implemented to impose financial consequences on dishonest service providers. Depending
on the application scenario, this could involve the “fee charge concept” [99], a contract-
theoretic mechanism [100], or an incentive mechanism using credit quotas like in
TrustCoin [101]. One form of this attack is selfish behavior, where service providers
prioritize easier tasks that require less effort. Rational agents would evaluate each task
based on expected utility — calculating the probability of success multiplied by the reward
— and choose accordingly. To counter this in the CA approach, it is crucial to implement
incentives that encourage capable agents to take on more challenging tasks. For example, a
contract-theoretic mechanism can ensure that highly skilled agents prefer difficult tasks

with higher expected utility.
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6.2.10. Denial of Service (DoS) and Distributed Denial of Service (DDoS) Attacks
These attacks aim to disrupt a service by overwhelming it with excessive traffic or
resource-intensive requests. While a DoS attack originates from a single attacker, DDoS
attacks involve multiple compromised devices working together to target a single system,
making them more difficult to counter. In the CA approach, these attacks remain a
potential threat. Therefore, future research should focus on developing effective

mechanisms to mitigate DoS and DDoS attacks.

6.2.11. Storage Attack

This attack occurs when a malicious node manipulates stored feedback data by
deleting, modifying, or injecting fake information. In the CA approach, an attacker may
attempt to alter or remove the locally stored connections of a trustee. To counter this
threat, future research should aim to find methods to ensure data integrity and prevent

tampering.

6.3. Potential Mechanisms for Enhancing Attack Resilience

Overall, the CA model demonstrates strong resilience against a substantial subset
of the trust-related attacks discussed in the literature, particularly those based on
recommendation manipulation and reputation inflation. This resilience stems directly from
its trustee-centric architecture and the absence of recommendation exchange.

At the same time, several attack categories require complementary mechanisms,
while others remain open research challenges. Consequently, although the CA model
cannot be considered universally secure against every form of malicious behavior, its
architecture provides a robust foundation upon which additional protection mechanisms
can be incorporated.

Several mechanisms proposed in the trust management literature could be
integrated into the CA framework to further strengthen its resilience against dishonest or

selfish behavior.

6.3.1. Incentive Mechanisms

Incentive mechanisms could be naturally integrated into the CA model through its
existing connection-strengthening process (Figure 51). After evaluating the received
service, a trustor may reward a provider when the delivered quality meets or exceeds the

requested level. The provider can then use this reward as the reinforcement signal to
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strengthen the connection associated with that trustor. Conversely, when the delivered
quality is unsatisfactory, no reward is issued and the connection is not reinforced. Such a
mechanism would create a direct incentive for providers to maintain high performance
levels, since successful service provision would increase both the immediate and the long-

term benefits received.
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Figure 51. CA Approach with Incentives

6.3.2. Penalty Mechanisms

A complementary approach involves the introduction of penalty mechanisms
(Figure 52). Providers that repeatedly deliver poor-quality services, behave dishonestly, or
intentionally attempt to exploit the system could incur utility losses, lose accumulated
credits, or face temporary or permanent exclusion from the system. Such mechanisms

could discourage malicious behavior while reinforcing cooperation among participants.
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Figure 52. CA Approach with Penalties

6.3.3. Contract-Theoretic Mechanisms

Another promising direction is the incorporation of contract-theoretic mechanisms
(Figure 53). Prior to task execution, service requesters and providers could establish
agreements specifying the expected service quality and the corresponding compensation.
More demanding tasks would be associated with higher rewards, encouraging highly
capable providers to undertake tasks that require greater expertise. Failure to satisfy
contractual obligations would result in reduced trust and lower future rewards. Such
mechanisms could also mitigate selfish behavior by aligning provider incentives with

system objectives.
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6.3.4. Consistency-Checking Mechanisms

Finally, the CA model could be extended with consistency checking mechanisms
designed to identify dishonest or inexperienced service requesters. Since providers already
maintain local trust information, they can compare newly received evaluations against
historical evaluations associated with similar services (Figure 54). Ratings that deviate
significantly from the expected range could be considered suspicious and assigned lower
credibility. This approach could help detect both bad-mouthing and good-mouthing
behaviors originating from dishonest trustors, while also reducing the influence of

inaccurate assessments provided by inexperienced users.
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Figure 54. CA Approach with Consistency Checks

The precise design, implementation, and evaluation of these mechanisms remain
open research directions. Nevertheless, their integration appears particularly compatible
with the decentralized and trustee-centric architecture of the CA model and could

substantially improve its robustness in adversarial environments.

6.4. Conclusions

This chapter broadened the evaluation of the CA model beyond performance-
oriented simulation experiments. Rather than focusing exclusively on utility gains under
dynamic environmental conditions, the analysis examined the model from the perspective
of trust management requirements and security-related challenges.

The evaluation showed that the CA model satisfies several important criteria
commonly associated with effective trust management systems, including decentralization,
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subjectivity, context awareness, dynamicity, availability, integrity, transparency, and
explainability. These properties emerge naturally from the trustee-centric design of the
model, the local storage of trust information, and the task-specific representation of trust
relationships. As a result, the CA approach offers a distinctive alternative to traditional
trustor-centric trust and reputation models.

The results further indicate that the architectural choices underlying CA have
implications that extend beyond trust estimation accuracy. In particular, the absence of
recommendation exchange reduces communication requirements and naturally mitigates
several forms of reputation manipulation and misinformation attacks. At the same time,
the evaluation revealed that certain challenges remain only partially addressed and require
additional mechanisms or architectural extensions.

Perhaps the most important outcome of this chapter is that it provides a clearer
understanding of both the strengths and the limitations of the CA approach. Rather than
evaluating the model solely through simulation performance, the analysis identifies the
broader conditions under which the model can be expected to operate effectively and
highlights the assumptions upon which its behavior relies.

Several open challenges remain, including resource exhaustion attacks, the
protection of locally stored trust information against tampering, stronger defenses against
insider attacks, and enhanced privacy-preserving mechanisms for the management of
feedback and trust-related data. Nevertheless, these limitations should be viewed in the
broader context of trust management research. Trust modeling remains an inherently
difficult problem, and existing trust and reputation models typically provide protection
against only a subset of known attacks rather than offering universal resilience against all
forms of malicious behavior.

Overall, the evaluation supports the view that CA constitutes a promising
foundation for trust management in open and dynamic multi-agent systems. The findings
of this chapter therefore serve not only as an assessment of the current state of the model

but also as a roadmap for its future evolution and refinement.
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7. Trust-Based Decision Support for Emergency
Department Operations: A Simulation Framework
Case Study Based on the CA Model

Emergency Departments (EDs) operate under highly dynamic and resource-
constrained conditions. Patients arrive with different levels of urgency, staff availability
changes over time, and decisions must often be made under significant uncertainty. In
such environments, assigning tasks to the most appropriate healthcare professional is
critical for both patient safety and operational efficiency.

The task allocation problem in an ED shares several characteristics with those
encountered in open multi-agent systems. Doctors generate requests for clinical tasks,
nurses act as service providers, and both staff availability and performance may vary over
time. Consequently, the ED constitutes an interesting application domain for evaluating
computational trust mechanisms.

In previous chapters, the final version of the Create Assemblies (CA) algorithm
was presented and evaluated. A key characteristic of this version is the ability of service
providers to continuously self-assess their performance and avoid tasks for which they are
no longer sufficiently competent. This capability is particularly relevant in healthcare
environments, where assigning critical tasks to underperforming personnel may have
serious consequences.

To investigate the practical implications of this approach, this chapter presents a
simulation framework that models an emergency department as a multi-agent system.
Doctors, nurses, and patients are represented as autonomous agents interacting within a
dynamic environment implemented in the Unity game engine. The framework enables the
evaluation of different task-allocation and staff-management strategies under controlled

and repeatable conditions.

7.1. Simulation Framework

7.1.1. Overview of the Framework
To investigate the applicability of the Create Assemblies (CA) trust model in a

healthcare setting, a simulation framework was developed using the Unity game engine.
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The framework models an Emergency Department (ED) as a dynamic multi-agent
environment in which healthcare professionals and patients interact under conditions of
uncertainty, resource constraints, and continuously evolving workloads.

The primary objective of the framework is not to replicate the operation of a
specific real-world emergency department, but rather to provide a controlled experimental
environment for studying the impact of trust-based task allocation policies on operational
performance and patient-related outcomes. By representing doctors, nurses, and patients as
autonomous agents, the framework enables the systematic evaluation of alternative
coordination strategies under repeatable conditions.

Within the simulation, doctors generate nursing task requests after examining
patients, while nurses decide whether to undertake these tasks based on their perceived
competence and current behavioral policy. The decision-making process is guided by the
CA trust model presented in Chapter 5, allowing nurses to continuously assess their own
performance and adapt their future participation accordingly. Consequently, task
allocation emerges from the interaction between agent capabilities, task requirements, and
trust-related mechanisms rather than being imposed by a centralized controller.

The framework was implemented in Unity due to its support for real-time
visualization, agent navigation, event-driven interactions, and flexible scenario
configuration. The three-dimensional environment allows for the observation of patient
flow, staff movement, resource utilization, and task execution as the simulation
progresses. Furthermore, the platform automatically records detailed performance metrics
that can subsequently be analyzed to compare alternative operational policies.

A central feature of the framework is its support for multiple staff-management
strategies. Beyond a baseline operational scenario, the simulation allows the evaluation of
interventions such as personnel replacement and workforce training. These scenarios make
it possible to investigate how different management decisions influence patient safety,
operational efficiency, and staff development over time.

Overall, the proposed framework serves as a decision-support platform for
exploring the consequences of alternative task-allocation and staffing policies before their
potential application in real clinical environments. At the same time, it provides a realistic
and challenging application domain for evaluating the behavior of the CA trust model in a

safety-critical setting.
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7.1.2. Agents and Roles
The simulation framework models the Emergency Department (ED) as a multi-
agent system composed of four main agent categories: doctors, nurses, trainer nurses, and
patients. Each agent type has a distinct role within the operational workflow and
contributes to the overall dynamics of task generation, task execution, and trust-based

decision-making.

7.1.2.1. Doctors

Doctors are responsible for examining patients and generating nursing task
requests. After assessing a patient’s condition, a doctor determines the level of
performance required for the requested nursing intervention and broadcasts the
corresponding task request to all available nurses. Each request contains information about
the expected difficulty of the task and the maximum acceptable completion time.

In the current implementation, doctors do not directly select the nurse who will
perform a task. Instead, they act solely as task requesters, allowing task-allocation
decisions to emerge through the interactions between nurses and the CA trust mechanism.
The design is consistent with the trustee-centric philosophy of the CA model, where

service providers determine whether they are capable of undertaking a requested task.

7.1.2.2. Nurses

Nurses represent the primary service providers within the simulation. Upon
receiving task requests from doctors, they evaluate whether they should undertake a task
according to the active decision-making policy and their perceived capability to perform it
successfully.

When a nurse accepts a task, the nurse travels to the corresponding patient,
performs the required intervention, and subsequently updates its internal trust-related
information based on the observed outcome. Through repeated interactions, nurses
continuously refine their self-assessment and adapt their future behavior. In scenarios
using the CA model, nurses that repeatedly perform poorly may classify themselves as
unreliable for certain task categories and avoid undertaking tasks that exceed their
capabilities.

This self-regulatory behavior constitutes the core mechanism through which the
framework seeks to improve patient safety and reduce the likelihood of assigning complex

tasks to unsuitable providers.
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7.1.2.3. Trainer Nurses

Trainer nurses are introduced exclusively in the Training scenario. Their role is to
assist nurses that have identified themselves as low-performing through the self-
assessment mechanism of the CA model.

Rather than directly replacing the underperforming nurse, trainer nurses
accompany and supervise task execution, enabling knowledge transfer and gradual skill
development. Through repeated guided practice, the performance of the trainee nurse
improves over time, allowing the nurse to eventually resume independent task execution.

This mechanism models workforce-development strategies frequently encountered
in healthcare organizations, where mentoring and supervised practice are used as

alternatives to personnel replacement.

7.1.2.4. Patients

Patients represent the recipients of healthcare services within the simulation. They
arrive dynamically, occupy available beds, and require nursing interventions after being
examined by a doctor.

Each patient is associated with a task characterized by a specific difficulty level
and urgency. Patient outcomes are indirectly influenced by the quality and timeliness of
task execution. Delays, unsuccessful task completions, and inefficient resource allocation
contribute to the patient-related performance measures recorded by the simulation.

Although patients do not actively participate in decision-making, they provide the
operational context that drives interactions among healthcare professionals and enables the

evaluation of alternative staffing and coordination strategies.

7.1.3. Modeling Staff Heterogeneity

Healthcare professionals differ considerably in their experience, skills, judgment,
and overall performance. Such variability plays an important role in emergency
department operations, where decisions must often be made under time pressure and
uncertainty. To capture these differences, the simulation framework incorporates
heterogeneity among staff members through doctor evaluation styles and nurse quality

attributes.

PhD Thesis 155



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

! Zoi Lygizou, Collective Artificial Intelligence and
7.1.3.1. Doctor Evaluation Styles

Doctors are responsible for examining patients and estimating the performance
level required for the successful execution of a nursing task. However, different doctors
may not always evaluate task difficulty in the same manner. To represent this variability,
each doctor is assigned an evaluation style that determines how task requirements are
estimated.

Three evaluation styles are considered:

e Estimates Correctly, where the doctor accurately assesses the true

performance level.

e Overestimates, where the doctor systematically assigns higher performance

levels than the true value.

e Underestimates, where the doctor systematically assigns lower performance

levels than the true value.

These alternative evaluation styles enable the simulation of realistic differences in
clinical judgment. Overestimation may result in unnecessarily strict task requirements and
underutilization of available staff, whereas underestimation may expose patients to
increased risks by assigning complex tasks to insufficiently capable providers.
Consequently, doctor evaluation styles influence both the perceived difficulty of tasks and
the subsequent decisions made by nurses.

When a doctor examines a patient, the function EvaluatePerformanceLevel() maps
the task’s true difficulty to the estimated level according to the doctor’s evaluation style.

The pseudocode of the core decision logic is presented in Appendix E.1.

7.1.3.2. Nurse Quality Attributes

The second source of heterogeneity concerns the capabilities of nurses responsible
for executing clinical tasks. At the beginning of each simulation run, nurses are assigned
predefined quality attributes that represent their overall level of competence and
performance.

In the current implementation, two categories are considered:

e High-performing nurses, who typically complete tasks more quickly and

more reliably.
e Low-performing nurses, who require longer execution times and exhibit a

higher probability of poor performance.
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Nurse quality directly affects task execution outcomes and therefore influences the
evolution of trust within the CA model. High-performing nurses are more likely to
successfully complete demanding tasks and maintain positive self-assessments, whereas
low-performing nurses are more likely to identify limitations in their capabilities and
restrict their participation to tasks that better match their skills.

In the Training scenario, nurse quality is not static. Through repeated interactions
with a trainer nurse, low-performing nurses gradually improve their capabilities, allowing
the framework to model skill acquisition and workforce development over time.

Nurse performance is modeled in the GetTaskDuration() function. The logic

governing task execution speed for different nurse qualities is presented in Appendix E.2.

7.1.3.3. Role of Heterogeneity in the Simulation

The combination of doctor evaluation styles and nurse quality attributes creates a
heterogeneous environment in which task allocation decisions are influenced by both the
characteristics of the requester and those of the provider. This heterogeneity is essential
for evaluating the behavior of the CA trust model, as the benefits of self-assessment and
adaptive task selection become particularly evident when agents differ in their capabilities
and judgment.

By explicitly representing variability among healthcare professionals, the
framework moves beyond simplified homogeneous agent simulations and provides a more

realistic setting for studying trust-based coordination in emergency department operations.

7.1.4. Emergency Department Layout

The simulation environment represents a simplified emergency department (ED)
implemented as a three-dimensional virtual space within the Unity game engine. The
objective of the layout is not to reproduce a specific hospital facility, but to provide a
realistic operational environment in which staff movement, patient flow, and task
execution can be observed and analyzed.

The virtual ED consists of three main areas: the patient treatment area (bed zone),
the staff waiting area, and the department exit. These areas, depicted in Figure 55, define

the spatial context in which agents interact throughout the simulation.
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Patient withID 7 is moving
towardsbed3

Staff Waiting Room (Orange
coloredfloor)

Empty bed

Bed Zone {(Green coloredfloor)

DoctorwithID 3 is moving Both nursesare waiting to
towardsbed7 to examine receive task requests
patient withID 3
DoctorwithID 1 is examining
patientwithID 1

DoctorwithID 2 is moving
towardsbed4to examine
patient withID 2

Figure 55. Simulation snapshot showing the bed zone (green area), staff waiting room (orange area), and the
movement of agents. Red arrows indicate movement directions, while labels describe the current activity of
agents. Dynamically updated statistics are displayed on the left side.

7.1.4.1. Patient Treatment Area

The treatment area (bed zone) contains nine patient beds where examinations and
nursing interventions take place. Patients are dynamically admitted to available beds and
remain there until all required nursing tasks have been completed.

To simplify workload management, each doctor is assigned responsibility for a
fixed subset of beds. Specifically, the first doctor is responsible for Beds 1-3, the second
doctor for Beds 4-6, and the third doctor for Beds 7-9. Consequently, each doctor
examines only the patients assigned to their designated beds and generates the
corresponding nursing task requests.

This arrangement ensures a balanced distribution of patients among doctors while

maintaining a predictable workflow throughout the simulation.

7.1.4.2. Staff Waiting Area

The staff waiting area serves as the default location for doctors and nurses when
they are not actively engaged in patient care. At the beginning of each simulation run,
healthcare professionals are instantiated in this area and remain there until assigned to a
task.
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After completing a task, nurses return to the waiting area, where they remain

available for future assignments.

7.1.4.3. Department Exit

A dedicated exit point is included within the environment to represent patient
discharge from the emergency department. Once all required interventions have been
completed, patients leave their assigned beds and navigate toward the exit, thereby

releasing resources for newly arriving patients.

7.1.4.4. Agent Navigation and Visualization

All agents navigate autonomously within the environment using Unity’s
pathfinding mechanisms. Doctors move between beds to examine patients, nurses travel to
patient locations to perform assigned interventions, and patients move between the entry
point, beds, and the exit area.

The simulation also provides real-time visual feedback on agent activities. Floating
labels and task timers display information such as agent identifiers, current actions, and
remaining task execution times. Additionally, operational statistics are continuously
updated during the simulation, allowing direct observation of patient flow, staff utilization,

and system performance.

7.1.4.5. Simplifications and Future Extensions

The current implementation adopts a fixed department layout, a predefined number
of beds, and static doctor-to-bed assignments. These design choices were made to
facilitate controlled experimentation and reproducibility across simulation runs.

Although simplified, the environment provides sufficient realism for evaluating
trust-based task-allocation strategies and staff-management policies. Future extensions
may incorporate hospital-specific floor plans, dynamic bed allocation policies, and more
detailed workflow representations, enabling the simulation of real emergency departments

and supporting more comprehensive decision-support analyses.

7.1.5. Workflow Description

The simulation framework models the daily operation of a simplified emergency
department through a sequence of interactions among patients, doctors, and nurses. Patient
arrivals, medical examinations, task requests, and nursing interventions are represented as
discrete events that collectively determine the evolution of the system over time.
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Although all scenarios share a common operational workflow, the behavior of
nurses differs depending on the selected staffing strategy. The following sections describe
the baseline workflow and the additional mechanisms introduced in the Replacement and

Training scenarios.

7.1.5.1. Base Workflow

At the beginning of each simulation run, patients are generated sequentially and
assigned to available beds according to a predefined allocation order. This arrangement
ensures that all doctors become engaged as early as possible and that the workload is
distributed across the emergency department.

Once a patient occupies a bed, the responsible doctor travels to the patient’s
location and performs an examination. Following the examination, the doctor generates a
nursing task request. In the current implementation, the only modeled nursing task is the
insertion of an intravenous (IV) catheter, although the framework has been designed to
support additional task categories in future extensions.

The task request contains information about the estimated difficulty of the
intervention and the expected completion time. This information is then broadcast to all
available nurses.

Upon receiving a task request, each nurse evaluates whether to undertake the task
according to the selected decision policy. Under the CA model, nurses use their current
self-assessment to determine whether the task matches their capabilities. Under the FIFO
policy, requests are processed in arrival order without considering performance levels.

When a nurse accepts a task, the nurse travels to the corresponding patient, verifies
that the task has not already been completed by another nurse, and performs the
intervention. Task execution is represented by a time delay that depends on both task
difficulty and nurse quality. After completing the intervention, the nurse returns to the
staff waiting area and becomes available for future assignments.

Patients remain in the emergency department until all required interventions have
been completed, after which they leave the system and release their assigned bed for

incoming patients.

7.1.5.2. Replacement Workflow
The Replacement scenario extends the baseline workflow by introducing an

additional staffing intervention aimed at mitigating the negative impact of low-performing
PhD Thesis 160



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

m Zoi Lygizou, Collective Artificial Intelligence and
nurses on patient care. The intervention is triggered when a nurse, through the self-
assessment mechanism of the CA model, determines that their performance has fallen
below the required threshold for handling more demanding tasks.

Rather than attempting complex interventions that may lead to delays or failures,
the low-performing nurse restricts their participation to tasks that match their current
capabilities. To ensure that higher-difficulty requests are still addressed promptly, the
system introduces an additional high-performing nurse who assumes responsibility for the
remaining complex tasks.

Once activated, the replacement nurse operates in the same manner as any other
nurse in the simulation, receiving pending requests and executing tasks according to their
priority and difficulty. This mechanism reduces the likelihood that critical interventions
will be delayed because of insufficient staff competence while simultaneously allowing
the low-performing nurse to continue contributing to less demanding activities.

From an operational perspective, the Replacement scenario represents a staffing
policy in which performance deficiencies are addressed through the temporary addition of
experienced personnel. Such an approach can improve patient throughput and reduce
delays associated with complex tasks, although it requires additional human resources and
may increase operational costs. The scenario therefore provides a useful mechanism for
evaluating the trade-off between service quality and staffing expenditure within the

simulated emergency department.

7.1.5.3. Training Workflow

The Training scenario adopts a different strategy for addressing performance
deficiencies. Instead of introducing additional personnel to handle difficult tasks, the
framework focuses on improving the capabilities of low-performing nurses through
supervised training.

When a nurse identifies, through the CA self-assessment mechanism, that their
performance has fallen below the acceptable threshold, a trainer nurse is assigned to
provide guidance and support. The trainer accompanies the trainee during task execution,
observing the process and providing assistance throughout the learning period. Unlike the
Replacement scenario, responsibility for task execution remains with the trainee nurse,

while the trainer acts solely as a mentor.
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As the trainee completes tasks under supervision, their performance gradually
improves. This improvement is represented through incremental updates to the nurse’s
quality attributes, reflecting the acquisition of experience and practical skills. Once the
nurse reaches the required performance level, the training phase is considered complete
and the trainer leaves the system. The nurse then resumes normal operation without
external assistance.

The Training scenario models a long-term workforce-development strategy in
which performance problems are addressed through education rather than personnel
replacement. Although the learning process may initially introduce additional delays and
increase the risk of unsuccessful task execution, it enables sustainable improvement of
staff capabilities and reduces future dependence on additional personnel. Consequently,
this scenario is useful for studying the trade-off between short-term operational efficiency

and long-term workforce development within emergency department environments.

7.1.6. Logged Metrics

To evaluate the impact of different staffing strategies and task allocation policies,
the simulation framework automatically records a set of performance indicators
throughout each simulation run. These metrics capture both operational efficiency and

service quality, enabling quantitative comparison between alternative scenarios.

7.1.6.1. Number of patients served

This metric measures the total number of patients who have been fully attended to
during the shift. A patient is considered “served” when all tasks requested by their
assigned doctor have been successfully performed by the nurses. In addition to the total
shift value, this metric is also recorded per doctor, enabling analysis of how the doctor’s
evaluation style (estimates correctly, overestimates, underestimates) relates to the number

of patients served under their care.

7.1.6.2. Total time damage

It quantifies the cumulative extra time taken by nurses to complete tasks beyond
the expected task duration. This excess time is considered detrimental to patient outcomes
— either by reducing the patient’s survival probability (e.g., in cases such as cardiac arrest
where an IV catheter must be placed quickly to administer life-saving medication) or by

increasing patient dissatisfaction due to prolonged waits. The simulation computes this

PhD Thesis 162



HELLENIC

OPEN . . . .
UNIVERSITY Machine Learning with resource constraints

m Zoi Lygizou, Collective Artificial Intelligence and
metric by summing all positive deviations (actual duration — expected duration) for
completed tasks. In addition to the overall value for each shift, time damage is recorded
per nurse — enabling analysis of how a nurse’s quality attribute (e.g., high-performing,
low-performing) correlates with the delays they cause — and per doctor, where it reflects
the cumulative delays affecting that doctor’s patients. This doctor-level recording allows
investigation of how a doctor’s evaluation style (estimates correctly, overestimates,
underestimates) influences the delays, e.g., whether underestimation of task difficulty

leads to higher time damage.

7.1.6.3. Total delay

It measures the total amount of time patients remain unattended by any nurse after
they have been examined by their assigned doctor and one or more tasks requests have
been sent to nurses. These are pure waiting periods in which the patient occupies a bed but
receives no active nursing intervention. In addition to the overall shift value, total delay is
also recorded per doctor, allowing the analysis of how each doctor’s evaluation style

influences the waiting times experienced by their patients.

7.1.6.4. Task success/failure counts

For each nurse, the simulation records the number of successfully and
unsuccessfully completed tasks. A task is counted as successful if the actual execution
time does not exceed the time estimated and requested by the doctor who examined the
patient. These metrics therefore represent the doctor’s assessment of each nurse’s
performance in executing assigned tasks. As a result, due to a doctor’s systematic bias in
evaluation style, (see Section 7.1.3.1), a task may be labeled unsuccessful despite meeting
the gold-standard duration (in cases of overestimation), or labeled successful despite
exceeding it (in cases of underestimation). Overestimation occurs when the doctor assigns
higher performance levels than required, imposing a stricter time threshold, while
underestimation relaxes the threshold. For instance, if the true required level is 3 (40 s) but
the doctor overestimates and requests level 5 (20 s), a completion time of 30 s — although
below the true gold standard — will be labeled unsuccessful. Conversely, underestimation

may label the same 30 s as successful, despite exceeding the true optimal duration.
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7.1.6.5. Utility values for each nurse
For each nurse, the simulation records a cumulative utility score based on
successfully completed tasks. When a task is successful (i.e., its actual execution time does
not exceed the time estimated and requested by the examining doctor), the nurse’s utility
increases by the task’s requestedLevel — an integer from 1 (easiest) to 5 (most difficult)
representing the task’s difficulty. This metric can serve as a motivational indicator, with

nurses potentially aiming to maximize their utility over the course of the shift.

7.1.6.6. Doctors’ delays and evaluation accuracy

These metrics are displayed in the in-game UI and exported to external .csv files
for post-simulation statistical analysis. These performance indicators can also serve as
proxies for evaluating personalized decision-support performance, linking individual agent

behaviors with patient-level outcomes.

7.1.7. Customizability and Reproducibility
The platform is designed for experimental flexibility:
e Agent counts, roles, and attributes are configured via the GlobalSettings class.
e Scenario-specific logic is encapsulated in a modular structure to enable
extension.
e Run IDs and parameter logging ensure reproducibility of results.
This modular, data-driven design supports iterative development of new scenarios

and facilitates rigorous comparative analysis.

7.2. Decision-Support Experimentation Methodology

7.2.1. Objectives and Rationale

The primary aim of the decision-support experiments is to evaluate how alternative
nurse decision-making policies and workflow strategies influence key operational
outcomes in a simulated emergency room (ER) environment. By systematically varying
agent behaviors and resource allocation strategies, the framework allows us to identify
policies that minimize patient delays, reduce detrimental time damage, and optimize the
utilization of available staff. Beyond operational benchmarking, the proposed framework
provides a foundation for Al-driven personalization of clinical workflows, allowing the

adaptation of decision policies to specific staff profiles and patient characteristics.
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This approach supports data-driven decision-making in hospital management,
enabling stakeholders to test “what-if” scenarios before implementing changes in real

clinical settings (i.e., real-world hospital environments).

7.2.2. Experimental Design
7.2.2.1. Scenarios

Three distinct operational scenarios within the simulation framework can be
evaluated. Each represents a different policy for handling low-performing nurses.

e Scenario 1 — Baseline: Low — performing nurses remain active but only
perform tasks below a predefined difficulty threshold. More complex tasks are
skipped by these nurses and remain unassigned until another available nurse
chooses to execute them. Unlike the Replacement scenario, where an additional
high-performing nurse assists with complex tasks, and the Training scenario,
where a trainer nurse accompanies and guides the low-performing nurse, no
extra nursing staff is provided in the Baseline scenario.

e Scenario 2 — Replacement: Low-performing nurses remain active but only
perform tasks below a certain difficulty threshold, and an additional high-
performing nurse is spawned to execute pending higher-difficulty tasks,
ensuring they are addressed without excessive delay.

e Scenario 3 — Training with Mentor: Low-performing nurses are accompanied
by a trainer nurse who supervises and guides them, improving their
performance over time.

The FIFO decision-making policy is only meaningful in the Baseline scenario, as it
does not support performance self-assessment or adaptive responses to low quality. In
contrast, the CA trust model is applicable across all scenarios and is essential in
Replacement and Training settings, as it enables nurses to detect low performance and

trigger the corresponding assistance or mentoring mechanisms.

7.2.2.2. Experimental Variables

To ensure meaningful comparisons between alternative task allocation policies and
staffing strategies, a number of simulation parameters were held constant throughout the
experimental study. Specifically, all experiments were conducted using the same

emergency department layout, bed allocation rules, patient assignment sequence, and task
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type. Unless explicitly stated otherwise, the number of doctors and nurses, as well as the
predefined evaluation styles of doctors and quality attributes of nurses, remained
unchanged across simulation runs. Maintaining these conditions allowed the observed
differences in performance to be attributed primarily to the coordination policies and
interventions under investigation rather than to changes in the underlying environment.

The experimental design included several independent variables. The first was the
task allocation policy, comparing the proposed CA trust-based mechanism with the
conventional First-In-First-Out (FIFO) approach. The second independent variable was the
operational scenario, namely the Baseline, Replacement, and Training configurations. In
addition, the framework allows the investigation of different doctor evaluation styles
(accurate estimation, overestimation, and underestimation of task difficulty) and different
nurse performance profiles (high-performing and low-performing), thereby supporting the
analysis of heterogeneous staff behaviors.

The impact of these variables was assessed through a set of dependent variables
automatically recorded by the simulation framework. These included the number of
patients served, representing overall throughput; total delay, measuring the cumulative
waiting time experienced by patients before receiving nursing care; and total time damage,
quantifying the adverse effects of delayed task execution. Additional performance
indicators included task success and failure counts, which reflect the effectiveness of
nursing interventions, as well as the utility accumulated by individual nurses during a
simulation run. Together, these metrics provide a multidimensional view of emergency
department performance, enabling the evaluation of operational efficiency, patient safety,

and workforce effectiveness under different decision-making policies.

7.2.3. Experimental Procedure

The experiments are conducted for four specific scenario-policy combinations:

e Baseline scenario — CA trust model;

e Baseline scenario — FIFO;

e Replacement scenario — CA trust model;

e Training scenario — CA trust model.

For each of these combinations, the simulation is executed 60 times to account for
stochastic variations in task durations and agent behaviors, each time using a different

random seed to ensure statistical robustness. In the Replacement and Training scenarios,
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only the CA trust model is tested, as this decision-making policy is the only one that
allows nurses to detect their low performance and either request assistance from an
additional high-performing nurse (Replacement) or receive guidance from a trainer nurse
(Training). The FIFO policy is applied only in the Baseline scenario.

Simulation parameters are initialized via the GlobalSettings class. A unique Run
ID is assigned to each execution for reproducibility. Patient spawning, doctors’
examinations, and nurse task executions proceed according to the workflows described in
Section 7.1.5. Performance metrics are automatically logged both in the in-game Ul and in

external CSV files.

7.2.4. Data Analysis Approach

Collected data are analyzed using descriptive statistics and inferential statistical
tests (e.g., ANOVA, t-tests, or non-parametric equivalents where appropriate) to determine
whether observed differences between policies are statistically significant.

From a decision-support perspective, the results highlight trade-offs between
different strategies. For instance, the Replacement scenario may significantly reduce total
delay for complex tasks but could require additional staffing resources, while the Training
scenario may offer long-term benefits by improving low-performing nurses without
permanently increasing headcount.

This analysis framework enables hospital managers and policymakers to:

1. Predict the operational impact of specific interventions before real-world deployment;

2. Compare alternative policies under controlled and repeatable conditions;

3. Identify scenario-specific strengths and weaknesses, informing adaptive staffing and
training strategies.

The analytical framework further enables the exploration of personalized decision
patterns, where performance metrics are examined at the level of individual agents,
highlighting how staff-specific adaptation can contribute to precision medicine-informed

decision-support approaches.

7.3. Results

7.3.1. Case Study Example
To illustrate the practical use of the simulation framework for decision support, we

present a case study of a small emergency room (ER) setup. The configuration includes
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three doctors (all accurately estimating task requests), two nurses (one high-performing
and one low-performing), and nine beds.

Three main interventions were compared across multiple simulation runs:
1. Baseline, comparing task allocation methods (CA trust model vs. FIFO);
2. Replacement, introducing an additional high-performing nurse for difficult tasks;
3. Training, pairing the low-performing nurse with a trainer to improve skills over time.
A full methodological description, including detailed statistical analyses, is
provided in Appendix F. In this section, we focus only on the key findings, their
interpretation, and the main limitations, and present the conclusions drawn from the case
study. This case study also illustrates how individualized staff behaviors and adaptive
coordination strategies can be represented computationally, providing a bridge toward

personalized and precision-oriented decision support in emergency care.

7.3.2. Key Findings
7.3.2.1. Baseline comparison (CA trust vs. FIFO)

The FIFO policy served more patients and reduced overall waiting times, but
substantially increased patient damage time and task failures by the low-performing nurse.
In contrast, the CA trust model prioritized safety, reducing harmful delays and error rates
but at the cost of longer waiting times. This demonstrates the trade-off between safety and
operational efficiency. From a personalized medicine perspective, this trade-off reflects
the dynamic balance between individual performance reliability and patient-specific safety

outcomes, highlighting the importance of adaptive task allocation.

7.3.2.2. Replacement Scenario

Adding an extra high-performing nurse to handle complex tasks significantly
improved patient throughput and reduced delays, achieving faster service and smoother
patient flow. However, the increase in staff resources slightly raised cumulative patient

damage time and implied additional staffing costs.

7.3.2.3. Training Scenario

Pairing the low-performing nurse with a trainer improved throughput and led to
gradual skill gains. While error rates initially increased — resulting in higher short-term
patient damage — the overall system performance stabilized over time, reflecting the long-

term benefits of capability building.
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7.3.2.4. Replacement vs. Training

Replacement produced immediate gains in efficiency and patient flow, whereas
Training supported gradual skill development of low-performing nurses. The decision
between these strategies depends on managerial priorities: short-term operational
optimization versus long-term workforce development. In a broader sense, these
contrasting strategies represent complementary dimensions of personalized decision-
making — one emphasizing immediate, patient-level optimization (Replacement) and the

other focusing on long-term personalization of staff performance (Training).

7.3.3. Interpretation and Limitations

This case study is based on a specific configuration of doctors, nurses, and beds.
Results may vary significantly under different conditions — for example, if doctor
evaluation styles differ (overestimating or underestimating tasks) or if the nurse
composition changes (e.g., two high-performing nurses). Additionally, the type of task
being simulated can strongly influence outcomes. In this study, IV catheter insertion was
used — a task where improvement of low-performing nurses occurs gradually over time in
the Training scenario. For other tasks, such as vital sign measurement, improvement may
occur rapidly. In such cases, even a single demonstration might suffice for a low-
performing nurse to reach a high performance, potentially making the Training scenario
more effective than Replacement across all performance indicators for that task.
Therefore, the findings should be interpreted as illustrative of the framework’s capabilities
rather than universally generalizable conclusions. Nevertheless, the ability to parameterize
agent-level variability — such as doctor judgment bias or nurse learning curves — positions
the framework as a foundation for data-driven personalization of decision-support models

in clinical operations.

7.3.4. Summary of Findings

The case study highlights how the simulation framework supports evidence-based
decision-making by allowing hospital managers to explore trade-offs between patient
safety, operational efficiency, and staff development under controlled, repeatable
conditions. This demonstrates that policy selection depends on strategic priorities, and
highlights the potential of the framework as a decision-support tool to test alternative
scenarios before real-world implementation. Moreover, by integrating adaptive trust-based

coordination with individualized agent modeling, the framework contributes to the
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emerging vision of Al-driven personalized medicine, where operational decisions are

continuously tuned to both staff performance and patient-specific needs.

7.4. Conclusions

This chapter extended the evaluation of the CA algorithm beyond trust
management and examined its applicability as a decision-support mechanism within a
simulated emergency department environment. The study investigated how trust-informed
task allocation influences operational outcomes such as patient safety, service efficiency,
and workforce development.

The experimental results demonstrated that trust-based coordination can
substantially alter the behavior of the system. The Baseline scenario revealed a clear trade-
off between efficiency and safety, with FIFO achieving higher throughput and lower
waiting times, whereas the CA-based policy reduced task failures and patient risk by
preventing low-performing nurses from undertaking demanding tasks. The Replacement
and Training scenarios further showed that performance deficiencies can be addressed
through either additional staffing resources or workforce development interventions, each
offering distinct advantages and limitations.

More importantly, the study demonstrated that the CA mechanism can support
adaptive decision making rather than merely trust management. By enabling agents to
assess their own capabilities and modify their behavior accordingly, the framework
provides a foundation for exploring alternative staffing and coordination policies under
controlled and repeatable conditions. In this sense, trust operates not only as a mechanism
for selecting service providers, but also as a means of supporting organizational decision
making in complex and dynamic environments.

Overall, the results indicate that the proposed framework constitutes a promising
tool for evaluating healthcare management strategies and exploring the consequences of
operational interventions before their deployment in real clinical settings. The chapter
therefore illustrates how computational trust mechanisms can be applied beyond
traditional multi-agent domains and contribute to evidence-based decision support in

healthcare operations.
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7.5. Research Directions

The simulation framework presented in this chapter demonstrates the applicability
of the CA algorithm as a decision-support mechanism in emergency department
operations. However, the current implementation should be viewed primarily as a proof of
concept. Several opportunities exist for extending the framework toward more realistic,
adaptive, and data-driven healthcare applications. The following research directions are

considered particularly promising.

7.5.1. Learning Agent Behavior Models from Logged Performance Data

In the current implementation, both doctor evaluation styles and nurse performance
profiles are represented through predefined rule-based functions. While this approach
facilitates controlled experimentation and reproducibility, it cannot fully capture the
complexity and variability of real clinical environments.

A promising extension is to replace these hard-coded rules with data-driven models
inferred from the simulation’s own detailed performance logs or from real-world clinical
data, integrating machine learning components to capture behavioral variability and allow
agents to continuously adapt their decision strategies to evolving clinical contexts — a key

feature of Al-driven personalization.

7.5.1.1. Inferring Doctor Evaluation Styles

Doctor-level logs include total patient time damage, cumulative delays before
treatment, and the number of patients served. Analyzing the relationships among these
metrics could allow inference of doctor evaluation styles. For instance, systematic
underestimation of task difficulty may correlate with increased patient damage, while
overestimation may inflate perceived nurse error rates. Machine learning methods such as
classification, clustering, or Bayesian inference could estimate probability distributions

over evaluation styles, leading to more realistic physician-agent behaviors.

7.5.1.2. Inferring Nurse Quality Attributes

Nurse-level logs record task outcomes (success/failure counts), time damage, delay
impacts, and utility values. While the current framework categorizes nurses as simply
high-performing or low-performing, this binary classification oversimplifies reality.

Regression models, clustering approaches, or reinforcement learning could be employed to
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infer richer nurse skill profiles, capturing variability due to experience, fatigue, training, or
workload.

By adopting this dual-level learning approach, the framework could evolve into a
self-adaptive platform in which agent parameters are continuously updated based on
observed behavior, supporting more accurate predictive modeling and more credible

decision-support analyses.

7.5.2. Environment and Workflow Customization

Future extensions should allow the emergency department (ED) environment to be
dynamically configured based on hospital-specific layouts, staffing structures, and
operational policies. Incorporating digital twins or blueprints would enable site-specific
replication of bed capacity, nurse stations, and patient flow paths, enhancing the ecological

validity of the simulation and its value as a decision-support tool.

7.5.3. Integrating a Triage Mechanism for Task Prioritization

Although the current simulation framework does not explicitly include a triage
module, aspects of triage are implicitly represented through the doctor’s evaluation of
required performance levels, which reflect both patient acuity and task complexity. This
implicit mechanism ensures that more demanding or urgent tasks are indirectly associated
with higher performance requirements. However, the current CA algorithm does not
prioritize tasks according to case severity or patient urgency. Future extensions of the
framework could incorporate an explicit triage mechanism that dynamically orders tasks

based on patient acuity and clinical urgency.

7.5.4. Expanding the Range of Nursing Tasks

This current framework models only one nursing intervention (IV catheter
insertion). Extending it to include a wider range of routine ED tasks — such as medication
administration, vital signs measurement, or ECG — would increase realism and enable
comparative evaluation of staff allocation strategies. This would also allow hospital
managers to explore how Replacement and Training policies perform across different task

complexities, balancing efficiency with long-term workforce development.
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7.5.5. Towards Al-Driven Personalized Healthcare Operations

The long-term vision of this research extends beyond emergency department
simulation toward the development of adaptive healthcare management systems capable of
supporting operational decision making in real time.

By combining computational trust, agent-based simulation, predictive analytics,
and machine learning, future systems could continuously adapt staffing assignments,
workload distribution, and resource allocation according to both patient needs and staff
capabilities. Trust-aware coordination mechanisms could therefore serve as a bridge
between operational management and intelligent decision-support technologies.

In this broader context, the CA algorithm may provide a foundation for Al-driven
healthcare operations in which coordination policies evolve dynamically in response to
changing environmental conditions, workforce characteristics, and patient demands. Such
systems could contribute to safer, more efficient, and more adaptive healthcare

environments while preserving the human-centered nature of clinical decision making.
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8. Conclusions and Future Research

8.1. Overview of the Dissertation

The increasing complexity of modern distributed systems has amplified the
importance of effective trust management mechanisms. In open environments, service
providers may exhibit heterogeneous capabilities, their performance may change over
time, and traditional trust models often struggle to adapt to dynamic conditions. Most
existing approaches focus primarily on the perspective of the trustor, treating trust as a
mechanism through which service requesters evaluate and select service providers. While
such approaches have demonstrated significant value across a wide range of domains, they
often overlook the potential contribution of the trustee in the trust formation process.

This dissertation investigated an alternative perspective inspired by biological
mechanisms observed in the human brain. More specifically, it introduced the Create
Assemblies (CA) approach, a trust management paradigm in which service providers
actively participate in trust formation through self-assessment and adaptive behavior.
Instead of relying exclusively on external evaluations, trustees continuously evaluate their
own capabilities and use this information when deciding whether to undertake a requested
task.

The research was structured around the design, improvement, evaluation, and
application of the proposed CA approach. Initially, a biologically inspired trust model was
developed and experimentally evaluated in open multi-agent environments. Subsequently,
the model was extended through the introduction of self-assessment capabilities, enabling
trustees to identify performance degradation and adapt their behavior accordingly.
Comparative experiments were then conducted to investigate the strengths and limitations
of both versions of the model under different environmental conditions.

Finally, the dissertation explored the applicability of the CA paradigm beyond
traditional trust-management domains. A simulation framework representing a hospital
emergency department was developed to examine how trust-informed task allocation can
support operational decision making in complex environments. Through this case study,
the proposed approach was evaluated not only as a trust model but also as a mechanism
for adaptive coordination and decision support.
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Taken together, the results presented throughout this dissertation demonstrate the
feasibility of incorporating self-awareness and trustee participation into trust management
processes. More broadly, they suggest that trust can be viewed not merely as an evaluation
mechanism, but as a dynamic process of continuous adaptation involving both service
requesters and service providers. The following sections summarize the principal
contributions of the dissertation, discuss its main findings and limitations, and outline

promising directions for future research.

8.2. Main Research Contributions

The research presented in this dissertation contributes to the field of computational
trust by introducing a novel trustee-oriented trust-management paradigm, extending it
through adaptive self-assessment mechanisms, investigating its behavior under a variety of
environmental conditions, and exploring its integration with reinforcement learning and
decision-support systems. The main contributions are summarized below.

Contribution 1: Introduction of a Trustee-Centric Trust Management Paradigm

The primary contribution of this dissertation is the introduction of a novel trust-
management paradigm that shifts part of the trust formation process from the trustor to the
trustee. Unlike conventional trust models, where service requesters evaluate and select
service providers based on trust estimates, the proposed Create Assemblies (CA) approach
enables trustees to actively participate in the decision-making process by assessing their
own suitability for a requested task.

This trustee-centric perspective offers several important advantages. Since trust-
related information is maintained locally by each trustee, agents can carry their trust
knowledge across different environments, making the approach particularly suitable for
highly dynamic and mobile systems. Furthermore, the model significantly reduces
communication overhead because trustees do not need to exchange trust evaluations or
recommendation information. The absence of recommendation exchange also makes the
approach inherently resistant to reputation manipulation attacks such as bad-mouthing and
ballot-stuffing, while simultaneously improving privacy protection by preventing the
dissemination of interaction histories and private evaluations.

Furthermore, the dissertation provided a systematic evaluation of the CA paradigm

with respect to a broader set of trust-management requirements and security-related
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challenges. Beyond performance-oriented simulation experiments, the analysis examined
properties such as decentralization, subjectivity, context awareness, dynamicity,
availability, integrity, transparency, and explainability. The results showed that many of
these properties emerge naturally from the trustee-centric architecture of CA, while also
identifying several open challenges that require further investigation. This evaluation
provides a deeper understanding of the conditions under which the proposed paradigm can
be expected to operate effectively and identifies several directions for its future evolution.

This contribution establishes a fundamentally different perspective on
computational trust, where trust is not solely the result of external evaluation but also
incorporates the self-awareness and self-regulation capabilities of service providers.
Contribution 2: Development and Evaluation of the Create Assemblies (CA)
algorithm for Open and Dynamic Multi-Agent Systems

The second contribution is the design and evaluation of the CA algorithm which
operationalizes the trustee-centric trust paradigm in open and dynamic multi-agent
systems. Experimental results demonstrated that the CA algorithm performs particularly
well in environments characterized by changes in consumer populations. Under such
conditions, the algorithm was shown to outperform the widely used FIRE trust model. At
the same time, the evaluation revealed that FIRE maintains advantages in environments
dominated by changes in provider populations.

These findings demonstrate that the proposed trustee-centric approach constitutes a
viable alternative to traditional trust-management mechanisms and that different trust
paradigms may be advantageous under different environmental conditions.

Contribution 3: Development of the CA algorithm with a self-assessment mechanism
for the early detection of poor performance

The third contribution extends the original CA approach through the introduction
of a self-assessment mechanism for the early detection of low performance. The resulting
CA algorithm enables trustees to continuously evaluate their own performance and adapt
their behavior when significant changes in their capabilities are detected.

This enhancement addresses one of the most challenging problems in trust
management: radical changes in trustee performance profiles. By continuously monitoring
task execution outcomes, trustees can identify performance degradation and proactively

avoid accepting tasks for which they are no longer suitable. Experimental evaluation
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demonstrated that the new CA algorithm provides substantial improvements in
environments where provider capabilities change over time.

At the same time, the results revealed that neither the original nor the new version
of the CA algorithm is universally superior. The original version remains advantageous in
environments with stable provider performance, whereas the new version performs better
when trustee profiles evolve dynamically. This observation motivates the future research
direction of adaptive self-aware trustees capable of dynamically selecting the most
appropriate version of the CA algorithm according to environmental conditions and their
own situation.

Contribution 4: Adaptive Trust Model Selection through Reinforcement Learning

The fourth contribution is the introduction of an adaptive trust-management
framework capable of dynamically selecting between trust paradigms according to
environmental conditions.

The experimental findings obtained from the evaluation of CA and FIRE
demonstrated that no single trust model consistently outperforms all others across all
environmental conditions. To address this limitation, this dissertation introduced an
adaptable trustor capable of dynamically selecting between trust mechanisms using Deep
Reinforcement Learning.

A Deep Q-Network (DQN) was employed to learn a trust model selection policy
from environmental observations derived from locally available information. Rather than
relying permanently on a single trust model, the adaptable trustor continuously adapts its
strategy according to the characteristics of the environment.

Experimental results showed that the proposed approach consistently achieved
performance above that of the worst-performing trust model and frequently approached or
exceeded the performance of the best available model. These findings suggest that trust
management should not be viewed as a competition between alternative trust paradigms,
but rather as a collaborative process in which different trust mechanisms can be
dynamically combined according to environmental requirements.

To the best of our knowledge, this constitutes one of the first applications of Deep
Reinforcement Learning to the problem of dynamic trust model selection between a
trustor-centric and the trustee-centric trust model in Multi-Agent Systems. The results

indicate that the trust management problem cannot be effectively addressed through a
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single universal trust mechanism. Instead, trustee-centric and trustor-centric approaches
should be viewed as complementary paradigms whose effectiveness depends on the
characteristics of the operating environment.

Contribution 5: Application of Trustee-Centric Trust to Decision Support in
Healthcare

The final contribution is the extension of a trustee-centric CA paradigm beyond
traditional trust-management domains through its application to healthcare decision
support.

A simulation framework representing a hospital emergency department was
developed to investigate how self-assessment and trust-informed task allocation can
support operational decision making in environments where errors may have severe
consequences. Within this framework, healthcare personnel were modeled as autonomous
agents capable of evaluating their own competence before undertaking clinical tasks.

The results demonstrated that trust-informed coordination can be used not only for
trust management but also for adaptive task allocation and policy evaluation. The
framework enables hospital managers to compare alternative staffing and training
strategies under controlled conditions before applying them in real clinical environments.
Furthermore, the approach illustrates how trustee self-assessment can contribute to the
broader vision of adaptive and personalized healthcare operations, where decisions are
continuously adjusted according to both staff capabilities and patient needs.

Collectively, these contributions establish the Create Assemblies approach as a
novel trustee-oriented trust-management paradigm and demonstrate that trust management
can benefit from both trustee-centric and trustor-centric reasoning. The dissertation further
shows that adaptive mechanisms, including self-assessment and reinforcement learning,
can be used to dynamically combine alternative trust strategies according to environmental
conditions. Finally, the applicability of the proposed approach beyond traditional trust-
management problems is demonstrated through its use as a decision-support mechanism in

healthcare operations.

8.3. Limitations of the Research

Despite the promising results obtained throughout this dissertation, several

limitations should be acknowledged. These limitations do not diminish the value of the
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proposed contributions but rather define the scope within which the findings should be
interpreted and highlight opportunities for future research.

First, the majority of the experimental evaluations were conducted within
simulation environments. Although simulation provides a controlled and reproducible
setting for studying trust-management mechanisms, it cannot fully capture the complexity
and unpredictability of real-world socio-technical systems. Factors such as human
behavior, organizational constraints, incomplete information, and unforeseen
environmental events may influence trust dynamics in ways that are difficult to model
accurately. Consequently, the reported results should be interpreted as evidence of the
effectiveness of the proposed approaches under controlled experimental conditions rather
than as guarantees of identical performance in operational deployments.

Second, the evaluation of the trustee-centric CA paradigm was primarily
performed in comparison with the FIRE trust model. FIRE was selected because it is a
well-known trust and reputation model for open multi-agent systems and because it is a
representative model of the conventional trustor-centric approach, substantially different
from the trustee-centric philosophy adopted by CA. Nevertheless, many other trust models
have been proposed in the literature, each with different assumptions and strengths. The
conclusions regarding the relative advantages of CA should therefore be interpreted within
the context of the specific models examined in this dissertation.

Third, the reinforcement learning framework introduced in Chapter 4 was designed
to learn dynamic selection between two trust-management approaches, namely FIRE and
CA. While the results demonstrated that adaptive trust model selection can improve
decision-making effectiveness, the learning framework was not evaluated with a broader
set of trust models. As a result, the generality of the learned selection policies remains
limited to the trust mechanisms considered in the current study.

The healthcare case study presented in Chapter 7 also has several limitations. The
emergency department simulation was intentionally designed as a proof-of-concept
environment to investigate the applicability of trustee-centric trust principles to decision-
support problems. The framework models a limited number of healthcare roles, a single
nursing task, and a simplified emergency department workflow. Important real-world
factors such as staff fatigue, multitasking, shift transitions, heterogeneous patient

conditions, and institutional constraints were not explicitly represented. Therefore, the
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healthcare results should be viewed primarily as an illustration of the broader applicability
of the CA paradigm rather than as a clinically validated decision-support solution.

Finally, while the dissertation demonstrates that different trust mechanisms may be
advantageous under different environmental conditions, the proposed approaches do not
yet provide a fully autonomous solution capable of continuously adapting both the trust
model and the trustee behavior simultaneously. The development of such adaptive and
self-aware trust-management systems remains an open challenge and constitutes one of the
most promising directions for future research.

Overall, these limitations reflect the exploratory nature of the research and should
be considered as opportunities for extending and strengthening the proposed framework
rather than as weaknesses of the underlying concepts. The results obtained throughout the
dissertation provide a solid foundation for future investigations into adaptive trust
management, reinforcement learning-based trust selection, and trust-informed decision-

support systems.

8.4. Future Research Directions

The research presented in this dissertation opens several promising directions for
future work. While the proposed trustee-centric trust-management paradigm, its self-
assessment extensions, and the reinforcement learning-based trust model selection
framework demonstrated encouraging results, many challenges remain open. These
challenges provide opportunities for extending the proposed approaches and further

advancing adaptive trust management in dynamic environments.

8.4.1. Adaptive and Self-Aware Trustees

One of the most important directions emerging from this dissertation is the
development of adaptive trustees capable of dynamically selecting the most appropriate
trust-management strategy according to their current circumstances.

The experimental evaluation demonstrated that neither the original CA algorithm
nor its self-assessment extension consistently outperforms the other across all
environmental conditions. The original CA approach performs well when trustee
performance remains relatively stable, whereas the enhanced version provides advantages

when trustee capabilities change over time. These findings suggest that future trustees
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could continuously monitor both environmental conditions and their own performance
characteristics and dynamically switch between alternative CA variants when appropriate.

Such adaptive self-aware trustees would extend the notion of trustee-centric trust
by enabling providers not only to assess their current competence but also to reason about

the most suitable decision-making strategy for a given context.

8.4.2. Expanding Reinforcement Learning-Based Trust Selection

The reinforcement learning framework developed in this dissertation considered
trust model selection between FIRE and CA. Future research could extend this approach to
larger collections of trust models and more complex decision spaces.

Instead of selecting between only two alternatives, future adaptable trustors could
learn policies over a broad portfolio of trust mechanisms, dynamically selecting the model
that best matches current environmental conditions. Such an approach would move trust
management closer to a meta-reasoning framework in which agents learn not only whom
to trust, but also how trust itself should be computed.

Furthermore, more advanced reinforcement learning techniques, including policy-
gradient methods, actor-critic architectures, and multi-agent reinforcement learning, could

be investigated to improve adaptability in highly dynamic environments.

8.4.3. Learning-Based Trustee Self-Assessment

The self-assessment mechanisms proposed in this dissertation are currently based
on predefined rules and local observations. A natural extension is the incorporation of
machine learning techniques capable of learning trustee performance models directly from
experience.

By analyzing historical interaction outcomes, trustees could learn richer
representations of their own capabilities and predict future performance under different
conditions. Such learning-based self-assessment mechanisms may enable earlier detection
of performance degradation, improved adaptation to changing environments, and more
accurate task acceptance decisions.

The integration of self-assessment with predictive learning represents an important
step toward autonomous trust-aware agents capable of continuously improving their

decision-making behavior.
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8.4.4. Real-World Validation and Deployment

Although the proposed approaches were evaluated extensively through simulation,
future work should investigate their applicability in real-world environments.

Validation using operational data from practical multi-agent systems would
provide valuable insights into the strengths and limitations of the trustee-centric trust
paradigm under realistic conditions. Such studies could involve distributed service
systems, collaborative robotic environments, Internet of Things applications, or
organizational decision-support systems.

Real-world deployment would also allow investigation of issues that are difficult to
model in simulation, including incomplete information, communication failures, strategic

behavior, and organizational constraints.

8.4.5. Trust-Informed Decision Support Systems

The healthcare case study demonstrated that the CA paradigm can be applied
beyond traditional trust-management problems. This observation opens opportunities for
applying trustee-centric trust principles to a wider range of decision-support domains.

Future research could investigate applications in healthcare, disaster management,
autonomous transportation, smart manufacturing, and other complex socio-technical
systems where decisions depend on the capabilities and reliability of participating agents.
In such environments, trust-informed self-assessment may provide a mechanism for

balancing efficiency, safety, robustness, and resource utilization.

8.4.6. Toward Integrated Trust Management Frameworks

Perhaps the most significant conclusion of this dissertation is that no single trust-
management approach appears to be universally optimal. Different trust models exhibit
different strengths under different environmental conditions.

Consequently, future research should move beyond the search for a single superior
trust model and focus instead on the development of integrated trust-management
frameworks capable of combining multiple trust paradigms. Within such frameworks,
trustee-centric and trustor-centric approaches would operate collaboratively, with adaptive
mechanisms dynamically selecting, weighting, or combining trust information according
to the current context.

The long-term vision emerging from this dissertation is therefore not the

replacement of conventional trust models by the CA approach, but rather the incorporation
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of trustee-centric trust as a complementary component within broader adaptive trust-
management architectures. Such systems would be capable of continuously adapting to
environmental changes, agent behavior, and application requirements, ultimately
providing more robust and effective trust-based decision making in dynamic

environments.
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Appendix A. Synaptic Plasticity

This appendix presents the basic biological mechanisms of neuronal communication and

synaptic plasticity.

A.l. Action Potential

When a neuron receives sufficient stimulation, an electrical signal is transmitted
along the entire length of its axon. This phenomenon is known as an action potential, and
the neuron is said to fire.

The transmission of a neuronal signal depends on the movement of ions (charged
particles). Various ions, including sodium (Nat), potassium (K *), and Chloride (Cl™) are
unequally distributed between the interior and exterior of the neuron. When a neuron is not
transmitting a signal, it is said to be at rest. In this state, the concentration of sodium ions
is higher outside the cell than inside, whereas the concentration of potassium ions is higher
inside the cell than outside. This unequal ionic distribution occurs across the cell
membrane and creates a concentration gradient. As a result, the concentration of positively

charged ions is greater outside the cell than inside (Figure 56).
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Figure 56: At rest, the concentration of positively charged ions is higher outside the cell than inside

This unequal distribution of ions also creates a difference in electrical charge

across the membrane, known as the electrical gradient. The difference in electrical charge
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between the inside and outside of the cell is referred to as the membrane potential. In a
resting neuron, the membrane potential is approximately -70 mV, meaning that the interior
of the cell is about 70 mV less positive than the exterior. At this point, the neuron is
considered to have reached electrochemical equilibrium.

Ions cannot freely cross the cell membrane. Instead, their movement is facilitated
by specialized proteins embedded within the membrane. Most ions cross the membrane
through structures known as ion channels, moving by passive diffusion along their
concentration gradients. Some ion channels remain permanently open, whereas others
open or close in response to specific stimuli.

For example, voltage-gated ion channels open only when the membrane potential
reaches a particular value. Ligand-gated ion channels are activated when a specific
molecule binds to them, while mechanically gated ion channels respond to physical forces
such as stretching or pressure. Most ion channels are selectively permeable, allowing only
one or a limited subset of ions to pass through.

As ions move through these channels and cross the membrane, they alter the
membrane potential. If the resulting change in membrane potential is relatively small, the
signal is referred to as a graded potential. Graded potentials are transient, and the neuron
rapidly returns to its resting state. This restoration is achieved primarily through the
activity of the sodium-potassium pump, which continuously transports three sodium ions
out of the cell and two potassium ions into the cell during each cycle. This unequal
exchange contributes to the maintenance of the ionic gradients observed in resting
neurons.

Only when the resting membrane potential and ion distributions are maintained
within precise limits is the neuron capable of generating an action potential. When
external stimulation is sufficiently strong to raise the membrane potential from
approximately -70 mV to the threshold value of -55 mV, an action potential is initiated at
the axon hillock and subsequently propagates along the axon.

An action potential consists of several phases, including depolarization,
repolarization, and hyperpolarization. Voltage-gated sodium channels can exist in three
states: closed, open, and inactivated. In the resting state, these channels remain closed.
Once the membrane potential reaches the threshold value, the channels open and sodium

ions rapidly enter the cell due to the electrochemical gradient. As positively charged
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sodium ions enter the neuron, the membrane potential becomes progressively less negative
and approaches 0 mV. This phase is known as depolarization.

The membrane potential may eventually reach approximately +30 mV, a phase
referred to as the overshoot. As the membrane potential becomes positive, the sodium
channels enter their inactivated state, preventing further sodium influx.

At the same time, the change in membrane potential triggers the opening of
voltage-gated potassium channels. These channels open more slowly than sodium
channels. Because of the potassium electrochemical gradient, potassium ions flow out of
the cell, causing the membrane potential to return toward negative values. This phase is
known as repolarization.

Since potassium channels close relatively slowly, the membrane potential briefly
becomes more negative than its resting value. This phase is known as hyperpolarization.
During this period, the potassium channels gradually close while the sodium-potassium
pump continues to operate, restoring the ionic gradients and returning the membrane
potential to its resting value.

During this period, the inactivated sodium channels cannot respond to further
stimulation. Consequently, the neuron enters its absolute refractory period, a brief interval
during which a second action potential cannot be generated regardless of the intensity of
stimulation. The absolute refractory period prevents the generation of successive action
potentials within a very short time interval and ensures the proper propagation of neuronal

signals.

A.2. Synaptic Plasticity

Synaptic plasticity refers to the continuous modification and reorganization of
neuronal connections in the human brain. The fundamental principle underlying this
process is that when two neurons fire simultaneously or in a coordinated manner, the
connection between them is strengthened, increasing the likelihood that they will fire
together again in the future. Conversely, when two neurons repeatedly fire in an
uncoordinated manner, the connection between them weakens, making future coordinated
activity less likely. In simple terms, cells that fire together wire together, whereas cells that

fire apart wire apart.
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However, what do we mean by the strength of a connection? When an action
potential (Figure 57) reaches the terminal of a presynaptic neuron, it triggers the release of
neurotransmitters, which diffuse across the synaptic cleft and bind to receptors on the
postsynaptic cell. These receptors may be either metabolic receptors or ion channels

(Figure 57).
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Figure 57: When an action potential reaches the end of a presynaptic cell, it causes the release of
neurotransmitters, which cross the synaptic cleft and bind to receptors on the postsynaptic cell

When a neurotransmitter activates a metabolic receptor, it triggers a cascade of
intracellular signaling processes that may alter a variety of proteins within the cell. In
contrast, when a neurotransmitter activates an ion channel, it may cause the channel to
open or close, thereby altering the flow of ions through the membrane and inducing a
change in the membrane potential of the postsynaptic cell. The number of receptors

present on the postsynaptic membrane — and consequently the magnitude of the voltage
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change produced in the postsynaptic neuron — is what we refer to as the strength of a
synaptic connection (Figure 58). The strengthening of a synapse is known as long-term
potentiation (LTP), whereas the weakening of synaptic strength is referred to as long-term
depression (LTD). Whether a synapse undergoes LTP or LTD depends primarily on the

precise timing of neuronal activity.

S-fronger Connection

Figure 58: In the stronger connection, the number of receptors on the postsynaptic cell is higher, and
therefore the degree of voltage change in the postsynaptic cell is greater, compared to the weaker connection

There exists a critical temporal window for synaptic plasticity, with the most
significant changes in synaptic strength occurring within approximately 20ms before or
after an action potential. If the presynaptic neuron fires up to 20 ms before the
postsynaptic neuron, LTP occurs and the synapse is strengthened. Conversely, if the

presynaptic neuron fires after the postsynaptic neuron within the same temporal window,
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LTD occurs and the synapse is weakened. This phenomenon is known as spike-timing-
dependent plasticity (STDP).

Glutamate receptors play a central role in this process. Glutamate is the principal
excitatory neurotransmitter in the brain, and two glutamate receptor types are particularly
important: AMPA receptors and NMDA receptors. AMPA receptors are permeable to
sodium and potassium ions, and it is the resulting inward flux of positively charged ions
through these receptors that depolarizes the postsynaptic cell (Appendix A.1). In contrast,
NMDA receptors are blocked by magnesium ions at negative membrane potentials and
therefore do not significantly contribute to postsynaptic depolarization under resting
conditions. However, once the cell becomes sufficiently depolarized, the magnesium block
is removed, allowing ions to flow through the NMDA receptors.

Importantly, NMDA receptors are also permeable to calcium ions. The
characteristics of this calcium influx are responsible for spike-timing-dependent plasticity.
When the presynaptic neuron fires first, it becomes depolarized and releases glutamate. By
the time glutamate reaches the postsynaptic neuron, the latter is in the process of
repolarizing and is therefore at a lower membrane potential. Under these conditions, fewer
NMDA receptors are available for activation, resulting in a relatively moderate calcium
influx. A large calcium influx induces long-term potentiation (LTP), whereas a smaller
calcium influx results in long-term depression (LTD).

AMPA receptors are continuously recycled within the cell. New receptors undergo
exocytosis at perisynaptic sites and subsequently migrate to postsynaptic regions. At the
same time, receptors located at postsynaptic sites migrate back to perisynaptic regions,
where they undergo endocytosis and are internalized into the cell.

A calcium influx that exceeds a critical threshold activates calcium-dependent
kinases. These kinases modify the recycling dynamics of AMPA receptors, primarily by
increasing their exocytosis. In addition, they phosphorylate AMPA receptors, altering their
structure and increasing their permeability. Consequently, when glutamate crosses the
synapse, a greater number of AMPA receptors are available to open, more current flows
through the membrane, and the resulting change in membrane potential is amplified.

By contrast, a more moderate calcium influx does not reach the threshold required
to activate calcium-dependent kinases and instead activates protein phosphatases. These

enzymes influence AMPA receptor recycling in the opposite direction by increasing
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receptor endocytosis, thereby reducing the number of AMPA receptors available at the
postsynaptic membrane. As a result, when glutamate crosses the synapse, fewer receptors
are available to open, less current flows through the membrane, and the resulting change

in membrane potential is diminished.
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Appendix B. Reinforcement Learning Background

This appendix provides a concise overview of the Reinforcement Learning (RL)
concepts that underpin the adaptive trust model selection mechanism presented in Chapter
4. The objective is not to provide a comprehensive treatment of RL, but rather to introduce
the fundamental principles of Q-Learning and Deep Q-Learning that are employed by the

proposed adaptable trustor.

B.1. Reinforcement Learning

Reinforcement Learning is a machine learning paradigm in which an agent learns
how to act in an environment through trial-and-error interactions. Rather than being
explicitly instructed which actions to perform, the agent receives feedback in the form of
rewards and gradually learns a policy that maximizes long-term utility.

The classical formulation of single-agent Reinforcement Learning under full
observability is based on the Markov Decision Process (MDP) framework introduced by
Sutton and Barto [118]. An MDP is defined by the tuple:

(S,A,T,R,y)

where:

e S denotes the set of states,

e A denotes the set of actions,

e T(s,a,s") defines the state transition probabilities,

e R(s) represents the reward function,

e y €[0,1) is the discount factor.

At time step t, the agent observes the current state s, € S, selects an action a; € A
according to a policy m(a|s), and receives a reward ;. The environment then transitions
to a new state s;,; according to the transition model T.

The objective of the agent is to learn an optimal policy m* that maximizes the

expected cumulative discounted reward, also known as the return:
H
R, = z V(t,_t)rt
t'=t
where H denotes the decision horizon.
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A central concept in RL is the action-value function Q(s, a), which estimates the
expected return obtained by executing action a in state s and subsequently following
policy m:
Q"(s,a) = E[R|S; = s,A; = a]
The optimal policy is the policy that maximizes the action-value function:

n* = argmax Q™ (s,a)
s

and the corresponding optimal action-value function is denoted by Q*(s, a).

Reinforcement Learning methods can generally be categorized as either model-
based or model-free. Model-based approaches attempt to learn the transition and reward
functions before deriving an optimal policy. In contrast, model-free methods learn policies
or value functions directly from experience without explicitly modeling the environment.
Model-free approaches are often preferred in complex environments where the transition

dynamics are unknown or difficult to estimate.

B.2. Q-Learning

Q-Learning, introduced by Watkins and Dayan [117], is one of the most widely
used model-free RL algorithms.

The algorithm learns the optimal action-value function iteratively using the
Bellman optimality equation. Following an observed transition (s,a,r,s"), the Q-value is

updated according to:
Q(s,@) < Q(s,) +a[r +ymax Q(s',a) = Q(s, a)]
where:
e a € [0,1] is the learning rate,
e 1 is the immediate reward,
e 1y is the discount factor.
The quantity
r+vy max Q(s',a") — Q(s,a)
is known as the Temporal Difference (TD) error and represents the discrepancy

between the current estimate and the newly observed information.
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For problems with relatively small state and action spaces, Q-values can be stored
explicitly in a lookup table. Under appropriate conditions, tabular Q-Learning is
guaranteed to converge to the optimal action-value function Q.

However, in many real-world problems the state space is extremely large or
continuous, making tabular representations impractical. In such cases, function

approximation techniques are commonly employed.

B.3. Deep Q-Learning

Deep Q-Learning [158] extends traditional Q-Learning by replacing the tabular
representation of the action-value function with a neural network known as a Deep Q-
Network (DQN).

Instead of storing a Q-value for every state-action pair, the network learns a
parameterized approximation:

Q(s,a;0)
where 6 denotes the neural network parameters.
For each experience tuple

(s,a,r,s")

the DQN computes a target value:

Ye =TtV max Q(s',a’;0)
using a separate target network
Q(s,a;0)
whose parameters are updated less frequently.
The online network produces the current estimate:
Q(s,a;0)

and the training objective is to minimize the squared loss:
2
L(®) = (y: - Q(s.3;0))
The use of separate online and target networks improves learning stability by
reducing oscillations caused by rapidly changing target values.
Deep Q-Learning also employs an experience replay mechanism. Each interaction

experience is stored in a replay memory, and training is performed using randomly
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sampled mini-batches rather than sequential observations. This process reduces
correlations between training samples and improves convergence.

The combination of neural-network-based value approximation, replay memory,
and target networks has made Deep Q-Learning one of the most influential reinforcement
learning algorithms and enables its application to problems involving large and complex

state spaces.

B.4. Relation to Chapter 4

The adaptable trustor proposed in Chapter 4 formulates trust model selection as a
Reinforcement Learning problem. The environmental features described in Section 4.3
constitute the state representation, while the available actions correspond to selecting
either the FIRE or the CA trust model. The utility gain obtained after each interaction
serves as the reward signal.

Because the state space generated by the environmental features is too large for a
tabular representation, Deep Q-Learning is employed to approximate the optimal action-
value function and learn a policy capable of adapting trust model selection to changing

environmental conditions.
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Appendix C. Selected Proof Sketches

Proof of Proposition 1. It suffices to show by mathematical induction that the n-th

connection for task,; will be initialized to the value of 0.45.

Base Case. (n = 2). We know that BP; has initialized its second connection for co, to the

value 0.45.

Induction hypothesis: Assume that Proposition 1 is correct for the kth connection that BP;

will create for task; .

Induction step: We will show that Proposition 1 holds for the (k + 1)th connection that

BP;will create for task;.

BP; will calculate the average of its k connections for task;as follows:
Weo, + Weo, + -+ Weor_s + Weoy,
k

average =

where w,,, denotes the weight of the n-th connection of BP; for task;.

From the induction hypothesis, we have the following:

Weo, = 0.45

The average of the weights of the k — 1 connections is equal to 0.45:
Weo, T Weo, + 00+ Wi,
k-1

=0.45 = Wy, + Weo, + -+ W, = (k—1)-0,45

From (3)-(5), we have the following: average = w = 0.45
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Appendix D. Sketch of Computational Complexity
Analysis of CA Algorithm

This sketch highlights the dominant cost contributors. A full formal proof would
require additional assumptions and details regarding data structures and implementation
models.

Time Complexity Analysis. We analyze the time complexity per iteration of the main
loop of Algorithm 3, focusing on dominant, input-dependent operations. Constant time
steps and scalar updates are noted but not emphasized in the final complexity.
Notation:
o t: Number of distinct known tasks (c,r) stored or processed by the agent,
where:
= s atask category.
» 7 is aset of requirements.
o n: Number of agents in the system.
o q: Number of incoming messages in the agent’s message list.
o m: Number of connections currently held by the agent. In the worst case,
m = 0(n-t).
Step-by-Step Breakdown
1. Initialization:
e C(Creating an empty structure: O(1).
2. Message Handling and Connection Setup:
e Broadcast to all agents: O(n).
e Append message: O(1).
e (Connection handling:
o Worst case:
= Linear search in connections: O(m).
* Find similar connections and average weights: O(m).
Total: O(m).
e Alternative case: O(1).
Overall block cost: 0(n + m).
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3. Select and Attempt Task:
e For each message (g in total), find the corresponding connection (worst-
case linear search): O(q - m).
e Other steps (task status, threshold check, performance evaluation): Each is
0(1).
e Message deletion (search + shift in list): 0(q).
Total for this block: 0(q - m + q) = 0(q - m).
4. Update Connection Weight: Direct updates and conditionals: O(1).
5. Dynamic Profile Update:
e [terate and filter all connections: O(m).
e Secarch through task list: O(t).
Total: O(m + t).
Total Time Complexity: O(n+m+q-m+m+t)=0(n+q-m+t) =0(q-
n - t), since, as stated, in the worst case, itism = O(n-t).
Space Complexity. We estimate the memory requirements per agent, focusing on the key
data structures and how they scale with input parameters:
e i.bad_tasks: Map from tasks to Boolean: O(t).
e Message list M: Up to g messages: 0(q).
e Connection list: At most one per known task per agent: O(n * t).
e Local scalars and flags: 0(1).
Total Space Complexity: O(q +n - t).
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Appendix E. Algorithms

E.1. Doctor’s performance level estimation based on evaluation style

Algorithm 4. Doctor’s performance level estimation based on evaluation style
function EvaluatePerformancelevel (truelevel, evaluationStyle) :
switch (evaluationStyle) :
case “overestimates”:
if truelevel <= 2: return 3
if truelevel >= 3: return 5

case “underestimates”:
if truelLevel >= 4: return 3
if truelLevel <= 3: return 1

case “estimatesCorrectly”:
return truelevel
default:
return truelLevel

E.2. Nurse task execution time determination based on quality and
training status
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Algorithm 5. Nurse task execution time determination based on quality and
training status

function GetTaskDuration (nurseld, truePerformancelevel, observedTasks):
roll = random(0, 1)

if nurseld == 1: //Low-performing nurse
isTrainingScenario = (methodToChooseRequest == 1 AND Scenario == 3)

if isTrainingScenario:
bonusChance = clamp (observedTasks x 0.1, 0, 1) // each
observed task adds 10%

if roll <= bonusChance:
return baseDurationForLevel (truePerformancelevel)

else:
return randomDurationAboveBase (truePerformancelevel)
else:
return randomDurationAboveBase (truePerformancelevel)
else if nurseld == 2: // High-performing nurse

rollGood = random (0, 1)

if rollGood <= 0.90:

return baseDurationForLevel (truePerformancelevel)
else:

return randomDurationAboveBase (truePerformancelevel)

return 40 // default fallback

function baseDurationForLevel (level) :
switch(level):

case 1: return 60
case 2: return 50
case 3: return 40
case 4: return 30
case 5: return 20
default: return 40

function randomDurationAboveBase (level) :
// returns a duration in a higher range to simulate delay
switch(level):
case 1: return random (60, )
case 2: return random (50 )
case 3: return random (40, 50)
case 4: return random(30, )
case 5: return random (20 )
default: return 40
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Appendix F. Decision Support Case Study

This appendix provides full methodological and statistical details for the decision-
support case study summarized in chapter 7. All data correspond to 60-run simulation
averages and include statistical test results (Shapiro-Wilk, Wilcoxon rank-sum, Monte

Carlo x?, etc.).

F.1. Comparative Evaluation of Nurse Task Selection Methods in the
Baseline Scenario

Objective

This case study investigates how two alternative nurse task selection policies affect

patient care quality and operational performance metrics in the Baseline scenario:

e Method 1: CA trust model;

e Method 2: FIFO.

Design

e Scenario: Baseline (no replacement nurses, no training interventions);

e Task selection policies: CA trust model vs. FIFO;

e Simulation runs: 60 independent runs per method;

e Metrics analyzed: Total patients served, total patient damage time, total patient
delay, failed and successful tasks per nurse, nurse utility, nurse time damage,
patient distribution across doctors.

Statistical Approach

All metrics were tested for normality using the Shapiro-Wilk test. Due to
significant deviations from normality in most cases (p<0.001), non-parametric Wilcoxon
rank-sum tests were applied unless otherwise specified. Effect sizes, medians, means and
p-values are reported for each comparison.
Key Results

Total Patients Served: Since both groups exhibited significant deviations from
normality (Shapiro Wilk p<0.001), the non-parametric Wilcoxon rank-sum test was
applied. The analysis showed that the FIFO policy served significantly more patients than
the CA trust model (W = 0,p < 2.2 X 1071¢). The mean difference was approximately
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11 patients per shift (CA trust: 22.18, FIFO: 33.22), indicating that prioritizing tasks by
arrival order rather than trust scores substantially increases throughput in the Baseline
scenario.

Total Patient Damage Time: Both groups deviated significantly from normality
(Shapiro-Wilk p<0.001), so the non-parametric Wilcoxon rank-sum test was applied. The
CA trust model resulted in dramatically lower cumulative patient damage time compared
to the FIFO policy (W = 0,p < 2.2 X 10716). On average, the damage time was reduced
by nearly 200 seconds per shift (CA trust: 65.38 s, FIFO: 262.77 s), indicating that trust-
based task allocation substantially mitigates patient exposure to harmful delays in
treatment.

Total Patient Delay: Both groups showed strong deviations from normality
(Shapiro-Wilk p<0.001), so the Wilcoxon rank-sum test was used. FIFO produced
significantly lower total patient delay compared to the CA trust model (W = 90000,p <
2.2 X 10716). The mean reduction was about 642 seconds per shift (CA trust: 7095.77 s,
FIFO: 6453.23 s), suggesting that FIFO’s task allocation leads to shorter waiting periods
for patients before nursing intervention. However, as earlier results show, this comes at the
cost of increased patient damage time.

Failed Tasks by the Low-performing Nurse: Both groups exhibited strong
deviations from normality (Shapiro-Wilk, p<0.001), so the non-parametric Wilcoxon rank-
sum test was applied. Results showed that the low-performing nurse failed significantly
more tasks under FIFO (Method 2) than under the CA trust model (Method 1) (W =
3600,p < 2.2 X 1071%). The mean failure count was 13.53 for Method 2 and 3.60 for
Method 1, a difference of nearly +10 failed tasks per shift. This confirms that FIFO’s
inability to avoid high-difficulty tasks for low-performing nurses leads to a substantial
increase in failed task executions.

Failed Tasks by the High-performing Nurse: Normality tests indicated significant
deviations from the normal distribution in both groups (Shapiro-Wilk p<0.001), so the
Wilcoxon rank-sum test was used. The test did not reveal a statistically significant
difference in failed tasks between FIFO and the CA trust model (W = 1852.5,p =
0.389). Mean failure counts were very similar (Method 1: 1.92, Method 2: 1.98), and the
distributions showed substantial overlap. These results suggest that high-performing
nurses maintain a low and stable error rate regardless of the task allocation policy.
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Successful Tasks by the Low-performing Nurse: Both groups contained only zero
values for the number of successful tasks, making normality testing infeasible and
rendering statistical comparisons trivial. The Wilcoxon rank-sum test confirmed no
difference between Method 1 (CA trust model) and Method 2 (FIFO) (W = 1800,p = 1).
In other words, low-performing nurses were unable to complete any tasks successfully
under either task allocation policy, highlighting that policy choice alone does not improve
task success when nurse performance is intrinsically poor.

Successful Tasks by the High-performing Nurse: Shapiro-Wilk tests indicated that
Method 1 data significantly deviated from normality (p<0.001), while Method 2 data
showed no significant deviation (p=0.075). Given the distributional mismatch, the non-
parametric Wilcoxon rank-sum test was applied. Results showed no significant difference
in the number of successful tasks between Method 1 (median = 17) and Method 2 (median
=18) (W = 1853,p = 0.391). These findings suggest that highly skilled nurses maintain
similar success rates regardless of whether patient allocation follows the CA trust model or
a FIFO policy.

Nurse Utility by the Low-performing Nurse: Shapiro-Wilk tests indicated that
Method 1 data significantly deviated from normality (p=0.006), while Method 2 data
showed no significant deviation (p=0.517). Given the distributional mismatch, the non-
parametric Wilcoxon rank-sum test was applied. Results showed that the low-performing
nurse had significantly lower utility in Method 2 (median = -44.50) compared to Method 1
(median = -9.97) (W =0,p < 2.2%x 1071%). These findings suggest that the low-
performing nurse performs substantially worse under Method 2 conditions.

Nurse Utility by the High-performing Nurse: Shapiro-Wilk tests indicated that
Method 1 data significantly deviated from normality (p=0.027), while Method 2 data
showed no significant deviation (p=0.916). Given the distributional mismatch, the non-
parametric Wilcoxon rank-sum test was applied. Results showed no significant difference
in nurse utility between Method 1 (median = 50.28) and Method 2 (median = 53.25)
(W=1749, p=0.607). These findings suggest that highly skilled nurses maintain similar
utility regardless of whether patient allocation follows Method 1 or Method 2.

Nurse Time Damage by the Low-performing Nurse: Shapiro-Wilk tests indicated
that Method 1 data significantly deviate from normality (p=0.002), while Method 2 data

showed no significant deviation (p=0.582). Given the distributional mismatch, the non-
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parametric Wilcoxon rank-sum test was applied. Results showed a significant difference in
NurseTimeDamage between Method 1 (median = 56.48) and Method 2 (median = 252.37)
(W =0,p <2.2%x107%). These findings suggest that low-performing nurses cause
substantially lower time damage when patient allocation follows Method 1 compared to
Method 2.

Nurse Time Damage by the High-performing Nurse: Shapiro-Wilk tests indicated
that NurseTimeDamage data for both Method 1 (p=0.003) and Method 2 (p=0.003)
significantly deviated from normality. Given the non-normal distributions, the non-
parametric Wilcoxon rank-sum test was applied. Results showed no significant difference
in NurseTimeDamage between Method 1 (median = 8.87) and Method 2 (median = 10.32)
(W=1679, p=0.263). These findings suggest that highly skilled nurses maintain similar
time damage regardless of whether patient allocation follows Method 1 and Method 2.

Patient Distribution Across Doctors: Nurses prefer some doctors in Method 1,
while patients are served uniformly in Method 2. Using the Monte Carlo x? test for each
simulation run, in Method 1, 18 out of 60 runs showed a statistically significant nurse
preference for certain doctors (p<0.05). In contrast, in Method 2, none of the runs showed
a significant preference. The variance in the number of patients served per doctor per run
was much higher in Method 1 (mean variance = 21.44) compared to Method 2 (mean
variance = 0.6). A paired t-test confirmed that this difference is statistically significant p =
1.46e — 09). The conclusion is that nurses appear to favor certain doctors in Method 1,
resulting in an uneven distribution of patients. In Method 2, patients are distributed
uniformly across doctors, as expected.

Conclusions

Method 1 (CA trust model) prioritizes patient safety and reduces the risk from low-
performing nurses but can result in longer patient delays and potential doctor preference
bias.

Method 2 (FIFO) improves fairness and reduces delays but increases exposure to
nurse-related damage.

These results highlight a trade-off between safety and operational efficiency.
Hospitals can select the appropriate method depending on their priorities: safety-focused
institutions may prefer Method 1, while those emphasizing throughput and fairness may

prefer Method 2.
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F.2. Baseline (CA trust model) vs. Replacement (CA trust model)

Objective

Evaluate the impact of introducing a high-performing replacement nurse for tasks
exceeding the difficulty threshold of low-performing nurses.
Design

e Scenarios: Baseline vs. Replacement;

e Task selection policy: CA trust model (applied in both scenarios);

e Metrics analyzed: Total patients served, total patient damage time, total patient
delay, failed and successful tasks per nurse, nurse utility, nurse time damage,
patient distribution across doctors.

Statistical Approach

All metrics were tested for normality using the Shapiro-Wilk test. Due to
significant deviations from normality in most cases, non-parametric Wilcoxon rank-sum
tests were applied. For metrics with no variance, no statistical test was meaningful. Effect
sizes, medians, means, and p-values are reported for each comparison.

Key Results

Total Patients Served: Since both groups exhibited significant deviations from
normality (Shapiro-Wilk p<2.2e-16), the non-parametric Wilcoxon rank-sum test was
applied. Results showed that the Replacement scenario served significantly more patients
(W =1935,p < 2.2 x 10716) compared to the baseline. The mean difference was
approximately 19.4 patients per shift (Baseline: 22.18, Replacement: 41.58), indicating
that adding an extra nurse to handle high-difficulty tasks substantially increases the overall
patient throughput.

Total Patient Damage Time: Since both groups showed significant deviations from
normality (Shapiro-Wilk test: Baseline p = 7.29 X 107, Replacement p = 1.63 X 107,
the non-parametric Wilcoxon rank-sum test was applied. Results revealed that the
Replacement scenario had a significantly higher total time in damage (W=27360, p <
2.2 X 10716) compared to the Baseline. The mean difference was approximately 30.6
seconds per shift (Baseline: 65.38 sec, Replacement: 95.97 sec), indicating that the
staffing change, while improving throughput, also increased the cumulative time that

patients spent in a critical condition.
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Total Patient Delay: Shapiro-Wilk tests indicated that both the Baseline (CA trust)
data (W=0.787, p<0.001) and the Replacement (CA trust) data (W=0.652, p<0.001)
significantly deviated from normality. Given the non-normal distributions, the non-
parametric Wilcoxon rank-sum test was applied, revealing a significant difference in total
patient delay between the two scenarios (W = 106605, p < 0.001). Specifically, the
Replacement scenario exhibited a substantially lower mean total delay (M=6284.12 s)
compared to the Baseline scenario (M=7095.77 s) representing an average reduction of
approximately 811.65 seconds per shift. These findings suggest that adding an extra nurse
to handle high-difficulty tasks significantly decreases overall patient delay in the
emergency room.

Failed Tasks by the Low-performing nurse: Since both groups exhibited significant
deviations from normality (Shapiro-Wilk p<0.001), the non-parametric Wilcoxon rank-
sum test was applied. Results indicated a small difference in the number of failed tasks
between the Baseline and Replacement scenarios (W=1416.5, p=0.037), with the mean
number of failed tasks being slightly higher in the Replacement scenario (Baseline: 3.6,
Replacement: 4.0). This suggests that adding an extra nurse for high-difficulty tasks did
not substantially reduce failed tasks, and the practical difference between the two
scenarios is minimal.

Failed Tasks by the High-performing nurse: Since both groups exhibited
significant deviations from normality (Shapiro-Wilk p<0.001), the non-parametric
Wilcoxon rank-sum test was applied. Results showed no statistically significant difference
in the number of failed tasks between the Baseline and the Replacement scenario
(W=1744.5, p=0.7642). The mean number of failed tasks was identical across both
scenarios (Baseline: 1.92, Replacement: 1.92), indicating that replacing one nurse did not
affect the failure rate of high-performing nurse.

Successful Tasks by the Low-performing nurse: Since both groups exhibited no
variance (all values were identical at 0), neither the Shapiro-Wilk test for normality nor
inferential statistical tests (Wilcoxon, Welch’s t-test) could be meaningfully applied. Both
the Baseline and Replacement scenarios resulted in a mean of 0 successful tasks per shift,
indicating that the low-performing nurse was unable to complete any successful tasks

under either condition.
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Successful tasks by the High-performing nurse: Since both groups exhibited
significant deviations from normality (Shapiro-Wilk p<0.001), the non-parametric
Wilcoxon rank-sum test was applied. Results showed no significant difference between
the Baseline and Replacement scenarios (W=1566.5, p=0.218). The mean difference was
approximately 1.25 successful tasks (Baseline: 16.67, Replacement: 17.92), indicating that
the high-performing nurse achieved a comparable number of successful tasks in both
conditions.

Nurse Utility by the Low-performing nurse: Since both groups exhibited
significant deviations from normality (Shapiro-Wilk p=0.006 for Baseline, p = 0.0009 for
Replacement), the non-parametric Wilcoxon rank-sum test was applied. Results showed
that the Replacement scenario did not differ significantly in Nurse Utility of the low-
performing nurse compared to the Baseline (W= 1606, p=0.154). The mean Nurse Utility
was slightly lower for Replacement (-10.47) than for Baseline (-9.97), with a mean
difference of approximately 0.5 units per nurse, indicating that replacing the low-
performing nurse in Scenario 2 did not substantially change the overall nurse utility under
Method 1.

Nurse Utility by the High-performing Nurse: Since both groups showed deviations
from normality (Shapiro-Wilk p<0.05 for both Baseline and Replacement), the non-
parametric Wilcoxon rank-sum test was applied. Results indicated that the Replacement
scenario had significantly higher nurse utility (W=2129.5, p=0.042) compared to the
Baseline. The mean difference was approximately 6.17 units of utility (Baseline: 50.28,
Replacement: 56.45) suggesting that the Replacement scenario improves the efficiency of
the high-performing nurse in Method 1.

Nurse Time Damage by the Low-performing Nurse: Since both groups exhibited
significant deviations from normality (Shapiro-Wilk test, Baseline: W=0.930, p=0.0021,
Replacement: W=0.938, p=0.0045), the non-parametric Wilcoxon rank-sum test was
applied. Results showed no significant difference between Baseline and Replacement
(W=1955.5, p=0.794), indicating that the time damage caused by the low-performing
nurse remained similar across scenarios. The mean NurseTimeDamage was slightly higher
in the Replacement scenario (Baseline: 56.48, Replacement: 58.07), but this difference
was not statistically significant. Thus, replacing the nurse team configuration did not

reduce the time damage caused by the low-performing nurse.
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Nurse Time Damage by the High-performing Nurse: Since both groups exhibited
significant deviations from normality (Shapiro-Wilk p<0.05), the non-parametric
Wilcoxon rank-sum test was applied. Results indicated no significant difference in Nurse
Time Damage between the Baseline and Replacement scenarios (W=1853, p=0.611). The
mean values were highly comparable (Baseline: 8.87, Replacement: 9.22), suggesting that
introducing an additional nurse in the Replacement scenario does not substantially affect
the workload-related time damage for the high-performing nurse.

Patient Distribution Across Doctors: In the Baseline scenario (Scenario 1), some
nurses show a preference for certain doctors, while in the Replacement scenario (Scenario
2), the distribution is slightly more even. Using a Monte Carlo x? test for each simulation
run, 18 out of 60 runs in the Baseline scenario showed a statistically significant nurse
preference for specific doctors (p<0.05). In the Replacement scenario, 12 out of 60 runs
showed a significant preference.

The variance in the number of patients served per doctor per run was 21.44 for the
Baseline scenario and 29.71 for the Replacement scenario. A paired t-test comparing these
variances found no statistically significant difference (p=0.938).

Conclusion: Nurses occasionally favor certain doctors in both scenarios, but the
evidence is not strong enough to indicate a systematic preference. Patient distribution
across doctors is generally uneven in both Baseline and Replacement scenarios, with no
significant difference in variance between them.

Conclusions

The Replacement scenario, which adds an extra nurse to handle high-difficulty
tasks, substantially increases overall patient throughput and reduces patient delay.
However, these operational gains come with the implicit cost of employing additional
staff. While total patient damage time rises slightly, the main trade-off to consider is the
financial and logistical burden of the extra nurse. Decision-makers should weigh the
benefits of higher efficiency and reduced patient delays against the increased staffing

costs, particularly in resource-constrained settings.

F.3. Baseline (CA trust model) vs. Training (CA trust model)

Objective
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Evaluate the impact of assigning trainer nurses to accompany low-performing
nurses within the CA Trust model. The focus is on whether this intervention improves
overall system throughput and efficiency, while accounting for potential trade-offs in error
rates, patient safety, and nurse performance outcomes.

Design

e Scenarios: Baseline vs. Training;

e Task selection policy: CA trust model applied in both scenarios;

e Metrics analyzed: Total patients served, total patient damage time, total patient
delay, failed and successful tasks per nurse, nurse utility, nurse time damage,
patient distribution across doctors.

Statistical Approach

All metrics were tested for normality using the Shapiro-Wilk test. Given that most
metrics significantly deviated from normality, the non-parametric Wilcoxon rank-sum test
was applied. For metrics with no variance in one group, the test was applied against the
non-normal counterpart. Effect sizes, means, and p-values are reported. For patient
distribution, Monte Carlo chi-square tests and variance comparisons via paired t-tests were
conducted.

Key Results

Total Patients Served: Since both groups exhibited significant deviations from
normality (Shapiro-Wilk p < 2.2 X 10716), the non-parametric Wilcoxon rank-sum test
was applied. Results showed that the Training scenario served significantly more patients
(W =10850,p < 2.2 x 1071%) compared to the baseline. The mean difference was
approximately 6.93 patients per shift (Baseline: 22.18, Training: 29.12), indicating that
assigning trainer nurses to accompany low-performing nurses substantially increases
overall patient throughput.

Total Patient Damage Time: Since both groups deviated significantly from
normality (Shapiro-Wilk p < 2.2 x 1071¢ for Baseline, p = 6.73 x 10~ >for Training),
the non-parametric Wilcoxon rank-sum test was applied. Results showed that the Training
scenario had significantly higher total patient damage time (W = 7025,p < 2.2 X 1071¢)
compared to the Baseline. The mean difference was approximately 83.9 seconds per shift
(Baseline: 65.38 sec, Training: 149.28 sec), indicating that assigning trainer nurses
increased the overall patient damage time.
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Total Patient Delay: Since both groups exhibited significant deviations from
normality (Shapiro-Wilk p < 2.2 X 10716), the non-parametric Wilcoxon rank-sum test
was applied. Results showed that the Training scenario had significantly lower total
patient delay (W=83100, p < 2.2 x 1071®) compared to the Baseline. The mean
difference was approximately 380.9 seconds per shift (Baseline: 7095.77 s, Training:
6714.88 s), indicating that implementing the training scenario reduces patient delays and
potentially improves overall efficiency in the emergency department.

Failed Tasks by the Low-performing nurse: Since failures in the Baseline group
exhibited significant deviations from normality (Shapiro-Wilk W=0.914, p=0.00045),
while the Training group did not (W=0.967, p=0.102), the non-parametric Wilcoxon rank-
sum test was applied. Results showed that the low-performing nurse committed
significantly more failed tasks in the Training scenario (W = 140,p < 2.2 X 1071°)
compared to the Baseline. The mean difference was approximately 4.28 failed tasks per
shift (Baseline: 3.60, Training: 7.88). This outcome suggests that, although trainer nurses
improve overall system throughput, low-performing nurses do not immediately reduce
their error rate; instead, the improvement process requires gradual, long-term capability
building.

Failed Tasks by the High-performing nurse: Since both Baseline and Training
scenarios showed significant deviations from normality (Shapiro-Wilk p<0.001), the non-
parametric Wilcoxon rank-sum test was applied. Results indicated no statistically
significant difference in the number of failed tasks between the Baseline and Training
scenarios (W=1675.5, p=0.5005). The mean number of failed tasks was similar across
scenarios (Baseline: 1.92, Training: 2.08). These results suggest that the performance of
the high-performing nurse remains stable between Baseline and Training, and the presence
of trainers or the Training scenario itself does not significantly affect the number of failed
tasks for this nurse.

Successful Tasks by the Low-performing nurse: Since the baseline group
had identical values (all zeros), normality could not be assessed. The training group
significantly deviated from normality (Shapiro-Wilk W = 0.848,p = 2.72 x 107°), so
the non-parametric Wilcoxon rank-sum test was applied. Results showed that the Training
scenario achieved significantly more successful tasks (W = 480,p = 9.86 x 1071¢)
compared to the baseline. The mean difference was approximately 2.43 tasks per shift
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(Baseline: 0.00, Training: 2.43), indicating that training substantially improves the
performance of low-performing nurses.

Successful Tasks by the High-performing nurse: Since both Baseline and Training
scenarios exhibited significant deviations from normality (Shapiro-Wilk p<0.001 for
both), the non-parametric Wilcoxon rank-sum test was applied. Results showed no
statistically significant difference in the number of successful tasks between Baseline and
Training (W=1958.5, p=0.403). The mean difference was minimal (Baseline: 16.67,
Training: 16.72), indicating that training interventions to the High-performing nurse did
not substantially affect task performance.

Nurse Utility by the Low-performing nurse: Since the Baseline group showed a
significant deviation from normality (Shapiro-Wilk p=0.006) while the Training group did
not (p=0.941), the non-parametric Wilcoxon rank-sum test was applied. Results showed
that the Training scenario had significantly lower Nurse Utility (W = 551.5,p <
2.72 X 10711) compared to the Baseline. The mean difference was approximately -10.07
units (Baseline: -9.97, Training: -20.03), indicating that the Training scenario substantially
reduces the utility of the low-performing nurse.

Nurse Utility by the High-performing nurse: Since both groups showed deviations
from normality (Shapiro-Wilk p<0.05 for Baseline and Training), the non-parametric
Wilcoxon rank-sum test was applied. Results indicated no significant difference in utility
between the Training and Baseline scenarios (W=1588, p=0.868). The mean utility values
were 50.28 for Baseline and 47.95 for Training. This suggests that assigning a trainer
nurse did not substantially change the utility of the high-performing nurse in the
simulation.

Nurse Time Damage by the Low-performing Nurse: Since the Baseline group
exhibited significant deviation from normality (Shapiro-Wilk, p=0.0021), the non-
parametric Wilcoxon rank-sum test was applied. Results showed that the Training scenario
did not reduce Nurse Time Damage (W=3347.5, p=1) compared to the Baseline. The mean
time damage actually increased from 56.48 in Baseline to 140.33 s in Training. This
outcome aligns with findings on failed tasks: although trainer nurses improve overall
system throughput, low-performing nurses do not immediately reduce their error rate;

instead, the improvement process requires gradual, long-term capability building. These
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results highlight that training interventions may not immediately mitigate the
inefficiencies caused by underperforming staff.

Nurse Time Damage by the High-performing Nurse: Since both groups deviated
significantly from normality (Shapiro-Wilk p<0.005), the non-parametric Wilcoxon rank-
sum test was applied. Results showed no significant difference in Nurse Time Damage
between the Training scenario and the Baseline (W= 1811.5, p=0.5252). The mean Nurse
Time Damage was 8.87 s in the Baseline and 8.92 s in the Training scenario, indicating
that the good nurse’s performance remained stable. This aligns with our previous
observation that while the trainer nurses can improve overall system throughput,
individual low-performing nurses require gradual capability building; high-performing
nurses maintain consistent efficiency regardless of scenario.

Patient Distribution Across Doctors: In the Baseline scenario, some nurses show a
preference for certain doctors, while in the Training scenario, the distribution is slightly
more even. Using a Monte Carlo chi-square test for each simulation run, 18 out of 60 runs
in the Baseline scenario showed a statistically significant nurse preference for specific
doctors (p<0.05). In the Training scenario, 15 out of 60 runs showed a significant
preference.

The variance in the number of patients served per doctor per run was 21.44 for the
Baseline scenario and 26.29 for the Training scenario. A paired t-test comparing these
variances found no statistically significant difference (p=0.838).

Conclusion: Nurses occasionally favor certain doctors in both scenarios, but the
evidence is not strong enough to indicate a systematic preference. Patient distribution
across doctors is generally uneven in both Baseline and Training scenarios, with no
significant difference in variance between them.

Conclusions

The Training scenario substantially increases the number of patients served and
reduces total patient delays demonstrating a clear improvement in system throughput
under the use of CA Trust model. However, this comes at the cost of higher patient
damage time and increased failed tasks by the low-performing nurse, highlighting that the
error rate does not improve immediately. Instead, capability building for underperforming

staff appears to be gradual and long-term in nature. The presence of trainer nurses
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stabilizes outcomes for high-performing nurses, whose performance and utility remain
largely unaffected across scenarios.

From a managerial perspective, the Training scenario illustrates a critical trade-off:
while system-level efficiency improves, short-term patient safety risks may increase due to
persistent errors by low-performing nurses. Decision-makers should recognize that
training interventions deliver operational gains but require sustained investment in long-

term skill development to mitigate the risks associated with low-performing staff.

F.4. Replacement (CA trust model) vs. Training (CA trust model)

Objective

Compare two intervention strategies for handling low-performing nurses:
immediate replacement vs skill development under training. Specifically, the study
investigates how these interventions affect patient throughput, patient safety, nurse
performance, and overall system efficiency.
Design

e Scenarios: Baseline vs. Training;

e Task selection policy: CA trust model applied in both scenarios;

e Metrics analyzed: Total patients served, total patient damage time, total patient
delay, failed and successful tasks per nurse, nurse utility, nurse time damage,
patient distribution across doctors.

Statistical Approach

All metrics were tested for normality using the Shapiro-Wilk test. Given that most
metrics significantly deviated from normality, the non-parametric Wilcoxon rank-sum test
was applied. For metrics with no variance in one group, the test was applied against the
non-normal counterpart. Effect sizes, means, and p-values are reported. For patient
distribution, Monte Carlo chi-square tests and variance comparisons via paired t-tests were
conducted.
Key Results

Total Patients Served: Since both groups deviated significantly from normality
(Shapiro-Wilk test, p < 2.2 X 10716), the non-parametric Wilcoxon rank-sum test was
applied. Results showed that the Replacement scenario served significantly more patients
(W=104114, p < 2.2 X 1071%) compared to the Training scenario. The mean difference
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was approximately 12.47 patients per shift (Replacement: 41.58, Training: 29.12),
indicating that immediate replacement of low-performing nurses results in higher patient
throughput compared to training.

Total Patient Damage Time: Since both groups exhibited significant deviations
from normality (Shapiro-Wilk test, Replacement: = 0.982,p = 0.00016; Training: W =
0.976,p = 6.73 X 107> ), the non-parametric Wilcoxon rank-sum test was applied.
Results showed that the Replacement scenario had significantly lower total patient damage
time compared to the Training scenario (W = 19695,p < 2.2 X 1071). The mean
difference was approximately 53.3 seconds per shift (Replacement: 95.97 s, Training:
149.28 s), indicating that replacing low-performing nurses with more capable ones
substantially reduces the overall damage exposure time of patients in the emergency
department.

Total Patient Delay: Since both groups deviated significantly from normality
(Shapiro-Wilk test, p < 2.2 X 1071®), the non-parametric Wilcoxon rank-sum test was
applied. Results showed that the Replacement scenario had significantly lower patient
delay (W=4440, p < 2.2 X 1071®) compared to the Training scenario. The mean
difference was approximately 430.77 seconds per shift (Replacement: 6284.12, Training:
6714.88), indicating that immediate replacement of low-performing nurses reduces total
patient delay more effectively than training.

Failed Tasks by the Low-performing nurse: Since the Replacement group deviated
significantly from normality (Shapiro-Wilk test, W = 0.908,p = 2.66 x 10™*), while the
Training group was approximately normal (W=0.967, p=0.102), the non-parametric
Wilcoxon rank-sum test was applied. Results showed that the low-performing nurse had
significantly fewer failed tasks in the Replacement scenario compared to the Training
scenario (W=156.5, p < 2.2 X 10716). The mean difference was approximately 3.88
failed tasks per shift (Replacement: 4.00, Training: 7.88), indicating that immediate
replacement of low-performing nurses reduces task failures compared to training.

Failed Tasks by the High-performing nurse: Since both groups deviated
significantly from normality (Shapiro-Wilk test, Replacement: W=0.910, p=0.0003;
Training: W=0.860, p = 6.3 X 107°), the non-parametric Wilcoxon rank-sum test was

applied. Results showed no statistically significant difference between Replacement and
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Training (W=1727.5, p=0.695). The mean number of failed tasks was similar across
conditions (Replacement: 1.92, Training: 2.08).

Successful Tasks by the Low-performing nurse: Since the Replacement group
consisted of identical values (all zero) and the Training group deviated significantly from
normality (Shapiro-Wilk test, W = 0.848,p = 2.72 X 107%), the non-parametric
Wilcoxon rank-sum test was applied. Results showed that the Training scenario produced
significantly more successful tasks (W = 480,p < 9.86 X 1071%) compared to the
Replacement scenario. The mean difference was approximately 2.43 successful tasks per
shift (Replacement: 0.00, Training: 2.43), indicating that training substantially improved
the performance of low-performing nurses compared to immediate replacement.

Successful Tasks by the High-performing nurse: Since both groups deviated
significantly from normality (Shapiro-Wilk test, Replacement: W = 0.813,p =
2.97 x 1077; Training: W = 0.747,p = 7.98 X 1077), the non-parametric Wilcoxon
rank-sum test was applied. Results showed that the Replacement scenario yielded
significantly more successful tasks compared to the Training scenario (W=2269, p=0.013).
The mean difference was approximately 1.20 tasks per shift (Replacement: 17.92,
Training: 16.72). The results suggest that immediate replacement of the low-performing
nurse leads to a modest but statistically significant improvement in the performance of the
high-performing nurse, as measured by the number of successful tasks.

Nurse Utility by the Low-performing nurse: Since the Replacement group deviated
significantly from normality (Shapiro-Wilk test, W=0.922, p=0.0009), while the Training
group did not (W=0.991, p=0.94), the non-parametric Wilcoxon rank-sum test was
applied. Results showed that the Replacement scenario yielded significantly higher utility
for the low-performing nurse compared to the Training scenario (W = 3038,p =
7.85 x 10711). The mean difference was approximately 9.57 utility points (Replacement:
-10.47, Training: -20.03).

Nurse Utility by the High-performing nurse: Since both groups significantly
deviated from normality (Shapiro-Wilk test, Replacement: W=0.951, p=0.018; Training:
W=0.958, p=0.036), the non-parametric Wilcoxon rank-sum test was applied. Results
showed no significant improvement of nurse utility in the Training scenario compared to
Replacement (W=1189, p=0.999), with mean utility being higher under Replacement
(56.45) than Training (47.95).
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Nurse Time Damage by the Low-performing nurse: Since the Replacement group
significantly deviated from normality (Shapiro-Wilk test, Replacement: W= 0.938,
p=0.0045) while the Training group was approximately normal (W=0.974, p=0.230), the
non-parametric Wilcoxon rank-sum test was applied. Results showed a significant increase
in nurse time damage in the Training scenario compared to Replacement (W = 3384,p <
2.2 X 10716), with mean time damage being substantially higher under Training (140.33)
than Replacement (58.07).

Nurse Time Damage by the High-performing nurse: Since both groups
significantly deviated from normality (Shapiro-Wilk test, Replacement: W=0.946,
p=0.011; Training: W=0.937, p=0.004), the non-parametric Wilcoxon rank-sum test was
applied. Results showed no significant difference in nurse time damage between the
Training and Replacement scenarios (W=1750.5, p=0.604), with mean time damage being
slightly lower under Training (8.92) than Replacement (9.22).

Patient Distribution Across Doctors: In the Replacement scenario, some nurses
show a preference for certain doctors, while in the Training scenario, the distribution is
slightly more even. Using a Monte Carlo chi-square test for each simulation run, 12 out of
60 runs in the Replacement scenario showed a statistically significant nurse preference for
specific doctors (p<0.05). In the Training scenario, 15 out of 60 runs showed a significant
preference.

The variance in the number of patients served per doctor per run was 29.71 for the
Replacement scenario and 26.29 for the Training scenario. A paired t-test comparing these
variances found no statistically significant difference (p=0.274).

Nurses occasionally favor certain doctors in both scenarios, but the evidence is not
strong enough to indicate a systematic preference. Patient distribution across doctors is
generally uneven in both Replacement and Training scenarios, with no significant
difference in variance between them.

Conclusions

Replacement of low-performing nurses substantially improves patient throughput,
reduces patient damage time, and lowers total patient delay compared to training.
Training, however, enables low-performing nurses to achieve more successful tasks. The

performance of high-performing nurses improves slightly under Replacement, while
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overall nurse utility favors Replacement. Patient distribution across doctors remains
uneven but comparable across scenarios.

The Replacement scenario provides clear operational benefits, including faster
patient service and reduced cumulative damage and delay. Training improves the skills of
low-performing nurses, increasing their successful tasks but at the cost of higher patient
delay and damage. Decision-makers must weigh the trade-off between immediate
efficiency gains from Replacement versus long-term skill development through Training,

especially when staffing resources are limited.
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    n e a r b y P r o v i d e r s  t − 1


    n e w P r o v i d e r s  t


    n e a r b y P r o v i d e r s  t


    n e a r b y P r o v i d e r s  t − 1


    P r o v i d e r s P o p u l a t i o n D i r e c t C h a n g e E s t i m a t e  t =   |   n e w P r o v i d e r s  t |  |   n e a r b y P r o v i d e r s  t |


  W =  {   t 1 ,   t 2 , ⋯   t  n }


  M e a n P r o v i d e r s P o p u l a t i o n D i r e c t C h a n g e E s t i m a t e =    ∑  i = 1  n   P r o v i d e r s P o p u l a t i o n D i r e c t C h a n g e E s t i m a t e   t  i  n


    N o T r u s t V a l u e  t


    A  t


    P r o v i d e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e  t =    |   N o T r u s t V a l u e  t | +  |   A  t |  |   n e a r b y P r o v i d e r s  t |


  M e a n P r o v i d e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e   =    ∑  i = 1  n   P r o v i d e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e   t  i  n


  N e w c o m e r E s t i m a t e =  {    1 ,   i f   ∀ p r o v i d e r ∈ n e a r b y P r o v i d e r s : ∄ r a t i n g =  ( c o n s u m e r , p r o v i d e r , _ , _ , _ , _ ) ∈   r a t i n g D a t a b a s e  c o n s u m e r   0 ,   o t h e r w i s e


    C  t


  t


    B  t


    C o n s u m e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e  t =   |   B  t |  |   C  t |


  n


  M e a n C o n s u m e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e =    ∑  i = 1  n   C o n s u m e r s P o p u l a t i o n I n d i r e c t C h a n g e E s t i m a t e   t  i  n


  P r o v i d e r s P e r f o r m a n c e C h a n g e E s t i m a t e =    ∑  i  N  |   t r u s t V a l u e  i ∗ 10 −   a c t u a l P e r f o r m a n c e  i |  N


    t r u s t V a l u e  i


  i


    a c t u a l P e r f o r m a n c e  i


  ( r ,   𝜑 , 𝜃 )


  C o n s u m e r s L o c a t i o n C h a n g e E s t i m a t e =  {    1 ,   i f   𝛥 r =  |   r  t −   r  t − 1 | ≠ 0 ∨ 𝛥 𝜑 =  |   𝜑  t −   𝜑  t − 1 | ≠ 0 ∨ 𝛥 𝜃 =  |   𝜃  t −   𝜃  t − 1 | ≠ 0   0 ,   o t h e r w i s e


  ( n )


   ( 𝜀 )


   ( 𝜆 )


   ( 𝛾 )


  n = 10


  𝜀 − g r e e d y


  𝜀   =   0 . 05


  1 − 𝜀


  𝜀


  𝛾 = 0 . 95


  𝜆   =   0 . 01


  ( N )


    p  P P C = 0 . 02


    p  P P C = 0 . 05


    p  P P C = 0 . 10


    p  C P C = 0 . 02


    p  C P C = 0 . 05


    p  C P C = 0 . 10


   p  μ C = 0 . 10 ,   M = 1 . 0


   p ProfileSwitch = 0 . 02


  π / 20


   p CLC = 0 . 10 ,   Δ Φ = π / 20


  π / 20


   p PLC = 0 . 10 ,   Δ Φ = π / 20


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑷 𝑷 𝑪 = 𝟓 %


    𝒑  𝑷 𝑷 𝑪 = 𝟏 𝟎 %


    𝒑  𝑪 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑪 𝑷 𝑪 = 𝟏 𝟎 %


    𝒑  𝑪 𝑷 𝑪 = 𝟏 𝟎 % ,   𝑴 = 𝟏 . 𝟎


    𝒑  𝑷 𝒓 𝒐 𝒇 𝒊 𝒍 𝒆 𝑺 𝒘 𝒊 𝒕 𝒄 𝒉 = 𝟐 %


    𝒑  𝑪 𝑳 𝑪 = 𝟏 𝟎 % ,     𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    𝒑  𝑷 𝑳 𝑪 = 𝟏 𝟎 % ,     𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    p  P P C = 0 . 02


    p  C P C = 0 . 05


    p  P P C = 0 . 10


    p  C P C = 0 . 10


    p  P P C = 0 . 02


    p  C P C = 0 . 05


  π / 20


   p CLC = 0 . 10 ,   Δ Φ = π / 20


    p  P P C = 0 . 02


    p  C P C = 0 . 05


  π / 20


   p CLC = 0 . 10 ,    p PLC = 0 . 10 ,   Δ Φ = π / 20


    p  P P C = 0 . 02


    p  C P C = 0 . 05


  π / 20


   p CLC = 0 . 10 ,    p PLC = 0 . 10 ,   Δ Φ = π / 20


    p  𝜇 C = 0 . 10 ,   M = 1 . 0


    p  P P C = 0 . 02


    p  C P C = 0 . 05


  π / 20


   p CLC = 0 . 10 ,    p PLC = 0 . 10 ,   Δ Φ = π / 20


    p  𝜇 C = 0 . 10 ,   M = 1 . 0


   p ProfileSwitch = 0 . 02


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑷 𝑷 𝑪 = 𝟏 𝟎 %


    𝒑  𝑪 𝑷 𝑪 = 𝟏 𝟎 %


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑪 𝑳 𝑪 = 𝟏 𝟎 %


  𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑪 𝑳 𝑪 = 𝟏 𝟎 %


    𝒑  𝑷 𝑳 𝑪 = 𝟏 𝟎 %


  𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑪 𝑳 𝑪 = 𝟏 𝟎 %


    𝒑  𝑷 𝑳 𝑪 = 𝟏 𝟎 %


  𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    𝒑  𝝁 𝑪 = 𝟏 𝟎 % ,     𝑴 = 𝟏 . 𝟎


    𝒑  𝑷 𝑷 𝑪 = 𝟐 %


    𝒑  𝑪 𝑷 𝑪 = 𝟓 %


    𝒑  𝑪 𝑳 𝑪 = 𝟏 𝟎 %


    𝒑  𝑷 𝑳 𝑪 = 𝟏 𝟎 %


  𝜟 𝜱 = 𝝅 / 𝟐 𝟎


    𝒑  𝝁 𝑪 = 𝟏 𝟎 % ,     𝑴 = 𝟏 . 𝟎


    𝒑  𝑷 𝒓 𝒐 𝒇 𝒊 𝒍 𝒆 𝑺 𝒘 𝒊 𝒕 𝒄 𝒉 = 𝟐 %


  𝜀   = 0 . 05


  𝛼 = 𝛽 = 0 . 1


  p e r f o r m a n c e _ l e v e l ∈ { P E R F E C T ,   G O O D , O K , B A D , W O R S T }


    t a s k 1


    t a s k 2


    t a s k 3


    t a s k 4


    t a s k 5


    t a s k 1 =  ( s e r v i c e _ I D ,   p e r f o r m a n c e _ l e v e l = P E R F E C T )


    t a s k 2 =  ( s e r v i c e _ I D ,   p e r f o r m a n c e _ l e v e l = G O O D )


    t a s k 3 =  ( s e r v i c e _ I D ,   p e r f o r m a n c e _ l e v e l = O K )


    t a s k 4 =  ( s e r v i c e _ I D ,   p e r f o r m a n c e _ l e v e l = B A D )


    t a s k 5 =  ( s e r v i c e _ I D ,   p e r f o r m a n c e _ l e v e l = W O R S T )


    C  j


    t a s k  i


  i ∈  { 1 , ⋯ , 5 }


    P  k


    C  j


    C  j


    t a s k  i


    P  k


    C  j


    t a s k  i


    P  k


    t a s k  i


    t a s k  i


    P  k


    t a s k  i


    t a s k  i


    C  j


    C 1


    C 2


    C 3


    C 4


    B P 1


    B P 1


    𝑩 𝑷  𝟏


    𝒕 𝒂 𝒔 𝒌  𝟏


    C 1


    t a s k 1


    m 1 =  ( r e q u e s t ,     C 1 ,   t a s k 1 )


    B P 1


    m 1


    c o 1 =  (   B P 1 ,   C 1 , 0 . 5 ,   t a s k 1 )


  w ≥ T h r e s h o l d


    B P 1


    t a s k 1


  [ − 10 , 0 ]


    t a s k 1


    B P 1


    c o 1


    w ′ = 0 . 45


    w ′ = w − 𝛽 ( 1 − w )


  𝛽 = 0 . 1


    C 2


    t a s k 1


    m 2 =  ( r e q u e s t ,     C 2 ,   t a s k 1 )


    B P 1


    m 2


    c o 1


    c o 2 =  (   B P 1 ,   C 2 , 0 . 45 ,   t a s k 1 )


    t a s k 1


  a v e r a g e =    w   c o 1 1 = 0 . 45


    w   c o 1


    c o 1


    c o 2


    B P 1


    t a s k 1


    C 2


    B P 1


    t a s k 1


    B P 1


    t a s k 1


    t a s k 1


    B P 1


    t a s k 1


  a = 𝛽 = 0 . 1


    t a s k 1


    𝑩 𝑷  𝟏


    𝒕 𝒂 𝒔 𝒌  𝟐


  a = 𝛽 = 0 . 1


    t a s k 2


    𝑩 𝑷  𝟏


    𝒕 𝒂 𝒔 𝒌  𝟑


    C 1


    t a s k 3


    m 1 =  ( r e q u e s t ,     C 1 ,   t a s k 3 )


    B P 1


    m 1


    c o 1 =  (   B P 1 ,   C 1 , 0 . 5 ,   t a s k 3 )


  w ≥ T h r e s h o l d


    B P 1


    t a s k 3


   [ − 10 ,   0 ]


    B P 1


    t a s k 3


    B P 1


    t a s k 3


    c o 1


    w ′ = w + 𝛼 ∙  ( 1 − w )


  𝛼 = 0 . 1


    C 2


    t a s k 3


    m 2 =  ( r e q u e s t ,     C 2 ,   t a s k 3 )


    B P 1


    m 2


    c o 1


  a v e r a g e =    w   c o 1 1 = 0 . 55


    c o 2 =  (   B P 1 ,   C 2 , 0 . 55 ,   t a s k 3 )


  w ≥ T h r e s h o l d


    B P 1


    t a s k 3


    C 2


    B P 1


    c o 2


    w ′ = 0 . 505


    t a s k 3


    C 3


    C 4


    𝒕 𝒂 𝒔 𝒌  𝟑


    𝑪  𝟏


    𝑪  𝟒


    C 1


    w   c o 1 = 0 . 55


    C 2


    w   c o 2 = 0 . 505


    C 3


    w   c o 3 = 0 . 48025


    C 4


    w   c o 4 = 0 . 462925


    B P 1


    t a s k 3


    t a s k 3


    t a s k 3


    𝑩 𝑷  𝟏


    𝒕 𝒂 𝒔 𝒌  𝟒


    B P 1


   [ − 10 ,   0 ]


    t a s k 4


  p e r f o r m a n c e ≥ − 5


    B P 1


    t a s k 4


    t a s k 4


    𝑩 𝑷  𝟏


    𝒕 𝒂 𝒔 𝒌  𝟓


    B P 1


   [ − 10 ,   0 ]


    t a s k 5


  p e r f o r m a n c e ≥ − 10


    B P 1


    t a s k 5


    t a s k 1


    B P 1


    t a s k 2


  i . b a d   _   t a s k s


  i . b a d _ t a s k s [ t a s k ] ← t r u e


  ( i . b a d _ t a s k s [ t a s k ] = t r u e )


   (   p  𝜇 C = 0 . 10 ,   M = 1 . 0 )


   (   p  P r o f i l e S w i t c h = 0 . 02 )


   (   p  P P C = 0 . 02 )


   (   p  P P C = 0 . 05 )


   (   p  P P C = 0 . 10 )


   (   p  P P C = 0 . 20 )


   (   p  P P C = 0 . 30 )


   (   p  C P C = 0 . 02 )


   (   p  C P C = 0 . 05 )


   (   p  C P C = 0 . 10 )


  𝜋 / 20


   (   p  C L C = 0 . 10 ,   𝛥 𝛷 = 𝜋 / 20 )


  𝜋 / 20


   (   p  P L C = 0 . 10 ,   𝛥 𝛷 = 𝜋 / 20 )


   (   p  𝜇 C = 0 . 10 ,   M = 1 . 0 )


   (   p  P r o f i l e S w i t c h = 0 . 02 )


   (   p  P P C = 0 . 02 )


   (   p  C P C = 0 . 05 )


  𝜋 / 20


   (   p  C L C = 0 . 10 ,   𝛥 𝛷 = 𝜋 / 20 )


  𝜋 / 20


   (   p  P L C = 0 . 10 ,   𝛥 𝛷 = 𝜋 / 20 )
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    K + )
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   〈 S , A , T , R , 𝛾 〉
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  t


    s  t ∈ S


    a  t ∈ A


  𝜋 ( a | s )


    r  t


    s  t + 1


  T


    𝜋 ∗


    R  t =   ∑    t ′ = t  H    𝛾  (   t ′ − t )   r  t


  H


  Q ( s , a )


  a


  s


  𝜋


    Q  𝜋  ( s , a ) = E  [   R  t |   S  t = s ,     A  t = a ]


    𝜋 ∗ = a r g   max  𝜋 ⁡    Q  𝜋  ( s , a )


    Q ∗  ( s , a )


  ( s , a , r ,   s ′ )


  Q  ( s , a ) ← Q  ( s , a ) + a  [ r + 𝛾   max   a ′ ⁡  Q  (   s ′ ,   a ′ ) − Q ( s , a ) ]


  a ∈  [ 0 , 1 ]


 


  


 


  


 


  t


  ( c , r )


  c


  r


  n


  q


  m


  m   =   O ( n ∙ t )


  r + 𝛾   max   a ′ ⁡  Q  (   s ′ ,   a ′ ) − Q ( s , a )


    Q ∗


 


  Q  ( s , a ; 𝜃 )


  𝜃


   〈 s , a , r ,   s ′ 〉


    y  t =   r  t + 𝛾   max  a ⁡    Q -  (   s ′ ,   a ′ ;   𝜃 - )


    Q -  ( s , a ;   𝜃 - )


  Q  ( s , a ; 𝜃 )


  L  ( 𝜃 ) =   (   y  t − Q  ( s , a ; 𝜃 ) ) 2


  n


    t a s k 1


  ( n = 2 )


    B P 1


    c o 2


  k


    B P 1


    t a s k 1


  ( k + 1 )


    B P 1


    t a s k 1


    B P 1


  k


    t a s k 1


  a v e r a g e   =     w   c o 1 +     w   c o 2 + ⋯ +   w   c o  k − 1 +     w   c o  k  k


    w   c o  n


  n


    B P 1


    t a s k 1


    w   c o  k = 0 . 45


  k − 1


      w   c o 1 +     w   c o 2 + ⋯ +   w   c o  k − 1  k − 1 = 0 . 45 ⇒   w   c o 1 +     w   c o 2 + ⋯ +   w   c o  k − 1 =  ( k − 1 ) ∙ 0 , 45


  a v e r a g e   =    ( k − 1 ) ∙ 0 . 45 + 0 . 45  k = 0 . 45


  O ( 1 )


  O ( n )


  O ( 1 )


  O ( m )


  O ( m )


  O ( m )


  O ( 1 )


  O ( n + m )


  O ( q ∙ m )


  O ( 1 )


  O ( q )


  O  ( q ∙ m + q ) = O ( q ∙ m )


  O ( 1 )


  O ( m )


  O ( t )


  O ( m + t )


  O  ( n + m + q ∙ m + m + t ) = O ( n + q ∙ m + t )


  O ( q ∙ n ∙ t )


  m   =   O ( n ∙ t )


  i . b a d _ t a s k s


  O ( t )


  M


  q


  O ( q )


  O ( n ∙ t )


  O ( 1 )


  O ( q + n ∙ t )


  ( W = 0 ,   p < 2 . 2 ×  10  − 16 )


  ( W = 0 ,   p < 2 . 2 ×  10  − 16 )


   ( W = 90000 ,   p < 2 . 2 ×  10  − 16 )


   ( W = 3600 ,   p < 2 . 2 ×  10  − 16 )


   ( W = 1852 . 5 ,   p = 0 . 389 ) .  


   ( W = 1800 ,   p = 1 )


   ( W = 1853 ,   p = 0 . 391 )


   ( W = 0 ,   p < 2 . 2 ×  10  − 16 )


   ( W = 0 ,   p < 2 . 2 ×  10  − 16 )


    x 2


  p ≈ 1 . 46 e − 09 )


   ( W = 1935 ,   p < 2 . 2 ×  10  − 16 )


  p = 7 . 29 ×  10  − 9


  p = 1 . 63 ×  10  − 4


  p < 2 . 2 ×  10  − 16


   ( W = 106605 ,     p < 0 . 001 )


    x 2


  p < 2 . 2 ×  10  − 16


  ( W = 10850 ,   p < 2 . 2 ×  10  − 16 )


  p < 2 . 2 ×  10  − 16


  p = 6 . 73 ×  10  − 5


  ( W = 7025 ,   p < 2 . 2 ×  10  − 16 )


  p < 2 . 2 ×  10  − 16


  p < 2 . 2 ×  10  − 16


  ( W = 140 ,   p < 2 . 2 ×  10  − 16


  W = 0 . 848 ,   p = 2 . 72 ×  10  − 6


  ( W = 480 ,   p = 9 . 86 ×  10  − 16 )


  ( W = 551 . 5 ,   p < 2 . 72 ×  10  − 11 )


  p < 2 . 2 ×  10  − 16


  p < 2 . 2 ×  10  − 16


  = 0 . 982 ,   p = 0 . 00016 ;   T r a i n i n g :   W = 0 . 976 ,   p = 6 . 73 ×  10  − 5


  ( W = 19695 ,   p < 2 . 2 ×  10  − 16 )


  p < 2 . 2 ×  10  − 16


  p < 2 . 2 ×  10  − 16


  W = 0 . 908 ,   p = 2 . 66 ×  10  − 4


  p < 2 . 2 ×  10  − 16


  p = 6 . 3 ×  10  − 6


  W =   0 . 848 ,   p = 2 . 72 ×  10  − 6


   ( W = 480 ,   p < 9 . 86 ×  10  − 16 )


  W = 0 . 813 ,   p = 2 . 97 ×  10  − 7


  W = 0 . 747 ,   p = 7 . 98 ×  10  − 9


  ( W = 3038 ,   p = 7 . 85 ×  10  − 11 )


  ( W = 3384 ,   p < 2 . 2 ×  10  − 16 )

